
AmpCon-DC Quick 
Deployment Guide

Page 1 of 37Copyright © 2025 FS.COM AII Rights Reserved



This guide walks you through the steps required for getting your PicOS® data center switches ready to be deployed with the AmpCon-DC 
automation solution. The main tasks are to install device system agents on devices, then bring those devices under AmpCon-DC control, 
Importing Switches or Deploying Switches. We'll cover both methods. Once you've onboarded your devices, they become Managed Devices, 
ready to be assigned in one of the AmpCon-DC server's blueprints.

NOTE: Before you begin, you must install and configure the AmpCon-DC server. For more information, see the AmpCon-DC-
Management-Platform-210-User-Manual

•

STEP1 : Begin

1.1 Deploying or Importing Switches

To manage switches with AmpCon-DC, you need to deploy switches or import switches.

1.1.1 Importing Switches

For switches that are deployed but not deployed with AmpCon-DC, you can import these switches so that they can be managed by AmpCon-
DC. For more information, see "1.9 Importing Switches".

1.1.2 Deploying Switches

For switches that are not deployed, you can deploy these switches with AmpCon-DC. Then, these switches can be managed by AmpCon-DC.

Deploying a white-box switch (switch on which PicOS is not installed) includes registering with the AmpCon-DC server, obtaining a 
PicOS image from the AmpCon-DC server, installing PicOS, configuring the switch based on system configurations and switch 
configurations, and installing a valid license on the switch.

•

Deploying an integrated hardware and software switch (switch that has PicOS installed) includes registering with the AmpCon-DC 
server, configuring the switch based on system configurations and switch configurations, and installing a valid license on the switch.

•

1.1.3 Deploying White-Box Switches

To deploy white-box switches, follow these steps:

1. Ensure that the system configuration for each switch contains the default username and password of the switch. For more 
information, see Adding System Configurations.

2. Click Service > Switch Model in the AmpCon-DC UI, and check whether the PicOS image that you want to install for each switch 
model is listed in the Deployed ONIE Image drop-down list.

If the images are not listed there, upload these PicOS images and their MD5 files to AmpCon-DC. For more information, see "1.2 
Uploading Images".

•

If the images are listed there, you don’t need to upload PicOS images and their MD5 files.•

3. Configure each switch model that you want to manage with AmpCon-DC. For more information, see "1.3 Configuring Switch 
Models".

If not, the default port number ranges and built-in PicOS images are used to deploy switches with these switch models.•

4. Prepare the global configurations that you want to push to each switch. For more information, see "1.4 Configuring Global 
Configurations".

5. Prepare the configuration templates that you want to use. For more information, see "1.5 Configuring Configuration Templates".

6. Add a switch configuration for each switch. For more information, see "1.6 Adding Switch Configurations".

After you add a switch configuration, the switch is listed on the “Switch” page with the Configured status.

NOTE: If you provision a switch without adding a switch configuration beforehand, the switch will be in Parking status. The 
switch in Parking status is not listed on the “Switch” page and can’t be staged. In the AmpCon-DC UI, click Service > 
Switch. On the “Switch” page, click Parking Lot, and then you can see all switches in Parking status. Locate a parking 
switch, and then click Create Config to add a switch configuration. After you add the switch configuration, the switch will 
be listed on the “Switch” page with the Configured status.

•

7. Stage each switch to make them ready for Zero Touch Provisioning (ZTP). For more information, see "1.7 Staging Switches".
After you stage a switch, the switch is shown as Staged on the “Switch” page.
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8. Provision new switches with ZTP to complete the PicOS installation and configuration without manual intervention. For more 
information, see "1.8 Provisioning New Switches with ZTP".

After you provision a switch, the switch is shown as Provisioning Success on the “Switch” page. On the “Switch View” page, it’s shown as 
Deployed.

1.1.4 Deploying Integrated Hardware and Software Switches

To deploy integrated hardware and software switches, follow these steps:

1. Ensure that the system configuration for each switch contains the default username and password of the switch to be deployed. For 
more information, see Adding System Configurations.

2. Prepare the global configurations that you want to push to each switch. For more information, see "1.4 Configuring Global 
Configurations".

3. Prepare the configuration templates that you want to use. For more information, see "1.5 Configuring Configuration Templates".

4. Add a switch configuration for each switch. For more information, see "1.6 Adding Switch Configurations".

After you add a switch configuration, the switch is listed on the “Switch” page with the Configured status.

NOTE If you provision a switch without adding a switch configuration beforehand, the switch will be in Parking status. The 
switch in Parking status is not listed on the “Switch” page and can’t be staged.

•

In the AmpCon-DC UI, click Service > Switch. On the “Switch” page, click Parking Lot, and then you can see all switches in 
Parking status. Locate a parking switch, and then click Create Config to add a switch configuration. After you add the 
switch configuration, the switch will be listed on the “Switch” page with the Configured status.

•

5. Stage each switch to make them ready for Zero Touch Provisioning (ZTP) deployment. For more information, see "1.7 Staging 
Switches".

After you stage a switch, the switch is shown as Staged on the “Switch” page.

6. Provision new switches with ZTP to complete the PicOS installation and configuration without manual intervention. For more 
information, see "1.8 Provisioning New Switches with ZTP".

After you provision a switch, the switch is shown as Provisioning Success on the “Switch” page. On the “Switch View" page, it’s shown as 
Deployed.

1.2 Uploading and Pushing Images

AmpCon-DC provides multiple built-in PicOS images, which you can use to deploy switches.

To deploy a switch with a PicOS image that is not built in AmpCon-DC, upload the image and its MD5 file first before you deploy the switch.

1.2.1 Uploading Images

To upload a PicOS image, follow these steps:

In the AmpCon-DC UI, click Resource > Upgrade Management.

1. Click Upload.

2. In the pop-up window, upload an image by using one of the following ways:

Click File, and select a local image file (required) and its MD5 file (optional).•
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Click Link, and enter the image URL (required) and the MD5 file URL (optional).•

Click Latest, and check the image files that you want to upload.•

3. Click Upload.

1.2.2 Optional: Uploading MD5 Files

An MD5 file is used to verify the completeness of the corresponding PicOS image. If the MD5 file is not uploaded when you upload the PicOS 
image, AmpCon-DC will not verify the completeness of the PicOS image when it installs the PicOS image.

To upload an MD5 file for a PicOS image, follow these steps:

1. In the AmpCon-DC UI, click Resource > Upgrade Management.

2. In the Software list, locate the PicOS image, and then click Upload Md5.
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3. Upload the MD5 file by using either of the following ways:

Click File, and select the MD5 file.•

Click Link, and enter the URL of the MD5 file.•

4. Click Upload.

1.2.3 Optional: Removing Images

1. In the AmpCon-DC UI, click Resource > Upgrade Management.

2. In the Software list, locate an image, and then click Delete.

3. Click Yes to confirm the deletion.

1.2.4 Optional: Pushing Images

You can push PicOS images to one or multiple switches. The pushed images are located in the /home/automation directory.

To push a PicOS image to a single switch, follow these steps:

1. In the AmpCon-DC UI, click Resource > Upgrade Management.

2. In the Software list, select the PicOS image that you want to push.

3. In the Switch list, locate the switch, and then click Push Image.

To push a PicOS image to multiple switches, follow these steps:

1. In the AmpCon-DC UI, click Resource > Upgrade Management.

2. In the Software list, select the PicOS image that you want to push.

3. In the Switch list, select the corresponding switches, and then click Push Image.
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1.3 Configuring Switch Models

Before you deploy switches, configure each switch model that you want to manage with AmpCon-DC. If not, the default port number ranges 
and built-in PicOS images are used to deploy switches with these switch models.

1.3.1 Configuring a Switch Model

To configure a switch model, follow these steps:

1. In the AmpCon-DC UI, click Service > Switch Model.

2. Optional: Refresh the supported switch model list:

a. Click Update Switch Model.

b. Click Yes to confirm the update.

3. In the Switch Model drop-down list, select the switch model that you want to configure.

4. Configure the port number range for each speed.
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5. In the Deployed ONIE Image drop-down list, select the PicOS image that you want to install for this switch model.

NOTE If the PicOS image to install is not listed here, upload the PicOS image and its MD5 file to AmpCon-DC. For 
more information, see "1.2 Uploading Images".

•

Click Save.

1.3.2 Optional: Resetting a Switch Model

To reset a switch model, follow these steps:

1. In the AmpCon-DC UI, click Service > Switch Model.

2. Click Reset.

3. Click Save.

After you reset a switch model, the port number range for each speed is set to zero, and the PicOS image in the Deployed ONIE Image drop-
down list is reset to the built-in image.

1.4 Configuring Global Configurations

Global configurations are configurations that you push to switches during the switch deployment process. When you add a switch 
configuration, you need to select a global configuration file.

Prepare the global configuration before you add a switch configuration.

1.4.1 Adding a Global Configuration

To add a global configuration, follow these steps:

1. In the AmpCon-DC UI, click Service > Global Configuration.

2. Input the following information:

Switch Model: The model of the switch.○

Global Config Name: The name of the global configuration.○

Generic Global File: Select a .txt file with general configurations to push to the switch.○
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Security Global File: Select a .txt file with security-related configurations to push to the switch.○

3. Click Generate.

4. In the Admin Global Config Preview section, confirm or edit the configurations that are retrieved from the Generic Global File and 
the Security Global File.

5. Click Save.

1.4.2 Viewing a Global Configuration

In the Historical Configuration section, you can see all global configurations, which are grouped by switch models.

To search for a global configuration, enter the global configuration name in the search box (supports fuzzy matching).

1.4.3 Editing a Global Configuration

To edit a global configuration, follow these steps:

1. In the Historical Configuration section, locate the global configuration, and then click it.

2. In the Admin Global Config Preview section, click Edit.
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3. Edit the configurations as needed.

4. Click Save.

1.5 Configuring Configuration Templates

AmpCon-DC provides powerful configuration templates to help you simplify the configuration writing process:

When you add a switch configuration during the switch deployment process, you must select a configuration template.•

When you push configurations to a switch after the switch is deployed or imported, you can use one or multiple configuration 
templates.

•

Prepare configuration templates before you add a switch configuration or push configurations to a switch.

1.5.1 Adding a Configuration Template

To add a configuration template, follow these steps:

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the New Template tab, input the following information:

Name: The name of the configuration template.○

Descr: The description of the configuration template.○

Model: Select the switch model that is applicable to the configuration template.○

Version: Select the PicOS version that is applicable to the configuration template.○

Action: Select Config or Delete.○

3. Optional: Click Update CLI Tree to refresh the CLI tree.
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4. In the CLI Tree section, add one or multiple template configurations by clicking the plus icon. The selected template configurations 
appear on the right.

5. Click Save.

1.5.2 Viewing or Editing a Configuration Template

To view or edit a configuration template, follow these steps:
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In the AmpCon-DC UI, click Service > Config Template. In the Template List tab, locate a switch, and then click View Template.

To view a configuration template, select the format for viewing the template in the pop-up window. Then, you can see the template 
configurations.

•

To edit a configuration template, click Edit in the pop-up window, and then click Save.•

1.5.3 Optional: Removing a Configuration Template

To remove a configuration template, follow these steps:

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Template List tab, locate a switch, and then click Remove Template.

3. Click Yes to confirm the deletion.

1.5.4 Optional: Viewing or Updating Pre-Built Templates

To view or update pre-built configuration templates, follow these steps:

In the AmpCon-DC UI, click Service > Config Template, and then click the Template List tab.

To view the pre-built templates, click Show Pre-built Template.•

To refresh the pre-built template list, click Update Pre-built Template.•

1.5.5 Optional: Copying a Configuration Template

To copy a configuration template, follow these steps:

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Template List tab, locate a switch, and then click Copy.

3. Enter the name for the copied template and a description (optional).

4. Click Save.

1.5.6 Optional: Exporting a Configuration Template

To export a configuration template, follow these steps:

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Template List tab, locate a switch, and then click Export.

1.5.7 Optional: Exporting All Configuration Template

To export all configuration templates, follow these steps:
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1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Template List tab, click Export All Template.

1.5.8 Optional: Adding a Label to a Configuration Template

To add a label to a configuration template, follow these steps:

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Template List tab, locate a switch, and then click Tag Management.

3. In the pop-up window, enter the name of the tag.

4. Click Add.

5. Click Save.

1.5.9 Optional: Uploading a Local Configuration Template

To upload a local configuration template, follow these steps:

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Template List tab, click Upload Template.

3. In the pop-up window, enter the name of the configuration template and the template description (optional).

4. Click or drag a .txt template file to upload it.

5. Click Upload.

1.6 Adding Switch Configurations

Before you provision a switch as described in Provisioning New Switches with ZTP, add a switch configuration. You can also add multiple 
switch configurations by using a JSON file.

1.6.1 Before You Begin

If you provision a switch without adding a switch configuration beforehand, the switch will be in Parking status. The switch in Parking 
status is not listed on the “Switch” page and can’t be staged.

•

In the AmpCon-DC UI, click Service > Switch. On the “Switch” page, click Parking Lot, and then you can see all switches in Parking status. 
Locate a parking switch, and then click Create Config to add a switch configuration. After you add the switch configuration, the switch will be 
listed on the “Switch” page with the Configured status.

Ensure that the global configuration file and configuration template for the switch to deploy have been created. For more information, 
see "1.4.1 Adding a Global Configuration" and "1.5.1 Adding Switch Configuration Templates".

•

1.6.2 Adding a Switch Configuration

1. In the AmpCon-DC UI, click Services > Switch Configuration.

2. Input the following information:
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Switch SN/Service Tag: The SN or service tag of the switch.○

Switch Model: Select the switch model of the switch.○

Deployment Location: The location where the switch exists, such as Beijing.○

Fabric: Select the fabric that the switch belongs to. The default fabric is selected by default.○

Select Global Config: Select the global configuration file with configurations to push to the switch.○

Select Site Template: Select the configuration template to use.○

Option Post-Deployed: Select whether to back up the switch configuration.○

3. Click Next. You can see an input section, which is related to the selected configuration template. Enter the relevant information.
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4. Click Save.

5. In the Preview Config pop-up window, preview or edit the global configurations.

6. Click Save. The switch configuration is added now. On the “Switch List” page, you can see the switch status is shown as Configured.

7. Click System Config to select the system configuration that is applicable to the switch.

NOTE The selected system configuration needs to contain the default username and password of the switch.•
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8. Optional: Click Agent to edit the Pushing Agent Configuration information.

1.6.3 Adding Multiple Switch Configurations with a JSON file

You can add multiple switch configurations by uploading a JSON file. In this way, you don’t need to add each switch configuration one by 
one. Follow these steps:

1. Prepare a JSON file with switch configurations. See the following example:

{ 
 "sn": [ "EC1631000063","EC1806001292","732656X2007017"], 
 "hardware_model": "ag5648", 
 "location": "Beijing", 
 "global_config_name": "2024-8-2-glob-ag5648-test1", 
 "site_template_name": ["test1"], 
 "agent_config": { 
 "enable": true, 
 "vpn_enable": true, 
 "server_domain": "http://pica8.com ", 
 "inband_native_vlan": "4094", 
 "server_vpn_host": "vpn.pica8.com", 
 "inband_vlan": "4094", 
 "server_hostname_prefix": "ac", 
 "inband_lacp": true, 
 "uplink_ports": "te-1/1/49,te-1/1/50", 
 "uplink_speed": "1000" 
 }, 
 "vpn": true, 
 "retrieve_config": true, 
 "default_config_param": { 
 "test1": { 
 "vlan_id": "12", 
 "vlan_name": "23" 
 } 
 }, 
 "unique_config_param": { 
 } 
}

AmpCon-DC Quick Deployment Guide

Page 15 of 37Copyright © 2025 FS.COM AII Rights Reserved

http://pica8.com
http://vpn.pica8.com/


2. In the AmpCon-DC UI, click Services > Switch Configuration.

3. Click Upload by JSON.

4. Click or drag a file to upload the JSON file.

5. Click Upload.

1.6.4 Viewing or Editing Switch Configurations

In the Historical Switch Config Edit section, you can see all the added switch configurations, which are grouped by switch models.

To edit a switch configuration, follow these steps:

1. Locate the global configuration, and then click it.

2. In the pop-up window, click Edit.

3. Edit the configurations as you need.

4. Click Save.

1.6.5 Optional: Checking the Switch Status

After you add a switch configuration, check whether the switch status is shown as Configured.

If not, locate the switch, and click Log to see more details.
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1.7 Staging Switches

After you add a switch configuration, you must stage the switch to make it ready for Zero Touch Provisioning (ZTP).

1.7.1 Procedure

1. In the AmpCon-DC UI, click Service > Switch.

2. In the Switch list, locate the switch, and then click Stage.

3. Check whether the switch status is shown as Staged.

After you stage the switch, you can continue to provision new switches with ZTP.

1.8 Provisioning New Switches with ZTP
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Zero Touch Provisioning (ZTP) is a technology for automated deployment and configuration of network devices. AmpCon-DC supports using 
ZTP to provision new switches.

ZTP relies on the DHCP service, and thus you need to configure DHCP first. After you plug in and reboot a switch, DHCP automatically 
provides the switch with an IP address and the address of a provision shell script that is obtained from AmpCon-DC server. Then, the switch 
automatically runs the shell script to complete the ZTP deployment:

The white-box switch runs the shell script to download a PicOS image, install PicOS and its license, register with the AmpCon-DC 
server, update switch configurations, and reboot the switch.

•

The integrated hardware and software switch runs the shell script to register with the AmpCon-DC server, install a PicOS license on 
the switch, update switch configurations, and reboot the switch.

•

1.8.1 Prerequisites

Ensure that the following prerequisites are met:

The Hardware ID of the switch to provision are added to the AmpCon-DC license. For more information, see Preparing Licenses.•

For white-box switches, step 1 to 7 in Deploying White-Box Switches are completed.•

For integrated hardware and software switches, step 1 to 5 in Deploying Integrated Hardware and Software Switches are completed.•

You have installed a DHCP server and added configurations as follows to the DHCP configuration file (/etc/dhcp/dhcpd.conf):•

For white-box switches, refer to the following configuration example:•

The assigned IP address of the switch is "10.10.51.198".

The IP address of the AmpCon-DC server is "10.56.20.184".

NOTE The following DHCP option is used：Option default-url: 114•

For integrated hardware and software switches, refer to the following configuration example:

The assigned IP address of the switch is “10.10.51.4“.

The IP address of the AmpCon-DC server is “10.56.20.180”.

NOTEThe following DHCP options are used： Option bootfile-name: 67•

Option tftp-server-name: 66•

1.8.2 Provisioning a White-Box Switch

1. Download and install MobaXterm.

2. Open MobaXterm, and then create a session to connect with the switch.

3. Reboot the switch by running the following command:

sudo reboot -f

4. If you see the “Hit any key to stop autoboot” message, press the Enter key to exit the autoboot mode.

If you don’t see this message, go to step 5 directly.
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5. Reboot the switch.

For switches with the ONIE menu, select ONIE, and then select ONIE: Install OS.•

For AS4610 switches, reboot from ONIE by running the following command:•

run onie bootcmd

Then, the switch will be restarted and automatically register with the AmpCon-DC server.

6. Wait for the registration process to be completed.
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7. In the AmpCon-DC UI, click Service > Switch. Check whether the switch status is shown as Provisioning Success.

1.8.3 Provisioning an Integrated Hardware and Software Switch

1. Download and install MobaXterm.

2. Open MobaXterm, and then create a session to connect with the switch.

3. Reboot the switch by running the following command.
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sudo reboot

Then, the switch will be restarted and automatically register with the AmpCon-DC server.

4. Wait for the registration process to be completed.

5. In the AmpCon-DC UI, click Services > Switch. Check whether the switch status is shown as Provisioning Success.

AmpCon-DC Quick Deployment Guide

Page 21 of 37Copyright © 2025 FS.COM AII Rights Reserved



1.9 Importing Switches

For switches that are deployed but not deployed with AmpCon-DC, you can import these switches so that they can be managed by AmpCon-
DC.

1.9.1 Prerequisites

The switches to be imported haven’t been managed by AmpCon-DC.•

The Hardware IDs of the switches to be imported have been added to the AmpCon-DC license. For more information, see Preparing 
Licenses.

•

1.9.2 Importing a Switch with a Global User

1. In the AmpCon-DC UI, click Service > Switch.

2. Click Import Actions, and then select Import.

3. In the IP field, enter the IP address of the switch.

4. In the System Config drop-down list, select the appropriate system configuration.

NOTE The selected system configuration needs to contain the default username and password of the switch.•

5. In the Fabric drop-down list, select a fabric. To add a fabric, see Managing Fabrics.

6. Click OK.

7. In the AmpCon-DC UI, click Service > Switch. Check whether the switch status is shown as Imported.

1.9.3 Importing a Switch with a Group User

1. In the AmpCon-DC UI, click Service > Switch.

2. Click Import Actions, and then select Import.

3. In the IP field, enter the IP address of the switch.
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4. In the System Config drop-down list, select the appropriate system configuration.

NOTE The selected system configuration needs to contain the default username and password of the switch.•

5. In the Fabric drop-down list, select a fabric. To add a fabric, see Managing Fabrics.

6. In the Group drop-down list, select a group. To add a group, see Managing Groups.

7. Click OK.

8. In the AmpCon-DC UI, click Service > Switch. Check whether the switch status is shown as Imported.

STEP2 : Up and Running
After you deploy or import a switch with AmpCon-DC, you can push configurations to the switch, manage configurations, back up and 
restore configurations for disaster recovery, or compare configurations for troubleshooting or auditing.

2.1 Pushing Configurations to Switches

After switches are successfully deployed or imported with AmpCon-DC, you can push configurations to these switches as needed.

2.1.1 Prerequisite

Ensure that you have created the configuration templates to push to each switch. For more information, see "1.5 Configuring Configuration 
Templates".

2.1.2 Procedure

To push configurations to one or multiple switches, follow these steps:

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Push Config tab, select a folder, and then click Add Node. A node represents a configuration file.

3. Enter the node name and its description (optional).

4. Click OK to save the node.

5. Click the node that you just created, and click Edit.
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6. Add configurations to push to switches by using either of the following ways:

Enter the configurations manually.•

Using the configuration templates that you created before:

a. Click Generate Config.

b. Select a configuration template file from the drop-down list.

c. Click Next, and enter the value for each variable.

d. Click Save.

•

7. Click Push Config, and then select the switches to apply these configurations.

You can select specific switches in the Config Switch tab or select a group in the Config Group tab. For how to add a group or manage 
switches in a group, see Managing Groups.
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8. Click OK to start the configuration pushing.

2.1.3 Optional: Verifying the Pushing Status and Log

To verify whether the configuration is pushed to each switch successfully, follow these steps:

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Push Config tab, click Push Config Logs.

3. Click Task List, check whether the pushing status is success.

4. If the pushing status is not success, click Push Log to check more pushing details for troubleshooting.

2.2 Viewing, Editing, or Deleting Configurations

On the “Config Files Views” page, you can manage all global configurations and site configurations. In the Push Config tab of the “Config 
Template” page, you can manage all general configurations.

Global configurations•

 Configurations that you created as described in "1.4.1 Adding a Global Configuration"

Site configurations•

 Configurations that you created as described in "1.6 Adding Switch Configurations"

General configurations•

 Configurations that you pushed to switches as described in "2.1 Pushing Configurations to Switches"

2.2.1 Managing Global Configurations and Site Configurations

2.2.1.1 Viewing or Editing Global and Site Configuration Files

1. In the AmpCon-DC UI, click Service > Config Files Views.

2. On the “Config Files Views” page, locate the configuration file, and then click View. You can see a pop-up window with detailed 
configurations.

3. To close the pop-up window, click the close icon.

4. To edit the configurations, click Edit, modify configurations, and then click Save.
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2.2.1.2 Checking Switches Associated with a Configuration File

1. In the AmpCon-DC UI, click Service > Config Files Views.

2. Locate the configuration file, and then click Associated. You can see the switches that are associated with the configuration file.

3. To close the pop-up window, click the close icon.

2.2.1.3 Deleting a Configuration File

NOTE If a configuration file is still associated with one or multiple switches, the configuration file can’t be deleted.•

1. In the AmpCon-DC UI, click Service > Config Files Views.

2. Locate the configuration file, and then click Delete.

3. Click Yes to confirm the deletion.

2.2.2 Managing General Configurations

2.2.2.1 Viewing or Editing a General Configuration File

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Push Config tab of the “Config Template” page, click the node that you want to view. Each node represents a general 
configuration file.
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3. To edit a configuration file, click Edit, modify configurations, and then click Save.

2.2.1.2 Deleting a General Configuration File

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Push Config tab, click the node that you want to delete.

3. Click Delete Node.

4. Click Yes to confirm the deletion.

2.3 Backing up and Restoring Configurations

You can manually back up switch configurations or automatically back up configurations at a specific interval. In addition, you can restore 
configurations based on a backup configuration file for disaster recovery.

2.3.1 Backing up Switch Configurations

2.3.1.1 Backing up Configurations for a Single Device

To back up configurations for a single switch, follow these steps:
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1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Config Backup tab, locate a switch, and then click Backup Config.

Optional: Check whether the backup file is created successfully.

a. Locate a switch, and then click Snapshot List.

b. Check whether the backup file is in the snapshot list.

c. To see the configuration details, click Snapshot.

2.3.1.2 Backing up Configurations for a Group of Switches

To back up configurations for a group of switches, follow these steps:

In the AmpCon-DC UI, click Service > Config Template.

In the Config Backup tab, select the group, and then click Backup Config.

Optional: Check whether the backup file for each switch is created successfully.

a. Locate a switch, and then click Snapshot List.

b. Check whether the backup file is in the snapshot list.

c. To see the configuration details, click Snapshot.

2.3.1.3 Backing up Configurations Automatically

To back up configurations periodically and automatically, follow these steps:

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Config Backup tab, set the backup interval and time:

Interval Days: The interval in days between each backup•

Hours: The time in hour to do the backup•

3. Click Save. Then, AmpCon-DC will automatically back up configurations at a specific interval.
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2.3.2 Rolling Back Configurations

To restore configurations based on a backup configuration file, follow these steps:

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Config Backup tab, locate a switch, and then click Snapshot List.

3. Locate the configuration to roll back, and then click Rollback Config.

4. Set the wait time in seconds. The default value is 10.

5. Click Save.

2.3.3 Optional: Viewing Backup Logs

To view configuration backup logs on a switch, follow these steps:

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Config Backup tab, locate a switch, and then click Log.
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2.3.4 Optional: Viewing All Configurations on a Switch

To view detailed configurations on a switch, follow these steps:

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Config Backup tab, locate a switch, and then click Config.

2.3.5 Optional: Viewing or Deleting Backup Configuration Files

To view or delete backup configuration files, follow these steps:

In the AmpCon-DC UI, click Service > Config Template. In the Config Backup tab, locate a switch, and then click Snapshot List. You can see 
all available backup configuration files for the switch.

To view configuration details, click Snapshot.•

To delete a backup configuration file, click Delete.•

2.3.6 Optional: Uploading Local Configuration Files

You can upload a local switch configuration file to AmpCon-DC. After you upload the configuration file, the uploaded configurations can’t be 
pushed to the switch directly but can be pushed to the new switch during the Returning Merchandise Authorization (RMA) process.

If you didn’t back up configurations but uploaded a local configuration file before, when you RMA, the uploaded configurations will be 
pushed to the new switch.

•

If you backed up configurations and also uploaded a local configuration file before, when you RMA, the backup configurations will be 
pushed to the new switch.

•

To upload a local configuration file, follow these steps:

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Config Backup tab, locate a switch, and then click Upload Config.
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3. Select a .boot file with switch configurations and upload it.

4. Click Config. In the pop-up window, check whether the uploaded configurations are added.
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2.3.7 Optional: Setting Golden Config

The backup file with Golden Config will never be deleted. When the switch operation is compromised, the backup file with Golden Config is 
used to roll back a switch. You can also check whether the switch is operating as designed by comparing running configurations with the 
backup configuration file with Golden Config.

To set Golden Config, follow these steps:

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the Config Backup tab, locate a switch, and then click Snapshot List.

3. Locate a backup file, and then click Set Golden Config.

2.3.8 Optional: Adding or Deleting Configuration File Tags

You can add or delete tags for a backup configuration file. Follow these steps:

In the AmpCon-DC UI, click Service > Config Template. In the Config Backup tab, locate a switch, and then click Snapshot List. Locate a 
backup snapshot, and then click Tag Management.

To add a tag, enter the tag name, and then click Add > Save.•

To delete a tag, locate the tag, click the deletion icon, and then click Save.•

2.4 Comparing Running or Backup Configurations

You can compare running configurations or backup configurations on one switch or on different switches.
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Running configurations•

 Configurations that are currently running on a switch

Backup configurations•

 Configuration files that were backed up as described in "2.3 Backing up Switch Configurations"

2.4.1 Procedure

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the first SN field, click Select to choose one switch to compare.

3. In the pop-up window, select the switch.

4. In the first Select Config drop-down list, select a running configuration file or a backup configuration file.

NOTE The running configuration is available only for online switches (switches can connect with the AmpCon-DC server).•

5. In the second SN field, click Select to choose another switch to compare.

6. In the pop-up window, select the switch.

7. In the second Select Config drop-down list, select a running configuration file or a backup configuration file.

Then, you can see configuration differences as follows:
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2.5 Comparing Running Configurations with Initial Configurations

You can compare running configurations with initial configurations on the same switch.

Initial configurations•

Configurations that you selected when you add a switch configuration, including the global configuration file and the configuration template

Running configurations•

Configurations that are currently running on the switch

NOTEThis feature doesn’t support the following 
scenarios: Comparing configurations on different switches•

Comparing configurations on imported switches•

Comparing configurations on disconnected switches (switches can’t connect with the 
AmpCon-DC server)

•

2.5.1 Prerequisites

Check the Mgmt IP column on the “Switch” page, and ensure that the switch to compare is connected to the AmpCon-DC server.

√: The switch is connected to the AmpCon-DC server.○

x: The switch is not connected to the AmpCon-DC server.○

•

Ensure that the switch to compare is not in Imported status on the “Switch” page.•

NOTE After you Return Merchandise Authorization (RMA) to replace an imported switch with a new switch, the new switch is 
shown as Provisioning Success. However, you can’t compare running configurations with initial configurations on this 
new switch.

•

This is because the new switch is configured by using the backup configuration file or uploaded configurations of the 
imported switch during the deployment process, instead of by creating a switch configuration.

•

2.5.2 Procedure

1. In the AmpCon-DC UI, click Service > Config Template.

2. In the SN field, click Select.
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3. In the pop-up window, select the switch to compare.

4. In the Template field, click Select.

5. In the pop-up window, select the global configuration file and the configuration template that you pushed to the switch during the 
initial switch deployment process. Then, click Generate.

6. In the SN drop-down list, select Running Config(set format) or Running Config(all set format).

Running Config(set format): Displays configurations as the show | display set command result in the switch•

Running Config(all set format): Displays configurations as the show all | display set command result in the switch•

Then, you can see differences between the running configurations and the initial configurations on the switch.
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STEP3 : Keep Going
Now that you have your devices connected and in tip-top condition, you can keep going onto the next stages of automating your data center 
deployment. Use these links to continue your journey with ampcon data center automation.

What's Next?

If you want to Then

Monitor these switches easily
See the Monitoring Switches section in the ampcon-dc-management-
platform-210-user-manual.pdf

Have AmpCon-DC licenses and PicOS® licenses
See the Managing Licenses section in the ampcon-dc-management-
platform-210-user-manual.pdf

Run Ansible playbooks with AmpCon-DC
See the Running Ansible Playbooks for Automation section in the 
ampcon-dc-management-platform-210-user-manual.pdf

3.2 General Information

If you want to Then

See all FS AmpCon-DC documentation Visit AmpCon-DC documentation

3.3 Learn with Videos

Our video library continues to grow! We’ve created many videos that demonstrate how to do everything from install your hardware to 
configure advanced AmpCon-DC network features. Here are some great video and training resources that will help you expand your 
knowledge of AmpCon-DC.

If you want to Then

Watch short demos to learn how to use AmpCon-DC to 
automate and validate the design, deployment, and 
operation of data center networks, from Day 0 through 
Day 2+

See https://www.youtube.com/results?search_query=Ampcon-
DC the FS Networks Product Innovation YouTube page

Get short and concise tips and instructions that provide 
quick answers, clarity, and insight into specific features 
and functions of FS technologies

See https://www.youtube.com/@FS_com on FS Networks main 
YouTube page
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