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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves
the right to make changes and corrections to the information in this
document without the obligation to notify any person or organization
of such changes.

Documentation disclaimer

“Documentation” means information published in varying mediums
which may include product information, operating instructions and
performance specifications that are generally made available to users
of products. Documentation does not include marketing materials.
Avaya shall not be responsible for any modifications, additions, or
deletions to the original published version of Documentation unless
such modifications, additions, or deletions were performed by or on
the express behalf of Avaya. End User agrees to indemnify and hold
harmless Avaya, Avaya's agents, servants and employees against all
claims, lawsuits, demands and judgments arising out of, or in
connection with, subsequent modifications, additions or deletions to
this documentation, to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or Documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not
necessarily endorse the products, services, or information described
or offered within them. Avaya does not guarantee that these links will
work all the time and has no control over the availability of the linked
pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and software.
Refer to your sales agreement to establish the terms of the limited
warranty. In addition, Avaya’s standard warranty language, as well as
information regarding support for this product while under warranty is
available to Avaya customers and other parties through the Avaya
Support website: https://support.avaya.com/helpcenter/
getGenericDetails?detailld=C20091120112456651010 under the link
“Warranty & Product Lifecycle” or such successor site as designated
by Avaya. Please note that if You acquired the product(s) from an
authorized Avaya Channel Partner outside of the United States and
Canada, the warranty is provided to You by said Avaya Channel
Partner and not by Avaya.

“Hosted Service” means an Avaya hosted service subscription that
You acquire from either Avaya or an authorized Avaya Channel
Partner (as applicable) and which is described further in Hosted SAS
or other service description documentation regarding the applicable
hosted service. If You purchase a Hosted Service subscription, the
foregoing limited warranty may not apply but You may be entitled to
support services in connection with the Hosted Service as described
further in your service description documents for the applicable
Hosted Service. Contact Avaya or Avaya Channel Partner (as
applicable) for more information.

Hosted Service

THE FOLLOWING APPLIES ONLY IF YOU PURCHASE AN AVAYA
HOSTED SERVICE SUBSCRIPTION FROM AVAYA OR AN AVAYA
CHANNEL PARTNER (AS APPLICABLE), THE TERMS OF USE
FOR HOSTED SERVICES ARE AVAILABLE ON THE AVAYA
WEBSITE, HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO UNDER
THE LINK “Avaya Terms of Use for Hosted Services” OR SUCH
SUCCESSOR SITE AS DESIGNATED BY AVAYA, AND ARE
APPLICABLE TO ANYONE WHO ACCESSES OR USES THE
HOSTED SERVICE. BY ACCESSING OR USING THE HOSTED
SERVICE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON
BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE
DOING SO (HEREINAFTER REFERRED TO INTERCHANGEABLY
AS “YOU” AND “END USER”), AGREE TO THE TERMS OF USE. IF
YOU ARE ACCEPTING THE TERMS OF USE ON BEHALF A
COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT THAT
YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY TO THESE
TERMS OF USE. IF YOU DO NOT HAVE SUCH AUTHORITY, OR IF

YOU DO NOT WISH TO ACCEPT THESE TERMS OF USE, YOU
MUST NOT ACCESS OR USE THE HOSTED SERVICE OR
AUTHORIZE ANYONE TO ACCESS OR USE THE HOSTED
SERVICE.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO,
UNDER THE LINK “AVAYA SOFTWARE LICENSE TERMS (Avaya
Products)” OR SUCH SUCCESSOR SITE AS DESIGNATED BY
AVAYA, ARE APPLICABLE TO ANYONE WHO DOWNLOADS,
USES AND/OR INSTALLS AVAYA SOFTWARE, PURCHASED
FROM AVAYA INC., ANY AVAYA AFFILIATE, OR AN AVAYA
CHANNEL PARTNER (AS APPLICABLE) UNDER A COMMERCIAL
AGREEMENT WITH AVAYA OR AN AVAYA CHANNEL PARTNER.
UNLESS OTHERWISE AGREED TO BY AVAYA IN WRITING,
AVAYA DOES NOT EXTEND THIS LICENSE IF THE SOFTWARE
WAS OBTAINED FROM ANYONE OTHER THAN AVAYA, AN AVAYA
AFFILIATE OR AN AVAYA CHANNEL PARTNER; AVAYA
RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU
AND ANYONE ELSE USING OR SELLING THE SOFTWARE
WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING OR
USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO SO,
YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM
YOU ARE INSTALLING, DOWNLOADING OR USING THE
SOFTWARE (HEREINAFTER REFERRED TO
INTERCHANGEABLY AS “YOU” AND “END USER”), AGREE TO
THESE TERMS AND CONDITIONS AND CREATE A BINDING
CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).

Avaya grants You a license within the scope of the license types
described below, with the exception of Heritage Nortel Software, for
which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the
applicable license will be a Designated System License as set forth
below in the Designated System(s) License (DS) section as
applicable. The applicable number of licenses and units of capacity
for which the license is granted will be one (1), unless a different
number of licenses or units of capacity is specified in the
documentation or other materials available to You. “Software” means
computer programs in object code, provided by Avaya or an Avaya
Channel Partner, whether as stand-alone products, pre-installed on
hardware products, and any upgrades, updates, patches, bug fixes,
or modified versions thereto. “Designated Processor” means a single
stand-alone computing device. “Server” means a set of Designated
Processors that hosts (physically or virtually) a software application
to be accessed by multiple users. “Instance” means a single copy of
the Software executing at a particular time: (i) on one physical
machine; or (ii) on one deployed software virtual machine (“VM”) or
similar deployment.

License types

Concurrent User License (CU). End User may install and use the
Software on multiple Designated Processors or one or more Servers,
so long as only the licensed number of Units are accessing and using
the Software at any given time. A “Unit” means the unit on which
Avaya, at its sole discretion, bases the pricing of its licenses and can
be, without limitation, an agent, port or user, an e-mail or voice mail
account in the name of a person or corporate function (e.g.,
webmaster or helpdesk), or a directory entry in the administrative
database utilized by the Software that permits one user to interface
with the Software. Units may be linked to a specific, identified Server
or an Instance of the Software.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, Hosted Service,
or hardware provided by Avaya. All content on this site, the
documentation, Hosted Service, and the product provided by Avaya
including the selection, arrangement and design of the content is
owned either by Avaya or its licensors and is protected by copyright
and other intellectual property laws including the sui generis rights
relating to the protection of databases. You may not modify, copy,
reproduce, republish, upload, post, transmit or distribute in any way
any content, in whole or in part, including any code and software
unless expressly authorized by Avaya. Unauthorized reproduction,
transmission, dissemination, storage, and or use without the express
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written consent of Avaya can be a criminal, as well as a civil offense
under the applicable law.

Virtualization

The following applies if the product is deployed on a virtual machine.
Each product has its own ordering code and license types. Unless
otherwise stated, each Instance of a product must be separately
licensed and ordered. For example, if the end user customer or
Avaya Channel Partner would like to install two Instances of the
same type of products, then two products of that type must be
ordered.

Third Party Components

“Third Party Components” mean certain software programs or
portions thereof included in the Software or Hosted Service may
contain software (including open source software) distributed under
third party agreements (“Third Party Components”), which contain
terms regarding the rights to use certain portions of the Software
(“Third Party Terms”). As required, information regarding distributed
Linux OS source code (for those products that have distributed Linux
OS source code) and identifying the copyright holders of the Third
Party Components and the Third Party Terms that apply is available
in the products, Documentation or on Avaya’s website at: https://
support.avaya.com/Copyright or such successor site as designated
by Avaya. The open source software license terms provided as Third
Party Terms are consistent with the license rights granted in these
Software License Terms, and may contain additional rights benefiting
You, such as modification and distribution of the open source
software. The Third Party Terms shall take precedence over these
Software License Terms, solely with respect to the applicable Third
Party Components to the extent that these Software License Terms
impose greater restrictions on You than the applicable Third Party
Terms.

The following applies only if the H.264 (AVC) codec is distributed with
the product. THIS PRODUCT IS LICENSED UNDER THE AVC
PATENT PORTFOLIO LICENSE FOR THE PERSONAL USE OF A
CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO (i) ENCODE VIDEO IN COMPLIANCE WITH
THE AVC STANDARD (“AVC VIDEO”) AND/OR (ii) DECODE AVC
VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO
PROVIDER LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS
GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION MAY BE OBTAINED FROM MPEG LA,
L.L.C. SEE HTTP://WWW.MPEGLA.COM.

Service Provider

THE FOLLOWING APPLIES TO AVAYA CHANNEL PARTNER’S
HOSTING OF AVAYA PRODUCTS OR SERVICES. THE PRODUCT
OR HOSTED SERVICE MAY USE THIRD PARTY COMPONENTS
SUBJECT TO THIRD PARTY TERMS AND REQUIRE A SERVICE
PROVIDER TO BE INDEPENDENTLY LICENSED DIRECTLY FROM
THE THIRD PARTY SUPPLIER. AN AVAYA CHANNEL PARTNER’S
HOSTING OF AVAYA PRODUCTS MUST BE AUTHORIZED IN
WRITING BY AVAYA AND IF THOSE HOSTED PRODUCTS USE
OR EMBED CERTAIN THIRD PARTY SOFTWARE, INCLUDING
BUT NOT LIMITED TO MICROSOFT SOFTWARE OR CODECS,
THE AVAYA CHANNEL PARTNER IS REQUIRED TO
INDEPENDENTLY OBTAIN ANY APPLICABLE LICENSE
AGREEMENTS, AT THE AVAYA CHANNEL PARTNER’S EXPENSE,
DIRECTLY FROM THE APPLICABLE THIRD PARTY SUPPLIER.

WITH RESPECT TO CODECS, IF THE AVAYA CHANNEL
PARTNER IS HOSTING ANY PRODUCTS THAT USE OR EMBED
THE H.264 CODEC OR H.265 CODEC, THE AVAYA CHANNEL
PARTNER ACKNOWLEDGES AND AGREES THE AVAYA
CHANNEL PARTNER IS RESPONSIBLE FOR ANY AND ALL
RELATED FEES AND/OR ROYALTIES. THE H.264 (AvC) CODEC
IS LICENSED UNDER THE AVC PATENT PORTFOLIO LICENSE
FOR THE PERSONAL USE OF A CONSUMER OR OTHER USES
IN WHICH IT DOES NOT RECEIVE REMUNERATION TO: (1)
ENCODE VIDEO IN COMPLIANCE WITH THE AVC STANDARD
(“AVC VIDEO”) AND/OR (Il) DECODE AVC VIDEO THAT WAS
ENCODED BY A CONSUMER ENGAGED IN A PERSONAL
ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO PROVIDER
LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS GRANTED
OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION FOR H.264 (AVC) AND H.265 (HEVC) CODECS

MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE HTTP://
WWW.MPEGLA.COM.

Compliance with Laws

You acknowledge and agree that it is Your responsibility for
complying with any applicable laws and regulations, including, but not
limited to laws and regulations related to call recording, data privacy,
intellectual property, trade secret, fraud, and music performance
rights, in the country or territory where the Avaya product is used.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications
system by an unauthorized party (for example, a person who is not a
corporate employee, agent, subcontractor, or is not working on your
company's behalf). Be aware that there can be a risk of Toll Fraud
associated with your system and that, if Toll Fraud occurs, it can
result in substantial additional charges for your telecommunications
services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll Fraud and You
need technical assistance or support, call Technical Service Center
Toll Fraud Intervention Hotline at +1-800-643-2353 for the United
States and Canada. For additional support telephone numbers, see
the Avaya Support website: https://support.avaya.com or such
successor site as designated by Avaya.

Security Vulnerabilities

Information about Avaya’s security support policies can be found in
the Security Policies and Support section of https://
support.avaya.com/security.

Suspected Avaya product security vulnerabilities are handled per the
Avaya Product Security Support Flow (https:/
support.avaya.com/css/P8/documents/100161515).

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: https://support.avaya.com, or such successor site
as designated by Avaya.

Contact Avaya Support

See the Avaya Support website: https://support.avaya.com for
product or Hosted Service notices and articles, or to report a problem
with your Avaya product or Hosted Service. For a list of support
telephone numbers and contact addresses, go to the Avaya Support
website: https://support.avaya.com (or such successor site as
designated by Avaya), scroll to the bottom of the page, and select
Contact Avaya Support.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation, Hosted Service(s), and product(s) provided
by Avaya are the registered or unregistered Marks of Avaya, its
affiliates, its licensors, its suppliers, or other third parties. Users are
not permitted to use such Marks without prior written consent from
Avaya or such third party which may own the Mark. Nothing
contained in this site, the Documentation, Hosted Service(s) and
product(s) should be construed as granting, by implication, estoppel,
or otherwise, any license or right in and to the Marks without the
express written permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners.
Linux® is the registered trademark of Linus Torvalds in the U.S. and
other countries.
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Chapter 1: Introduction

Purpose

This document describes how to install, configure, and uninstall the product.

Intended audience

This document is intended for the personnel who deploy and configure the product at a customer
site.

Related Resources

Documentation

The following table lists the documents related to Avaya Agent for Desktop. Download the
documents from the Avaya Support website at http://support.avaya.com.

Title Description Audience

Administration

Using Avaya Agent for Desktop Provides information about using Avaya Technical support
Agent for Desktop product features and representatives and
functions. authorized business

partners

Administering Network Connectivity | Provides information about configuring and | Technical support

on Avaya Aura® Communication administering network components of representatives and

Manager Avaya Aura® Communication Manager. authorized business

partners

Table continues...
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Introduction

procedures for Avaya Workspaces for Elite.

Title Description Audience
Deploying Avaya Workspaces for Provides information about installation, Technical support
Elite guide configuration, and administration representatives and

authorized business
partners

Administering Avaya Aura® Call
Center Elite

Provides information about administering
Automatic Call Distribution (ACD) and Call
Vectoring features.

Implementation
engineers and
system
administrators.

Avaya Application Solutions: IP
Telephony Deployment Guide

Provides information about Avaya’s
Application Solutions product line, IP
Telephony product deployment, and
network requirements for integrating IP
Telephony products with an IP network. The
guide can be used as a tool to provide a
better understanding of the benefits of
Avaya IP solutions and of the many aspects
of deploying IP Telephony on a customer’s
data network.

Implementation
engineers, support
personnel, sales
engineers, and
business partners

Avaya Aura® Communication
Manager Network Region
Configuration Guide

The intent of this guide is to provide training
on Avaya Aura® Communication Manager
network regions, and to give guidelines for
configuring them.

Implementation
engineers, support
personnel, sales
engineers, and
business partners

Avaya Aura® Communication
Manager Survivability Options

Provides information about installing and
configuring survivable core server.

Technical support
representatives and
authorized business
partners

Administering Avaya Aura® Session
Manager

Provides information about administering
and managing Avaya Aura® Session
Manager.

Implementation
engineers, support
personnel, sales
engineers, and
business partners

Administering Avaya Session Border
Controller for Enterprise

Provides information about administering
and managing Avaya Session Border
Controller for Enterprise.

Technical support
representatives and
authorized business
partners

Configuring Avaya Control Manager

Provides information about configuring
Avaya Control Manager.

Technical support
representatives and
authorized business
partners

Administering Avaya Control
Manager for Avaya one-X® Agent
Central Management

Provides information about administering
the functioning of Avaya Control Manager
for Avaya one-X ® Agent Central
Management.

Technical support
representatives and
authorized business
partners
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Chapter 2: Overview

Avaya Agent for Desktop overview

Avaya Agent for Desktop is a client application for contact centers. An agent can use Avaya Agent
for Desktop for handling incoming and outgoing calls, changing work states, and managing other
Ul controls. However, only an administrator can manage the configurations and settings of the
application.

Avaya Agent for Desktop supports multiple platforms and is designed to function in the following
use cases:

« Virtual Desktop Infrastructure (VDI): Avaya Agent for Desktop provides a solution to deliver
real-time media with VDI support in Citrix and VMware Horizon environments on HP and Dell
based thin clients running on Windows based operating systems WES7 and WESS8 and Linux
based operating systems Debian Linux and SUSE Linux primarily running on HP and Dell
Wyse respectively. An administrator can use Avaya Agent for Desktop for VDI to enable
desktop virtualization that encompasses the hardware and software systems required to
support the virtualized environment in a contact center.

« Standalone Contact Center Client: Avaya Agent for Desktop provides a full set of features
for a contact center agent and can be used as a primary client application on Windows 7,
Windows 10, WES-8, and Apple macOS 10.13 High Sierra and macOS 10.14 Mojave.

Avaya Agent for Desktop uses Avaya Aura® Communication Manager to store station
configuration settings and manage agent profiles locally. You can also choose to use Avaya
Control Manager for managing agent profiles.

Usage scenarios

The following diagrams depict the various methods of using the Avaya Agent for Desktop
application:
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Avaya Agent for Desktop now also works with Avaya Workspaces for Elite. In this case, you need

to login only on station on the Avaya Agent for Desktop application, the call handling is handled
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New in this release

through Avaya Workspaces for Elite through agent configured on Avaya Control Manager (ACM).
The following diagram depicts how Avaya Agent for Desktop (shown as Avaya Endpoint) works
with Avaya Workspaces for Elite:

Avaya Workspaces 3rd Party Client(s)

Avaya Breeze ™ Client SDK
Customer Engagement (Avaya Workspaces Client SDK)

|

Avaya
endpoint

{Avaya Agent for
Desktop in our case)

Avaya Workspaces for Elite Cluster 1

Unified Collaboration Administration

Unified Agent Controller

Authorization Service “
Unified Collaboration Model
Monitor Service
CCElite

Call Server Connector

CentralizedLoggingService

-

Avaya Breeze ™

Figure 12: Avaya Agent for Desktop (Avaya endpoint) with Avaya Workspaces for Elite

For more details on configuring Avaya Agent for Desktop on Avaya Workspaces for Elite , see the
following sections of the Deploying Avaya Workspaces for Elite guide on the Avaya support portal:

* Topology
» Creating an Avaya Workspaces agent user to handle Elite Voice contacts
* Creating an Avaya Workspaces supervisor user

For more details on using Avaya Agent for Desktop on Avaya Workspaces for Elite , see the
Operations section of the Using Avaya Workspaces for Elite guide on the Avaya support portal.

New in this release

* Enhanced user interface: The user interface of Avaya Agent for Desktop is extensively
enhanced in 2.0 release, such as login window, main application screen interface, calling
controls and active call screen, and configuration settings window. There is also a new
search filter provided on the configuration settings screen to search and update settings
based on your requirements. The top bar is also converted into widgets and added in the
bottom of the application. You can view, detach, re-attach, and close these widgets from the
main window.

+ Extended Hostname Validation: Avaya Agent for Desktop now supports extended
hostname validation in order to support SM 8.0.

» Manage Workspace: The Avaya Agent for Desktop. Ul view can be changed now using
various Workspace options such as Basic, Extended, and Shared Control. You can also
modify and save the current application view as new custom workspace. You can also
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manage these custom workspace and modify or delete them from your profile window. You
can also lock the application window position using the Lock Windows Position option in the
Workspace menu options.

» Other enhancements in Avaya Agent for Desktop 2.0:
- The Configuration window option is renamed as Settings.

- The call appearances are displayed in Gray color if Avaya Agent for Desktop is in offline
mode.

- The login dialog box is closed automatically if all services are signed in.

- You can double-click a reason code in the configuration settings window and change the
description of the reason code.

- The Log Level feature now allows only three options — Error, Info, and Debug.

- The login dialog box is hidden automatically when all services are logged in. You can click
the Show Login Dialog in the tray icon or action bar items to view the login dialog screen
again.

- If a user selects login mode as Desk phone or Other phone, the Audio menu on Avaya
Agent for Desktop Settings window is disabled.

- Avaya Agent for Desktop now supports SRTP in Other Phone mode. If both endpoints
(telecommuter device - IP phone or PSTN gateway and called user) have SRTP capability,
Avaya Agent for Desktop negotiates SRTP and the audio stream is encrypted between
them. Otherwise Avaya Agent for Desktop will negotiate RTP for the session.

- The FQDN addresses can be added now in the Host file as a list of IP addresses and
domain names combination. This resolves the old process of adding FQDN address in the
configuration parameter VDIASipControllerList and IP address in the SipControllerList
parameter on each launch or configuration changes of Avaya Agent for Desktop. This
works for both for SIP and H.323 protocols.

- Desk phone license type: Avaya Agent for Desktop now allows you to select Desk phone
as a new license type while configuring the EULA settings for the Avaya Agent for Desktop
application after the installation is complete. When the Desk phone license type is
selected, WebLM address field and check button are disabled. When you login into the
Avaya Agent for Desktop application using the Desk phone login mode, the application
registers station without acquiring the license and connection with the station and
headphone is established. In addition to Desk phone license type, if you select Advanced
license type and use Desk phone login mode, then application will not acquire the license
as well.

- Avaya Agent for Desktop graphical user interface is now largely compliant with the relevant
Section 508 standards. You must refer to the available documentation for Avaya Agent for
Desktop for more details.
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Section 508 Compliance support

Section 508 Compliance support

Avaya Agent for Desktop graphical user interface is now largely compliant with the relevant
Section 508 standards. We have tested most of these features using JAWS for Windows 10 64-bit
(JAWS 2019.1907.42 Offline 64-bit August 2019).

For users who are blind and are using screen reader software, the most accurate compliance
score is "Supports when Combined with Compatible Assistive Technology". Avaya Agent for
Desktop is based upon a QT framework. Support for QT-based applications by assistive
technologies is improving, but is currently incomplete. Accessibility support in QT consists of a
generic interface, implemented for a technology on each platform: MSAA on Windows, Mac OS X
accessibility on the Mac, and Unix/X11 AT-SPI on Linux. QT's accessibility interface closely follows
the MSAA (Microsoft Active Accessibility) standard, which most clients support. Other
technologies used by QT provide similar functionality.

For low vision users, the most accurate compliance score is "Supports with Exceptions". Avaya
Agent for Desktop uses a custom scheme of colors and fonts that cannot be changed by the user.
This fixed set of colors and fonts may be problematic for some low vision users. The use of screen
magnification software is supported, and most of these products have features that allow the user
to override the colors of the application and enlarge the fonts. For keyboard-only usage, Avaya
Agent for Desktop offers enhanced keyboard commands using Key Strokes configuration settings
to control the application. The blind users can also access all controls of Avaya Agent for Desktop
using the "Tab' key. Users must refer to the available documentation for Avaya Agent for Desktop
2.0 for more details.

© Note:

SSB BART Group did not audit Avaya Agent for Desktop with respect to the requirements in §
1194.21, § 1194.22, § 1194.23 and § 1194.24. The § 1194.21, § 1194.22, § 1194.23 and §
1194.24 audit of Avaya Agent for Desktop was performed by Avaya and the results are
reported in a separate VPAT.
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Chapter 3: Topology

Avaya Agent: VDI use case
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Figure 13: Avaya Agent for Desktop topology diagram: VDIA use case
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Avaya Agent: Standalone use case
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Figure 14: Avaya Agent for Desktop topology diagram: Standalone use case

Table 1: Components of the Avaya Agent for Desktop architecture

Component Description

Avaya Aura® Communication Manager A key component of Avaya Aura®. It delivers rich
voice and video capabilities and provides a resilient,
distributed network for media gateways and analog,
digital, and IP-based communication devices. It
includes advanced mobility features, built-in
conference calling, contact center applications and
E911 capabilities.

Avaya Control Manager Avaya Control Manager is a centralized operational
administration solution that enables contact center
administrators and supervisors to control all of the
administrative elements that comprise a single or
multiple location Avaya-based contact center
environment. Contact center users, agents and other
entities can be managed from a single Web-based
user interface and provisioned across a range of
Avaya applications in a contact center environment.

Table continues...
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Topology

Component

Description

Avaya Aura® System Manager

Avaya Aura® System Manager is a central
management system that provides a set of shared
management services and a common console.
Avaya Aura® System Manager also provides the
capability to upgrade, migrate, and install software
patches for Avaya Aura applications.

Avaya Aura® Session Manager

Avaya Aura® Session Manager is the core of Avaya’s
Session Initiated Protocol (SIP) based architecture.
The Session Manager platform makes it possible to
unify media, networks, devices, applications and
real-time, actionable presence across a common
infrastructure, creating the on-demand access to
services and applications that define the
engagement experience.

WebLM The server used for Avaya Agent for Desktop
licensing.

PC Personal computer to deploy Avaya Agent for
Desktop standalone application.

Thin client The thin clients where Avaya Agent for Desktop is

deployed.

A Warning:

If a customer installsAvaya Agent for Desktop in
the environment other than the following
mentioned environments, the system may
experience some unexpected behavior.

The thin clients that are currently supported are:
« HP T530 (Window-10 I10T)

HP T530 (Thin Pro 6.2 64 bit)

HP T620 (Windows 10)

HP T630 (Windows 10)

HP T630 (Windows 10 IOT)

HP T730 (ThinPro 7.2 64 bit)

IGEL (Windows 10)

+ Z50D (Windows 10)

Data Center Server

The virtualization server that hosts the PC
capabilities of the thin clients.

Related links
Hardware requirements on page 21
Software requirements on page 22
Network requirements on page 23

December 2019 Deploying and configuring Avaya Agent for Desktop 20

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Deploying and configuring Avaya Agent for Desktop

Hardware requirements

Port requirements on page 24
WebLM requirements on page 26
Audio requirements on page 27
Interoperability on page 28

Hardware requirements
Avaya Agent for Desktop for VDI can be deployed on the following thin clients:

Supported thin clients details
Dell Wyse clients Wyse Z50D and Wyse D90D7
HP thin clients HP ThinPro 610 (Debian Linux), HP 510, HP 520

WES7, HP 530 WES7, HP T530 Win 10 10T, HP
T530 ThinPro 6.x, and HP 620 WES8

The agent workstations that run Avaya Agent for Desktop as a standalone application must have
the following system configuration:

* Processor: 1.5 GHz or higher
» HDD: 10 GB or higher
* RAM: 1 GB or higher
* Mac OS 10.13 High Sierra and 10.14 Mojave
Avaya Agent for Desktop supports the following station types:

Protocol Supported station type
H.323 9650, 4620, 9640, 9641, 9608, 9621, and 9611.
SIP 9650 SIPCC, 9608 SIPCC, 9641 SIPCC, 9621
SIPCC, and 9611 SIPCC.
Q Note:

For SIP shared control mode when Avaya
Agent for Desktop is in desk phone mode with
Avaya one-X® Agent, you must use station
type as 9608SIPCC only.

Related links
Topology on page 18
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Software requirements

Operating Systems Requirements

The agent workstations that run Avaya Agent for Desktop must have one of the following
operating systems installed:

* Microsoft Windows 7 Professional
* Microsoft Windows 10

You can install Avaya Agent for Desktop for VDI on multiple agent stations by using Wyse Device
Manager (WDM) for the Dell Wyse clients or HP Device Manager (HPDM) for the HP clients.

The Device Manager software provides management, configuration, monitoring, and protection
functions for multiple endpoints in a distributed computing environment.

The system requirements for Wyse Device Manager are:

Operating system » Windows Server 2008 R2 (64-bit)
* Windows Server 2008 R2 Service Pack 1 (64-bit)
Database server + Microsoft SQL Server 2005

» Microsoft SQL Server 2005 Express

* Microsoft SQL Server 2008

» Microsoft SQL Server 2008 Express

* Microsoft SQL Server 2008 R2 Express (32-bit)

The system requirements for HP Device Manager are :

Operating system * Windows 2000 Server Service Pack 4
» Windows 2003 Server Service Pack 2

» Windows Server 2008 R2 (64-bit)
Database server » Microsoft SQL Server 2000

» Microsoft SQL Server 2005
* Microsoft SQL Server 2008
» PostgreSQL

Third-party software Oracle Java Runtime Environment, version 6
update 2

Other supported operating systems:
» Apple OS X: 10.13 High Sierra and 10.14 Mojave only
* IGEL Universal Management Suite (UMS) 5
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Browser Requirements (for click to dial feature)

Network requirements

Operating Windows Mac OS Linux with RPM Linux with DEB

Systems/ based packages based packages

Browsers

Embedded Supported Supported Supported Supported

browser

Google Chrome Supported Supported Not supported Not supported

version 65 or

above

Mozilla Firefox Supported Supported Not supported Not supported

Safari Not supported Not supported Not supported Not supported

Internet Explorer | Not supported Not supported Not supported Not supported

Microsoft Edge Not supported Not supported Not supported Not supported
Supported Receivers

Receiver name Supported release

Citrix Receiver 7.14.1

VMWare Horizon View 7.0

Related links

Topology on page 18

Network requirements

December 2019

Using a program that relies on VoIP technology requires increased network resources and
performance optimizations, because VolP requires dedicated bandwidth and is easily affected by
network problems.

You must perform a network assessment before installing Avaya Agent for Desktop, so that
performance and stability issues will not affect Avaya Agent for Desktop.

The network assessment services for Avaya VolIP consist of the following phases:

» Basic Network Assessment: a high-level LAN/WAN infrastructure evaluation that determines
the suitability of an existing network for VoIP.

* Detailed Network Assessment: the second phase in the Network Assessment for IP
Telephony solutions.

The detailed network assessment takes information gathered in the basic network assessment,
performs problem diagnosis, and provides functional requirements for the network to implement
Avaya VolIP.

For more information about network assessments, please consult:

» "Network assessment offer" in Avaya Application Solutions: IP Telephony Deployment Guide,
555-245-600
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» Avaya Professional Services (APS)

Avaya Professional Services (APS) supports a portfolio of consulting and engineering offers to
help plan and design voice and data networks, including:

* I[P Telephony
» Data Networking Services
» Network Security Services
You can contact Avaya CSI:
» On the Web: http://http://csi.avaya.com/
» By email: bcsius@avaya.com
* By phone: +1 866 282 9266

See http://netassess.avaya.com for a description of the Avaya network assessment policy. This
link is available only from within the Avaya corporate network.

Voice Quality of Service (QoS)

Avaya Agent for Desktop supports the Layer 3 Differentiated Services Code Point (DiffServ).
Avaya Agent for Desktop does not support the Resources ReSerVation Protocol (RSVP) or the
Layer 2 QoS: 802.1p/Q mechanism. Avaya Agent for Desktop retrieves the QoS DiffServ values
from the associated network region displayed the registration confirmation message from Avaya
Aura® Communication Manager.

For more information, see Chapter 5: Voice and Network Quality in Administration in Administering
Network Connectivity on Avaya Aura™ Communication Manager, 555-233-504 Issue 14 May
2009.

Related links

Topology on page 18

Port requirements

Source Destination Network or Traffic Comment
Initiator Ports Receiver Ports Application |  purpose
protocol
Avaya Agent | Ephemeral Avaya 80 HTTP Avaya You can
for Desktop Control Control configure
Manager Manager port for this
in Avaya
Control
Manager.
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Port requirements
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Source Destination Network or Traffic Comment
Initiator Ports Receiver Ports Application | purpose
protocol
Avaya Agent | Ephemeral Avaya 443 HTTPS Secure You can
for Desktop Control Avaya configure
Manager Control port for this
Manager in Avaya
Control
Manager.
Avaya Agent | Ephemeral Avaya Aura® | 80 HTTP PPM
for Desktop Session
Manager
Avaya Agent | Ephemeral Avaya Aura® | 443 HTTPS Secure PPM
for Desktop Session
Manager
Avaya Agent | Ephemeral WebLM 52233 HTTPS WebLM You can
for Desktop configure
port for this
in WebLM.
Avaya Agent | Ephemeral Avaya Aura® | 5060 UDP SIP Unsecured
for Desktop Session SIP
Manager Signaling
Avaya Agent | Ephemeral Avaya Aura® | 5060 TCP SIP Unsecured
for Desktop Session SIP
Manager Signaling
Avaya Agent | Ephemeral Avaya Aura® | 5061 TLS SIP Secure SIP
for Desktop Session Signalling
Manager
Avaya Agent | Ephemeral Avaya Aura® | 1719 UDP H323 — H225
for Desktop Communicati Registration
on Manager
Avaya Aura® | 61440 Avaya Agent | 1024 or TCP H323 — H225 | TTS enabled
Communicati for Desktop | 13926 Signaling
on Manager
Avaya Agent | 1024 or Avaya Aura® | 61440 TCP H323 — H225 | TTS disabled
for Desktop | 13926 Communicati Signaling
on Manager
Avaya Agent | Ephemeral Far end 2050-3329 UDP Media with You can
for Desktop Endpoint SIP configure
port for this
inAvaya
Aura®
Communicati
on Manager.
Table continues. ..
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Source Destination Network or Traffic Comment
Initiator Ports Receiver Ports Application | purpose
protocol

Avaya Agent | 2070 Far end 2050-3329 UDP Media with You can

for Desktop Endpoint H323 configure
port for this
in Avaya
Aura®
Communicati
on Manager.

Avaya Agent | Ephemeral LDAP Server | 389 TCP LDAP You can

for Desktop configure
port for this
in LDAP
server.

Avaya Agent | Ephemeral LDAP Server | 636 TLS Secure You can

for Desktop LDAP configure
port for this
in LDAP
server.

Avaya Agent | Ephemeral Syslog 514 UDP Syslog

for Desktop Server (Remote

logging)
Related links

Topology on page 18

WebLM requirements

Supported release

WebLM 6.3.4 or later. Both the WebLM standard installation, that is .bin, or the
Web Virtualization Enablement (VE) vAppliance, that is .ova, are supported.

° Note:

Avaya Aura® System Manager also has a built-in WebLM instance. This
WebLM instance is not supported when Avaya Agent for Desktop is
deployed in a production environment.

Number of Avaya Agent
for Desktop instances
supported by a single
WebLM server
(standard or vitual)

10,000

Related links
Topology on page 18
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Audio requirements

Audio requirements

Audio codecs:

Avaya Agent for Desktop supports the following audio codecs:
* G.711A and G.711MU
* G.729 and G.729A

The audio codecs are configured on the Avaya Aura® Communication Manager side, in the IP
Codecs Set section.

Supported headsets:

Table 2:
Headset list Windows Mac Thinpro 64-bit Thinpro 64-bit
(Debian) Brick- (Debian) Brick-
T-530 T-730
Plantronics- C520 Extended Extended Voice Voice
Plantronics- DA80 | Extended Extended Voice Basic
Plantronics-300DA | Extended Extended Voice Basic
Plantronics- 628 Extended Extended Voice Voice
USB
Plantronics- C510 Extended Extended Voice Voice
Jabra Link 220 Voice Voice Voice Voice
Jabra Link 280 Basic Voice Voice Voice
Plantronics- C510 Extended Extended Voice Voice
M
Plantronics SAVI Voice Voice Voice Voice
745 Wireless
Plantronics SAVI Voice Voice Voice Voice
420 Wireless
Avaya RTX L159 Basic Basic Basic Voice
USB
Jabra BIZ 2300 Extended Extended Voice Voice
USB
Jabra Evolve 40 Extended Extended Voice Voice
ENC010 USB
Jabra BIZ 2400 Il Extended Extended Voice Voice
USB
Plantronics DA55 / | Voice Voice Voice Voice
A/ DA60 USB
Table continues...
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Plantronics Extended Extended Voice Voice
Blackwire C610
UsSB

Plantronics Extended Extended Voice Voice
Blackwire 315.1
USB / Blackwire
300DA

Plantronics Extended Extended Voice Voice
Blackwire C220 M
USB

Jabra Evolve 40 Extended Extended Voice Voice
UC Mono USB

RTX L139 with Basic Basic Basic Voice
L100 USB
Adapters HID

Only input supported headsets:
* Plantronics Blackwire C310
* Plantronics C520

Fully supported adapters:
* Plantronics DA8O
* Plantronics DA90

Only input supported adapter:
* Plantronics DAGO

© Note:

The mute button of Avaya Agent for Desktop instance in Desk Phone mode can now control
and mute or unmute the microphone of Avaya Agent for Desktop in the local session in My
Computer mode. This functionality is applicable for SIP mode only.

Related links

Topology on page 18

Interoperability
Table 3: Avaya Aura Servers
Avaya Aura Server Version
Avaya Aura® Communication Manager 6.3,7.0,7.1,8.0,and 8.1
Table continues. ..
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Interoperability

Avaya Aura® System Manager

6.3,7.0,7.1,8.0,and 8.1

Avaya Aura® Session Manager

6.3,7.0,7.1,8.0,and 8.1

Avaya Aura® Session Border Controller

6.3,7.0,7.1,8.0,and 8.1

Avaya Aura® Application Enablement Services 6.3,7.0,7.1,and 8.1
Avaya WebLM Server 7., 8.x

Avaya Contact Recorder 15.2

Avaya Aura® Messaging Server 6.3,7.0,7.1

Avaya Aura® Presence Services

6.3,7.0,7.1,8.0,and 8.1

Avaya Aura® Media Server 7.x and 8.0
Avaya Control Manager 7.1.2,8.0.3, and 8.1
Avaya Call Management System 18
Table 4: Avaya Deskphone and Clients
Clients Version
96x1 7.1.4.0.11
J179 4.0.21.3
Avaya Oceana Workspaces 3.6

Table 5: Platforms and Operating Systems

Platforms Operating Systems
HP T520 WES 7
HP T530 Windows 10 IOT
HP T630 WES 10 IOT
HP T730 Debian Linux (ThinPro 7.2) 64-Bit
HP T620 Windows 10
IGEL Universal Management Suite (UMS) 5 Windows 10
Dell E5440 Windows 10
Related links
Topology on page 18
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Chapter 4: Deployment process

The following image provides an overview of the Avaya Agent for Desktop deployment process.
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Chapter 5: Installation and configuration

Installation checklist

The following checklist outlines the required installation steps for Avaya Agent for Desktop.

No. Task Notes v
1 Obtain the Avaya Agent for Desktop The Avaya Agent for Desktop installer is
installation file. available through Avaya Product Licensing
and Delivery System (PLDS).
2 Install an FTP server on the Data The FTP server ensures the file transfer
Center server. capabilities necessary for the Avaya Agent

for Desktop for VDI deployment.

3 Install an FTP client on the thin clients. | An FTP client must be configured on every
thin client used for the Avaya Agent for
Desktop for VDI deployment.

4 Install Avaya Agent for Desktop. You can install Avaya Agent for Desktop
using one of the following methods:

* Through the FTP server

+ Using the thin clients Device Manager

Related links
Obtaining the Avaya Agent for Desktop installer on page 31
Configuring the FTP server for a Linux thin client for VDI deployment on page 32
Configuring the FTP server for a Windows thin client for VDI deployment on page 34

Obtaining the Avaya Agent for Desktop installer

To obtain the Avaya Agent for Desktop installer, you must use Avaya Product Licensing and
Delivery System (PLDS) and select the version that is appropriate for your operating system.

The Avaya Agent for Desktop installer is available with the .exe extension for Windows systems
and with the .deb extension (64-bit Thinpro) for Linux systems. The Mac version is delivered
via .dmg file.

Related links
Installation checklist on page 31
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Downloading software from PLDS on page 32

Downloading software from PLDS
Procedure

1. In your web browser, type http://plds.avaya.com to go to the Avaya PLDS website.

. On the PLDS website, enter your Login ID and password.
. On the Home page, select Assets.

2
3
4. Select View Downloads.
5

* Click the search icon () for Company Name.
6. In the Search Companies dialog box, do the following:
a. In the %Name field, type Avaya or the Partner company name.
b. Click Search Companies.
c. Locate the correct entry and click the Select link.
7. Search for the available downloads by using one of the following:
* In Download Pub ID, type the download pub ID.
* In the Application field, click the application name.
8. Click Search Downloads.
9. Scroll down to the entry for the download file, and click the Download link.
10. Select a location where you want to save the file, and click Save.

11. (Optional) If you receive an error message, click the message, install Active X, and
continue with the download.

12. (Optional) When the system displays the security warning, click Install.

When the installation is complete, PLDS displays the downloads again with a check mark
next to the downloads that have completed successfully.

Related links
Obtaining the Avaya Agent for Desktop installer on page 31

Configuring the FTP server for a Linux thin client for VDI
deployment

Before you begin

Create a folder structure for the FTP thin client.

You must place the configuration files and other necessary files in this folder structure as required
by the installation process.
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About this task
Perform the following steps to install the FTP server for a Linux thin client:
Procedure

1. Setup an FTP server in your environment.

2. Copy the Avaya Agent for Desktop .rpm file that is appropriate for your thin client to the
Wyse/add-ons folder created on the FTP server.

3. Ensure that a wlx folder containing a wlx. ini file is placed in the same location as the
add-ons folder. The contents of a typical wlx.ini file are the following:

e Update.Mode=Addons

* Update.Preserve changes=No

* NewAddons=Avaya-Agent

e RemoveAddons=Avaya-Agent
Example

The following image provides an example structure for the FTP server directory:

’iﬁ’ J Wyse
wlx.inl (global INI settings)

AABBCCDD.ini (device-specific INI; see SMAC.INIY

rﬁéj bitmap

@ wyse.gif (custom icon or image)

ﬁ? Certs

@ equifax.crt (certificate files)

f [ INI
=
useri.ini (user-specific ini settings)

§ user2.ini (user-specific ini settings)

ﬁ | ADDONS
directory (text file with list of add-ons)

*.rpm (add-on packages)

Figure 15: Wyse directory structure
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Related links
Installation checklist on page 31

Configuring the FTP server for a Windows thin client for VDI
deployment

Before you begin

Create the following folder structure for the FTP server: C: /inetpub/ftproot.

You must place the configuration files and other necessary files in this folder structure as required
by the installation process.

About this task
To configure the FTP server for a Windows thin client, perform the following actions:
Procedure

1. Set up an FTP server in your environment.

2. Create the HP folder under C: /inetpub/ftproot

3. Copy all the applications to the C: /inetpub/ftproot/HP folder.

Related links
Installation checklist on page 31

Installing Avaya Agent for VDI through FTP server

Installing Avaya Agent for Desktop on HP thin clients using an FTP server

About this task

The following procedure describes the steps to install Avaya Agent for Desktop on an HP t520
Windows Embedded Standard (WES 7) OS-based HP thin client, using an FTP server.

Procedure
1. Start the HP thin client and log in as Administrator.
2. Perform the following actions to disable the write filter:
a. Select Start > HP Write Filter Configuration .
b. On the General tab, select the Disable Write Filter check box.
. Click Apply.
d. Restart the thin client.

3. Start Internet Explorer and enter the IP address of the FTP server in the address bar.

9]

4. Double-click the Avaya Agent for Desktop executable file.
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5. Click Run in the Open File dialog box.

6. In the Avaya Agent for Desktop Setup window, perform the following actions:
a. Click Next.
b. On the License Agreement page, click | Agree.
c. Click the Browse button to choose an installation directory.

The default installation directory is C: \Program Files\Avaya\Avaya Agent.
d. Click Next.
e. Select a start menu folder for Avaya Agent for Desktop.
f. Click Install.
g. Click Finish when the installation is complete.
Next steps

After the installation is complete, right-click on the padlock on the bottom right of the screen and
select Enable FBWF(E).

The Enable EBWF(E) option enables the write filter, making the file system read only.

Related links
Installation checklist on page 31

Uninstalling Avaya Agent for Desktop from HP clients

Before you begin

Stop Avaya Agent for Desktop.

Procedure
1. Navigate to the Avaya Agent for Desktop folder.
2. Click Uninstall.exe.
3. In the Avaya Agent for Desktop Uninstall wizard, click Uninstall.

The system displays a message to confirm that the uninstall process is complete.

4. Click Close to close the wizard.

Related links
Installation checklist on page 31

Installing Avaya Agent for VDI remotely
Installing Avaya Agent for Desktop on 620 HP WES using HPDM

Before you begin
Before you install Avaya Agent for Desktop, ensure that an FTP Server is installed on the station.
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About this task

The following procedure describes the steps to install Avaya Agent for Desktop on an HP 1620
Windows Embedded Standard (WES 7) OS-based HP thin client, using HP Device Manager
(HPDM).

Procedure

1.

2L

7.

8.
9.

Install HPDM Server.

© Note:

During the installation, open the C: /inetpub/ftproot folder and create the
following folder structure: C: /inetpub/ftproot/HPDM/server/Repository/
Files/Push to Agent

Download the Avaya Agent for Desktop installer to the HPDM server and copy the installer
toC: /inetpub/ftproot/HPDM/server/Repository/Files/Push to Agent.

Run the HPDM console.
In the HP WES/XPe tab, select File and Registry.
Right-click on the File And Registry template and select Properties.

In the Template Editor — File and Registry window, create a copying task for the Avaya
Agent for Desktop installer:

a. In the Content tab, click Add and select Copy Files.
The system displays the Copy Files Sub-Task window.

b. In the FTP Repository field, select Use Default FTP and in the Direction field, select
Download.

c. Inthe Files to be copied section, set the File or Folder Name to the name of the
Avaya Agent installer file, and set the Path On Device to C: \TEMP.

d. Click OK.

The system creates a copying task for the Avaya Agent installer to the C: \TEMP
folder on the devices.

In the Content tab, perform the following actions:

a. select Add > Command and enter the following installation commands:
ewfmgr -all -disable
C:\TEMP\avaya-agent-0.0.0.1130-win.exe /S /ACCEPTEULA=yes
fowfmgr /enable
C:\Program Files\Avaya\Avaya Agent\bin\wes7\avaya-agent-add-wf-exclusion.bat
b. In the Wait field, select Yes for all the commands.
c. Click OK.
Click the Save As button to save the template.

Right-click the template and select Send Task
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10. In the Task Editor window, click Add to specify the necessary devices and click OK to send
the task.

Next steps

Once the task completes, navigate to the next tabs to see your computers. The HP WES/XP
machines are the Windows machines.

To update an Agent, right-click the machine to update and select Send Task.

For more information about how to install add-ons on HP thin clients using HPDM, see the HP
Device Manager User Guide available on the HP Web site.

Related links
Installation checklist on page 31

Uninstalling Avaya Agent for Desktop from t620 HP WES using HPDM
Procedure

1. Start the HPDM console.

2. In the HP WES/XPe tab, select File and Registry.

3. Right-clickthe File And Registry template and select Properties.
4

. In the content tab, select Add > Command and add the following command:
C:\Program Files\Avaya\Avaya Agent\Uninstall.exe /S
5. Click Save As to save the new task as a template.

6. Right-click the template and select Send Task to use it for all the managed HP Thin Pro-
based clients.

Related links
Installation checklist on page 31

Installing Avaya Agent for Desktop on HP ThinPro - 64 bits
Before you begin
Before you install Avaya Agent for Desktop, ensure that an FTP Server is installed on the station.
About this task
Use this procedure to install Avaya Agent for Desktop on HP ThinPro - 64 bits.
Procedure
1. Install the HPDM server.

© Note:

During the installation, open the C: /inetpub/ftproot folder and create the
following folder structure: C: /inetpub/ftproot/HPDM/server/Repository/
Files/Push to Agent.
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2.

Download the Avaya Agent for Desktop installer to the HPDM server and copy the installer
toC:/inetpub/ftproot/HPDM/server/Repository/Files/Push to Agent.

3. Run the HPDM console.

4. In the Discover Device dialog box, perform the following actions:

—

12.
13.
14.
15.

16.
17.

18.
19.
20.

=0 © N oo

a. Select HPDM Gateway.
b. Select Device type.
c. Click Walk With IP Range.
Click Next.
On the HP ThinPro 5 tab, right-click the appropriate thin client and click Send Task.
In the Template Chooser dialog box, in Category, click File and Registry.
In Template, click File and Registry and click Next.
In the Task Editor dialog box, click Add.
In the Sub-Task Chooser dialog box, click Deploy Files and click OK.
In the Deploy Files dialog box, perform the following actions:
a. Click Add from Local.

b. Locate and select the Avaya Agent for Desktop thin pro installer from the Push to
Agent folder.

c. In the Path on Device field, enter /tmp.
Click OK.
In the Task Editor dialog box, click Add.
In the Sub-Task Chooser dialog box, click Command and click OK.
In the Execute Command Sub-Task dialog box, perform the following actions:

a. In the Command field, enter the following commands:

fsunlock
dpkg -i /tmp/avaya-agent-2.0.0.xxx amd64.deb
rm /tmp/avaya-agent-2.0.0.xxx amd64.deb
fslock
b. In the Wait field, select Yes for all commands.
Click OK.

Click the Save As button to save the task as a template and use the task to deploy Avaya
Agent for Desktop to all managed HP ThinPro-based bricks.

Right-click the template, and select Send Task.
In the Task Editor dialog box, click Add and specify the necessary devices.
Click OK to send the task.
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Next steps

You can verify the status of the tasks on the Manual Tasks tab at the bottom of the console.

For more information about how to install add-ons on HP thin clients using HPDM, see the HP
Device Manager User Guide 4.6 available on an HP website.

Related links
Installation checklist on page 31

Uninstalling Avaya Agent for Desktop from HP ThinPro-64 bits
Procedure

1.

N o oA w N

8.
9.

Start the HPDM console.

On the HP ThinPro tab, right-click the appropriate thin client and click Send Task.
In the Template Chooser dialog box, in Category, click File and Registry.

In Template, click File and Registry > Next.

In the Task Editor dialog box, click Add.

In the Sub-Task Chooser dialog box, click Command and click OK.

In the Execute Command Sub-Task dialog box, in the Command field, enter the following
commands:
fsunlock

dpkg -r avaya-agent
fslock

Click OK.

Click the Save As button to save the new task as a template.

Related links
Installation checklist on page 31

Installing Avaya Agent for Desktop as a standalone Windows
application

Installing Avaya Agent for Desktop as a standalone Windows application
Procedure

1.
2.

3.

Download the latest Avaya Agent for Desktop installer file from Avaya PLDS.

Right-click the installer file (.exe) saved at the download location and click Run as
Administrator.

The system displays the Select Setup Language dialog box.
Select the language as configured for your operating system and click OK.

The system displays the Setup — Avaya Agent installation wizard.
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4.

Click Next .

The system displays the Destination screen.

. Specify the installation destination and click Next .

The system displays the Select Start Menu Folder screen.
Specify the folder name and click Next .
The system displays the click to dial Browser Extension screen.

Select the browser/s for which you want to install the click to dial browser extensions and
click Next.

The system displays the Additional Tasks screen.

. Select the required options and click Next.

The system displays the Ready to Install screen.

. Click Install.

The Avaya Agent for Desktop is installed on your system and confirmation screen is
displayed.

10. Ensure that the Launch Avaya Agent check box is selected and click Finish.
The system displays the End User License Agreement window.

11. Click Install.
The Avaya Agent for Desktop is installed on your system and confirmation screen is
displayed.

12. Ensure that the Launch Avaya Agent check box is selected and click Finish.
The system displays the Avaya Agent for Desktop Welcome window.

13. From the Select the language drop-down list, select a language that you want set as the
default Ul language of the application.

14. Click Next.
The system displays the End User License Agreement (EULA) screen in the selected Ul
langauge.

15. Read the agreement carefully and select | Agree to accept the Avaya Agent for Desktop
EULA.

16. Click Next.
The system displays the License Type screen.

17. In the WebLM License Server Address field, specify the WebLM license server address
and click Check.
If the license server address is valid and there are available licenses, then a check mark
will appear next to the applicable license type options listed below the address field.
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18. Select the applicable license type from the given options and click Next.

© Note:

If WebLM server is unavailable or WebLM address was not entered properly, you can
enter the same in the Settings configuration later. Avaya Agent for Desktop would still
work in 30 days trial mode with functionality of the chosen license type. Also, the
system will display or hide Ul and other configuration options of the application based
on the license type selected.

The system displays the Ready screen.
19. Click Launch.
The system installs the Avaya Agent for Desktop application on your system.

Related links
Installation checklist on page 31

Uninstalling Avaya Agent for Desktop standalone application from
Windows machine
Procedure

1. Go to Start > Control Panel.
2. Click Programs and Features.
The system displays the Programs and Features window.
3. From the list of installed application, click Avaya Agent for Desktop.
4. Click Uninstall/Change.
The system displays the Avaya Agent Uninstall window.
5. Click Uninstall.
6. Click Close to complete the uninstallation process.

Related links
Installation checklist on page 31

Installing Avaya Agent for Desktop as a standalone Mac
application

Installing Avaya Agent for Desktop as a standalone Mac application
Procedure

1. Download the latest Avaya Agent for Desktop installer file for Mac from Avaya PLDS.
2. Double-click the installer file (Darwin, .dmg) saved at the download location.

The system mounts the .dmg file which contains the Avaya Agent for Desktop application.
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3. Open the mounted image of Avaya Agent for Desktop.

10.

1.

12.

13.

Drag and drop the Avaya Agent for Desktop application file in the Applications folder. or
double-click the application file.

The system displays the Avaya Agent for Desktop Welcome window.

From the Select the language drop-down list, select a language that you want set as the
default Ul language of the application.

. Click Next.

The system displays the End User License Agreement (EULA) screen in the selected Ul
langauge.

Read the agreement carefully and select | Agree to accept the Avaya Agent for Desktop
EULA.

. Click Next.

The system displays the License Type screen.

In the WebLM License Server Address field, specify the WebLM license server address
and click Check.

If the license server address is valid and there are available licenses, then a check mark
will appear next to the applicable license type options listed below the address field.

Select the applicable license type from the given options and click Next.

© Note:

If WebLM server is unavailable or WebLM address was not entered properly, you can
enter the same in the Settings configuration later. Avaya Agent for Desktop would still
work in 30 days trial mode with functionality of the chosen license type. Also, the
system will display or hide Ul and other configuration options of the application based
on the license type selected.

The system displays the Browser extension screen.
Click Install for any of the following browser options:
» Google Chrome browser extension
* Mozilla Firefox browser extension
» Both browser extension
Click Next.
The system displays the Ready screen.
Click Launch.

The Avaya Agent for Desktop installation procedure is completed and the application is
launched on your system for further configuration.

Related links

Installation checklist on page 31
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Uninstalling Avaya Agent for Desktop as a standalone application from a
Mac machine
Procedure

1. Open the Applications folder.
2. Drag and drop the Avaya Agent for Desktop application icon to Trash.
The system uninstalls Avaya Agent for Desktop from a Mac machine.

Related links
Installation checklist on page 31

Installing Avaya Agent for Desktop for a headless mode

Avaya Agent for Desktop for headless mode overview

In a headless mode, you can use the Avaya Agent for Desktop application without user interface.
For controlling features of the application, you must use a CTI application or another client
application. There is no separate installer for the headless mode anymore. The mode can be
chosen through the first launch of the application installation wizard by selecting the appropriate
license type.

Related links
Installation checklist on page 31

Checklist for configuring Avaya Agent for Desktop for a headless mode

Settings window

© Note:

Refer to the Settings window field descriptions sections in this guide for configuring the Avaya
Agent for Desktop for a headless mode.

Tab Status Description

Server Enabled All fields are enabled for this tab.
You must configure the settings
as per your requirement.

Dialing Rules Disabled All fields are disabled for this tab.
Preferences Enabled All fields are disabled for this tab.
Reason Codes Disabled All fields are disabled for this tab.
Audio Enabled All fields are enabled for this tab.

You must configure the settings
as per your requirement.

Greetings Disabled All fields are disabled for this tab.

Table continues...
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Tab Status Description
Screen Pop Disabled All fields are disabled for this tab.
Advanced Enabled All fields are enabled for this tab.

You must configure the settings
as per your requirement.

License modes

The license mode defines which Avaya Agent for Desktop features will be available for a particular
license type. Refer the following table for more details:

License types/ Advanced/ Basic / (Shared Locked Down/ Deskphone
Features Standalone Controlled with Headless
Avaya one-X®
Agent)
WebLM Feature « VALUE_VDIA A | VALUE_VDIA BAS | VALUE_VDIA_ HEA | This mode does
Name DVANCED _COU |IC_COUNTS DLESS _ONLY_CO | not require WebLM
NTS UNTS feature. Here, a
. VALUE_VDIA C ;‘;i;l'zcrt‘m limited
ONTROL_COUN .
deskphone login.
TS )
But if a user select
other login type,
such as my
compulter,
telecommuter, etc,
then WebLM is
used as per the
Advanced/
Standalone license
mode type.
Full Ul Yes Yes N/A Yes
Headless Ul N/A N/A Yes N/A
Collapsed Ul Media | Yes Yes N/A Yes
Controls
H.323 Roadwarrior | Yes Yes Yes Yes
SIP Roadwarrior Yes Yes Yes Yes
Desk Phone Mode | Yes N/A N/A Yes
Other Phone/ Yes N/A N/A Yes
Telecommuter
Media Quality Yes Yes N/A Yes
Indicator
Dual Registration/ | Yes Yes Yes Yes
Failover
Stats Console Yes N/A N/A Yes
Table continues...
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License types/ Advanced/ Basic / (Shared Locked Down/ Deskphone
Features Standalone Controlled with Headless
Avaya one-X®
Agent)
Screen Pop Yes N/A N/A Yes
VoIP Quality Yes Yes Yes Yes
Monitoring
Supervisor Yes N/A N/A Yes
Features
CTI Controlled Yes Yes Yes Yes
X
Click to Call Yes Yes Yes Yes
Headset Integration | Yes (for my Yes Yes Yes (for my
computer mode computer mode
only) only)
Presence Yes Yes N/A Yes
Comments If a user selects - - It works mostly like

deskphone, than
we do not need to
occupy the license.

an Advanced/
Standalone mode.

Other capabilities

* Log in on the extension using the Login dialog box.

» Use the CTI application or another client to register an agent.

© Note:

Agent number is displayed only for SIP signaling.

Login with ACM account is also supported.

Use the CTI application for the management of calls and agent states.

Notification with the current login status can be viewed with mouse-hover or by double-
clicking the Avaya Agent for Desktop task bar icon.

* Right-click and click Mute in the task bar icon context menu to mute the microphone.

© Note:

Mute action is available only when Avaya Agent for Desktop is registered.

Related links

Installation checklist on page 31
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Performing silent installation of Avaya Agent for Desktop
Procedure

1.

To perform the silent installation with Ul, navigate to <L.ocation of AAfD installer
file> and run the following command:

/SILENT /LICENSE TERMS ACCEPTANCE = TRUE

The system displays AAfD Ul for silent installation.

. To perform the silent installation without the Ul, navigate to <Location of AAfD

installer file> and run the following command:
/verysilent /LICENSE TERMS ACCEPTANCE = TRUE

The system runs silent installation in the background and does not display the Ul for
installation.

. To perform the silent installation without Ul and to set the log path, navigate to <L.ocation

of AAfD installer file> and run the following command:

/verysilent /LICENSE TERMS ACCEPTANCE = TRUE /
LOG="<InstallationLogPath>"

The system runs silent installation in the background and sets the defined log path.

. To perform the silent installation without using a browser extension, navigate to

<Location of AAfD installer file> and run the following command:
/SILENT

The system runs silent installation in the background without using a browser.

. To perform the silent installation with browser extensions, navigate to <Location of

AAfD installer file> and run the following command:

/SILENT /INSTALLEXTENSIONS (Close Google Chrome and Mozilla Firefox browsers
before installation starts)

The system runs silent installation in the background and installs browser extensions as
well.

Installing or upgrading Avaya Agent for Desktop on the
Lenovo M600 server

Before you begin

* Ensure that you have provided the latest installer file to Lenovo’s customer support team.

» Ensure that you have received the .tar file of the latest installer shared with Lenovo’s
customer support team.
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» Ensure that you have copied the latest .tar file on the Lenovo M600 server.

Procedure
1. On Lenovo M600 server task bar, click Control Center.

The system displays the Control Center settings window.

% Control Center

Control Center nnection Managar Applications
Switch to Category View

{ Modify system refated settings )
[ Configure network related settings

ﬁ Administration [ Modify administrative settings )

° Peripherals

é Printers

6 Global Settings

© storage

[ Appearance desktop settings

] @X wl‘w*‘@ oz17:07 am (1)

2. Click Global Settings.
The system displays the Global Settings options.

December 2019 Deploying and configuring Avaya Agent for Desktop

Comments on this document? infodev@avaya.com

47


mailto:infodev@avaya.com?subject=Deploying and configuring Avaya Agent for Desktop

Installation and configuration

% Control Center

-

f System

=% Network

A Administration
e Peripherals

g Printers

( Modify system related settings )

( Configure network related settings )

( Modify administrative settings )

( Modify device settings )

( Configure local & remote printing )

I@ Global Settings

| ( Modify global settings )

B )

RDP ICA
Global Global

O B = @

Browser PNAgent VMView Firmware
Global Global Global Updates

\
Control Center f Connection Manager T Applications
l ] [ Switch to Cateqory View L+

3. Click Firmware Updates (LetOS).

The system displays the firmware update dialog box.

¥ counirol Caniar

-

Control Center

A " " M
r Connection Manager T Applications

[@ Firmware Updates

Check for update on boot

P Prompt User | ® Auto

Method: Local Storage I -

Upgrade Filename

LXﬁdeLeTOS—BZO3 6-UB913-Avaya-1.7.2.tar.bz2

M Save  « Save & Update

X Close

a

4. Select the Check for update on boot check box.
5. (Optional) Click Mount (if available).

6. In the Method drop down list, select Local Storage.

7. In Upgrade File name, click Browse file.
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8. Select the .tar file stored on the Lenovo M600 server and click Save & Update.

The installation process is completed and the Lenovo M600 server is restarted.

© Important:

If you want to uninstall Avaya Agent for Desktop from the Lenovo M600 server, you
need to contact Lenovo’s customer support team administrator.

Next steps
Access the Avaya Agent for Desktop application on the Lenovo M600 server.

Accessing Avaya Agent for Desktop on the Lenovo M600

server

About this task

Use the following procedure to verify that Avaya Agent for Desktop is successfully installed on
your Lenovo M600 server.

Procedure
1. On Lenovo M600 server task bar, click Control Center.

The system displays the Control Center settings window.

% Contrel Center
| Connection Manager Applications

Switch to Category View

i & System

=% Network

ﬁ Administration
o Peripherals
5 Printers

€3 Global setting:
© storage

[] Appearance

(m! ﬁﬁ( e @ oza7:07 am (1)
2. Click the Applications tab.
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The system displays the Applications tab options.
3. Scroll down and select the Avaya Agent for Desktop application option.

The system displays the Certificate confirmation dialog box.

Security storage

@ Errors occur while using security storage.
Do you want to use non-secure
storage to store passwords?
Please check your passwords

Cuncrol Curjegr

[] Don't show this message again " Control Center Connection Manager Applications.

Application Name In Menu On Desktop On Start Ending Option
“% AnyConnect O O None

None
® Control Center
i Data Card
8 File Manager

% Image-Viewer

& Repository Manager
# Text-Editor

& vic

I E0EEED
JO00Oo0oo0ooOo®
Jdooooooo

@ WebCam

4. Click Yes.

The system displays the Avaya Control Manager (ACM) login window in case of the ACM
login mode else the system launches the Avaya Agent for Application on the server.

V2]

8 - offine Aget bd (D

% Control Center

Control Center Connection Manager Applications

Application Name In Menu On Desktop On Start Ending Option
7§ AnyConnect d O None

) |Avaya-Agent None

% Control Center O U

i Data Card O O

& File Manager O O

% Image-Viewer O O

A1 Repository Manager [ ] O O

+ Text-Editor O O

& vle O O

© WebCam [~ M m

g_—
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Overview of Avaya Agent for Desktop on IGEL thin client
using the IGEL UMS

IGEL OS is a modular, read-only computer operating system. It is centrally managed by using the
IGEL Universal Management Suite (UMS).

With the IGEL OS, Avaya Agent for Desktop (AAfD) is installed as a package called as Custom
Partition. Custom Partition is deployed from a central repository by using the IGEL UMS.

Avaya Agent for Desktop installations on Linux thin clients are installed by using package
management tools developed by Red Hat (.rpm) or Debian (.deb). With IGEL, Avaya Agent for
Desktop is deployed by using a traditional tarball that is expanded and processed locally on the
endpoint. The IGEL method is a controlled process that is initiated from UMS Console.

Installing Avaya Agent for Desktop on IGEL thin client
using the IGEL UMS

Before you begin

Record the user name and password typed in for the database connection. You can do this by
going under User Credentials for DB-connect during installation of the Universal Management
Suite (UMS).

About this task
Use this procedure to install Avaya Agent for Desktop on IGEL thin client using the IGEL UMS.
Procedure

1. Ensure that the IGEL UMS must be set up and running on a computer.

© Note:

During the UMS installation, navigate to User Credentials for DB-connect and record
the following:

» <ums_server> - the IP address or FQDN of the UMS Server
* <ums-username> - the username typed in during installation
* <ums-password> - the password typed in during installation
2. Set up the IGEL client and register to the UMS console.
3. Download the Avaya Agent for Desktop Custom Partition ZIP file from

support.avaya.com.
IGEL custom partitions are delivered as a ZIP archive. Each archive contains the following:
* -igel : a folder that contains UMS profiles

« -target : a folder that contains Custom Partition (inf and tar.bz2 files)
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 -disclaimer.txt : a disclaimer note
» -readme.txt: a short installation guide

4. Unzip the Custom Partition archive.

Installing Avaya Agent for Desktop on IGEL client using
UMS console
About this task

Use this procedure to install Avaya Agent for Desktop on IGEL client using UMS Console
Procedure
1. Copy the contents of the target folder to the ums_filetransfer folder on the UMS Server.
Copy the files to the following file paths:
On Windows, use :

C:\Program Files (x86)\IGEL\RemoteManager\rmguiserver\webapps
\ums_ filetransfer\

On Linux, use:
/opt/IGEL/RemoteManager/rmguiserver/webapps/ums filetransfer/

2. To confirm the accessibility of the Custom Partition files, type the following URL on a
browser: https://<ums_server>:8443/ums_filetransfer/avaya-agent.inf,
where <ums_server> is the FQDN or IP Address of the UMS server.

https://<ums_ server>:8443/ums filetransfer/avaya-agent.inf

© Note:
Replace <ums_server> with the FQDN or IP Address of the UMS Server.

3. Start the UMS Console and log in by using the login and password credentials which were
previously recorded.

4. Import the profile that is, profiles.zip into the UMS by using: System—> Import—> Import
Profiles.

The system displays the imported profile in UMS under Profiles.

5. Edit the profile and adopt the settings according to your environment under System—>
Firmware Customization—> Custom Partition—> Download.

When editing the profile, the profile details must be typed in as follows:
» https://<ums_server>:8443/ums_ filetransfer/<cpname>.inf

» Username: <ums-username>
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» Password: <ums-password>

6. Upload the security certificates that require certificates, by using the IGEL UMS Console
Files feature.

7. Right-click the file heading in UMS Console, and select New File.

8. By using UMS Console, associate the Avaya certificates and Avaya Agent profiles to the
thin client.

© Note:

In some cases, the thin client must be restarted after deployment of the Custom
Partition.

Uninstalling Avaya Agent for Desktop on IGEL thin client
using the IGEL UMS

Procedure

1. Start the Universal Management Suite (UMS ) Console and log in by using the login and
password credentials which were previously recorded.

2. Click the client that has Avaya Agent profile assigned to it.
3. Remove Avaya Agent object from Assigned object.

4. Right-click the client and select Update.

Assigning functions to buttons in Avaya Aura®
Communication Manager
About this task

To assign functions to the Dial Pad buttons in the Avaya Agent for Desktop user interface, perform
the following actions:

Procedure
1. Log in to the Avaya Aura® Communication Manager administration interface.

You can choose to log in to the Station Administration Terminal (SAT) on Avaya Aura®
Communication Manager.

2. In the text input field, type the following command:

change station XXXXX, where XXxXX is the station ID that corresponds to the agent
extension number to be used with Avaya Agent for Desktop.
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The system navigates to specific station administration form based on the provided station
ID.

3. Navigate to pages 4 and 5 and assign buttons for the following functions:
* Manual in: manual-in
* Auto in: auto-in
» After call: after-call
* Aux work: aux-work

* Release: release

© Note:

The release function button is required for only H.323 station.
» Three buttons for call appearances: call-appr

* (Optional) A button for displaying Vu Statistics: vu-display Fmt:1 ID:32

© Note:

Stats Console is an optional feature and requires additional administration. See the
Avaya Contact Center Administration documentation for more information.

* A button for displaying Q-stats which shows the statistics of calls in a queue for a
station: g-calls.

Assigning functions to buttons for SIP users in Avaya
Aura® System Manager
About this task

To assign functions to the Dial Pad buttons in the Avaya Agent for Desktop user interface for SIP
users in Avaya Aura® System Manager, perform the following actions:

Procedure
1. Login into the Avaya Aura® System Manager application.

2. Navigate to User Management > Manage users > New User Profile > Communication
Profile > CM Endpoint Profile > Endpoint Editor.

3. In the Template field, select the required station type.

© Note:

Though Avaya Agent for Desktop supports 9608 SIPCC, 9641 SIPCC, 9621 SIPCC,
and 9611 SIPCC for SIP, note that, for SIP shared control mode when Avaya Agent for

December 2019 Deploying and configuring Avaya Agent for Desktop 54

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Deploying and configuring Avaya Agent for Desktop

Configuring Avaya Agent for Desktop for Avaya Oceana Solution

Desktop is in desk phone mode with Avaya one-X® Agent, you must use station type
as 9608SIPCC only.

4. At the bottom of the page, click the Button Assignment tab.
5. On the Main Buttons tab, assign buttons for the following functions:
* Manual in: manual-in
* Auto in: auto-in
* After call: after-call
» Agent login: agent-login

* Auxiliary work: aux-work

© Note:

For more information about managing SIP users in Avaya Aura® System Manager,
refer the Managing Users section of the Administering Avaya Aura® System Manager
guide.

Configuring Avaya Agent for Desktop for Avaya Oceana
Solution
About this task

Use the following procedure to configure systems required for using Avaya Agent for Desktop with
Avaya Oceana® Solution.

Before you begin

« Ensure that Avaya Aura® System Manager, Avaya Aura® Session Manager, Avaya
Enablement Server (AES), and Avaya Aura® Communication Manager is configured with
Avaya Control Manager (ACM).

+ LDAP is in active state and is configured to work with Avaya Aura® System Manager.
Procedure
Configuring a new agent

1. If you have added new members to LDAP, you must synchronize LDAP with Avaya Aura®
System Manager. Do the following:

a. Login to Avaya Aura® System Manager.

b. Go to Directory Synchronization > Active Synchronization Jobs.
The system displays the User Synchronization window.

c. Click Create New Job.

The system displays the New User Synchronization Job window.
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d. Click Run Job without changing any settings.

The system displays the Synchronization Job Summary screen after the process is
completed.

Checking Avaya Aura® Communication Manager stations

© Note:

If you are creating a voice user, you must create a station.
2. To check or add a new station on Avaya Aura® Communication Manager, do the following:
a. Login on Avaya Aura® Communication Manager.
b. Run the following command and choose w2ktt: sat.

c. To check whether a station exists, for example 6022011, run the following command:
list station 6022011.

d. If the station does not exist, you must create a new station using the following
command: add station next.

e. Set the station name and password and press Esc-E to save the details.

f. Run the following command to mark the new station details as permanent: save
translation.

The station details are added successfully.

© Note:

If you are using SIP, you must create a station on Avaya Aura® System Manager.

Adding a new agent on Avaya Aura® Communication Manager

© Note:

For creating agent skill, vector, and VDN must be available on Avaya Aura®
Communication Manager.

3. To add an agent on Avaya Aura® Communication Manager, do the following:
a. Run the following command to add a new agent: add agent-loginID next.
b. Define agent name and password and press Esc-E to save the details.
Creating an agent on Avaya Control Manager (ACM)
4. To create an agent on ACM, do the following:
a. Login on ACM.

b. On the User Management screen, click the required site name to view the list of
users.

c. Click the add icon on top-right of the screen.
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© Note:

If the add button is displaying on top-left of the screen, then there is something
wrong with the browser version you are using; ACM will not work properly in this
case.

d. Select the Avaya Oceana or Workspaces for Elite depending on your environment
on the bottom of the screen.

This will enable the domain details for LDAP users.

e. Add details in the following fields:

December 2019

First Name: For example: Team2 or T2

Surname: For example: A<agent number> or A11

Profile: Use the default value.

LDAP username: For example: <team number><agent number>
Authentication Type: Use the default value.

Domain: Use the default value.

Username: For example: <team number><agent number>@<ACM server domain
name>.

Password: Define password. Oceana Workspaces uses LDAP password, so this
password does not affects it.

Confirm Password: Same as the newly defined password.

Force password reset on next login: Keep this as unchecked.
Avaya login: For example : 6021011

Team: For example: SalesTeam

Template: Use the default value.

Description: Use the default value.

Email: Use the default value.

SIP URI: Use the default value.

Communication Profile Password: Use the default value.
Confirm Communication Profile Password: Use the default value.

Extension: For example: 6022011

f. Click Save.

© Note:

After you create agent on ACM, the agent is also created on Avaya Aura®
Communication Manager. You must save the translation again on Avaya Aura®
Communication Manager.

Deploying and configuring Avaya Agent for Desktop 57

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Deploying and configuring Avaya Agent for Desktop

Installation and configuration

g. On the Permissions tab, select the required Role for the agent.
h. On the Avaya Oceana tab, select the channels and the supervisor details.

i. On the Attributes tab, select the agent attributes to filter the contacts.

© Note:

Always select the attribute team for your team.

Avaya Control Manager Synchronization

Q Note:

If Avaya Control Manager notifies that the agent end point does not exists and you know it
does, then you must manually synchronize Avaya Control Manager with Avaya Aura®
Communication Manager.

5. To synchronize Avaya Control Manager, do the following:
a. Login into Avaya Control Manager Windows server.
b. Launch the Avaya Synchronizer application.
c. In the Objects to synchronize field, deselect all except Extension.
d. Click Start.
Configuring and using Avaya Agent for Desktop with Oceana Workspaces
6. To configure and use Avaya Agent for Desktop with Oceana Workspaces, do the following:
Launch Avaya Agent for Desktop application.
Go to the Settings window.

On the Settings tab, click the Server menu.

a o o o

Select the required options for the following sections:
« Avaya Control Manager Settings

* License Server Settings

* Local Server Settings

e. Click Save.

f. Restart the Avaya Agent for Desktop Application.

g. Once the Avaya Agent for Desktop application is launched, login with station details
only.

h. Launch Oceana Workspaces in a browser window.
i. Provide Username and Password and click SIGN IN.
j- On the Activate Agent screen, click Activate.
The Oceana Workspace window is launched.
k. Click Start Work.
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The Oceana Workspace application will synchronize and start working with the Avaya
Agent for Desktop application.

Configuring Avaya Agent for Desktop using the Settings
menu

Familiarizing with the Avaya Agent user interface

Settings menu
Settings menu search functionality

In Avaya Agent for Desktop 2.0, the previous Configuration menu is renamed to Settings menu
and the user interface has also been enhanced. In the new Settings menu window, you can either
navigate to a required settings screen or you can also search the settings option with a search
keyword in the Search field. Using the search filter takes you directly to the searched settings list.
On this new window, you can either view all settings together or browse and navigate to menu
option for each tabs. The available tabs are: Settings, Reason Codes, Greetings, and Screen
Pop. For each tab, there are menu options in the left pane. Clicking a menu option displays the
respective menu details on the right pane.

Server menu field descriptions
© Important:

If you make any changes in the Settings window, you must restart the Avaya Agent for Desktop
application.

Avaya Control Manager Settings:

The Avaya Control Manager Settings field is enabled when the Use Local Configuration check
box is clear.

© Note:

When using Avaya Control Manager , the other screens from the Avaya Agent for Desktop
Settings window are inaccessible until you provide an address for Avaya Control Manager.

© Important:
If you make any changes in the Settings window, you must restart the Avaya Agent for Desktop
application.
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Name

Description

ACM Login Type

The available options are:

+ ACM Unified Login: ACM Unified Login option
allows you to enforce the use of ACM when ACM
is selected as the login option. If this option is
enabled and there is an ACM login failure, the
Avaya Agent for Desktop application goes back to
the ACM Login window.

 Single Sign-On ACM Login: Single Sign-On
ACM Login option in Avaya Agent for Desktop
allows you to use SSO to download user
configuration from ACM. This feature works only
on Windows platform. On other platforms, the
SSO setting is skipped. The agent must login only
once on the system containing the Avaya Agent
for Desktop application and does not need to login
into Avaya Agent for Desktop separately. Also,
ACM and Avaya Agent for Desktop must be on
the same domain.

© Note:

The Single Sign-On ACM Login feature is not
available for Mac systems.

* Basic ACM Login: Basic ACM Login option
works in a similar way as it was working in the
earlier versions of Avaya Agent for Desktop for
ACM mode.

Use Local Configuration: When the Use Local
Configuration option is selected, the agent

profile uses the configuration defined on the local
system. Supports both H.323 and SIP signalling.

Primary ACM Address URL

The field to configure the primary Avaya Control
Manager address.

This field is inactive if the Use Local Configuration
check box is selected.

Secondary ACM Address URL

The field to configure the secondary Avaya Control
Manager address.

This field is inactive if the Use Local Configuration
check box is selected.

The system uses the secondary Avaya Control
Manager address if the primary server is
unavailable.

License Server Settings:
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Name

Supported signalling

Description

License server URL

Both H.323 and SIP

The URL to connect to the
WebLM licensing server.

The format of the URL must be
the following:
https://<WebLMhost>:<port>/
WebLM/LicenseServer

where:

* <WebLMhost> is the host name
or IP address of the WebLM
server.

* <port> is the port used for
connecting to the WebLM
server.

Local Server Settings:

Name

Supported signalling

Description

Signalling

SIP or H.323

Select the signalling option you
want to use for the Local Server
Settings.

Primary CM address

H.323

The field to configure the IP
address of the primary Avaya
Aura® Communication Manager
server.

Secondary CM address

H.323

The field to configure the IP
address of the secondary Avaya
Aura® Communication Manager
server.

The system uses the secondary
Avaya Aura® Communication
Manager address if the primary
server is unavailable.
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Name

Supported signalling

Description

Primary SIP Proxy address

SIP

The field to configure the IP
address of the primary SIP proxy
server.

Select one of the following
values:

- TCP
. TLS
- UDP

° Note:

If you are using Avaya Agent
for remote agent through
session border controller
(SBC), you must type
Primary SIP Proxy address
as Primary SM External SBC
interface IP Address.

Secondary SIP Proxy address SIP

The field to configure the IP
address of the secondary SIP
proxy server.

The system uses the secondary
SIP proxy address if the primary
server is unavailable.

Select one of the following
values:

- TCP
. TLS
- UDP

Q Note:

If you are using Avaya Agent
for Desktop remotely through
session border controller
(SBC), you must type
Secondary SIP Proxy
address as Secondary SM
External SBC interface IP
Address.

SIP domain SIP The field to configure the domain
name for SIP.
Table continues...
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Name Supported signalling Description

Number of connection attempts | Both H.323 and SIP The field to configure the number
of connection attempts before
closing the session if the system
cannot establish a connection to
Avaya Aura® Communication
Manager.

When Avaya Agent for Desktop
makes an attempt to connect to
Avaya Aura® Communication
Manager (CM), Avaya Agent for
Desktop tries to connect to the
primary CM server, and if the
connection cannot be
established, Avaya Agent for
Desktop tries to connect to the
secondary CM server, if a
connection to a secondary CM
server is configured. The process
of unsuccessfully trying to
connect to one or two CM servers
is considered a failed connection
attempt.

If the number of connection
attempts is exceed, Avaya Agent
for Desktop displays a notification
to the user.

If the connection to either one of
the CM servers is established, the
CM server is provided with an
Alternate Gateway List (AGL) that
is associated with the network

region.
CM Auto Answer Support H.323 Select this option if your
Required administrator has configured the

extension on Avaya Aura®
Communication Manager to
support Auto Answer.

Preferences menu field descriptions
Agent Settings:
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Name

Description

Ready Mode

Use the following options to configure the Avaya
Aura® Communication Manager Ready Mode
settings:

* Auto-in: Overrides Manual In, the default Avaya
Agent for Desktop call handling. To limit the time
that the agent spends in the After Call Work
state, use this option in combination with the
Communication Manager timed after the call
work feature. The Auto-in mode option is not
equivalent to the CM Auto Answer Support
Required option.

* Manual-in: The default setting. You must ensure
that the Manual In option is in the assigned state
for the Avaya Agent for Desktop program to
perform the work.

Timed After Call Work

Select to provide the number of seconds in the
seconds field to set a limited time for the After Call
Work Duration (seconds) feature.

After the configured time expires, you can leave the
After Call Work state and become ready to take
calls.

Keep the Timed After Call Work check box clear to
make the After Call Work Duration (seconds)
time unlimited.

Allow Manual Call After Work

Select to change to the After Call Work state
manually.

Common:

Name

Description

Automatically Log In The Agent

Log automatically to the user on ACD after
successfully registering the extension with Avaya
Aura® Communication Manager.

If the Automatically log in agent check box is
clear, the system only registers the station
extension and you must register the agent
manually.

The system also displays the Automatically log in
agent check box in the login dialog box.

Automatically Log In The Station

Log automatically on the station once the
application is launched.

Table continues...
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Name

Description

Launch Avaya Agent When Windows start

Select this option to automatically launch the Avaya
Agent for Desktop application on your Windows
system start up.

Show User Interface

The system hides the user interface to facilitate
Managed Control mode.

You can re-enable the display of the user interface
by right-clicking the Avaya Agent for Desktop icon in
the system tray and deselecting Hide Interface.

Always Display The Main Window On Top

Select this option to keep the main Avaya Agent for
Desktop application on top of your screen windows.

Local Auto Answer

To use this option for Avaya Agent for Desktop, you
need to ensure that the Auto answer is disabled on
Avaya Aura® Communication Manager. You can use
Local Auto Answer or Avaya Aura®
Communication Manager Auto answer but not
both. The Local Auto Answer option is designed to
provide the end user ability to change the workflow
on the fly without making changes on Avaya Aura®
Communication Manager.

Stay In Notification Area If Main Window Is
Closed

Select this option if you want to keep the closed
main window active in the Taskbar notification area.

Show WebLM Server Warning Messages

Select this option to enable the warning message
alerts from the WebLM server.

Login Mode:
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Name

Description

Login mode

Avaya Agent for Desktop supports the following
login modes:

* My Computer: Use this option to use Avaya
Agent for Desktop with general capabilities on
your computer.

* Desk Phone: Use this option for controlling
another instance of the Avaya Agent for Desktop
in a shared control mode.

° Note:

You must use port type as TLS for using
Desk Phone login mode. Additionally, if you
use this mode, the Audio tab in the Settings
window is disabled.

» Other Phone: Use this option to use the Avaya
Agent for Desktop in a Telecommuter mode. You
need to define the telecommuter or Other Phone
Number once you select this option.

© Note:

If you are logging to Avaya Agent for
Desktop with Other Phone Mode using 10
digit extension, you must set the dialing rules
Internal extension length to 10 for successful
login attempt. If these lengths are not same,
the login attempt will fail and an error is
displayed. Additionally, if you use this mode,
the Audio tab in the Settings window is
disabled.

Other Phone Number

The field to define the telecommuter or other phone
number. For example, an office desk phone number
or a mobile phone number. This field is active only
for the Other Phone mode.

Check TC device To Login Agent

If this field is enabled, Avaya Agent for Desktop will
login agent extension only after the call is answered
on the mentioned Other Phone Number device.

Message Waiting Indicator:

Name

Description

Show Message Waiting Indicator

Select to activate the message waiting indicator.

Voice Mailbox Number

Enter the host agent Voice Mailbox Number as
defined in the Avaya Aura® Messaging application.

DTMF:
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Name

Description

DTMF Type

A field to select the DTMF type. The available
options are:

« out-of-band
* in-band

* rtp-payload

Comma Dialing Delay (msecs)

The dialing delay time if a comma is used in a
dialed number.

Conference:

Name

Description

Use Consultative Type of Conference

A field to activate whether consultative conference
should be followed or direct ones. In consultative
conference, you need talk to the client first before
creating the conference.

Transfer:

Name

Description

Use Consultative Type of Transfer

A field to activate whether consultative transfer
should be followed or direct ones. In consultative
transfer, you need talk to the client first before
transferring the call.

Startup Message:

Name

Description

Startup Message

The message that Avaya Agent for Desktop
displays as a disclaimer at startup.

Dialing Rules menu field descriptions

Dialing Rules

Name

Description

Enable dialing rules

The field to activate the dialing rules settings.
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Name

Description

Internal Extension Length

The field to specify the length of the internal
extension calls. For example, if your internal
extensions consist of five digits, enter 5.

When you assign the length of the internal
extension number, Avaya Agent for Desktop
handles the dialed number consisting of the
selected number of digits as an internal extension.
In the Avaya Agent for Desktop application, you can
also add multiple values for Internal Extension
Length using comma separators.

Local Calling Area Codes

The field to specify the area or city code of Avaya
Aura® Communication Manager. For example, 785.

Length of National Phone Numbers

The field to configure the length of national long
distance numbers. For example, 10 for North
America. In the Avaya Agent for Desktop
application, you can also add multiple values for
Length of National Phone Numbers using comma
separators.

Number to Dial to Access External Numbers

The field to specify the number to gain access to an
outside line. For example, if you are in North
America, you must enter the number as 9 to gain
access to the outside line.

Number To Dial For International Calls

The field to specify the international prefix. For
example, in North America, type 011.

Number To Dial For Long Distance Calls

The field to specify the national long distance prefix.
For example, in North America, type 1.

Your Country Code

The field to specify the country code for Avaya
Aura® Communication Manager. For example: 1 for
North America, 44 for Great Britain, or 61 for
Australia.

Browser Extension Settings

Name

Description

Use Only User Regular Expression

A field to specify that only user’s regular expression
will be used for numbers validation.

Regular Expression

A field to define your own regular expression for
validation of the numbers. Validation of a specific
number occurs in accordance with the country
code. A user can configure country code and their
own regular expression for validation of numbers.
When the user clicks on the number, Avaya Agent
for Desktop initiates a new call according to the
dialing rules.
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Directory menu field descriptions

Directory Settings:

© Important:
If you make any changes in the Settings window, you must restart the Avaya Agent for Desktop
application.

Name Supported signalling Description

Directory Address

Both H.323 and SIP

The field to specify the network
domain or the IP address of the
public directory server.

Directory Port

Both H.323 and SIP

The field to specify the port of the
public directory server.

Directory Root Search

Both H.323 and SIP

The field to enter an LDAP format
string representing an information

type.

For example, ou=people,
o=mycompany . com specifies that
information under the
organization unit of people within
the organization of
mycompany.com is used for the
search. For information on Base
DN or Search Root strings, see
the documentation for your LDAP
system and the company
database configuration.

Directory Username

Both H.323 and SIP

The field to configure the user
name to connect to the public
directory server.

You must provide a user name
only if the public directory server
requires authorization.

Directory Password

Both H.323 and SIP

The field to enter the password of
the user specified in the
Directory username field.

Save Directory Password

Both H.323 and SIP

The field to allow to save the
directory password.
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Name Supported signalling Description
Bind option Both H.323 and SIP The field to choose the LDAP
service type.

Select one of the following
values:

» Simple: Select this option for
using the directory service with
an LDAPvV2 server.

» GSS bind: Select this option for
using the directory service with
an LDAPv3 server.

Apple and Linux servers do not
support the GSS bind option.

Audio menu field descriptions
Audio Output:

Name Description

Device A drop-down list box that contains the audio devices
installed on the workstation.

Volume A slider that controls the volume of the selected
output device.

Test A button for verifying that the selected output device
works properly.

Ringer Output:

Name Description

Device A drop—down list box that contains the audio
devices installed on the workstation.

Volume A slider that controls the volume of the selected
output device.

Test A button for verifying that the selected output device
works properly.

Audio Input:

Name Description

Device A drop—down list box that contains the audio
devices installed on the workstation.

Volume A slider that controls the volume of the selected
output device.
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Name Description

Test A button for verifying that the selected output device
works properly.

Gain A field to display the audio volume strength when
you test the audio input.

Audio Advance Settings:

Name

Description

Control Device

A field to select the available headset options.

Headset Integration

* Disabled
» Basic

* Advanced

© Note:

subsequent releases.

A field to integrate or disintegrate headset capability
while it is connected to the desktop application
carrying system. The available options are:

The following table provides the list of
headsets which cannot answer the very first
incoming calls after the headset is connected.
It is a known issue and will be resolved in the

December 2019

Head Set Thinpro 64- | Igel (linux)
List bit (Debian)
Plantronics Voice Voice
C520
Plantronics Full Full
DA80
Plantronics Full Full
300DA
Plantronics Voice Voice
628 USB
Plantronics Voice Voice
C510
Jabra Link Voice Voice
220
Jabra Link Voice Voice
280
Plantronics Voice Voice
C510 M
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Name

Description

Call Button

Defines the call controls options for headset call
button. Use the following options:

* Disabled
* Answer
* Hold

* Drop

Noise Suppression

Suppresses any possible noise in a call. Use the
following options:

» Disabled: Deactivates the noise suppression.

» Conference: Noise suppression in a conference
call.

* Low: Low-level noise suppression in a one-to-one
call.

» Moderate: Moderate level noise suppression in a
one-to-one call.

High: High-level noise suppression in a one-to-
one call.

» Very High: Higher than the high-level noise
suppression in a one-to-one call.

Auto Gain Control

Automatically controls the audio volume of a call.

Echo Cancellation

Suppresses any possible echo in a call.

© Note:

The Enable iTunes Playback control option will be available only for Mac version.

Security menu field descriptions
Password Storage

Name

Description

Password storage mode

A field to allow a password to load from the
specified storage option. The options are:

» Security Storage Only: Loads password from a
secured storage only.

» Security Storage If Available: Loads password
from a secured storage if available otherwise
loads from a non-secure storage.

* Non-secure Storage Only: Loads password from
a non-secure storage only.
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PPM Secure Mode section

Name Description

HTTP The unsecured way to connect to the servers on the
World Wide Web.

HTTPS The secured and encrypted way to connect to the
servers on the World Wide Web.

Third-Party Certification section

Avaya Agent for Desktop can be configured to use TLS (Transport Layer Security) when
connecting to the SIP proxy. TLS implementation involves digital certificate exchange for securing
the communication. A non-unique, default TLS certificates, certified by Avaya, are shipped with
Avaya Session Border Controller for Enterprise, Avaya Aura® Session Manager, and Avaya one-
X® Deskphone SIP to provide required support for TLS sessions.

For production environments, you must replace the default certificates with customer CA or third-

party CA signed unique identity certificates.

Name

Description

Not Used

The option to disable the third-party certification
authentication.

Use Local

The option to select the third-party certificate
installed on your local system. When you select this
option, the system displays the Certificates field.

Click the ® icon to select the certificate from your
local system.

° Note:

If you have installed a Trusted Third-Party
(TTP) certificate on your local drive, you must
import the installed certificate from the local
drive to the certs folder of Avaya Agent for
Desktop so that it can use the same certificate.
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Name

Description

Remote

The option to select the third-party certificate
located on a remote server. When you select this
option, the system displays the Certificates
Remote Host field. In the Certificates Remote
Host field, you can choose to select the certificate
from an HTTP or an HTTPS location. You must
provide the Remote Address and the Remote Port
number of the remote server for all cases. For an
HTTP location, provide 80 as a port number. For an
HTTPS location, provide 443 as a port number.

You must also modify and add the following line in
the 96x1Supgrade.txt file on the remote server:

SET TRUSTCERTS cert.pem

° Note:

cert.pem and 96x1Supgrade.txt files must be
in the same folder. Also, you must compulsorily
download the cert.pem file from the remote
server to the certs folder of Avaya Agent for
Desktop.

Identity certification section

Avaya Agent for Desktop can be configured to use TLS (Transport Layer Security) mutual
authentication when connecting to the SIP proxy. TLS mutual authentication mode requires both
the server endpoint and client endpoint to exchange X.509 certificates for authentication. Avaya
Agent for Desktop provides ability to setup client identity certificate.

Avaya Agent for Desktop supports the four options to install client identity certificate as shown in

the following table:

Name

Description

Not used

The option to disable the identity certification
authentication. In this case, Avaya Agent for
Desktop uses embedded Avaya certificate.

0 Important:

It is highly recommended that customer’s must
use their certificate in any case.
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Name

Description

Use Local

The option to select the identity certificate installed
on your local system. When you select this option,
Certificate Path, Certificate Password, and Save
Certificate Password fields are displayed. In this
case, browse and locate local PKCS12 certificate
file. X.509 certificate and private key will be
extracted from this file. You also need to provide the
password to access this file. You can also choose to
save this password.

Remote

The option to select the identity certificate located
on a remote server. When you select this option,
Certificate Path, Certificate Password, and Save
Certificate Password fields are displayed. In this
case, browse and locate remote PKCS12 certificate
file. X.509 certificate and private key will be
extracted from this file. You also need to provide the
password to access this file.

You must also modify and add the URL to certificate
with certificate name in the 96x1Supgrade.txt file
on the remote server:

SET PKCS12URL http://<Server IP address>/
userCertificate.pl?
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Name

Description

Certificate Authority

The option to request X.509 certificate using Simple
Certificate Enrollment Protocol (SCEP) from
Certificate Authority server. In case when Avaya
Agent for Desktop is unable to get the certificate,
previously downloaded certificate will be used. If
this certificate does not exist, embedded Avaya
certificate will be used.

The options to configure this settings are:

+ Certificate Password: This value is used to store
the certificate from the Certificate Authority server.
This value will replace $PASSWD variable.

» Save Certificate Password: The option to save
the password provided for the Certificate.

Certificate Authority URL: Specify the URL of
the SCEP server from which the Avaya Agent for
Desktop must obtain an identity certificates. Only
HTTP protocol is currently supported.

Certificate Authority Password: This value is
used to specify the password to be included (if not
null) in the challengePassword attribute of an
SCEP certificate request. It can be specified only
through using variables SMACADDR or
$PASSWD. If the value contains $PASSWOD, it will
be replaced by the value from Password field. If
the value contains SMACADDR, it will be replaced
by the machine's MAC address in hex.

+ Common Name: Specify the Common Name
(CN) used in the SUBJECT of an SCEP certificate
request. The value must be a string that contains
either $PASSWD (this will be replaced by the
value from Password field) or SMACADDR (this
will be replaced by the machine's MAC address).

Distinguished name: This value is part of the
SUBJECT of an SCEP certificate request. It must
begin with / and may include Organizational Unit,
Organization, Location, State, and Country. For
example: /DC=COM/DC=Avaya.

Key Length: Specify the bit length of the public
and private keys that will generated for the SCEP
certificate request. The default value is 1024.
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Name

Description

Enable SRTP

The option to activate Secure Real-Time Transport
Protocol (SRTP) encryption method.

Media Encryption Parameters

The option to provide parameter value for various
methods of using SRTP. You must configure the
Avaya Communication Manager (CM) SRTP
settings as per the values provided in this field. For
example, you can use any of the following values as
parameter:

* 9 — This is a default value which means none or
disabled SRTP or RTP.

* 1,9 — Use this SRTP value to activate fall back
on RTP encryption in case of failure.

* 2,9 — Use this SRTP value to allow fall back on
RTP encryption in case of failure.

* 1, 2,9 — Use this SRTP value to allow fall back
on RTP encryption in case of failure.

° Note:

There are total nine (1-9) SRTP media
encryption parameter available. In case of CM
6.3, three levels of encryptions are supported.
In case of CM 7.0, five levels of encryptions
are supported. In case of Avaya Agent for
Desktop, only three levels — 1, 2, 9 are
supported.

Enable SRTCP

The option to activate Secure Real Time Control
Protocol (SRTCP) encryption method. SRTCP
allows you to securely send media statistics from
Avaya Agent for Desktop.

Extended Validation

Name

Description

Hostname Validation

A field to activate and define hostname validation
types: The available options are:

* Disabled

 Informational

* Enforced
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Name

Description

Domain Validation

A field to activate and define domain validation
types: The available options are:

* Disabled
+ Informational
» Enforced
Internal Browser
Name Description
Ignore all SSL Errors in Browser A field to suppress the SSL error notifications
popping from the internal browser.
ACM
Name Description

Ignore SSL Errors from ACM

A field to suppress the SSL error notifications
popping from ACM.

Advanced tab field descriptions

Language section

Name

Description

Language

The language of the Avaya Agent for Desktop user
interface.

The supported Ul languages are:

» English - United States. This is the default
language of the Avaya Agent for Desktop user
interface.

* German - Germany

* Spanish - Spain

* French - Canada

* French - France

+ Korean - Republic of Korea

* Portuguese - Brazil

* Russian - Russian Federation
» Chinese - China

* Arabic - Saudi Arabia

« ltalian - ltaly

» Japanese - Japan
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Name

Description

Log Directory

The user defined storage location for the call logs.

Log Level

The detail level of the log events written by Avaya
Agent for Desktop.

Choose one of the following values:
* Error
* Info

* Debug

Maximum log files size (in MB)

Use this option to set the log files storage limits.
The minimum file size allowed is 5 MB. The
maximum file size allowed is 500 MB. If the file size
exceeds the maximum limit, the system overrides
the older log files.

Include Media Logs

When the Include media quality logs check box is
selected, media quality logs are included in the
remote logs.

° Note:

You must select the Include media quality
logs check box to view RTCP Monitoring
Server Settings section in the Advanced tab.

Enable Remote Logging

When the Enable Remote Logging check box is
selected, Avaya Agent for Desktop writes event logs
on a server other than the machine that runs Avaya
Agent for Desktop. This is useful for collecting logs
from agents who are experiencing problems with
Avaya Agent for Desktop.

Avaya Agent for Desktop supports any server that
implements standard Syslog messages.

When the Enable Remote Logging option is
enabled, Avaya Agent for Desktop sends UDP
packets to the Syslog server through port 514. To
reduce the network traffic and the server load,
Avaya recommends that you disable remote logging
when remote logging is not mandatory.

Remote Logging Server

The remote host IP address for central logging.
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Name

Description

Remote Log Level

The detail level for the log events written on the
remote server. The available options are:

* Error
* Info

* Debug

Q Note:

If any problem occurs while running the Avaya
Agent for Desktop application, you must set
the log level as Debug mode. The debug
mode option helps in better troubleshooting of
the problem.

© Note:

Now, you can also save the logs in a zip format on your desktop.

Avaya Agent for Desktop now stores agents’ session details in a separate session log file. The
session log file is created when the agent logs in to Avaya Agent for Desktop. The system
removes the session log file as soon as the agent logs out of the Avaya Agent for Desktop
application. The application also stores separate SIP message log files. This log file is created
only when the Avaya Agent for Desktop is in Debug log mode.

Quality of Service Tagging section

Name

Description

Use local QoS Settings

Override the QoS settings of Avaya Aura®
Communication Manager and Avaya Aura® Session
Manager and use the local QoS settings.

Tag DSCP for Audio

Use the local audio DSCP value. This option can be
selected only if the Use local QoS Settings option
is active. After selecting this check box, in the box,
type the required value.

° Note:

Recommended value is 46 (Expedited

Forwarding).
Audio 802.1 p Use the local audio 802.1 p value. This option can
be selected only if the Use local QoS Settings
option is active. After selecting this check box, in
the box, type the required value.
Table continues...
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Name Description

Signalling DSCP Use the local signalling DSCP value. This option
can be selected only if the Use local QoS Settings
option is active. After selecting this check box, in
the box, type the required value.

Q Note:

For more information on the Signalling DSCP
values, see the Commonly used
signalling DSCP values section.

Signalling 802.1 p Use the local signalling 802.1 p value. This option
can be selected only if the Use local QoS Settings
option is active. After selecting this check box, in
the box, type the required value.

RTCP Monitoring

Name Description
Server Address A field to define the IP address of the RTCP server.
Server Port A field to define the port number of the RTCP
server.
Monitoring Period A field to define the report upload period per
second.
Presence
Name Description
Enable Presence A field to activate Presence service for the Avaya
Agent for Desktop application.

Key Strokes field descriptions

Configure the Key Strokes commands for each of the following functions. These keystroke
commands must be combination of the alphabets or the numbers with the special keys Alt, Ctrl, or
Shift only. For example, Shift+Ctrl+A or Ctrl+1. You must keep these keys pressed to add
combination values in the given Key Strokes fields.

© Note:

You can choose to use the default keystroke commands or define your own commands for the
given list of functions.
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Name Description

Key Strokes The fields to view or define the keystroke
commands for the given list of Avaya Agent for
Desktop functions. These settings when combined
with the compatible assistive technology, such as
JAWS, makes the application accessible for the
blind users.

The available options are:

+ ACM Logout

+ After Call Work Mode

+ Activate Search

+ Add Contact

+ Add Contact to Conference
» Answer Ringing Call During Active Call
« Answer Call

» Answer Ringing Call During Active Call
* Aux Mode

* Create Conference

* Do not disturb

* Delete contact

 Edit contact

* End Call

* Hold Call

* Listen Mailbox

* Make Call

* Make Call to Contact

* Mute/UnMute

* Open Browser

» Open Configuration

* Open Contacts

* Open Dial Pad

* Open Feature Buttons

* Open History

* Open Login Dialog

* Open Media Quality

* Open Stats Console

December 2019 Deploying and configuring Avaya Agent for Desktop

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Deploying and configuring Avaya Agent for Desktop

Configuring Avaya Agent for Desktop using the Settings menu

Name Description
* Quit
* Ready Mode

* Register Agent

» Save Logs As

« Start Service Observing with Contact

+ Station Logout

« Switch between Held Call and Active Call

* End Active Call And Answer Incomming Call
+ End All Calls

» End Active Call and Unhold Other Call

Related links
Configuring the Key Strokes settings on page 139

Reason Codes field descriptions

Avaya Agent for Desktop supports three classes of reason codes: Auxiliary, Call Work, and Log
Out. Avaya Aura® Communication Manager handles the reason codes as digit strings . With
reason codes, you can associate comprehensive text strings to the digit strings for easy reference.
The reason code represents the reason for not being at the workstation, call work related actions,
or for not accepting the ACD call. The reason codes appear on the message window when an
agent changes the work status to auxiliary or logs out from the ACD service.

By default, the system creates a default reason code each for Auxiliary and Log Out code types.
You can change the default reason codes, but cannot delete the default reason codes. The default

code is marked with a tick mark symbol ( * ).

Using Avaya Aura® Communication Manager, you can now restrict an Avaya Agent for Desktop
user from changing the Auxiliary reason code. The users will receive an error when they try to
change the Auxiliary reason code manually.
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Name

Description

Menu items

The menu for selecting the list of reason codes to
display.

The reason codes that you can define are of the
following types:

+ Auxiliary Reason Codes: The reasons for
changing to the AUX state.

* Log Out Reason Codes: The reasons for logging
out from the ACD service.

Call Work Codes: The Call Work codes are the
codes that user assigns to an active incoming
ACD call from the call menu. The Call Work codes
must be defined in the Settings window before
using it. The Call Work codes can also be
configured on ACM. To use the Call Work codes,
extension must have 'work-code' feature button
configured and 'Measured' parameter in Hunt
Group settings must be set to 'both'. When you
get an incoming ACD call, 'Add call work code'
item is displayed in the call menu drop-down list.
You can choose one of the work codes and add it
to the call. If adding is successful, the selected
code would be marked as checked in the list. You
can add more than one work code to a call, but
cannot add one code twice. Work codes can also
be added through feature buttons window. Users
have to click 'work-code' button and enter the
work code (up to 8 digits). When a call is
completed, added work codes are shown in the
Call History window.

Locked

The reason codes received from ACM are marked
with a lock icon in this column.

Default

A reason code marked as default cannot be deleted
and always available for selection.

Reason Code

A field to define the display sequence of the reason
codes. The reason code with value 0 is on the top
followed by 1, 2, 3, etc.

Description The text string that describes the reason code. This
string is displayed on the top bar on selection.
Icon Name Description
o Add Reason Code Add a new reason code to the list
— of reason codes.
iy Remove Reason Code Remove a reason code from the
- list of reason codes.
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In addition to recording an audio file, Avaya Agent for Desktop now provides option to upload
multiple audio files for a greeting message. You can chose to activate a desired audio file from the
list of audio files uploaded for a greeting message. You can also configure settings to auto-play
the audio files based on the Avaya Agent for Desktop status. You can use the following
descriptions from the Greetings tab to manage greetings.

Field

Description

Rule Name

The field to define the name of the new audio
greeting rule.

VDN Name Pattern

The field to define the name of the new audio
greeting rule in a regular expression format. For
example — Special symbol *. VDN "Avaya* VDN"
will be triggered for "AvayaWeather_ VDN",
"Avaya123_VDN" and other VDN Names satisfy this
rule. Special symbol ?. VDN "Avaya?VDN" will be
trigerred for "Avaya1VDN", "Avaya2VDN" and
similar.

Auto Play only if

The field to auto play the active audio file of a
greeting message based on the status of the Avaya
Agent for Desktop application. The following are the
available options:

* Do not auto play: The greeting message is not
triggered and rule is disabled.

* For all incoming calls: The greeting message is
played for all incoming calls. The VDN expression
is ignored.

* When agent is logged in: The greeting message
is played when agent is logged in irrespective of
the agent state. The VDN expression is ignored.

* When agent is in Ready Mode: The greeting
message is played only when agent is in Ready
state. Greeting message is played for all incoming
calls if VDN is empty. If VDN is not empty,
greetings which satisfy the VDN rule is played.

File name The field to display and modify the file name of the
active audio file.
File Path The field to select an audio file.
Duration This field displays the duration of the recorded
audio greeting.
Recording The field to record and play an audio file.
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Screen pop tab field descriptions

You can configure Screen Pop for incoming and outgoing calls in Avaya Agent for Desktop. You
can configure Screen pop to open a desktop application or a web service based on your

requirement.

Name

Description

Rule name

The Rule name list displays a list of Screen Pops
that you can use to open a program or a Web
service.

Type

The field to specify whether you want to open an
application or a web URL in an external or an
internal browser. If you select Application, you need
to locate and select the application in the
Application field.

URL

Use this field to enter the URL of the Web program
containing reference to a Web program and the call-
related data in a Web program format. For example,
to view the customer database program, in the URL
field, type http://

internal .widgets.com/db/customers.exe.

Table continues...
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Name

Description

Parameters

Specify the parameters in the Parameter column.
You can set the following parameters for the Screen

pops:

* <n> to pass the name of the other party on the
call.

* <m> to pass the phone number of the other party
on the call.

* <p> to pass the digits (prompted digits) the caller
selected while processing through a vector.

» <v> to pass the VDN name through which the call
connects.

* <u> to pass User-to-User-Information that
Communication Manager collected from a
centralized application.

Although UUI supports 96 bytes of information,
Avaya Agent for Desktop supports only the first 32
bytes of information.

* <s> to pass the time when Avaya Agent for
Desktop accepts the call.

» <e> to pass the time when Avaya Agent for
Desktop ends the call.

+ <d> to pass the current date when Avaya Agent
for Desktop receives the call.

» <a> to pass the current Agentld. If agent is offline,
then <a> parameter is skipped.

*+ <j> to pass the current Stationld.
» <ucid> to pass the unique call id.

+ <vdntime> to pass the duration the call was on
VDN call. This parameter is supported only in SIP
mode.

» <asai> to pass associated ASAI. This parameter
is supported only in SIP mode.
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Name

Description

Trigger

The field to indicate when the program must trigger
the Screen Pop :

* Incoming call is ringing: To open Screen Pop
when the phone rings.

* Incoming call is answered: To open Screen Pop
when an agent answers the call using the Avaya
Agent for Desktop GUI.

* Incoming call is missed: To open Screen Pop
when the call appearance from an incoming call
disappears after no response and the caller hangs
up.

* Incoming call is released: To open Screen Pop
when an incoming call is dropped or disconnected
by an agent or a customer.

» Outgoing call is established: To open Screen
Pop when the called-party answers the phone.

» Outgoing call is released: To open Screen Pop
when an outgoing call is dropped or disconnected
by an agent or a customer.

Trigger only for ACD calls

A field to trigger screen pop only when an ACD call
arrives

VDN Name

When Trigger only for ACD calls is active, you
need to define the VDN Name.

Name

Description

Add

Add a new screen pop
configuration.

Remove

Remove a screen pop
configuration from the list.

Configuring the connection to Avaya Control Manager

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task

The agent profiles can be managed locally using Avaya Aura® Communication Manager or using

Avaya Control Manager.

This procedure describes how to configure Avaya Agent for Desktop to function using Avaya

Control Manager.

December 2019

Deploying and configuring Avaya Agent for Desktop

88

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Deploying and configuring Avaya Agent for Desktop

Configuring Avaya Agent for Desktop using the Settings menu

You can configure the connection to a secondary Avaya Control Manager server, if a secondary
server is available. The system uses the secondary Avaya Control Manager address if the primary
server is unavailable.

Procedure
1. In the Avaya Agent for Desktop Settings window, click the Server tab.
2. In the ACM Login Type field, select any of the following options:

» ACM Unified Login: ACM Unified Login option allows you to enforce the use of ACM
when ACM is selected as the login option. If this option is enabled and there is an ACM
login failure, the Avaya Agent for Desktop application goes back to the ACM Login
window.

+ Single Sign-On ACM Login: Single Sign-On ACM Login option in Avaya Agent for
Desktop allows you to use SSO to download user configuration from ACM. This feature
works only on Windows platform. On other platforms, the SSO settings is skipped.

» Basic ACM Login: Basic ACM Login option works in a similar way as it was working in
the earlier versions of Avaya Agent for Desktop for ACM mode.

3. In the Primary Avaya Control Manager URL.

4. (Optional) In the Avaya Control Manager Settings field, type the Secondary Avaya
Control Manager URL.

5. Click Save.

6. To download the protocol specific ONEXAgent profile from ACM, select Use Local
Configurations.

7. Select the required Signalling option.
8. Clear the Use Local Configuration check box.
9. Click Save.

10. Restart the Avaya Agent for Desktop application.

Configuring the WebLM license URL for H.323 and SIP

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task

Avaya Agent for Desktop needs a valid WebLM license to function.

© Important:

In Avaya Agent for Desktop, you can now avail a trial period of 30 days for using Avaya
WebLM license.
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This procedure describes how to configure Avaya Agent for Desktop for H.323 and SIP to connect
to the WebLM server.

Procedure
1. In the Avaya Agent for Desktop Settings window, click the Server tab.
2. In ACM Login Type, select Use Local Configurations.
3. In Local Server Settings, click one of the following options:

» H.323: If H.323 signaling type is used, Avaya Agent for Desktop must be restarted after
the notification to apply the parameters.

+ SIP: If SIP signaling type is used, Avaya Agent for Desktop will start working after a valid
License server URL is configured. You do not need to restart the Avaya Agent for
Desktop application.

The system displays the screen based on the option selected .
4. In the License server URL field, enter the URL to connect to the WebLM server.

The format of the URL must be the following:

https://<WebLMhost>:<port>/WebLM/LicenseServer
where:

* <WebLMhost> is the host name or IP address of the WebLM server.
» <port> is the port used for connecting to the WebLM server.

5. Click Save.

6. Restart the Avaya Agent for Desktop application.

Configuring the connection to Avaya Aura® Communication
Manager

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task

The agent profiles can be managed using Avaya Aura® Communication Manager (CM) or using
Avaya Control Manager.

This (grocedure describes how to configure Avaya Agent for Desktop to function using Avaya
Aura” Communication Manager.

You can also configure the connection to a secondary Avaya Aura® Communication Manager
server, if a secondary server is available. The system uses the secondary Avaya Aura®
Communication Manager address if the primary server is unavailable.
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© Note:

If you install Avaya Agent for Desktop on HP thin clients, disable media shuffling on Avaya
Aura® Communication Manager, in the IP Network Region configuration menu.

Procedure
1. In the Avaya Agent for Desktop Settings window, click the Server tab.
2. In ACM Login Type, select Use Local Configurations.
3. In Local Server Settings, select H.323.

4. In the Primary CM address field, enter the IP address of the primary Avaya Aura®
Communication Manager server.

5. (Optional) In the Secondary CM address field, enter the IP address of the Enterprise
Survivable Server (ESS or Survivable core server).

© Note:

When the primary Communication Manager server goes down, the current Avaya
Agent implementation automatically registers the station with ESS. During this time, if
any agent tries to register on the primary Communication Manager server, the agent
automatically gets registered on ESS. This setup helps in continuing an ongoing call,
until the agent drops the call. Once the call is dropped, the agent gets registered in aux
mode. After the Communication Manager server recovery, the agent must log off and
login again to establish an error free connection.

6. In the Number of Connection Attempts field, type the number of connection attempts
that Avaya Agent for Desktop can perform while initiating the connection to Avaya Aura®
Communication Manager.

When Avaya Agent for Desktop makes an attempt to connect to Avaya Aura®
Communication Manager (CM), Avaya Agent for Desktop tries to connect to the primary
CM server, and if the connection cannot be established, Avaya Agent for Desktop tries to
connect to the secondary CM server, if a connection to a secondary CM server is
configured. The process of unsuccessfully trying to connect to one or two CM servers is
considered a failed connection attempt.

If the number of connection attempts is exceed, Avaya Agent for Desktop displays a
notification to the user.

If the connection to either one of the CM servers is established, the CM server is provided
with an Alternate Gateway List (AGL) that is associated with the network region.

7. Click Save.
8. Restart the Avaya Agent for Desktop application.
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Configuring the connection to a SIP proxy server

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task
Use this procedure to configure the connection to the primary server in Avaya Agent for Desktop.

You can also configure the connection to a secondary SIP proxy server if a secondary server is
available. The system uses the secondary SIP proxy server address when the primary server is
unavailable.

Procedure

1.
2.

In the Avaya Agent for Desktop Settings window, click the Server tab.

In ACM Login Type, select Use Local Configurations to enable the local storage of the
agent’s information.

3. In Local Server Settings, ensure that SIP is selected.

4. In the Primary SIP Proxy address field, type the IP address of the primary SIP proxy

server.

© Note:

If you are using Avaya Agent for remote agent through session border controller
(SBC), you must type Primary SIP Proxy address as Primary SM External SBC
interface IP Address.

In the corresponding fields, specify the port number and the port type.
Note:
The port number for TCP and UDP ports is 5060. The Port number for TLS portis 5061.

(Optional) In the Secondary SIP Proxy address field, type the IP address of the
secondary SIP proxy server.

© Note:

If you are using Avaya Agent for Desktop remotely through session border controller
(SBC), you must type Secondary SIP Proxy address as Secondary SM External SBC
interface |IP Address.

7. (Optional) In the corresponding fields, specify the port number and the port type.

8. In the Number of Connection Attempts field, type the number of connection attempts

that Avaya Agent for Desktop can perform while starting the connection to the SIP proxy
server.

. Click Save.
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10. Restart the Avaya Agent for Desktop application.

SIP shared control mode overview

This feature provides users ability to direct media to a desk phone or a hard phone while issuing
signaling commands from the desk phone and/or from the Avaya Agent for Desktop application. A
Spark-based shared signaling channel is established between the controlling client; that is Avaya
Agent for Desktop, and the controlled client; that is a desk phone, through Avaya Aura® Session
Manager. This connection keeps the call states in sync and communicates the signaling
messages properly.

This feature deals with two main entities, controlled client; that is Avaya SIP endpoints that
support SIP shared control mechanism and controlling client; that is Avaya Agent for Desktop
client application.

The following functions are performed through an endpoint or a hard phone:
» Handle a call
* Handle a conference
* Manage other contact center agent features
The following functions are performed through Avaya Agent for Desktop client application:
* Registration
» Subscription other than the dialog package
* Manage contacts
* Manage call logs

° Note:

The following are few current limitations in using SIP shared control mode in Avaya Agent for
Desktop:

* This feature is available only when the controlling client and the controlled device use the
TLS transport protocol.

« Currently, Avaya Aura® Session Manager is the only Avaya registrar that supports the g-
value 0 registration mechanism. When an endpoint registers with g-value 0, Avaya Aura®
Session Manager does not provides the incoming requests to the endpoint regardless of
how many other endpoints are registered on behalf of the same Address of Record
(AOR).

» The Coaching feature works in shared control mode only.
Feature interaction
The following features are done through the slave endpoint:
+ Call handling
» Conference handling
» Agent features
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* Remote mute
The following features are done directly through Avaya Agent for Desktop:
 Registration Subscription (apart from dialog package)
» Contacts
» Call logs
Remote Mute
The user has an ability to mute remote device in a shared control mode.

* When the user in shared control clicks on the mute button, the mute button blinks until it is
answered by the slave device.

» The Disable headset mute button is supported in a shared control mode.

« Avaya Agent for Desktop as a master device requests the current mute state on the slave
device side when the shared control session is established.

* The remote microphone button is disabled when the mute button is blinking while Avaya
Agent for Desktop waits for the slave device response.

Limitations
The following are the current limitations in SIP Shared Control for Avaya Agent for Desktop:
 This feature is available only if the master client and the slave device is used in TLS protocol.

» Currently Session Manager is the only Avaya registrar that supports the g-value 0 registration
mechanism. When an endpoint registers with g-value 0, Session Manager knows not to offer
incoming requests to that endpoint regardless of how many other endpoints are registered on
behalf of the same Agent Owned Recalls (AOR).

» The Call Appearance information, for example - display name or number, can be different
between the slave and the master devices during a transfer or a conference call creation.
The slave device does not get any information if a master device initiates a transfer or a
conference call. Only sessions are updated when the process is completed.

Related links
Configuring Avaya Agent for Desktop for using SIP shared control mode on page 94
Configuring Avaya Agent for Desktop for using SIP shared control mode with J179 hardphone on

page 95
Configuring Avaya Agent for Desktop for using SIP shared control mode

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task

To use Avaya Agent for Desktop in shared control mode, you must switch the transport type for
primary and secondary SIP proxies to TLS and set 5060 as the port number.
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Procedure
1. In the Avaya Agent for Desktop Settings window, click the Server tab.

2. In ACM Login Type, select Use Local Configurations to enable the local storage of the
agent’s information.

3. In Local Server Settings, ensure that SIP is selected.

4. In the Primary SIP Proxy address field, type the IP address of the primary SIP proxy
server.

© Note:

If you are using Avaya Agent for remote agent through session border controller
(SBC), you must type Primary SIP Proxy address as Primary SM External SBC
interface |IP Address.

In the corresponding fields, select the port type as TLS and port number as .

Click the Preferences tab.

In the Login Mode area, click and select the Desk Phone option as a Login mode.
Click Save.

9. Restart the Avaya Agent for Desktop application.

Related links
SIP shared control mode overview on page 93

Configuring Avaya Agent for Desktop for using SIP shared control mode with J179 hardphone on
page 95

® N o o

Configuring Avaya Agent for Desktop for using SIP shared control mode with J179
hardphone

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

Procedure
1. In the Avaya Agent for Desktop Settings window, click the Server tab.

2. In ACM Login Type, select Use Local Configurations to enable the local storage of the
agent’s information.

3. In Local Server Settings, ensure that SIP is selected.

4. In the Primary SIP Proxy address field, type the IP address of the primary SIP proxy
server.
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© Note:

If you are using Avaya Agent for remote agent through session border controller
(SBC), you must type Primary SIP Proxy address as Primary SM External SBC
interface IP Address.

In the corresponding fields, select the port type as TLS and port number as .

Click the Preferences tab.

In the Login Mode area, click and select the Desk Phone option as a Login mode.
Click Save.

9. Restart the Avaya Agent for Desktop application.

Related links
Configuring Avaya Agent for Desktop for using SIP shared control mode on page 94
SIP shared control mode overview on page 93

S I

Configuring Avaya Agent for Desktop for using SIP shared control mode
with J179 hardphone
Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

Procedure
1. In the Avaya Agent for Desktop Settings window, click the Server tab.

2. In ACM Login Type, select Use Local Configurations to enable the local storage of the
agent’s information.

3. In Local Server Settings, ensure that SIP is selected.

4. In the Primary SIP Proxy address field, type the IP address of the primary SIP proxy
server.

° Note:

If you are using Avaya Agent for remote agent through session border controller
(SBC), you must type Primary SIP Proxy address as Primary SM External SBC
interface |IP Address.

In the corresponding fields, select the port type as TLS and port number as .

Click the Preferences tab.

In the Login Mode area, click and select the Desk Phone option as a Login mode.
Click Save.

9. Restart the Avaya Agent for Desktop application.

Related links
Configuring Avaya Agent for Desktop for using SIP shared control mode on page 94

® N o o
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SIP shared control mode overview on page 93

Configuring the directory settings for H.323 and SIP

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task

Public Directory provides access to corporate or public directory services. It functions as
Lightweight Directory Access Protocol client (LDAPv2 or LDAPv3). You must first create and
configure the service with Avaya Agent for Desktop to import or search a contact in the public
directory (LDAP).

Procedure
1. In the Avaya Agent for Desktop Settings window, click the Server tab.
2. Click one the following options:
- H.323
- SIP

3. On the Directory tab, in the Directory Address and Directory Port fields, enter the URL
of the network domain or the IP address and the port of the public directory server.

4. In the Directory search root field, enter an LDAP format string representing an
information type.

To configure the Directory Root Search field correctly, you must obtain the LDAP format
string according to the configuration of the LDAP server.

For example, ou=people, o=mycompany .com specifies that information under the
organization unit of people within the organization of mycompany.com is used for the
search. For information on Base DN or Search Root strings, see the documentation for
your LDAP system and company database configuration.

5. In the Directory Username field, enter the user name to connect to the public directory
server.

Provide a user name only if the public directory server requires authorization.

6. In the Directory Password field, enter the password for the user specified in the
Directory username field.

If you are unsure of the settings for your Public Directory server, contact the administrator
of that system.

7. In the Directory bind option field, select the LDAP service type. Choose one of the
following options:

» Simple: to interface the directory service with an LDAPv2 server
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» GSS: to interface the directory service with an LDAPv3 server
The GSS bind option is not supported on MAC and Linux systems.
8. Click Save.

© Note:

For the changes to the LDAP settings to take effect, restart Avaya Agent for Desktop.
9. Restart the Avaya Agent for Desktop application.

Configuring the dialing rules

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task

Dialing rules depend on the country and location of Avaya Aura® Communication Manager. The
dialing rules help the system to distinguish extensions from trunk calls, based on the length of the
dialing string. Dialing rules ensure that the system uses the right Automatic Route Selection (ARS)
code, and if needed, modifies it the digits in with Avaya Aura® Communication Manager, and the
PSTN requirements.

0 Tip:
For traveling agents who go to a different location and need to register with a different Avaya
Aura® Communication Manager, you must define the user profile with appropriate dialing rules
for the corresponding location and use the login with the corresponding profile so that the
dialing rules for the system do not change.

© Note:

You must change the dialing rules each time you register the telephone settings with a
different Avaya Aura® Communication Manager.

Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the Dialing
Rules menu.

2. In the Dialing Rules section, do the following:

a. In the Internal extension length field, specify the length of the internal extension
calls.

© Note:

Avaya Agent for Desktop supports multiple values for Internal Extension Length

b. In the Local calling area codes field, specify the area or city code of Avaya Aura®
Communication Manager.
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c. In the Length of national phone numbers field, configure the length of national long
distance numbers.

© Note:

Avaya Agent for Desktop supports multiple values for Length of National Phone
Numbers.

d. In the Number to dial to access an external line field, specify the number to gain
access to an outside line. For example, if you are in North America, you must enter
the number as 9 to gain access to the outside line.

e. In the Number to dial for long distance calls field, specify the national long distance
prefix. For example, in North America, type 1.

f. In the Number to dial for international calls field, specify the international prefix.
For example, in North America, type 011.

g. In the Your country code field, specify the country code for Avaya Aura®
Communication Manager. For example: 1 for North America, 44 for Great Britain, or
61 for Australia.

3. In the Browser Extension Settings section, do the following:

a. To use the user defined regular expression, select the Use only user regular
expression check box.

b. To define the regular expression, in the User expression field, type the expression..
4. Click Save.

Configuring the ready mode option

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

Procedure
1. On the Settings tab, click the Preferences menu.
2. In the Ready Mode field, select one of the following options:

+ Auto-in: Overrides Manual In, the default Avaya Agent for Desktop call handling. To
limit the time that the agent spends in the After Call Work state, use this option in
combination with the Communication Manager timed after the call work feature. The
Auto-in mode option is not equivalent to the CM Auto Answer Support Required
option.

* Manual-in: The default setting. You must ensure that the Manual In option is in the
assigned state for the Avaya Agent for Desktop program to perform the work.

3. Click Save.
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Example
Next steps

Configuring the after call work settings

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task

As an agent, you can enter the After Call Work state automatically or manually. The After Call
Work time can also be limited or unlimited, depending on the configuration.

Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the
Preferences menu.

2. (Optional) In the Agent Settings field, perform the following actions to configure the timed
After Call Work:

a. Select the Timed After Call Work check box to limit the time that the system provides
for After Call Work.

b. In the text input field, enter the After Call Work time.

3. (Optional) In the Agent Settings field, select the Allow Manual After Call Work check
box to switch to the After Call Work state manually.

4. Click Save.

Configuring the login settings

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

Procedure
1. In the Avaya Agent for Desktop Configuration window, click the Preferences tab.

2. In the Message Waiting Indicator area, select the Show Message Waiting Indicator
check box to activate the message waiting indicator.

3. In the Voice Mailbox Number field, enter the appropriate voice mailbox number of the
agent.

4. Click Save.
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Configuring the Login mode settings

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the
Preferences menu.

2. In the Login Mode field, select any one of the following options:
* My Computer
* Desk Phone
» Other Phone

© Note:

For more details about these fields, see the Preferences tab field
descriptions section.

3. If you specify the Login mode as Other Phone, you must provide the agent’s phone
number in the Telecommuter Number field.

4. Click Save.

Avaya Agent for Desktop supervisor feature overview

Avaya Agent for Desktop allows a supervisor to observe an agent's performance on any particular
call, silently and unobserved. Avaya Agent for Desktop leverages only Communication Manager
native capabilities for supervisor feature but in a user-friendly Ul workflow. Here, a supervisor can
listen-in or barge-in to the agent-customer interaction using this function. If the administrator has
enabled this service, the observing icon appears as a work item on the supervisor's Avaya Agent
for Desktop user interface. Additionally, Avaya Agent for Desktop Coaching feature now allows
agents to listen to a supervisor and restrict customers from hearing the same conversation. The
supervisor can activate this feature using the following options:

1. Contact numbers in the following sections:
a. Call history
b. Contact list
¢. Main screen input box
2. Right-click on the target agent row and select anyone of the following options:
* For H.323
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© Note:

In this case, the functionality can be started by Station or Agent.

a. Observe: listen-only: Supervisor could only hear the talk between the agent and the
customer.

b. Observe: listen/talk: Supervisor could also talk and the agent and the customer will
hear the supervisor.

* For SIP

© Note:

In this case, the functionality can be started by Agent only.

a. Observe: listen-only: Supervisor could only hear the talk between the agent and the
customer.

b. Observe: listen/talk: Supervisor could also talk and the agent and the customer will
hear the supervisor.

c. Observe: Coaching: Only agent could hear the supervisor but the customer is
restricted to hear the conversation.
© Note:

In second case, only the Coaching button is allowed. Initially when coaching is activated, the
session is started as listen-only and supervisor is muted. The supervisor could change the
mode to listen-talk in a call appearance list after clicking on the corresponding button.

Avaya Agent Service Observing user Experience
1. You need to configure your extention with sip-sobsrv feature on System Manager.
2. You need to configure COR (class of restriction) which you would like to observe.

3. Login into the extention and make sure you have sip-sobsrv feature in "feature buttons"
pad.

4. Also an agent should be logged in and be in AUX mode. You get notification if you try to
use coaching feature in Ready mode.

5. You can also start Service Observing from Call Appearance
Related links

Enabling the supervisor feature from an existing database contact on page 102
Enabling the supervisor feature from the main screen input box on page 103

Enabling the supervisor feature from an existing database contact
About this task

There are two flows to enable this feature. In this flow, the coach can observe agents/VDNs that
exists in the contact database. An agent must perform the following actions to enable the
supervisor feature. You can also enable supervisor feature in a shared control mode.

Before you begin

For H.323, ensure that station and agent is logged in. For SIP, agent must be logged in and must
be in an AUX state.
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Procedure
1. Open the Contacts list.
2. Scroll-down or search the desired agent/VDN you want to coach.
3. Right-click on the target agent row and select anyone of the following options:
» Observe: listen-only
* Observe: listen/talk

* Observe: Coaching

© Note:

» Avaya Agent for Desktop uses the feature button FAC in the background to activate
this feature.

» Avaya Agent for Desktop shows call appearance which indicates that service
observing session is activated and Avaya Agent for Desktop waits for the next call
session on observing side.

« Communication Manager then sends the coaching session towards the supervisor.

 Also, Avaya Agent for Desktop uses a binocular icon in place of the incoming/
outgoing calls in the call appearance.

» Avaya Agent for Desktop uses special buttons which allows you to change the SO
mode (listen-only, listen-talk, coaching).

+ Initially an SO session is in listen-only mode. The supervisor can change this mode
to listen-talk during an SO session by pressing the special button on call
appearance.

* The supervisor can change the mode to coaching during an SO session by pressing
the special button on call appearance (only SIP, if coaching mode available for
station).

» The supervisor can stay during the entire call, change mode, or hang-up the call.
+ After the call ends, the system goes back to the normal state as a regular station.

* In H.323, it is recommended to stay in an AUX state before a service observing
feature activation.

Related links
Avaya Agent for Desktop supervisor feature overview on page 101

Enabling the supervisor feature from the main screen input box
About this task

There are two flows to enable this feature. In this flow, the coach can supervise agents/VDNs that
are not there in the contact database. The agent must add the agent/VDN in the main screen input
box and perform the following actions to enable the supervisor feature.
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Before you begin

For H.323:, ensure that station or agent is logged in. For SIP, ensure that agent is logged in and
must be in an AUX state.

Procedure
1. Type the agent id/VDN in the main screen input box.

2. Click on the drop-down list on the main screen to select observe and press Enter.

© Note:

» Avaya Agent for Desktop uses the feature button FAC in the background to activate
this feature.

» Avaya Agent for Desktop shows call appearance which indicates that service
observing session is activated and Avaya Agent for Desktop waits for the next call
session on observing side.

« Communication Manager then sends the coaching session towards the supervisor.

 Also, Avaya Agent for Desktop uses a binocular icon in place of the incoming/
outgoing calls in the call appearance.

» Avaya Agent for Desktop uses special buttons which allows you to change the SO
mode (listen-only, listen-talk, coaching).

* Initially an SO session is in listen-only mode. The supervisor can change this mode
to listen-talk during an SO session by pressing the special button on call
appearance.

* The supervisor can change the mode to coaching during an SO session by pressing
the special button on call appearance (only SIP, if coaching mode available for
station).

» The supervisor can stay during the entire call, change mode, or hang-up the call.
+ After the call ends, the system goes back to the normal state as a regular station.

* In H.323, it is recommended to stay in an AUX state before a service observing
feature activation.

* You can now activate service observing feature in the Other Phone mode.

Related links
Avaya Agent for Desktop supervisor feature overview on page 101

Configuring the comma dialing delay time

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.
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Procedure
1. On the Settings tab, click the Preferences tab.
2. In the DTMF section, in the Comma Dialing Delay field, type the delay time in seconds.

3. Click Save.

Configuring the transfer and the conference types

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task

Avaya Agent for Desktop provides you with the possibility of making call transfers and
conferences when you have an active call, as follows:

* Direct transfer: to transfer an active call to a contact in the contact center without announcing
the transfer

» Consultative transfer: to speak to the contact before transferring the call

« Direct conference: to add the participants to the conference call without speaking to the
participants

» Consultative conference: to speak to the participants before adding the participants to the
conference call

Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the
Preferences menu.

2. Select the check boxes for the Conference and Transfer fields.

3. Click Save.

Message waiting indicator overview

The Avaya Agent for Desktop system displays a message waiting indicator in the top bar of the
main window. When a new voice mail arrives, the message waiting indicator button turns red.
When you click the indicator, the system starts a new call to the voice mail number. For using
message waiting indicator feature, you must define the user and the mailbox details in Avaya
Aura® Messaging. You must also the configure message waiting indicator settings in the Settings
window.

Related links
Adding a user in Avaya Aura Messaging on page 106
Configuring the message waiting indicator settings on page 106

December 2019 Deploying and configuring Avaya Agent for Desktop 105

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Deploying and configuring Avaya Agent for Desktop

Installation and configuration

Adding a user in Avaya Aura® Messaging
Procedure

1. Log in to the Avaya Aura® Messaging web interface as an administrator.

2. On the Administration menu, click Messaging > Messaging System (Storage) > User
Management.

The system displays the User Management page.
3. In the Add a new user area, click Add.

The system displays the User Properties page.
4. The following fields are mandatory:

a. First name

b. Last name
c. Mailbox number
d. Extension
e. New password
f. Confirm password
5. Click Save.

Related links
Message waiting indicator overview on page 105

Configuring the message waiting indicator settings

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the
Preferences menu.

2. In the Message Waiting Indicator area, select the Show Message Waiting Indicator
check box to activate the message waiting indicator.

3. In the Voice Mailbox Number field, enter the appropriate voice mailbox number of the
agent.

© Note:

You must select a DTMF type for the SIP stations only. For H.323, DTMF type is not

required.
4. In the DTMF type field, click rtp-payload.
5. Click Save.
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Related links
Message waiting indicator overview on page 105

Configuring the startup message

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the
Preferences menu.

2. In the Startup Message field, enter the disclaimer message to display when Avaya Agent
for Desktop starts.

3. Click Save.

Adding reason codes

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task

Avaya Agent for Desktop supports three classes of reason codes: Auxiliary, Call Work, and Log
Out. Avaya Aura® Communication Manager handles the reason codes as digit strings . With
reason codes, you can associate comprehensive text strings to the digit strings for easy reference.
The reason code represents the reason for not being at the workstation, call work related actions,
or for not accepting the ACD call. The reason codes appear on the message window when an
agent changes the work status to auxiliary or logs out from the ACD service.

By default, the system creates a default reason code each for Auxiliary and Log Out code types.
You can change the default reason codes, but cannot delete the default reason codes. The default

code is marked with a tick mark symbol ( * ).
Procedure
1. In the Avaya Agent for Desktop Settings window, click the Reason Codes tab.
2. In the left menu, select the reason code for which you want to add details. The options are:
» Auxiliary Reason Codes: The reasons for changing to the AUX state.
* Log Out Reason Codes: The reasons for logging out from the ACD service.

» Call Work Codes: The Call Work codes are the codes that user assigns to an active
incoming ACD call from the call menu. The Call Work codes must be defined in the
Settings window before using it. The Call Work codes can also be configured on ACM.
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To use the Call Work codes, extension must have 'work-code' feature button configured
and 'Measured' parameter in Hunt Group settings must be set to 'both'. When you get an
incoming ACD call, 'Add call work code' item is displayed in the call menu drop-down
list. You can choose one of the work codes and add it to the call. If adding is successful,
the selected code would be marked as checked in the list. You can add more than one
work code to a call, but cannot add one code twice. Work codes can also be added
through feature buttons window. Users have to click 'work-code' button and enter the
work code (up to 8 digits). When a call is completed, added work codes are shown in the
Call History window.

3. Click the @ button.

© Note:

The reason codes received from ACM are marked with a lock icon in the Locked column.
4. In the Default field, double-click in this column to mark a reason code as a default value.

5. In the Reason Code field, double-click the number and type the sequence number you
want to associate with a reason code.

6. In the Description field, type the description of the reason code.
7. Click Save.

Removing reason codes

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task

Avaya Agent for Desktop supports three classes of reason codes: Auxiliary, Call Work, and Log
Out. Avaya Aura® Communication Manager handles the reason codes as digit strings . With
reason codes, you can associate comprehensive text strings to the digit strings for easy reference.
The reason code represents the reason for not being at the workstation, call work related actions,
or for not accepting the ACD call. The reason codes appear on the message window when an
agent changes the work status to auxiliary or logs out from the ACD service.

By default, the system creates a default reason code each for Auxiliary and Log Out code types.
You can change the default reason codes, but cannot delete the default reason codes. The default

code is marked with a tick mark symbol ( * ).
Procedure
1. In the Avaya Agent for Desktop Settings window, click the Reason Codes tab.
2. In the Type field, select the reason code type to display:
» Auxiliary Reason Codes: The reasons for changing to the AUX state.

* Log Out Reason Codes: The reasons for logging out from the ACD service.
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» Call Work Codes: The Call Work codes are the codes that user assigns to an active
incoming ACD call from the call menu. The Call Work codes must be defined in the
Settings window before using it. The Call Work codes can also be configured on ACM.
To use the Call Work codes, extension must have 'work-code' feature button configured
and 'Measured' parameter in Hunt Group settings must be set to 'both'. When you get an
incoming ACD call, 'Add call work code' item is displayed in the call menu drop-down
list. You can choose one of the work codes and add it to the call. If adding is successful,
the selected code would be marked as checked in the list. You can add more than one
work code to a call, but cannot add one code twice. Work codes can also be added
through feature buttons window. Users have to click 'work-code' button and enter the
work code (up to 8 digits). When a call is completed, added work codes are shown in the
Call History window.

3. Click the reason code that you must remove.
4. Click the — button.
5. Click Save.

Configuring the audio input

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

Procedure
1. In the Avaya Agent for Desktop Settings window > Settings tab, click the Audio menu.
2. In the Audio Input area, select the audio device and the volume.
3. (Optional) Click Test to test the input device.
4. Click Save.

Configuring the audio output

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, select the Audio
menu.

2. In the Audio Output field, select the audio device and the volume.

3. To test the audio device, click Test.

December 2019 Deploying and configuring Avaya Agent for Desktop 109

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Deploying and configuring Avaya Agent for Desktop

Installation and configuration

4. Click Save.

Configuring the ringer output

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task

By configuring the ringer output, you can select the device that plays the ringing sound when you
have an incoming call.

Procedure

1. In the Avaya Agent for DesktopSettings window, on the Settings tab, select the Audio
menu.

2. In the Ringer Output area, select the output device and the volume.
3. (Optional) Click Test to test the device.
4. Click Save.

Configuring the advanced audio settings

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task

By configuring the advanced audio settings, you can suppress echo and noise, and automatically
control audio volume.

Procedure

1. In the Avaya Agent for DesktopSettings window, on the Settings tab, select the Audio
menu.

2. To control the Avaya Agent for Desktop calls using a headset, select Basic or Advanced
option from the Headset Integration drop-down list.

° Note:

If the Advanced mode is selected, then the Call Button configuration is not available.
The Advanced mode is applicable only for the Jabra and the Plantronics headsets
which have SDK support by vendor. The behavior of the buttons are described in the
respective headset user manuals.

3. In the Control Device drop-down list, select the available headset option.
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From the Call Button drop-down list, select the desired action you want to use for the
headset call button from the following list:

* Disabled
» Answer
* Hold

* Drop

In the Noise Suppression field, click one of the following options to suppress noise in a
call:

* Disabled

» Conference
* Low

* Moderate

« High

* Very High

Select the Auto Gain Control check box to automatically control the audio volume of a
call.

Select the Echo Cancellation check box to suppress any possible echo in a call.
Click Save.

Adding a greeting message
Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task

You can configure the system to play a greeting message to the client when incoming calls are
connected.

Procedure

1.
2. Click the Add icon in the left pane.

3.

4. In he VDN Name Pattern field and type the name of the VDN associated to the greeting

In the Avaya Agent for Desktop Settings window, select the Greetings tab.

In the Rule Name field, type the name of the greeting message.

message.

December 2019 Deploying and configuring Avaya Agent for Desktop 111

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Deploying and configuring Avaya Agent for Desktop

Installation and configuration

© Note:

When a call with an agent starts, the VDN name you define is displayed on the top bar.
Also, the VDN name field can display only 16 characters (15 visible and 1 for string
termination). Thus, if the VDN name is too long, then you must add a *’ to abbreviate.
The key point is that Avaya Agent will match the VDN name to play a greeting. For
example, Queue to Virtual Agents must be added as Queue to*.

In the Auto Play only if field, click any one of the following options:
* Do not auto play

* When agent is in Ready Mode

* When agent is logged in

* For all incoming calls

(Optional) Click the File Name field, to modify the file name details.

7. (Optional) In the File Path field, click to select the required audio file.

8. In the Recording field, click Record to record a new audio message. Click Stop to stop

1.
12.

recording.

© Note:

The Duration field displays the duration of the recorded audio file and cannot be
modified.

. (Optional) Click the Play icon to listen to the recording.

. To remove an audio file from the Greetings List , select an entry from the list and click the

Delete icon.
Click Yes to confirm deletion.

Click Save to save the greeting message settings.

Removing a greeting message

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

Procedure

1.

o & 0N

In the Avaya Agent for Desktop Settings window, click the Greetings tab.
Select the greeting in the left pane.

Click the delete icon.

Click Yes to confirm the deletion.

Click Save.
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Changing the order of a greeting message

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

Procedure
1. In the Avaya Agent for Desktop Settings window, click the Greetings tab.
2. Select the greeting in the left pane.
3. Click the up or down icon in the left pane to change the order of the greeting.
4. Click Save.

Creating a screen pop

About this task

You can configure a Screen Pop for incoming and outgoing calls and to open a desktop
application or a web service.

For example, a client database, a trouble ticket application, a custom application to open a remote
application containing reference to a web application, and other call-related data in a web program
format.

Procedure
1. In the Avaya Agent for Desktop Settings window, click the Screen Pop tab.
The system displays the Screen Pop screen.
2. |n the Screen Pop left panel, click Add (©).
The system displays an untitled item in the Screen Pop list.
3. In the Rule Name filed, click and rename the field name.
4. In the Type field, click one of the following :

 Application: To browse and specify the path for an application on the local system. If
you select Application, you need to locate and select the application in the Application
field.

« External browser: To specify the URL for a web service to open in an external browser.
* Internal browser: To specify the URL for a web service to open in an internal browser.
5. In the URL field, do one of the following :

» To open a remote application containing reference to a web application as a Screen
Pop, type a valid web address.
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© Note:

The URL can be CGI scripts, Java scripts, or any other web-based tools. To view a
URL on a telephone number parameter, the example must contain one of the Avaya
Agent for Desktop (%) parameters as http://mycompany.com/data?tel=5%m.
The format of the URL depends on the data and format of the web program.

» To use a Windows application as a screen pop, specify a valid directory path. For
example, type C:\Program Files\Adobe\Acrobat 7.0\Acrobat

\Acrobat.exe.

© Note:

The application can be a file name with an extension specified in Windows Registry,
for example, .html, .doc, or .txt extensions. If you specify an extension that is not
specified in Windows Registry, the system displays an error message.

6. In the Parameters field, type the required parameter. .

7. To indicate when the application must trigger the Screen Pop, from Trigger, select the
appropriate trigger.

8. To open a Screen Pop application for a specific VDN, select the Trigger Only for ACD
calls check box and type the VDN Name in the corresponding field.

9. Click Save.

Setting the language for Avaya Agent for Desktop

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task
The Avaya Agent for Desktop user interface is designed for being used in multiple languages.

This procedure describes how to change the language of the Avaya Agent for Desktop user
interface.

Procedure
1. In the Avaya Agent for Desktop Configuration window, click the Advanced tab.
2. In the Language field, click one of the available languages.

3. Click Save.
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Configuring logs
Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task
Log levels indicate the amount of detail that an application uses to write log files.
Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the Advanced
menu.

2. In the Log Directory field, specify the location to store the call logs.
3. In the Log Level field, select one of the following values:

* Error

* Info

* Debug

4. (Optional) Select the Enable Remote Logging check box to enable logging on a remote
server.

If you enable remote logging, you must also configure the IP address of the remote server
and a log level.

Avaya Agent for Desktop supports any server that implements standard Syslog messages.

When the Enable Remote Logging option is enabled, Avaya Agent for Desktop sends UDP
packets to the Syslog server through port 514. To reduce the network traffic and the server
load, Avaya recommends that you disable remote logging when remote logging is not
mandatory.

5. In the Maximum log files size field, specify the maximum file storage space for the log
files in MB.

6. (Optional) Select the Include Media Quality Logs check box to include media quality
information in the Avaya Agent for Desktop logs.

7. Click Save.

Configuring the RTCP Monitoring Server settings

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.
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About this task
Configure the RTCP Monitoring server to store network logs on the RTCP server.
Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the Advanced
menu.

2. In the RTCP Monitoring section, perform the following actions:

a. In the Server Address field, type the IP address of the RTCP server.

b. In the Server Port field, type the port number of the RTCP server.

c. In the Monitoring Period field, type the report upload period per second.
3. Click Save.

Configuring QoS tagging for audio

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task

The local QoS settings overrides QoS settings defined in Avaya Aura® Communication Manager
and Avaya Aura® Session Manager. You can also enable Differentiated Services Code Point
(DSCP) or 802.1 p settings to better manage QoS of the network.

Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the Advanced
menu.

2. In the Quality of Service Tagging section, perform the following actions:

a. Select the Use local QoS settings check box to override the QoS settings of Avaya
Aura® Communication Manager and Avaya Aura® Session Manager and use the local
QoS settings.

b. Select the Audio DSCP check box and type the required Audio DSCP value.
c. Select the Audio 802.1 p check box and type the required Audio 802.1 p value.

© Note:

In case you are using Local QoS configuration, you must disable the Audio 802.1
p value.

3. Click Save.
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Configuring QoS tagging for signals

Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task

The local QoS settings for signals overrides QoS settings defined in Avaya Aura® Communication
Manager and Avaya Aura® Session Manager. You can also enable Differentiated Services Code
Point (DSCP) or 802.1 p settings to better manage QoS of the signals.

Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the Advanced
menu.

2. In the Quality of Service Tagging section, perform the following actions:

a. Select the Use local QoS settings check box to override the QoS settings of Avaya
Aura® Communication Manager and Avaya Aura® Session Manager and use the local
QoS settings.

b. Select the Tag DSCP for Signalling check box and type the required DSCP Value
for Signalling.

For more information on DSCP values, see Commonly used signalling DSCP
values.

c. Select the Tag 802.1 p for Signalling check box and type the required 802.1 p Value
for Signalling.

© Note:

H.323 implementation of DSCP tagging has following limitations: First UDP signaling
message (for example —. first RAS message) from Agent will not be tagged (will be
tagged with 0 value) and also first TCP signaling message (for example — first CS
message) from Agent will not be tagged. Additionally, in case you are using Local QoS
configuration, you must disable the Signalling 802.1 p value.

3. Click Save.

Configuring the password storage settings
Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab,, click the Security
menu.

2. In the Password Storage mode drop-down list, select the required option.
3. Click Save.
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4. Restart the Avaya Agent for Desktop application.

Changing the user password using Config.xml file

You can now change the Avaya Agent for Desktop’s local user password using Config.xml. To use
password from Config.xml file and not from Security Storage, you need to activate the
UsePSWDFromConfigFile parameter in the Config.xml file. By default this parameter is set to false
and must be changed to true. When this parameter is enabled, Avaya Agent for Desktop reads
password from Config.xml and not from Security Storage.

Configuring the PPM Secure Mode settings
Before you begin

In the system tray, right-click the Avaya Agent for Desktop icon and select Settings. The system
displays the Avaya Agent for Desktop Settings window.

About this task
Modes for secured Personal Profile Management (PPM) for SIP.

Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the Security
menu.

2. In the PPM Secure Mode section, click one of the following options:
« HTTP
« HTTPS

3. Click Save.

Configuring the third-party certificate security settings
About this task

Use the following procedure to apply a certificate so that the system can establish a secured
connection with Avaya Aura® Session Manager or Session Border Controller (SBC).

Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the Security
menu.

2. In the Third-party Certification section, click one of the following options:

* Not Used: Click this option to disable the third-party certificate authentication.
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» Use Local: Click this option to select the third-party certificate from the local system.

* Remote: Click this option to select the third-party certificate from the remote server. You
must provide the required Remote Address and Remote Port number of the remote
server.

© Note:

For an HTTP location, provide 80 as a port number. For an HTTPS location, provide
443 as a port number.

You must also modify and add the following line in the 96x1Supgrade.txt file on the
remote server:
SET TRUSTCERTS cert.pem

© Note:

cert.pem and 96x1Supgrade.txt files must be in the same folder. Also, you must
compulsorily download the cert.pem file from the remote server to the certs folder
of Avaya Agent for Desktop.

3. Click Save.
4. Restart the Avaya Agent for Desktop application.

Configuring the SRTP and SRTCP settings

Procedure

1. In the Avaya Agent for DesktopSettings window, on the Settings tab, click the Security
menu.

2. In the SRTP section, do the following:
+ Select the Enable SRTP check box to activate the SRTP settings.
+ Select the Enable SRTCP check box to activate the SRTCP settings.

© Note:

- SRTCP is not enabled by default. You must select the Enable SRTCP check box

to enable SRTP.
- SRTCP will only be used if it is also configured on Avaya Aura® Communication
Manager.

3. In the Media Encryption Parameters field, type the required parameter value.

© Note:

You must configure the Avaya Communication Manager SRTP and SRTCP settings as
per the values provided in this field.

4. Click Save.
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5. Restart the Avaya Agent for Desktop application.

Avaya Agent for Desktop Presence feature overview

About Presence feature

Avaya Agent for Desktop now supports Avaya Presence feature. Using Presence feature, an
agent can publish their presence details, such as availability, on-phone state, notes, and also
observe presence of another agent. Avaya Agent for Desktop enhances the standard Avaya
Presence states by correlating them to the standard agent states, such as AUX, ACW, Ready,
etc., with the additional presence note. Presence works in a shared control mode only if Avaya
Agent for Desktop is used on both side (Controlled and controlling). This feature works only if you
are using SIP protocol.

© Note:

Presence is unavailable if you connect Avaya Agent for Desktop using H.323.

Presence starts on its own when the station is logged in. A user does not need to make any
configuration for presence server as these settings are received in Avaya Agent for
Desktopvia PPM. A user must enable the Presence feature though in the Settings window.

The presence feature displays both agent’s presence and presence of contacts in the agent’s
contact list.

About Self Presence
* Whenever user logs in on a station, Presence shows offline state.

* Whenever user logs in on agent extension, Avaya Agent for Desktop Presence shows away
state.

* Whenever an agent changes its state, Avaya Agent for Desktop Presence changes according
to agent state.

* Whenever an agent changes state to Do not disturb, the Presence shows Do not disturb.
From Agent point of view, Do not disturb is an Aux agent state with specific reason code.

* Whenever an agent logs out or application is closed, Presence shows offline state.

Table 6:
Main window Agent State Presence Presence Note
icon tooltip
Q Ready Available -
Ready (on a Call) | On a phone |On a call
Ready (on a Call) | On a phone |ACD call
Aux Away A reason code
description
Table continues. ..
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After Call Work Busy After Call work
° Do not disturb Do not Do not disturb
disturb
o Offline Offline -

About Contact list Presence

* An agent can view the Presence of agents for whom Presence is configured and active. Both
the agents must be in the same domain as observer.

+ Key value is work phone. Avaya Agent for Desktop uses work number as base of
subscription address.

» A column in the Contact list represents a Contact list Presence with tool tip. A tool tip is a
presence note.

« If a contact is added during an active agent work session, Presence initially shows offline. But
after sometime, the status is updated.

Table 7:
Contact Contact Agent state | Contact Contact Presence tool tip
icon Presence
o Ready Available -
Ready (on a call) On a phone On acall
Ready (on a call) On a phone ACD call
Aux Away Aux : with aux description
After Call Work Busy After Call Work
o Aux Do not disturb Do not disturb
o Offline Offline
0 Unknown Unknown
© Note:

Following are some limitations of Presence feature:
* Presence for LDAP search does not work.
* Presence is currently supported for SIP signaling only.
* Presence is not reset to offline mode when failover occurs.

Related links
Activating the Presence feature settings on page 122
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Activating the Presence feature settings
About this task

You must be sure that Avaya Agent for Desktop is using TLS connection. To activate this feature,
your administrator must enable the Presence option in your Avaya Agent for Desktop Settings

and configure SIP endpoint for Presence Services

Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the Advanced

menu.

2. In the Presence section, select the Enable Presence check box to activate the Presence

settings.
3. Click Save.
4. Restart the Avaya Agent for Desktop application.

Related links
Avaya Agent for Desktop Presence feature overview on page 120

Commonly used Signalling DSCP values

DSCP value Hex value Decimal value | Meaning Drop Equivalent IP
probability precedence
value
101 110 0x2e 46 Expedited N/A 101 — Critical
forwarding (EF)
000 000 0x00 0 Best effort N/A 000 — Routine
001 010 0x0a 10 AF11 Low 001 — Priority
001 100 0x0c 12 AF12 Medium 001 — Priority
001 110 0x0e 14 AF13 High 001 — Priority
010010 0x12 18 AF21 Low 010 -
Immediate
010 100 0x14 20 AF22 Medium 010 -
Immediate
010 110 0x16 22 AF23 High 010 -
Immediate
011 010 Ox1a 26 AF31 Low 011 — Flash
011 100 Ox1c 28 AF32 Medium 011 — Flash
011 110 Ox1e 30 AF33 High 011 — Flash
100 010 0x22 34 AF41 Low 100 — Flash
override
Table continues...
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DSCP value Hex value Decimal value | Meaning Drop Equivalent IP
probability precedence
value
100 100 0x24 36 AF42 Medium 100 — Flash
override
100 110 0x26 38 AF43 High 100 — Flash
override

Lock Manager overview

Avaya Agent for Desktop now provides option prevent a menu or a tab on the Settings window
from modification. For preventing the Settings from modification, you need to update the
configuration XML file with the proper name of the Ul controls.

The lock manager configuration XML file must be placed into < AVAYA_ AGENT_CONFIG_DIR>
for any platforms or < AVAYA_AGENT _INSTALL_DIR\share\> folder for Windows and </Contents/
Resources/usr/share/avaya-agent/> folder for Mac OS X. The lock manager file should be named
as LockManager.xml.

Sample Lock Manager XML file

<Pxml version="1.0" encoding="UTF-8" 2>
<UIFields>
<disable name="ConfigurationDialog DialingRulesTab_LocalAreaNumberTextLengthEdit"/>
<disable name="ConfigurationDialog_PreferencesTab_LogmModeComboBox"/>
<disable name="ConfigurationDialog_PreferencesTab_TelecommuteNumberLine"/>
<disable name="ConfiguraionDialog AdvancedTab LocalQoSSettingsCheckBox"/>
<disable name="ConfigurationDialog_AudioTab"/>
<disable name="ConfigurationDialog_PreferencesTab_ShowUICheckBox"/>
<!- <disable name="ConfigurationDialog_DialingRulesTab_LocalAreaNumberTextLengthEdir"/> >
<I-- <disable name="ConfigurationDialog_AudioTab"/> -->|
<I-<disable name="ConfigurationDialog PreferencesTab"/> >
</UIFields>

Related links
Lock Manager lock name for Ul controls on page 123

Lock Manager lock name for Ul controls

Login Dialog
Ul control placement Ul control name
Station ID LoginDialog_StationLoginLineEdit
Station Password LoginDialog_StationPasswordLineEdit
Save password check box for station LoginDialog_StationSavePasswordCheckBox
Table continues. ..
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Ul control placement

Ul control name

Agent ID

LoginDialog_AgentLoginLineEdit

Agent Password

LoginDialog_AgentPasswordLineEdit

Save password (for agent) checkbox

LoginDialog_AgentSavePasswordCheckBox

ACM Account

LoginDialog_ ACCCMLoginLineEdit

ACM Password

LoginDialog_ ACCCMPasswordLineEdit

Save password (for ACM) checkbox

LoginDialog ACCCMSavePasswordCheckBox

Automatic Sign In (for agent) checkbox

LoginDialog_AgentAutoLoginCheckBox

Use for audio (login mode)

LoginDialog_LoginModeComboBox

Other Phone Number

LoginDialog_TelecommuteNumberEdit

Settings button

LoginDialog_ConfigBtn

Close button

LoginDialog_CancelBtn

Sign In All button

LoginDialog_LoginBtn

Main window

Ul control placement

Ul control name

DialPad button

MainWindow_BtnDialPad

History button

MainWindow_BtnHistory

Contacts button

MainWindow_BtnContacts

MWI button

MainWindow_BtnMWI

Browser button

MainWindow_BtnBrowser

Main window drop down menu

Ul control placement Ul control name Applicable for Headless Mode

Station Logout MainWindow_ActLogout true

Collapsed Mode MainWindow_ActCollapsed

Settings MainWindow_ActConfiguration true

Always on Top MainWindow_ActAlwaysOnTop

Hide Interface MainWindow_ActHidelnterface

Reset Window Position MainWindow_ActResetWindow

Stats Console MainWindow_ActStatsConsole

Mute MainWindow_ActMute true

About MainWindow_ActAbout true

Logs MainWindow_ActLogs true

Logs — Save As MainWindow_ActLogsSaveAs true

ACM Login / Register Station MainWindow_ActRegister true

Table continues...
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Ul control placement

Ul control name

Applicable for Headless Mode

ACM Logout

MainWindow_ActACMLogout

true

Workspace

MainWindow_ActWorkspace

Workspace — Load Workspace

MainWindow_LoadWorkspaceMe
nu

Workspace — Save Workspace
As

MainWindow_SaveWorkspaceMe
nu

Workspace — Manage
Workspace

MainWindow_ManageWorkspace
Menu

Workspace — Lock Windows
Position

MainWindow_LockWindowsPositi
on

Workspace — Load Workspace
— “name” (to disable
workspace with name “name”)

MainWindow_LoadWorkspaceMe
nu_ActMenu_name

Workspace — Save Workspace
As —Save Workspace As New

MainWindow_SaveWorkspaceMe
nu_ActAdd

Workspace — Save Workspace
As — "name” ” (to disable
workspace with name “name”

MainWindow_SaveWorkspaceMe
nu_ActMenu_name

Workspace — Manage
Workspace — “name” ” (to
disable workspace with name
“name”)

MainWindow_ManageWorkspace
Menu_ActMenu_name

Agent Register

MainWindow_ActAgentRegister

Ready MainWindow_ActAgentReady
After Call Work MainWindow_ActAgentACW
Auxiliary MainWindow_MenuAUX

MainWindow_ActAgntAUX

Auxiliary —reason code
"number"

MainWindow_MenuAUX_ActRea
sonCode_number

Agent Log Out

MainWindow_MenulLogout

MainWindow_ActAgntLogout

Agent Log Out — reason code
"number"

MainWindow_MenuLogout_ActR

easonCode_number

Contact List

Ul control placement

Ul control name

Contacts Table

ContactListDialog_ContactTableView

Dial)

Filter button (All Contacts, Favourite, Speed

ContactListDialog_BtnFilter
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Ul control placement

Ul control name

Add Contact button

ContactListDialog_BtnAddContact

Search text box

ContactListDialog_SearchTextBox

History

Ul control placement

Ul control name

History Table

HistoryDialog_HistoryTableView

Filter button

HistoryDialog_BtnPeriod

Search text box

HistoryDialog_SearchTextBox

Settings Tab

Ul control placement

Ul control name

Control Names from 1.7
Release (It can also be used to
lock this control)

Avaya Control Manager
Settings

ConfigurationDialog_SettingsTab
_ACMSettings

Avaya Control Manager
Settings — ACM Login Type

ConfigurationDialog_SettingsTab
_ACMSettings_ ACMLoginType

ConfigurationDialog_ServerTab__
UseLocalConfigCheckBox

ConfigurationDialog_ServerTab_T
ypeOfACMComboBox

Avaya Control Manager
Settings — Primary ACM
Address URL

ConfigurationDialog_SettingsTab
_ACMSettings_PrimaryURL

ConfigurationDialog_ServerTab__
PrimaryACCCMAddressLineEdit

Avaya Control Manager
Settings — Secondary ACM
Address URL

ConfigurationDialog_SettingsTab
_ACMSettings_SecondaryURL

ConfigurationDialog_ServerTab__
SecondaryACCCMAddressLineE
dit

License Server Settings

ConfigurationDialog_SettingsTab
_LicenseSettings

License Server Settings —
License Server URL

ConfigurationDialog_SettingsTab
_LicenseSettings_LicenseServer

ConfigurationDialog_ServerTab_L
icenseServerUrlLineEdit

Local Server Settings

ConfigurationDialog_SettingsTab
_ServerSettings

Local Server Settings —

ConfigurationDialog_SettingsTab

ConfigurationDialog_ServerTab_

Signaling _ServerSettings_Signaling SIPRadioBtn
ConfigurationDialog_ServerTab_
H323RadioBtn
Table continues. ..
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Ul control placement

Ul control name

Control Names from 1.7
Release (It can also be used to
lock this control)

For SIP only: Local Server
Settings — Primary SIP Proxy
Address

ConfigurationDialog_SettingsTab
_ServerSettings_PrimaryAddress

ConfigurationDialog_ServerTab_
PrimaryAddressLineEdit

ConfigurationDialog_ServerTab_
PrimaryAddressPortLineEdit

ConfigurationDialog_ServerTab__
PrimaryAddressProtocolComboB
oX

For SIP only: Local Server
Settings — Secondary SIP
Proxy Address

ConfigurationDialog_SettingsTab
_ServerSettings_SecondaryAddr
ess

ConfigurationDialog_ServerTab_
SecondaryAddressLineEdit

ConfigurationDialog_ServerTab_
SecondaryAddressPortLineEdit

ConfigurationDialog_ServerTab_
SecondaryAddressProtocolComb
oBox

For H323 only: Local Server
Settings — Primary CM

ConfigurationDialog_SettingsTab
_ServerSettings_PrimaryCMAddr

Address ess

For H323 only: Local Server ConfigurationDialog_SettingsTab
Settings — Secondary CM _ServerSettings_SecondaryCMA
Address ddress

Local Server Settings — SIP
domain

ConfigurationDialog_SettingsTab
_ServerSettings_SIPDomain

ConfigurationDialog_ServerTab_
DomainLineEdit

Local Server Settings —
Number of Connection
Attempts

ConfigurationDialog_SettingsTab
_ServerSettings_NumberOfAttem
pts

ConfigurationDialog_ServerTab_
MaxAttemptsLineEdite

Local Server Settings — CM
Auto Answer Support Required

ConfigurationDialog_SettingsTab
_ServerSetting_ CMAutoAnswer

ConfigurationDialog_Preferences
Tab_CMAutoAnswerCheckBox

Directory Settings

ConfigurationDialog_SettingsTab
_DirectorySettings

Directory Settings — Directory
Address

ConfigurationDialog_SettingsTab
_DirectorySettings_DirectoryAddr
ess

ConfigurationDialog_ServerTab_
DirectoryAddressLineEdit

Directory Settings — Directory

ConfigurationDialog_SettingsTab

ConfigurationDialog_ServerTab_

Port _DirectorySettings_Port DirectoryPortLineEdit
Directory Settings — Directory | ConfigurationDialog_ SettingsTab | ConfigurationDialog_ServerTab_
User Name _DirectorySettings_UserName DirectoryUserLineEdit

Directory Settings — Directory
Password

ConfigurationDialog_SettingsTab

_DirectorySettings_Password

ConfigurationDialog_ServerTab_
DirectoryPasswordLineEdit
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Ul control placement

Ul control name

Control Names from 1.7
Release (It can also be used to
lock this control)

Directory Settings — Save
Directory Password

ConfigurationDialog_SettingsTab
_DirectorySettings_SavePasswor
d

Directory Settings — Directory
Root Search

ConfigurationDialog_SettingsTab
_DirectorySettings_RootSearch

ConfigurationDialog_ServerTab__
DirectoryRootLineEdit

Directory Settings — Bind
Option

ConfigurationDialog_SettingsTab
_DirectorySettings_BindOption

ConfigurationDialog_ServerTab_
BindOptionComboBox

Dialing Rules

ConfigurationDialog_SettingsTab
_DialingRules

ConfigurationDialog_DialingRules
Tab_DialingRulesGroupBox

Dialing Rules — Enable Dialing
Rules

ConfigurationDialog_SettingsTab
_DialingRules_EnableDialingRule
S

ConfigurationDialog_DialingRules
Tab_EnableDialingRulesCheckBo
X

Dialing Rules — Internal
Extension Length

ConfigurationDialog_SettingsTab
_DialingRules_InternalExtentionL
ength

ConfigurationDialog_DialingRules
Tab_InternalExtentionLengthText
Edit

Dialing Rules — Local Calling
Area Codes

ConfigurationDialog_SettingsTab
_DialingRules_LocalCode

ConfigurationDialog_DialingRules
Tab_LocalAreaNumberTextLengt
hEdit

Dialing Rules — Length of
National Phone Numbers

ConfigurationDialog_SettingsTab
_DialingRules_NationalNumber

ConfigurationDialog_DialingRules
Tab_NationalNumberLengthTextE
dit

Dialing Rules — Number To
Dial To Access External
Numbers

ConfigurationDialog_SettingsTab
_DialingRules_ExternalNumbers

ConfigurationDialog_DialingRules
Tab_PrefixDigitsToAccessExterna
ILineTextEdit

Dialing Rules — Number To
Dial To International Calls

ConfigurationDialog_SettingsTab
_DialingRules_InternationalNumb
ers

ConfigurationDialog_DialingRules
Tab_PrefixDigitsTolnternationalTe
xtEdit

Dialing Rules — Number To
Dial for Long Distance Calls

ConfigurationDialog_SettingsTab
_DialingRules_LongDistanceNum
bers

ConfigurationDialog_DialingRules
Tab_PrefixDigitsToLongDistance
CallsTextEdit

Dialing Rules — Your Country
Code

ConfigurationDialog_SettingsTab
_DialingRules_CountryCode

ConfigurationDialog_DialingRules
Tab_YourCountryCodeTextEdit

Browser Extension

ConfigurationDialog_SettingsTab
_BrowserExtension

Browser Extension — Use Only
User Regular Expression

ConfigurationDialog_SettingsTab
_BrowserExtension_OnlyUserRe

gExp

Browser Extension — Regular
Expression

ConfigurationDialog_SettingsTab
_BrowserExtension_RegExp
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Ul control placement

Ul control name

Control Names from 1.7
Release (It can also be used to
lock this control)

Agent Settings

ConfigurationDialog_SettingsTab
_Agent

Agent Settings — Ready Mode

ConfigurationDialog_SettingsTab
_Agent_ReadyMode

ConfigurationDialog_Preferences
Tab_ReadyModeAutolnRadioBtn

ConfigurationDialog_Preferences
Tab_ReadyModeManuallnRadioB
tn

Agent Settings — Timed After
Call Work

ConfigurationDialog_SettingsTab
_Agent_TimedACW

ConfigurationDialog_Preferences
Tab_TimedAcwCheckBox

Agent Settings — After Call
Work Duration (seconds)

ConfigurationDialog_SettingsTab
_Agent_ ACWDuration

ConfigurationDialog_Preferences
Tab_TimedAcwInterval

ConfigurationDialog_Preferences
Tab_TimedAcwIintervalLabel

Agent Settings — Allow Manual
After Call Work

ConfigurationDialog_SettingsTab
_Agent_AllowManualACW

ConfigurationDialog_Preferences
Tab_AllowManualAcwCheckBox

Common

ConfigurationDialog_SettingsTab
_Common

Common — Automatically
Login The Agent

ConfigurationDialog_SettingsTab
_Common_AutoAgentLogin

ConfigurationDialog_Preferences
Tab_AutomaticLoginCheckBox

Common — Launch Avaya
Agent When Windows Starts

ConfigurationDialog_SettingsTab
_Common_AutoStart

ConfigurationDialog_Preferences
Tab_AutoStartCheckBox

Common — Show User
Interface

ConfigurationDialog_SettingsTab
_Common_ShowUI

ConfigurationDialog_Preferences
Tab_ShowUICheckBox

Common — Always Display
The Main Window On Top

ConfigurationDialog_SettingsTab
_Common_WindowOnTop

ConfigurationDialog_Preferences
Tab_AlwaysOnTopCheckBox

Common - Local Auto
Answer

ConfigurationDialog_SettingsTab
_Common_AutoAnswer

ConfigurationDialog_Preferences
Tab_AutoAnswerCheckBox

Common — Stay In Notification
Area If Main Window Is Closed

ConfigurationDialog_SettingsTab
_Common_StayInTrayButton

ConfigurationDialog_Preferences
Tab_StayInTrayCheckBox

Common — Show WebLM
Server Warning Messages

ConfigurationDialog_SettingsTab
_Common_ShowWebLMNoatificati
on

Login Mode

ConfigurationDialog_SettingsTab
_LoginMode

ConfigurationDialog_Preferences
Tab_loginModeGroupBox

Login Mode — Login Mode

ConfigurationDialog_SettingsTab
_LoginMode_LoginMode

ConfigurationDialog_Preferences
Tab_LoginModeComboBox

Login Mode — Other Phone
Number

ConfigurationDialog_SettingsTab
_LoginMode_TCNumber

ConfigurationDialog_Preferences
Tab_TelecommuteNumberLine
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Ul control placement

Ul control name

Control Names from 1.7
Release (It can also be used to
lock this control)

Login Mode — Check TC
Device To Login Agent

ConfigurationDialog_SettingsTab
_LoginMode_CheckTCDevice

ConfigurationDialog_Preferences
Tab_CheckTCDeviceCheckBox

DTMF

ConfigurationDialog_SettingsTab
_DTMF

ConfigurationDialog_Preferences
Tab_typeOfDTMFGroupBox

DTMF — Comma Dialing Delay
(msecs)

ConfigurationDialog_SettingsTab
_DTMF_DTMFCommabDelay

DTMF — DTMF Type

ConfigurationDialog_SettingsTab
_DTMF_DTMFType

ConfigurationDialog_Preferences
Tab_DTMFTypeComboBox

Conference

ConfigurationDialog_SettingsTab
_Conference

Conference — Use
Consultative Type of
Conference

ConfigurationDialog_SettingsTab
_Conference_Consultative

ConfigurationDialog_Preferences
Tab_ConferenceTypeComboBox

Transfer

ConfigurationDialog_SettingsTab
_Transfer

Transfer — Use Consultative
Type of Transfer

ConfigurationDialog_SettingsTab
_Transfer_Consultative

ConfigurationDialog_Preferences
Tab_TransferTypeComboBox

Startup Message

ConfigurationDialog_SettingsTab
_StartupMessage

ConfigurationDialog_SettingsTab
_StartupMessage _Message

ConfigurationDialog_Preferences
Tab_StartupMessageGroupBox

Audio Output

ConfigurationDialog_SettingsTab
_AudioOutput

ConfigurationDialog_SettingsTab
_AudioOutput_AudioOutput

ConfigurationDialog_AudioTab_a
udioOutputGroupBox

ConfigurationDialog_AudioTab_A
udioOutputDeviceComboBox

ConfigurationDialog_AudioTab_A
udioOutputVolumeSlider

ConfigurationDialog_AudioTab_A
udioOutputTestButton

ConfigurationDialog_AudioTab_A
udioOutputVolumelndicator
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Ul control placement

Ul control name

Control Names from 1.7
Release (It can also be used to
lock this control)

Ringer Output

ConfigurationDialog_SettingsTab
_RingerOutput

ConfigurationDialog_SettingsTab
_RingerOutput_RingerOutput

ConfigurationDialog_AudioTab _ri
ngerOutputGroupBox

ConfigurationDialog_AudioTab_Ri
ngerOutputDeviceComboBox

ConfigurationDialog_AudioTab_Ri
ngerOutputVolumeSlider

ConfigurationDialog_AudioTab_Ri
ngerOutputTestButton

ConfigurationDialog_AudioTab_Ri
ngerOutputVolumelndicator

Audio Input

ConfigurationDialog_SettingsTab
_Audiolnput

ConfigurationDialog_SettingsTab
_Audiolnput_Audiolnput

ConfigurationDialog_AudioTab_a
udiolnputGroupBox

ConfigurationDialog_AudioTab_A
udiolnputDeviceComboBox

ConfigurationDialog_AudioTab_A
udiolnputVolumeSlider

ConfigurationDialog_AudioTab_A
udiolnputTestButton

ConfigurationDialog_AudioTab_A
udiolnputVolumelndicator

Advanced Audio Settings

ConfigurationDialog_SettingsTab
_AudioAdvanced

Advanced Audio Settings —
Headset Integration

ConfigurationDialog_SettingsTab
_AudioAdvanced_Headsetintegra
tion

ConfigurationDialog_AudioTab_h
eadsetIntegrationCheckBox

Advanced Audio Settings —
Control Device

ConfigurationDialog_SettingsTab
_AudioAdvanced_ControlDevice

ConfigurationDialog_AudioTab_C
ontrolDeviceComboBox

Advanced Audio Settings —
Call Button

ConfigurationDialog_SettingsTab
_AudioAdvanced_CallButton

ConfigurationDialog_AudioTab_C
hooseCallButtonFuncComboBox

Advanced Audio Settings —
Noise Suppression

ConfigurationDialog_SettingsTab
_AudioAdvanced_NoiseSuppress
ion

ConfigurationDialog_AudioTab_N
oiseSupComboBox

Advanced Audio Settings —
Auto Gain Control

ConfigurationDialog_SettingsTab
_AudioAdvanced_AGC

ConfigurationDialog_AudioTab_A
GCCheckBox

Advanced Audio Settings —
Echo Cancellation

ConfigurationDialog_SettingsTab
_AudioAdvanced_EchoCancellati
on

ConfigurationDialog_AudioTab_E
choCheckBox
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Ul control placement

Ul control name

Control Names from 1.7
Release (It can also be used to
lock this control)

Advanced Audio Settings —
iTunes Control

ConfigurationDialog_SettingsTab
_AudioAdvanced_EnableiTunesC
ontro

ConfigurationDialog_AudioTab_IT
unesControlCheckBox

Message Waiting Indicator

ConfigurationDialog_SettingsTab
_MWI

ConfigurationDialog_Preferences
Tab_MWIGroupBox

Message Waiting Indicator —
Show Message Waiting
Indicator

ConfigurationDialog_SettingsTab
_MWI_ShowMWiI

ConfigurationDialog_Preferences
Tab_EnableVoiceMessageLine

Message Waiting Indicator —
Voice Mail Number

ConfigurationDialog_SettingsTab
_MWI_VoiceNumber

ConfigurationDialog_Preferences
Tab_VoiceNumberLine

Password Storage

ConfigurationDialog_SettingsTab
_PasswordStorage

ConfigurationDialog_AdvancedTa
b_AllowNonSecurePasswordStor
ageCheckBox

ConfigurationDialog_SecurityTab
_PasswordStorageGroupBox

Password Storage — Password
Storage Mode

ConfigurationDialog_SettingsTab
_PasswordStorage_Mode

ConfigurationDialog_AdvancedTa
b_AllowNonSecurePasswordStor
ageCheckBox

PPM

ConfigurationDialog_SettingsTab
_PPM

ConfigurationDialog_AdvancedTa
b _PPMGroupBox

ConfigurationDialog_SecurityTab
_PPMGroupBox

PPM — PPM Secure Mode

ConfigurationDialog_SettingsTab
_PPM_PPMSecureMode

Certificates Remote Host

ConfigurationDialog_SettingsTab
_CertRemoteHost

Certificates Remote Host —
Remote Protocol

ConfigurationDialog_SettingsTab
_CertRemoteHost_RemoteProtoc
ol

Certificates Remote Host —
Remote Address

ConfigurationDialog_SettingsTab
_CertRemoteHost_RemoteAddre
Ss

Certificates Remote Host —
Remote Port

ConfigurationDialog_SettingsTab
_CertRemoteHost_RemotePort

Third-Party Certification

ConfigurationDialog_SettingsTab
_ThirdPartyCert

ConfigurationDialog_AdvancedTa
b_ThirdPartyCertsGroupBox

ConfigurationDialog_SecurityTab
_ThirdPartyCertsGroupBox

Third-Party Certification —
Certification Mode

ConfigurationDialog_SettingsTab

_ThirdPartyCert_CertMode
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Ul control placement

Ul control name

Control Names from 1.7
Release (It can also be used to
lock this control)

Third-Party Certification —
Certificates

ConfigurationDialog_SettingsTab
_ThirdPartyCert_CertList

Identity Certification

ConfigurationDialog_SettingsTab
_IdentityCert

Identity Certification —
Certification Mode

ConfigurationDialog_SettingsTab
_ldentityCert_IdentityCertMode

Identity Certification —
Certificate Path

ConfigurationDialog_SettingsTab
_IdentityCert_IdentityCertPath

Identity Certification —
Certificate Password

ConfigurationDialog_SettingsTab
_IdentityCert_IdentityCertPasswo
rd

Identity Certification — Save
Certificate Password

ConfigurationDialog_SettingsTab
_ldentityCert_SavePassword

Identity Certification —
Certificate Authority URL

ConfigurationDialog_SettingsTab
_ldentityCert_CertificateAuthority
Url

Identity Certification —
Certificate Authority Password

ConfigurationDialog_SettingsTab
_ldentityCert_CertificateAuthority
Password

Identity Certification —
Common Name

ConfigurationDialog_SettingsTab
_ldentityCert_ldentityCommonNa
me

Identity Certification —
Distinguished Name

ConfigurationDialog_SettingsTab
_IdentityCert_ldentityDistName

Identity Certification — Key
Length

ConfigurationDialog_SettingsTab
_IdentityCert_ldentityKeyLength

SRTP

ConfigurationDialog_SettingsTab
_SRTP

ConfigurationDialog_AdvancedTa
b _SRTPGroupBox

ConfigurationDialog_SecurityTab
_SRTPGroupBox

SRTP — Enable SRTP

ConfigurationDialog_SettingsTab
_SRTP_EnableSRTP

SRTP — Media Encryption
Parameters

ConfigurationDialog_SettingsTab
_SRTP_EncryptionParameter

SRTP — Enable SRTCP

ConfigurationDialog_SettingsTab
_SRTP_SRTCP

Internal Browser

ConfigurationDialog_SettingsTab
_InternalBrowser
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Ul control placement

Ul control name

Control Names from 1.7
Release (It can also be used to
lock this control)

Internal Browser — Ignore All
SSL Errors in Browser

ConfigurationDialog_SettingsTab
_InternalBrowser_IgnoreSSLError
s

ACM

ConfigurationDialog_SettingsTab
_ACM

ConfigurationDialog_SecurityTab
_ACMGroupBox

ACM — Ignore All SSL Errors
from Internal Browser

ConfigurationDialog_SettingsTab
_ACM_IgnoreACMErrors

Session Manager

ConfigurationDialog_SettingsTab
_SessionManager

Session Manager — Failed
Session Removal Timeout

ConfigurationDialog_SettingsTab
_FailedSessionRemovalTimeout

Language

ConfigurationDialog_SettingsTab
_Language

ConfigurationDialog_AdvancedTa
b_languageGroupBox

Language — Language

ConfigurationDialog_SettingsTab
_Language_Language

ConfigurationDialog_AdvancedTa
b_LocaleComboBox

Logging

ConfigurationDialog_SettingsTab
_Logging

ConfigurationDialog_AdvancedTa
b_loggingGroupBox

Logging — Log Directory

ConfigurationDialog_SettingsTab
_Logging_LogDir

Logging — Log Level

ConfigurationDialog_SettingsTab
_Logging_LogLevel

ConfigurationDialog_AdvancedTa
b_LoglLevelComboBox

Logging — Maximum Log Files
Size (in MB)

ConfigurationDialog_SettingsTab
_Logging_MaxLogSize

Logging — Include Media Logs

ConfigurationDialog_SettingsTab
_Logging_IncludeMedia

ConfigurationDialog_AdvancedTa
b_EnableMediaQualityLoggingCh
eckBox

Logging — Enable Remote
Logging

ConfigurationDialog_SettingsTab
_Logging_EnableRemotelLogging

ConfigurationDialog_AdvancedTa
b_EnableRemoteLoggingCheckB
oX

Logging — Remote Logging
Server

ConfigurationDialog_SettingsTab
_Logging_RemotelLogServer

ConfigurationDialog_AdvancedTa
b_RemotelLoggingServerLineEdit

Logging — Remote Log Level

ConfigurationDialog_SettingsTab
_Logging_RemotelLoglevel

ConfigurationDialog_AdvancedTa
b_RemotelLoglevelComboBox

Quality of Service Tagging

ConfigurationDialog_SettingsTab
QoS

ConfigurationDialog_AdvancedTa
b_QoSGroupBox

Quality of Service Tagging —
Use Local QoS Settings

ConfigurationDialog_SettingsTab
_QoS_UselocalQoS

ConfigurationDialog_AdvancedTa
b_LocalQoSSettingsCheckBox

Quality of Service Tagging —
Tag DSCP for Audio

ConfigurationDialog_SettingsTab
_QoS_EnableAudioDSCP

ConfigurationDialog_AdvancedTa
b_DSCPCheckBox
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Ul control placement

Ul control name

Control Names from 1.7
Release (It can also be used to
lock this control)

Quality of Service Tagging —
Tag DSCP for Signaling

ConfigurationDialog_SettingsTab
_QoS_EnableSigDSCP

ConfigurationDialog_AdvancedTa
b_DSCPSigCheckBox

Quality of Service Tagging —
Tag 802.1p for Audio

ConfigurationDialog_SettingsTab
_QoS_EnableAudio802

ConfigurationDialog_AdvancedTa
b_Priority802_1CheckBox

Quality of Service Tagging —
Tag 802.1p for Signaling

ConfigurationDialog_SettingsTab
_QoS_EnableSig802

ConfigurationDialog_AdvancedTa
b_Priority802_1SigCheckBox

Quality of Service Tagging —
DSCP Value for Audio

ConfigurationDialog_SettingsTab
_QoS_AudioDSCP

ConfigurationDialog_AdvancedTa
b_DSCPLineEdit

Quality of Service Tagging —
DSCP Value for Signaling

ConfigurationDialog_SettingsTab
_QoS_SigbhSsCP

ConfigurationDialog_AdvancedTa
b_DSCPSigLineEdit

Quality of Service Tagging ->
802.1p Value for Audio

ConfigurationDialog_SettingsTab
_QoS_Audio802

ConfigurationDialog_AdvancedTa
b_Priority802_1LineEdit

Quality of Service Tagging ->
802.1p Value for Signaling

ConfigurationDialog_SettingsTab
_QoS_Sig802

ConfigurationDialog_AdvancedTa
b_Priority802_1SigLineEdit

Presence

ConfigurationDialog_SettingsTab
_Presence

Presence — Enable Presence

ConfigurationDialog_SettingsTab
_Presence_EnablePresence

RTCP Monitoring

ConfigurationDialog_SettingsTab
_RTCP

RTCP Monitoring — Server
Address

ConfigurationDialog_SettingsTab
_RTCP_Server

RTCP Monitoring — Server Port

ConfigurationDialog_SettingsTab
_RTCP_Port

RTCP Monitoring — Monitoring
Period

ConfigurationDialog_SettingsTab
_RTCP_Period

Extended Validation

ConfigurationDialog_SettingsTab
_ExtendedValidation

Extended Validation —
Hostname Validation

ConfigurationDialog_SettingsTab
_ExtendedValidation_HostnameV
alidation

Extended Validation — Domain
Validation

ConfigurationDialog_SettingsTab
_ExtendedValidation_DomainVali
dation

Key Strokes

ConfigurationDialog_SettingsTab
_KeyStrokes

Reason Codes Tab
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Ul control placement

Ul control name

Reason Codes Tab — Reason Code Types

ConfigurationDialog_ReasonCodesTab_ReasonCo
deTypeButtonGroup

Reason Codes Tab — Add Button

ConfigurationDialog_ReasonCodesTab_AddltemBtn

Reason Codes Tab — Remove Button

ConfigurationDialog_ReasonCodesTab_RemoveBtn

Greetings Tab

Ul control placement

Ul control name

Greetings Tab — Add button

ConfigurationDialog_GreetingsTab_AddBtn

Greetings Tab — Remove button

ConfigurationDialog_GreetingsTab_RemoveBtn

Greetings Tab — Up button

ConfigurationDialog_GreetingsTab_UpBtn

Greetings Tab — Down button

ConfigurationDialog_GreetingsTab_DownBtn

Greetings Tab — All Controls for Greeting
Editing

ConfigurationDialog_SettingsTab_GreetingsSettings

Greetings Tab — Rule Name

ConfigurationDialog_SettingsTab_GreetingsSettings
_RuleName

Greetings Tab — VDN Name Pattern

ConfigurationDialog_SettingsTab_GreetingsSettings
_VDNPattren

Greetings Tab — Auto Play only if

ConfigurationDialog_SettingsTab_GreetingsSettings
_AutoPlay

Greetings Tab — File Path

ConfigurationDialog_SettingsTab_GreetingsSettings
_FilePath

Greetings Tab — File Name

ConfigurationDialog_SettingsTab_GreetingsSettings
_FileName

Greetings Tab — Recording

ConfigurationDialog_SettingsTab_GreetingsSettings
_Recording

Screen Pop Tab

Ul control placement

Ul control name

Screen Pop Tab — Add button

m_pScreenPopAddBtn

Screen Pop Tab — Remove button

m_pScreenPopRemoveBtn

Greetings Tab — All Controlls for Screen Pop
Editing

ConfigurationDialog_SettingsTab_ScreenPopSettin
gs_

Screen Pop Tab — Rule Name

ConfigurationDialog_SettingsTab_ScreenPopSettin
gs_RuleName

Screen Pop Tab — Type

ConfigurationDialog_SettingsTab_ScreenPopSettin
gs_Type

Screen Pop Tab — URL

ConfigurationDialog_SettingsTab_ScreenPopSettin
gs_Url
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Ul control placement Ul control name

Screen Pop Tab — Parameters ConfigurationDialog_SettingsTab_ScreenPopSettin
gs_Parameters

Screen Pop Tab — Trigger ConfigurationDialog_SettingsTab_ScreenPopSettin
gs_Trigger

Screen Pop Tab — Trigger Only for ACD calls ConfigurationDialog_SettingsTab_ScreenPopSettin
gs_TriggerlfVDN

Screen Pop Tab — VDN Name ConfigurationDialog_SettingsTab_ScreenPopSettin
gs_VDN

Related links
Lock Manager overview on page 123

Invoking Avaya Agent for Desktop in Citrix or VMWare Horizon
environments

Before you begin

Ensure that you have already installed Avaya Agent for Desktop on the Citrix or VMWare Horizon
server.

© Note:

For Citrix and VMWare Horizon, you must use Avaya Agent for Desktop in a Desk phone
mode.

Procedure
1. Log in into Citrix or VMWare Horizon receiver.

2. Navigate and double-click the Avaya Agent for Desktop icon on the required tab, such as
Desktops or APPS as applicable.

3. Follow the Avaya Agent for Desktop login procedure.

For more details on login procedures, see Using Avaya Agent for Desktop guide on the
Avaya support portal

Disabling SSL error notifications
Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the Security
menu.

2. In the Internal Browser section, clear the Ignore All SSL Errors in Browser check box to
suppress the SSL error notifications popping from the internal browsers.
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3. In the ACM section, clear the Ignore All SSL Errors from ACM check box to suppress the
SSL error notifications popping from ACM.

4. Click Save.
5. Restart the Avaya Agent for Desktop application.

Keeping the closed Avaya Agent for Desktop main window active
in the Taskbar notification area
Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the
Preferences menu.

2. In the Common section, select the Stay In Notification Area If Main Window Is Closed
check box to keep the closed main window active in the notification area.

© Note:

« If this check box is in marked state, Avaya Agent for Desktop application will be kept
in the notification area as tray icon when the main window is closed.

« If this check box is in unmarked state, the system will display a confirm quit dialog
box “Are you sure you want to quit?” when the main window is closed.

3. Click Save.
4. Restart the Avaya Agent for Desktop application.

Activating the dialing rules settings
Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the Dialing
Rules screen.

2. In the Dialing Rules section, select the Enable dialing rules check box to activate the
dialing rules settings.

3. Click Save.
4. Restart the Avaya Agent for Desktop application.

December 2019 Deploying and configuring Avaya Agent for Desktop 138

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Deploying and configuring Avaya Agent for Desktop

Configuring Avaya Agent for Desktop using the Settings menu

Configuring the Identity certificate security settings
About this task

Use the following procedure to apply an identity certificate for mutual authentication. TLS mutual
authentication mode requires both the server endpoint and client endpoint to exchange X.509
certificates for authentication.

Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the Security
menu.

2. In the Identity Certificate section, click one of the following options:
* Not used: Click this option to disable the identity certificate authentication.
+ Use local: Click this option to select the identity certificate from the local system.

» Use remote host: Click this option to select the identity certificate from the remote
server.

+ Use Certificate Authority: Click this option to generate the identity certificate through
the Simple Certificate Enrollment Protocol (SCEP) server.

For more details on configuring the identity certificate security settings, see the Security
tab field descriptions section.

3. Click Save.
4. Restart the Avaya Agent for Desktop application.

Configuring the Key Strokes settings
About this task

Using the Key Strokes commands, you can use the shortcut keys to perform given functions in
the Key Strokes settings. These keystroke commands must be combination of the alphabets or
the numbers with the special keys Alt, Ctrl, or Shift only. For example, Shift+Ctrl+A or Ctrl+1. You
must keep these keys pressed to add combination values in the given Key Strokes fields.

© Note:

You can choose to use the default keystroke commands or define your own commands for the
given list of functions.

Procedure
1. In the system try, right-click the Avaya Agent for Desktop icon and select Settings.
The system displays the Avaya Agent for Desktop Settings window.
2. On the Settings tab, click the Key Strokes menu.
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3. In the Key Strokes section, add values for the required functions in the given list.
4. Click Save.
5. Restart the Avaya Agent for Desktop application.

Related links
Key Strokes field descriptions on page 81

Deleting the log files manually
About this task

As part of the data protection procedure, you can delete the Avaya Agent for Desktop log files
manually.

Before you begin

* Ensure that you have administrator rights on the system from which you are going to
manually delete the log files.

* You must exit the Avaya Agent for Desktop application before deleting the log files.
Procedure

1. In the Avaya Agent for Desktop Settings window, on the Settings tab, click the Advanced
menu.

2. Navigate to the system path defined in the Log Directory field and manually delete the log
files.
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Appendix A: Data privacy controls

Personal data is stored on the file system that is accessible by the current user or a privileged user
of the application. The file system content is not encrypted, but can be encrypted using platform
technologies. When personal data is transmitted over a network, the data is encrypted with the
latest protocols.

Data categories containing personal data
User data in memory:
* Remote-party phone number from calls
* Participant display name
 Contacts retrieved from the network
+ Contacts retrieved from the network
User data on disk:
The following information is saved on the disk:
* Local call logs
» Agent’s information: Station ID and Agent ID

On Windows, the user’s credentials are saved in the Windows Credential Manager. in an area that
is encrypted such that only the Windows user can decrypt not even the administrator. Users can
access this area through Windows APIs.

On macOS, user’s credentials are saved in Keychain.
On Linux, the credentials are saved to Keyring.

If a secure storage is not available, the Station’s password, Agent ID’s password and/or Avaya Aura
Control Manager ID’s password will be stored encrypted in the configuration file.

The user has the option not to enable saving of the passwords.
User data log:
The following information is saved:
» H.323 station number or SIP station number
* Display name information from SIP messages
The following information is not saved:
» Passwords
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Data privacy controls

Personal data administrative controls

The administrator defines the file system access. The security best practices are to limit the file
system access to any data store that contains personal information.

User data on disk:
Users can access the data by browsing through the file system on all supported operating systems.
User data logs:
Users can access the data logs:
» Through the file system on all supported operating systems
* By using the Logs > Save as option in Avaya Agent for Desktop client

Personal data programmatic or APl access controls
User data in memory:

None

User data on disk:

Users can access the file system through the OS file system APlIs.
User data logs:

Users can access the file system through the OS file system APlIs.

Personal data “at rest” encryption controls

User data on disk:

The host platform can be configured to encrypt the file system content.
User data logs:

The host platform can be configured to encrypt the file system content.

Administrators must refer to the Operating System manual to enable file system encryption.

Personal data “in transit” encryption controls

HTTPS or TLS 1.2 sends or receives data with servers. This is implemented on all supported
platforms.

The Remote logging option is turned off by default and it can be set up with TLS if required. External
applications interfacing with CTI are not in scope of Avaya Agent for Desktop.

Personal data retention period controls

User data in memory:

The data saved in the memory is removed based on use cases. For example, during a call, a call
object remains in the memory. When the call ends, the object is removed from the memory, but a
new CallLog object is created.

User data on disk:
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The user data on the disk is permanent, whether application is reset or uninstalled, until the user
manually deletes the data from the file system.

User data logs:

Log data is stored until log files are rolled over. Roll over is set by file size and log files can also be
manually deleted. You must refer to the section ‘Deleting the log files manually’ of this guide to
delete the files.

Personal data export controls and procedures

User data in memory:

Not applicable

User data on disk:

Users or administrators can access the user data on disk. Local configuration, call log, and log files
can be copied to an external system.

User data logs:

Log files can be copied to an external system. The Logs > Save as option can be selected to
compress and save the log files into the destination the user chooses.

Personal data view, modify, delete controls and procedures

User data in memory:

Not applicable

User data on disk:

The user and administrator have access to the file system. The user can also edit configuration data
and local contact’s list in the application’s interface. User can also delete call log information from
the application’s interface.

User data logs:

The administrator and the user have full read or write access to the file system where the logs are
stored.

Personal data pseudonymization operations statement

User data in memory:

None

User data on disk:

None

User data logs:

None
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Glossary

After Call Work

Automatic Call
Distribution

Aux
Avaya Agent

Avaya Aura®
Communication
Manager (CM)

Avaya Control
Manager

File Transfer
Protocol (FTP)

HP Device Manager
(HPDM)

December 2019

An agent state consisting of work related to the preceding Automatic Call
Distribution (ACD) call.

A programmable device at the contact center. Automatic Call Distribution
(ACD) handles and routes voice communications to queues and available
agents. ACD also provides management information that can be used to
determine the operational efficiency of the contact center.

The Aux or Auxiliary message indicates that the agent is not ready for
ACD calls. However, agents can make or receive calls on the station
while in the Aux state.

Avaya Agent for Desktopis a client application for a contact center agent,
whichAvaya Agent for Desktop supports multiple OS platforms and use
cases, such as VDI and standalone deployments.

A key component of Avaya Aura®. It delivers rich voice and video
capabilities and provides a resilient, distributed network for media
gateways and analog, digital, and IP-based communication devices. It
includes advanced mobility features, built-in conference calling, contact
center applications and E911 capabilities.

Avaya Control Manager is a centralized operational administration
solution that enables contact center administrators and supervisors to
control all of the administrative elements that comprise a single or
multiple location Avaya-based contact center environment. Contact center
users, agents and other entities can be managed from a single Web-
based user interface and provisioned across a range of Avaya
applications in a contact center environment.

An Internet protocol standard that is used to copy files from one computer
to another.

HP Device Manager is a server-based application that provides
sophisticated centralized administration capabilities for Thin Client
devices running HP software.
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Lightweight
Directory Access
Protocol (LDAP)

Local Area Network
(LAN)
Log Out

Random Access
Memory (RAM)

Uniform Resource
Locator (URL)

VDI

Voice over Internet
Protocol (VolP)

Wide Area Network
(WAN)

Wyse Device
Manager (WDM)
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Lightweight Directory Access Protocol (LDAP)

A set of protocols for accessing information directories. LDAP is based on
X.500 standards, but it is simpler and supports TCP/IP for Internet
access. Thus, it has become the standard for Internet-based applications.
The Internet Messaging feature uses LDAP to provide access to an
Internet directory from certain email products.

A network of personal computers that communicate with each other and
that normally share the resources of one or more servers.

To log out of the Avaya Agent for Desktop station and change the agent
state to offline mode.

The memory used in most computers to store the results of ongoing work
and to provide space to store the operating system and applications that
are actually running at any given moment.

An Internet text address stored in a format recognized to signify a link. A
uniform resource locator is a standardized way of representing different
documents, media, and network services on the World Wide Web.

Avaya Virtual Desktop Infrastructure (VDI) is a product developed for
enabling desktop virtualization, encompassing the hardware and software
systems required to support the virtualized environment. Avaya Virtual
Desktop Infrastructure is designed to function with:

» The VDI Virtual Machine: A virtualized server for accessing the call
handling features remotely.

» The VDI Thin Client: A hardware device that has minimal system
requirements and is used for hosting the VDI Client software.

A set of facilities that use the Internet Protocol (IP) to manage the delivery
of voice information. In general, VolP means to send voice information in
digital form in discrete packets instead of in the traditional circuit-
committed protocols of the public switched telephone network (PSTN).

A data network typically extending a local area network (LAN) over
telephone lines to link with LANs in other buildings and/or geographic
locations.

Wyse Device Manager (WDM) offers powerful and secure management
software to configure, update, and administer Dell Wyse endpoint
devices.
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