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Partl Planning

ScreenBeam Central Management System (CMS) Enterprise is a robust tool that enables
administrators to remotely access and manage ScreenBeam receivers distributed over
multiple geographic locations and across networks with ease. Administrators can monitor
receiver status, apply security policies, troubleshoot problems, perform device resets,
update receivers, and more.

ScreenBeam Cloud provides premium features and license management, and it enables
multiple CMS systems to work together in an organization.

Careful and comprehensive planning can help you better deploy CMS and ScreenBeam
receivers.

1.1 Basic

To plan CMS deployment, follow these guidelines:
e Designate an x86-based Windows device to host the ScreenBeam CMS server.

e Ensure that firewall allows the following CMS ports (default: 7237 / 7238 / 5001 /
8890), the web server access port (default: 8888), the Service Platform ports
(default: 8889 / 6388) or the SQL server port (default: 1433).

Note: The Service Platform Port is used for communication between ScreenBeam
receivers (versions 11.x.14.x and older). It is not required for versions 11.x.15.x and
newer.

e |tis highly recommended that the device hosting the ScreenBeam CMS server has a
fixed IP address.

e Designate a HTTP server to host the firmware and miscellaneous files used for
upgrading or customizing ScreenBeam receivers. The server should be of
commercial grade capable of handling large number of simultaneous connections
and bandwidth. Scheduling smaller groups of receivers to upgrade firmware can
reduce system load.

e Ensure that the policies allow TCP traffic on the CMS ports across the network
routers and port forwarded accordingly.

¢ Note the ScreenBeam CMS server address. This is generally the IP address (or
FQDN) of the CMS server. If the PC is behind a NATed router, then the CMS IP
Address is the WAN IP address to which the PC is mapped to. Use this IP (or FQDN)
to provision ScreenBeam receivers.



e Determine which parameters must be globally changed and which need to be
modified on individual receivers. Tracking inventory of ScreenBeams and mapping
them to their locations (sites) should be planned in advance.

1.2 Sites

ScreenBeam CMS uses sites to group receivers according to their locations or other criteria
which help admins manage receivers efficiently. Admins can manage up to nine levels of
sites hierarchically. It is recommended to create sites that correspond to actual locations.
Assign receivers to sites, and then assign users to sites to manage the receivers.

CMS users should plan appropriate naming conventions for the sites and define the
hierarchy.

Example:
HQ
- Building 1
- - Floor 1
--Lab
- Building 2
Seattle Office
- Building 1



1.3 Administrative Users (Roles)

CMS Enterprise has several types of user (roles), the users differ in their ability to interact

with CMS Enterprise and their ability to interact with ScreenBeam receivers.

® CMS SysAdmin (CMS System administrator)
This account type is an administrator over the CMS Enterprise program and an
administrator over all ScreenBeam receivers. It can create, delete, and modify user
accounts, set up Sites and assign ScreenBeam receivers to them, and assign CMS
Users as ScreenBeam Admins or ScreenBeam Monitors for particular sites.

® CMS User - CMS Admin
This account type is an administrator over ScreenBeam receivers assigned to the Site(s)
that the ScreenBeam Admin has access to. A CMS SysAdmin must create a CMS
User account and then assign that account to be a ScreenBeam Admin for one or more
Sites. A CMS User does not have administrator privileges within CMS Enterprise to
create or modify other users.

® CMS User - CMS Monitor
This account type is an observer of ScreenBeam receivers assigned to the Site(s) that
the ScreenBeam Monitor has access to. A CMS SysAdmin must create a CMS User
account and then assign that account to be a ScreenBeam Monitor for one or more
Sites. A CMS User does not have administrator privileges within CMS Enterprise to
create or modify other users.

® Default Administrator (default user)
The default account in CMS Enterprise is named Administrator. This account is for the
IT person that installs and configures the PC or VM. The Administrator account is not
used to manage ScreenBeam receivers and is only used to create additional accounts
for CMS Enterprise.



The following table shows the functions that different administrative users can access:

_ Roles| cs sysAdmin | CMS Admin | CMS Monitor Default
Function Administrator
Only assigned Only assigned
Dashboard (Total/ldle/Busy count) |All receivers receiver receiver No
Only assigned Only assigned
Sites Pane All Sites Sites Sites No
Edit/ Rename / Delete Site Yes No No No
Join / Release receivers to site Yes No No No
Add / Remove Users to site Yes No No No
Users Table Yes No No No
Only assigned Only assigned
Receivers Table All receivers receiver receiver No
Show Hide column Yes Yes Yes No
Sort by columns Yes Yes Yes No
Search Yes Yes Yes No
Filter (idle/busy/offline) Yes Yes Yes No
Actions Yes Yes No No
Delete receiver Yes No No No
Modify receiver description Yes Yes No No
Only assigned Only assigned
Export receiver list Yes receiver receiver No
Only assigned
Schedule Tasks Yes receiver No No
View Tasks Yes Yes Yes No
Onlytasks user
Create Tasks All tasks created No No
Onlytasks user
Edit Tasks All tasks created No No
Onlytasks user
Delete Tasks All tasks created No No
Scheduler Logs Yes No No No
Receiver Logs Yes No No No
USB Provisioning Yes No No No
Assign Licenses Yes No No No
User Management Yes No No Yes
ScreenBeam Cloud log on Yes No No No
ScreenBeam Cloud log off Yes Yes Yes No
Unregister CMS Yes Yes Yes No




1.4 Deployment Flow

The following is a typical deployment flow:

1.

Default Administrator installs CMS.

2. Default Administrator logs in using default username/password Administrator /
Screenbeam.

3. Default Administrator changes default Administrator Password.

4. Default Administrator creates the CMS SysAdmin user.

5. CMS SysAdmin logs in to https://<CMS-server address>:8888.

6. CMS SysAdmin signs up and creates an account on ScreenBeam Cloud. This is the
Account Owner on the Cloud.

7. CMS SysAdmin provisions receivers to connect to CMS.

8. ScreenBeam receivers are installed and connected to the same network.

9. CMS SysAdmin goes to User Management page and adds CMS members, specifying
them as CMS Users (CMS Admin or CMS Monitor) or CMS SysAdmin (for backup).

10. CMS SysAdmin navigates to the Receivers page.

11. CMS SysAdmin adds sites if required.
Note: When creating sites, CMS SysAdmin manages level 1 sites and below.

12. CMS SysAdmin adds ScreenBeam receivers to sites.

13. CMS SysAdmin adds users to sites and specifies their roles.

14. CMS Admin and CMS Monitor users can log in with their credentials and manage /
monitor their receivers.

Notes:

® |f multiple users will be managing the same sites, it is recommended to allow those
users to share the same login to allow the site admin and backup site admin to edit
each other's tasks (which is tied to user), and for one administrator to take over from
another that leaves the organization.

® Actions are displayed for CMS Monitor users even though CMS Monitor users cannot

make modifications. Receivers that a user cannot configure are greyed out.



1.5 Compatible ScreenBeam Receivers

The following ScreenBeam receivers are compatible with ScreenBeam CMS Enterprise:
ScreenBeam 1100P

ScreenBeam 1100F

ScreenBeam 1100 EDU Gen2

ScreenBeam 1000 EDU

ScreenBeam 1100

ScreenBeam 960B (license required)

ScreenBeam 960A (license required)

ScreenBeam 750A (license required)



Part Il Deploying CMS Server and

Companion Servers

2.1 CMS Server

ScreenBeam CMS Enterprise can be deployed directly on an X86 Windows device.

21.1 System Requirements

Designate an x86-based Windows device to host the CMS server. The device that hosts the
CMS server should meet the following requirements:

Minimum Requirements

® Windows 10/11 (64-bit) Pro/Enterprise build 17763 or higher
2 Core i5 2 GHz or higher

8 GB Memory

30 GB available Hard Disk Space

Network connectivity

Recommended Requirements

® Windows Server 2019 build 17763 or higher
4 Core Xeon 2 GHz or higher

16 GB Memory or higher

100 GB available Hard Disk Space

Network connectivity

This device is to be configured based on the number of receivers deployed.

Ensure the following ports are opened on the PC hosting ScreenBeam CMS:

® CMS communication port: TCP 7237 (or the port specified during CMS installation),
used to communicate with ScreenBeam receivers.

® Receiver log upload port: TCP 7238 (or the port specified during CMS installation),
used for uploading receiver logs to the CMS server.

® CMS WebApp port: TCP 8888 (or the port specified during CMS installation), used for
accessing CMS via a web browser.

® CMS Hub port: TCP 5001 (or the port specified during CMS installation), used for
communication between web app and the CMS server.
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® CMS Identity Server port: TCP 8890 (or the port specified during CMS installation),
used for communication between the Identity server and CMS server.

® SQL server port: TCP 1433 (or the port specified during CMS installation), used for
communication between SQL server and the CMS server.

Ensure that network policies allow TCP traffic on the CMS ports across the network routers
and port forwarded accordingly.

Service Port (default) Protocol
CMS communication 7237 TCP
CMS Receiver logging 7238 TCP
CMS WebApp 8888 TCP
CMS Hub 5001 TCP
CMS Identity Server 8890 TCP
SQL server 1433 TCP

Note the IP address, hostname, or fully qualified domain name belonging to the device
hosting CMS server.



2.1.2 Install ScreenBeam CMS

ScreenBeam CMS Enterprise Installer version is a replacement for CMS Enterprise Docker
4.0 version or CMS V2.x. Therefore, if any of these versions is installed on the machine, be
sure to remove it first. If Docker and Hyper-V are not used by other programs, uninstall them,
as well.

To install ScreenBeam CMS, follow this procedure:
1. Go to https://[support.screenbeam.com/cms and download the Ilatest version of
ScreenBeam CMS Enterprise software.

2. Extract the downloaded software package and run the ScreenBeam CMS installer.
Note: A user with Administrator privilege is required to run the ScreenBeam CMS
installer.

— O X

== screenbeam_cms_spcms_instal X =

& = T &] g » o= screenbeam_cms_spcms_installer 4.4.15.0 Search screenbeam_¢  Q

fﬁ T Sort ~ = View [® Extractall e (B Details

A Home J Name Type Compressed size Password pr...

E] Gallery screenbeam_cms_spcms_installer 4.4.15.0 Application 1,007,230 KB No

> @ OneDrive

@l Desktop

- Downloads
— Documents
E Pictures
@ Music

i3 Videos

* % % %%

na »

1item E O

3. The Microsoft Defender Smartscreen window may appear. Click More Info and then
click Run Anyway to continue.

e oo |




4. During the installation, the software license agreement appears first. Read the
agreement carefully. Select | accept the agreement and click Next to continue.

clg Setup - ScreenBeam CMS Enterprise version 4.4.15.0 — X

License Agreement

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this agreement before continuing
with the installation.

USE OF THE SCREENBEAM CENTRAL MANAGEMENT SYSTEM SOFTWARE IS SUBJECT TO THE
FOLLOWING LICENSE TERMS: I

SCREENBEAM CENTRAL MANAGEMENT SYSTEM SOFTWARE LICENSE
NOTE RESTRICTIONS AND PROHIBITED USES OF THE SOFTWARE BELOW

a) License Grant. Subject to the terms and conditions set forth herein, ScreenBeam Inc. grants
Customer a personal, non-exclusive, non-assignable, non-transferable license to install the
ScreenBeam Central Management System Software (the “Software”) solely for the purpose of
interacting with commercial ScreenBeam® wireless display receivers.

b) Ownership. All right, title and interest in and to the Software shall remain in ScreenBeam Inc.
and/or its licensors. The Software is protected by the copyright laws of the United States,
international copyright treaties and conventions and other laws.

USE OF COMMERCIAL FEATURES

Ihrm ~nf #the Comaenaesia | Chntisrne frnr arus romamanrsial se sendoistinm misrnsens racisieaes o cosaeada

| OI accept the agreement

OI do not accept the agreement
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5. The User Management Service Selection window appears. Select ScreenBeam
CMS User Management and click Next.
® ScreenBeam CMS User Management. ScreenBeam CMS users will be managed
locally with the Identity server.
® Azure Active Directory Service (AAD) (Beta). ScreenBeam CMS users will be

managed using Azure Active Directory.
plg Setup - ScreenBeam CMS Enterprise version 4.4.15.0 X

User Management Service Selection

Select the desired user management for ScreenBeam CMS

O ScreenBeam CMS User Management

() Azure Active Directory Service (AAD) (Beta)

Back Next ’ Cancel
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(Optional) If you choose Azure Directory Service (AAD) (Beta), you need to specify
the following parameters on the Azure Active Directory Configuration page that

appears:

® Delegation: CMS needs a signed-in user to request data from AAD.

® Stand-Alone/Daemon: CMS can request permitted data without a signed-in user.

® Azure Active Directory (Tenant) ID: The ID of the tenant used to manage
ScreenBeam CMS.

® Azure Active Directory Application (client) ID: It is the ID of the registered app for
ScreenBeam CMS.

® Azure Active Directory Group ID: It is the ID of the Security group that is assigned
to manage ScreenBeam CMS.

® Azure Active Directory Client Secret: It is the secret of the registered application for

ScreenBeam CMS.

Note: For detailed setups about Azure AD and ScreenBeam CMS, refer to Appendix |.

plg Setup - ScreenBeam CMS Enterprise version 4.4.15.0 — X

Azure Active Directory Configuration
Enter the required information for AAD setup

Select the type of app for setup:

© Delegation

() Stand-Alone/Daemon

Azure Active Directory Directory (Tenant) ID:

Azure Active Directory Application (Client) ID:

Azure Active Directory Group ID:

Azure Active Directory Client Secret:

Back Next Cancel
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The SQL Server Database Setup window appears. Users are allowed to use an existing
SQL server or install a new SQL Server instance.

It is highly recommended to install an SQL Server instance on the same machine. As an
existing SQL server on a separate machine can result in network latency, which will
slow down CMS functions.

Select Install a new SQL Server instance on your system (RECOMMENDED) and
click Next.

plg Setup - ScreenBeam CMS Enterprise version 4.4.15.0 — X
SQL Server Database Setup
Choose SQL Server database you will be using (ask your administrator for its
parameters)

O Install a new SQL Server instance on your system (RECOMMENDED)

() Use an existing SQL Server

Back Next ’ Cancel
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The SQL Server Instance Setup page appears. A new SQL Server instance will be
installed on your system, and you must define an SQL Server port and a password.
Microsoft SQL 2017 Express will be installed.

Define these parameters and click Next to continue.

plg Setup - ScreenBeam CMS Enterprise version 4.4.15.0 — X

SQL Server Instance Setup

Please enter connection info for the SQL Sever Instance setup.

Sql Server Host:
localhost

Sql Server Port (default/current is 1433):
1433

Username:
sa

Enter New Password (Password must be least one upper case English letter [A-Z], least one lower case
English letter [a-z], at least one digit [0-0]. At least one special character (1, @,#,%,%,”,*). Password length
must be at least 10 characters.):

Confirm New Password:

Back Next ’ Cancel
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If you choose to use an existing SQL server, you must set up the following parameters:
SQL server host, SQL server port, username and password.
plg Setup - ScreenBeam CMS Enterprise version 4.4.15.0 — X

Existing SQL Server Connection Setup

Please enter your Sql Server authentication info.

Sql Server Host:

localhost]

Sql Server Port:
1433

Username:

Password:

Back Next Cancel
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9. The ScreenBeam CMSv4 port configuration window appears.

® Your server IP or FQDN: The CMS installer will get the IP address of your server
automatically. If not, type the IP address of your server in this field. Note: You must
enter the FQDN of your server in this field if you plan to access the CMS using an
FQDN.

® CMS WebApp port: This port is for accessing the CMS server via a web browser.
The default port is 8888. If this port is already in use, specify a new one.

® CMS Identity Server Port: This port is for communication between the CMS and
the Identity server. The default port is 8890. If this port is already in use, specify a
new one.

® CMS Hub port: This port is for communication between the web app and the CMS
server. The default port is 5001. If this port is already in use, specify a new one.

® CMS receiver port: This port is for communication between receivers and the CMS
server. The default port is 7237. If this port is already in use, specify a new one.

® CMS receiver log port: This port is for uploading receiver logs to the CMS server.
The default port is 7238. If this port is already in use, specify a new one.

Note: Valid port ranges from 1024 to 65535, provided these ports are not used by other

devices on the network.

Ensure that any custom port numbers are noted for future reference.

Define these parameters and click Next to continue.

plg Setup - ScreenBeam CMS Enterprise version 4.4.15.0 — X
ScreenBeam CMS Enterprise port configuration
Please specify the port number you would like to use for each component.

Your server IP or FQDN (our server default IP is 192.168.50.99, please make sure the IP or FQDN is
entered correctly)

192.168.50.99

CMS WebApp Port, CMS will be accessible at https://<your_ip>:port (default/current is 8888)

8888

CMS Identity Server Port (default/current is 8890)
8890

CMS Hub Port (default/current is 5001)
5001

CMS Receiver Port (default/current is 7237)
7237

CMS Receiver Log Port (default/current is 7238)
7238

Back Next ’ Cancel
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10. The Ready to Install window appears. Click Install to continue.
The remaining installation process is automated. It may take some time to complete the

installation.
plg Setup - ScreenBeam CMS Enterprise version 4.4.15.0 — X
Ready to Install
Setup is now ready to begin installing ScreenBeam CMS Enterprise on your
computer.

Click Install to continue with the installation.

Back m’ Cancel

Enable IS features.

E¥ Administrator: Windows PowerShell = O X

N eatures, take a while, please wait...
windows needs to enable 50 IIS Features

Enable-windowsoptionalFeature: IIS-RequestMonitor
Running
[00000000000000000000000000000000000000

IIS-ApplicationDeve lopment. ..
IIS-Security...
IIS-RequestFiltering...
IIS-NetFxExtensibility...
IIS-NetFxExtensibility45...
I1s-HealthAandDiagnostics. ..
IIS-HttpLogging. ..
IIS-LoggingLibraries...
IIS-RequestMonitor. ..
IIS-HttpTracing...
IIS-URLAuthorization. ..
IIS-IPSecurity...
115-Performance. . .
IIS-HttpCompressionDynamic. ..
I1S-WebservermanagementTools. ..
IIS-ManagementscriptingTools...

Enabling IIS-IIS6ManagementCompatibility...

Enabling IIS-Metabase...

Enabling IIS-HostablewebCore...

Install ScreenBeam CMS Enterprise.

17



| l'—| Setup - ScreenBeam CMS Enterprise version 4.4.15.0 — X

Installing

Please wait while Setup installs ScreenBeam CMS Enterprise on your |
computer.

Extracting files...
C:\Program Files\ScreenBeam\cms\deployment\Microsoft. AspNetCore.Server.HttpSys.dll

Install SQL server, if you choose to install a new SQL server instance.

Cancel |

% SQOL Server 2017 Setup — (@]

Install Setup Files

If an update for SQL Server Setup is found and specified to be included, the update will be installed.

I )

Installation Progress

Task Status
Install Setup files Skipped

< Back Next > Cancel

Note: Don't click in the Windows PowerShell window during the installation. If you have
done it, the installation may pause. In this case, you can press Enter to resume.
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A message box that shows how to access the CMS WebApp appears. The CMS
WebApp can be accessed via https:/<your_server_ip>:WebApp_port

Setup X

o CMS WebApp is accessible at https://192.168.50.99:8888

11. ScreenBeam CMS Enterprise is successfully installed when the installation completion
window appears. Click Finish.

plg Setup - ScreenBeam CMS Enterprise version 4.4.15.0 —

Completing the ScreenBeam CMS
Enterprise Setup Wizard

Setup has finished installing ScreenBeam CMS Enterprise on your
computer. The application may be launched by selecting the installed
shortcuts.

Click Finish to exit Setup.

Coer D
—
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If there is an existing CMS installation, then the message box below will appear.
YES to upgrade CMS or NO to reconfigure settings in your current installation.

Setup

X

A previous installation of CMS Enterprise has been found.
Select [Yes] to proceed with the upgrade, or select [No] to

reconfigure the current installation.

Yes

Select

The Ready to Install window appears. Click Install. The remaining installation process is

automated.

cly Setup - ScreenBeam CMS Enterprise version 4.4.15.0

Ready to Install

Setup is now ready to begin installing ScreenBeam CMS Enterprise on your

computer.

Click Install to continue with the installation.

— X

‘ Install ’ Cancel
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2.1.3 Check CMS Service Status
After the CMS is installed, you can check if the CMS services are running.
To check the CMS service status, follow this procedure:

1. Open Internet Information Services (1IS) Manager on your server.

& m Apps Documents Web Settings Folders Photos [ 4

Best match
<o ‘2‘
_ Internet Information Services (lIS) '
I ‘:"‘ Manager Z
System
Internet Information Services (IIS) Manager
Search the web System
Q_ iis - See more search results »
@ Open
Q_ iis crypto >
f® Run as administrator
Q  iis manager 2 Open file location
Q, iis express > £ Pinto Start
<P Pin to taskbar

Q_ iis server >

Q_ iisreset 7

Q_ iis download >

Q_ iis url rewrite module >

Q_ iis stupid mod menu >

Q_ iistupid github >

Q_ iiser bhopal >

Q i L -CH S R e
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2. Onthe Connections pane, navigate to Sites, and check the status of the following sites:
CMSHubAppSite, CMSIidentityServerAppSite, and CMSWebAppSite.
® \When these sites are started, the CMS is running.
® When one of these sites is stopped, the CMS is out of service.

Q'j Internet Information Services (11S) Manager — m] x
C : € » DESKIOP-SATSNGS » Sites » CMSHubAppSite & x| @'
File View Help
Connections . Actions
e 0 CMSHubAppSite Home .
] B Explore
L= - 8 q i rmissions
v _:| [‘J_‘E’S:TO:) S:ﬂSl\'I)QSI(SCREENBEAM PCO%\z Filter: . Go - G Show All | Group by: Area - Edit Permissions...
&} Application Pools B Edit Site
v [&] Sites ASPLNET o
. € CMSHubAppSite = N @ rT 2% iz
£ CMSIdentityServerAppSite ‘é = 4 o \/ D Basic Settings...
, 4 CMSWebAppSite NET .NET .NET Error NET .NET Profile  .NET Roles \ pplications
i D Default Web Site Authorizat... Compilation Pages Globalization i = -ID' -t
4 ' rtual Directories
i update d "-‘:‘ ] | = F = aau
L _\%"& é.‘a_‘ ab) ;ﬁ? - Manage Website A
METTrust  \NETUsers  Application Cennection Machine Key Pages and & Restart
Levels Settings Strings Controls »
;. g @ I B Stop
QL" ” = . Browse Website
Providers  Session State SMTP E-mail __ Browse localhost on 5001
-'htth-‘ i ) i
IS A v Brov 01
Advanced Settings...
" [ Festes Vi | Content view ’
P
Ready Qﬂ

3. On the Connections pane, select Application Pools, and check the status of the
following pools: ScreenBeamCMSHubPool, ScreenBeamCMSIldentityServerPool,
and ScreenBeamCMSWebAppPool.
® When these pools are started, the CMS is running.
® When one of these sites is stopped, the CMS is out of service.

WY Internet Information Services (IIS) Manager - O x
(e 5} v DESKIOP-SAISNQS » Application Pools & @~

File View Help

= qsl Application Pools

>

v “j DESKTOP-5A15MQS (SCREENBEAM-PCO%:
2} Application Pools

This page lets you view and manage the list of application pools on the server, Application

! pools are associated with worker processes, contain one or more applications, and provide (7] Help
v -[8] Sites isolation ameng different applications. -
€ CMSHubAppSite i
& CMSidentityServerAppSite Filter: - ¥ Go - (ghShow All | Group by: :
» 4 CMSWebAppSite Mame Status METCLRV... Managed Pig *
: g Dezaut't Webne [} NET 4.5 Classic Started 40 Classic
update 2} Classic .NET AppPool Started  v2.0 Classic
QDefau\tAppPool Started v Integrated

QScreEnEeamCMSHubPoo\ Started w0 Integrated
é:’S:reEnEeamCMSIdent\tyServerPnn\ Started v Integrated
[} ScreenBeamCMSWebAppPeol Started | w40 Integrated

LEfupdate Sarted  wd0 Integrated
v
< >
Ready Qj
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2.1.4 Uninstall ScreenBeam CMS

Note: Ensure that all receivers are switched to the new CMS server before starting the
uninstallation process. You may back up your CMS data before you uninstall your CMSE.
Refer to Appendix Il for details.

To uninstall ScreenBeam CMS, follow this procedure:
1. Go to Control Panel > All Control Panel Items > Programs and Features, select
ScreenBeam CMS Enterprise version 4.x.x.x and click Uninstall.

[r Programs and Features = O X

k-]

[ ~ /N [F] > Control Panel > Programs > Programs and Features v G Search Pregrams and Featur...

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then dick Uninstall, Change, or Repair.
% Turn Windows features on or
off Organize@ = - o
Install a program from the ~ .
el wotl Name Uninstall this program. Publisher Installed On
|7 Microsoft ODBC Driver 13 for SQL Server Microsoft Corporation 5/21/2025
& Microsoft OneDrive Microsoft Corporation 7/18/2025
|- Microsoft SQL Server 2012 Native Client Microsoft Corporation 5/21/2025
|1 Microsoft SQL Server 2017 (64-bit) Microsoft Corporation 7/23/2025
| ] Microsoft SQL Server 2017 Setup (English) Microsoft Corporation 7/23/2025
|3 Microsoft SQL Server 2017 T-SQL Language Service Microsoft Corporation 5/21/2025
[@Microsoft Update Health Tools Microsoft Corporation 4/1/2025
@Microsof‘t Visual C++ 2015 Redistributable (x64) - 14.0.235... Microsoft Corporation 5/21/2025
|| Microsoft VSS Writer for SQL Server 2017 Microsoft Corporation 7/23/2025
g:OrChestrate Windows Assistant ScreenBeam Inc. 7/23/2025
& Remote Desktop Connection ) Microsoft Corporation 5/9/2025
| |i|i]5creenBeam CMS Enterprise version 4.4.15.0 ScreenBeam Inc. 7/23/2025
-] ScreenBeam Inc. Product version: 4.4.15.0 Support link:  https://www.screenbeam.com/
. } Help link: https://www.screenbe... Size: 1.69 GB

2. The ScreenBeam CMS Enterprise Uninstall message box appears. Click Yes to
uninstall ScreenBeam CMS Enterprise.

ScreenBeam CMS Enterprise Uninstall X

Are you sure you want to completely remove ScreenBeam CMS
Enterprise and all of its components?
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2.2 DNS Server and DHCP Server

A DNS server, while technically optional, is strongly recommended for discovery of
ScreenBeam receivers. DNS Discovery allows all ScreenBeam receivers discovered by the
CMS server, requiring very little user interaction once the network is configured properly.
Additional details on this method can be found in Section 3.2 Provisioning Receivers
Using DNS Discovery Method.

2.3 HTTP Server

An HTTP server should be deployed in parallel with CMS to host the firmware files and other
miscellaneous files used for upgrading or customizing ScreenBeam Receivers.

For a large ScreenBeam deployment, the HTTP server should be of commercial-grade,
capable of handling a large number of simultaneous connections and bandwidth as policy
and network capabilities shall permit.

Generally, the HTTP server should meet these requirements:

Minimum Requirements (for 100 or less receivers):

® OS: Windows 10 Pro

CPU: 1.4 GHz 64-bit Processor

RAM: 8 GB

Disk space: 40 GB of free space

Network: PCI-E Ethernet adapter capable of at least 1 Gbps throughput

Recommended Requirements (for 1000 or more receivers):

® OS: Linux Server NGINX or equivalent Windows server 2019

CPU: 8-Core @ 2.4 GHz or faster

RAM: 16 GB or more

Disk space: 100 GB of free disk space

Network: PCI-E Ethernet adapter capable of 1 Gbps throughput or faster

Note: While the same CMS host can technically be used to host a web server, this may
result in unpredictable CMS and/or HTTP server behavior. Use of a different server is
highly recommended to ensure optimal performance.
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Part Ill Provisioning ScreenBeam

Receivers

ScreenBeam receivers can connect to ScreenBeam CMS by DNS or by USB provisioning.
Details on this process are provided below.

3.1 Connecting ScreenBeam Receivers to Network

CMS supports ScreenBeam models SBWD960A, SBWD960B, SBWD1000EDU,
SBWD1000EDU Gen2, SBWD1100, SBWD1100F, and SBWD1100P. These receivers
provide both LAN and WLAN connectivity. For LAN connection, use an Ethernet cable to
connect the receiver’s Ethernet port to a LAN port. For WLAN connection, configure
wireless connection parameters using the receiver’s Local Management Interface or CMS’
USB Provisioning to connect the device to a Wi-Fi Access Point. Refer to the corresponding
receiver’s user manual for details.

When first deploying receivers, verify that an IP address is assigned to the receiver at the

default Ready to Connect screen on the front-of-room display. ScreenBeam receivers are
set to obtain IP addresses from the DHCP server automatically by default.
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3.2 Provisioning Receivers Using DNS Discovery

Method

DNS Discovery of ScreenBeam receivers can be used if access to a Corporate DNS Server
is available. Ensure DHCP servers advertise the corporate domain (e.g.
mycompanyname.com).

To provision receivers using DNS discovery, follow the procedure below:

1. Add the CMS’s default hostname (aeisbcms) to an A-record of the corporate DNS
server. Point this entry to the CMS IP address. Ensure that all the DHCP Servers
connected to the ScreenBeam receivers assign this DNS to its clients.

MNew Host x

Name Iuses parent domain name if blank):

Fully qualified domain name (FQDN):

aeisbcms.sbcms.com.

IP address:
192.168.1.5

7] Create associated pointer (PTR) record

Add Host Cancel

2. Power the receiver on and connect it to the network.

3. Access the CMS web app in a browser and verify that the receiver appears on the list
and is online.

4. Manage the ScreenBeam receivers using the CMS as usual.

ScreenBeam receivers can also be configured to use the CMS IP address instead of domain
name if a static IP exists. Please refer to the corresponding receiver User Guide for details.
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3.3 Provisioning Receivers using Static IP Discovery -

USB Method

If DNS is unavailable, the following method can be used to provision receivers using Static
IP discovery using a USB flash drive.

Initial login and user creation is required before creating the USB configuration file.
Instructions can be found in Section 4.1 Login.

1. Launch a web browser and access the CMS server's I[P address
(https://[CMS_server_|P:8888).
2. Select USB Provisioning from the left pane.

ScreenBeam

CMS Management

EDashboard

AI ertt by ScreenBeam + Supports | Love You Guys Foundation’s Standard Response Protocol (SRP)
3\ Receivers p « Integrates with RAPTOR TECHNOLOGIES Emergency Response

£" obdiied i Application/Services A.
B scheduler + Browser and mobil )

Y
= Predefined roles for Schoal Safety Officers and Teachers
[ Receiver Log

[ Scheduler Log
Total: 6 Idle: 5 Busy: 0 Offline: 1
4 USB Provisioning

B Assign Licenses

2,User Management

(@ support

(@ about

Screenbeam Cloud |—_|;|

® Connected

3. The USB Provisioning window appears. Select a ScreenBeam product and its
firmware. Click Next.

ScreenBeam :
English dmin1
CMS Management adminl v

USB Provisioning

Select a ScreenBeam Product

ScreenBeam Model # 1100P

ScreenBeam 1100P (F/W version 11.1.x.x)

Notes: The madel # is listed on the bottom of the receiver. The firmware version can be found on the Ready to Connect screen.
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4. Select Central Management System Settings on the configuration item list and set
CMS Management to Enable, enter the CMS IP address (or FQDN / hostname) in the
CMS Server box, the CMS port number in the CMS Communication Port box and the
service platform port in the Service Platform Port box, then click Next.

Note: The Service Platform Port is used for communication between ScreenBeam
receivers and ScreenBeam CMSE 4.3.10.13 or older.

ScreenBeam :
v 1
CMS Management adminl v

USB Provisioning

Central Management System Settings
CMS Management © Enable

CMS Server 192.168.50.99 Enter IP, FQDN or Hostname

§ Enter a port number, from 5000 -
CMS Communication Port 7237 65535(Default = 7237)
Enter a port number, from 5000

Service Platform CMS Port 6388 65535(Default = 6388)

Web Communication Port
Local Management Access Settings
Network Interface Allowed

5. The download page appears. Click Download and save the receiver configuration file
(aei_config.zip).

ScreenBeam e
CMS Management adminl v

USB Provisioning

The aei_config zip file is ready to download
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6. Unzip the downloaded receiver configuration file (aei_config.zip) and copy the
“aei_config” folder to the root directory of a FAT32 formatted USB flash drive. Ensure
that the receiver configuration file (aei_config.conf) is in the aei_config folder, and no
modifications to the name or file contents are made.
aei_config X + - H X

= i (&) J > USBDRIVE(D) > Search aei_config Q
@ New T Sort = View wer (B Details
PN Pictures [ Name Date modified Type Size
o Music 7/24/2025 9:24 AM CONF File 1 KB
& videos
v M This PC
i Local Disk (C)
== USB DRIVE (D)
U Network
1 item ?‘ [

7.

8.

9.

Power on the ScreenBeam receiver. When the Ready to Connect screen appears, plug
in the USB flash drive. After the receiver has rebooted, it is provisioned and ready for
deployment.

Power off the ScreenBeam receiver and deploy it in its final location, then power it back
on. At the Ready to Connect screen, verify that an IP address is assigned to the

receiver and that it is connected to the CMS.

In CMS, verify that the ScreenBeam receiver appears on the list and is online. This will
verify that the ScreenBeam receiver can now be provisioned and monitored using CMS.
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Part IV Manage ScreenBeam
Receivers with CMS

After ScreenBeam CMS server and companion servers are deployed and ScreenBeam
receivers are provisioned, the ScreenBeam receivers can then be managed using CMS.
The capabilities of ScreenBeam CMS are shown below.

41 Login

ScreenBeam CMS uses a multi-user web-based user interface, meaning that multiple users
can use CMS simultaneously to monitor and manage ScreenBeam receivers. The CMS web
interface can be accessed using the hostname or IP at a port of 8888 (or the port of choice
during CMS configuration), e.g. https://<CMS__Address>:8888.

Central Management
Enterprise

Login with Identity Server

The default Administrator role username and password are Administrator and
Screenbeam, respectively. All other user logins will use the credentials provided by the
Administrator.
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If this is the first time you log in as Administrator or any other CMS user, you are required to
change the password for the CMS user.

Please update your password.

Current Password

Update & Login

Cancel

The browser may give an error stating “The connection or site is not secure or private.”
Manually accept the connection as follows:

® Chrome browser: click Advanced, and then click Proceed to ....

® Edge browser: click Advanced, and then click Continue to ....

® Firefox browser: click Advanced, then click Accept the Risk and Continue.

To avoid the certificate warning page, follow this procedure:
1. Create a forward lookup zone on your DNS, and name it "shcmsweb.com".

L3

& DNS Manager - O X

File Action View Help

o 5 XE = Hm § EE

’ Name Type Data
v @ AD E—l(same as parent folder) Start of Authority (SOA) [2], ad., hostmaster.
” = - =S E-l(same as parent folder) Name Server (NS) ad.
= oms Host (4) 192.168.0.111

v || Reverse Lookup Zones
=/ 0.168.192.in-addrarpa
_| Trust Points
Conditional Forwarders

2. Add an A record to this zone, e.g. cms.sbcmsweb.com, and point it to the IP address
of the CMS machine.

3. Ensure the PC running the browser can resolve the CMS IP address.
4. Type the URL e.g. https://cms.sbcmsweb.com:8888
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4.2 Basic Functions

The primary functional areas available in a ScreenBeam CMS session are:

Dashboard — provides a general overview and statistics of the CMS.

Receivers — provides information on all receivers managed by a CMS user through the

Sites pane, Receivers pane and Users pane.

- Site pane — displays the sites where ScreenBeam receivers are located.

- Receivers pane — displays receivers’ basic information, allows users to configure
receivers, update receiver firmware, reboot/reset receivers

- Users pane — allows CMS SysAdmin to view users assigned to site, and re-assign
roles or delete roles.

Scheduler — creates scheduled tasks for managing receivers.

Receiver Log — gives access to receiver logs.

Scheduler Log — gives access to scheduler logs.

USB Provisioning — allows receiver configuration using a USB flash drive.

License Management — allows users to manage licenses for management of

ScreenBeam 960 and ScreenBeam 750 receivers, Orchestrate by ScreenBeam,

ScreenBeam Alert Plus, ScreenBeam Message Manager, etc..

User Management — allows the CMS system administrator to add, delete, and edit

users and roles.

Alert — allows CMS administrators to push alert to ScreenBeam receivers.

These items will be discussed in additional detail below.
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4.3 Connecting CMS to ScreenBeam Cloud

The ScreenBeam license service is managed on ScreenBeam Cloud. ScreenBeam CMS is
required to connect to ScreenBeam Cloud to access this service and many others. This
section describes some ScreenBeam Cloud features that are related to the use of
ScreenBeam CMS.

Note: Internet access is required for using services on ScreenBeam Cloud.

4.3.1 Signing up for ScreenBeam Cloud

If you are new to ScreenBeam Cloud, sign up first. Follow the procedure below to sign you

up:

1. Log into ScreenBeam CMS with a CMS SysAdmin user.

2. Click the Connect Cloud button in the bottom of the left menu, and then click the
Connect Now button on the page that appears.

ScreenBeam®
CMS Management

EDashboard
N\ Receivers - Integrates with RAPTOR TECHNOLOGIES Emergency Response
Application/Services

AI ertt by ScreenBeam ~ Supports | Love You Guys Foundation's Standard Response Protocol (SRP) g

d urgentc ation tool to help ensure student and campus safety

£ Scheduler

« Browser based operation and mobile-friendly application ]
Learn More s e y app
« Predefined roles for School Safety Officers and Teachers

B Receiver Log

[ Scheduler Log
Total: 6 Idle: 5 Busy: 0 Offline: 1

1 USB Provisioning

=

&5 Assign Licenses

2, User Management

@ support

(® About

S Connect Cloud
%

ScreenBeam- = _
CMS Management

= Dashboard
O cor BRpEl 4 4 Y : : Connect Now

£ Scheduler

B Receiver Log

[) Scheduler Log
1r USB Provisioning
8 Assign Licenses

2, User Management

@ support

() About

(> Connect Cloud
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3. The Log in to ScreenBeam Cloud page appears. Click Sign Up at the lower part of the
page.

ScreenBeamr e i
CMS Management

EdDashboard < Back
A\ Receivers
B scheduler Log in to ScreenBeam Cloud

B Receiver Log Sign-in to connect your cloud to CMS

[ scheduler Log Email
4r USB Provisioning
B Assign Licenses Password
2. User Management _
Resend Verification Email Forgot login/password
@ support cMs
®About Assign a friendly name for your CMS
S Connect Cloud = =
onne

Don't have an account .

4. The Terms and Conditions page appears. Click the Terms and Conditions link
(https://www.screenbeam.com/about/terms-of-use) to read the Terms and
Conditions of ScreenBeam Cloud carefully.

ScreenBeam ! D
CMS Management adminl v

EDashboard < Back

R\ Receivers

£ Scheduler Terms and Conditions
B Receiver Log https:/Mmmw.screenbeam.com/about/terms-of-use/
[ Scheduler Log | agree to these terms and conditions

s USB Provisioning
B Assign Licenses

2, User Management

@ Support

(® About

S connect Cloud
. nects
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5. Check the I agree to these terms and conditions box. Then click the Continue button.

ScreenBeam -
> d 1
CMS Management English adminl v

Ed Dashboard < Back
X\ Receivers

£ Scheduler Terms and Conditions

(B Receiver Log https://www.screenbeam.com/about/terms-of-use/

[ scheduler Log ree to these terms and conditions
Jr USB Provisioning Continue

B Assign Licenses

2, User Management

@ Support

(@ About

S Connect Cloud

6. The Sign Up for ScreenBeam Cloud page appears. Fill out all fields on this page.
Note: The password must include at least one upper case English letter [A-Z], one lower
case English letter [a-z], one digit [0-9], and one special character. And the length of
password must be 9-64 characters.

The top 50 email domains in this list (https://www.gmass.co/domains) are not supported.

ScreenBeam ! D
CMS Management adminl v

EDashboard < Back

R\ Receivers

£ Scheduler Sign Up for ScreenBeam Cloud
B Receiver Log Create your account to unlock the full potential of your devices
[ Scheduler Log First Name

s USB Provisioning

B Assign Licenses

Last Name
2, User Management
@ support Company Name
(® About

Company Address

S connect Cloud
. nects
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7. Click the Create Account button. ScreenBeam Cloud will create an account, and a
verification email will be sent to the email address you have filled in the Email box in the
Sign Up for ScreenBeam Cloud page.

ScreenBeam o -.1
CMS Management adminl v

= Dashboard Company Phone
)\ Receivers 4% - | Enter phone number
£ Scheduler
Email
B Receiver Log
[) Scheduler Log
Password
4 USB Provisioning
2
B Assign Licenses
Confirm password
2. User Management
=
@ support SR
Create Account
(@ About

(> Connect Cloud

8. Go to your email box and look for the email titled “Screenbeam Cloud User Verification”,
which is sent by cloudsupport@screenbeam.com. Open this email and click Verify
Email Now.

Screebeam Cloud User Verification

c ) cloudsupport@screenbeam.com @ s« & ~ &
To: Larry Chen Mon 2024-03-25 16:26

I This sender is trusted.

Confirm your email address to get started on ScreenBeam Cloud

Your verification code will expire in 60 minutes

Thank You,
The Screenbeam Team

= Reply ~~ Forward



9. Your account will be activated successfully when the Your email has been
successfully verified. You may now login to your account. shows.

Verify User

Your email has been successfully
verified. You may now login to your
account.

Note: ScreenBeam Cloud will create a tenant for the signed-up user. This user is the
account owner of the tenant. If the organization needs more users for management
purposes, the account owner can invite other users in the organization to ScreenBeam
Cloud. In this way, the account owner has more control over the invited users’ privileges.
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4.3.2 Connecting CMS to ScreenBeam Cloud

Follow the procedure below to connect your CMS to ScreenBeam Cloud:

1. Log into ScreenBeam CMS with a CMS SysAdmin user.

2. Click the Connect Cloud button in the bottom of the left menu, and then click the
Connect Now button on the page that appears.

ScreenBeam-

CMS Management

EdDashboard
R\ Receivers - Integrates with RAPTOR TECHNOLOGIES Emergency Response
Application/Services

Al ert+ by Screen BEB m -+ Supports | Love You Guys Foundation’s Standard Response Protocol (SRP)
5 safe ‘ '

(w.vmh ation tool to help ensure student a

{5} scheduler

T + Browser based operation and mobile-friendly application ;
+ Predefined roles for School Safety Officers and Teachers
B Receiver Log

[ Scheduler Log
Total: 6 Idle: § Busy: 0 Offline: 1
1Jr USB Provisioning

B Assign Licenses

2, User Management

@ support

(@ About

(S Connect Cloud
D

ScreenBeam- o )
CMS Management

EdDashboard
) A s 2 Pkt ke At IBe A 10 MAgag Connect Now
N Receivers

) scheduler
B)Receiver Log

[) Scheduler Log
4r USB Provisioning
=

S Assign Licenses

2, User Management

® support

(®About

S connect Cloud
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3. The Log in to ScreenBeam Cloud page appears. Type the email that you have
registered in section 4.3.1 Signing up for ScreenBeam Cloud in the Email box, and
your password in the Password box. And give your CMS a friendly name in the CMS
box. Click Connect.

ScreenBeam T
CMS Management

EDashboard < Back

)\ Receivers

5 scheduler Log in to ScreenBeam Cloud

B Receiver Log Sign-in to connect your cloud to CMS

[) Scheduler Log Email

1+ USB Provisioning admin@sreenbeam.com

B Assign Licenses Password

2. UserManagement | | seesseeeenns a
Resend Verification Email Forgot login/password

@ support oMs

Onbout CMS_Server_dot99

S Connect Cloud
. —

Don't have an account?

4. Your CMS will connect to ScreenBeam Cloud.

ScreenBeam .
CMS Management

EdDashboard

SVRERENES ScreenBeam Cloud Connection Successful
£ Scheduler
B Receiver Log

[ scheduler Log
1r USB Provisioning
8 Assign Licenses

2, User Management

@ support

(D About

Screenbeam Cloud [

39



4.3.3 Activating Licenses on ScreenBeam Cloud

ScreenBeam provides licenses for the following services:
°

Management of ScreenBeam 960/750 receivers: As ScreenBeam 960/750 receivers
are sold with ScreenBeam CMS Classic (v2.x), they are not supported by CMS
Enterprise (v4.x) natively. To manage these receivers in ScreenBeam CMS Enterprise,
a license is required.

INSTRUCTIONAL TOOLS: the classroom orchestration solution for schools by
ScreenBeam.

ADMINISTRATIVE TOOLS: sends alerts or messages to ScreenBeam receivers via
mobile devices (iOS / Android) or a web browser.

Follow the procedure below to activate a ScreenBeam license on ScreenBeam Cloud:
1.

EDashboard

Ensure that a ScreenBeam license key is available.

Note: Contact your sales representatives for more information about ScreenBeam
licenses.

Log into ScreenBeam CMS and click the ScreenBeam Cloud link in the bottom of the
left menu.

Note: You can also access ScreenBeam Cloud via cloud.screenbeam.com.

ScreenBeam - =
CMS Management

ScreenBeam-
Receivers : : :
SREcRHEn ¢ Catch up on important company news, product introductions and updates at: e
£ scheduler

B Receiver Log

www.screenbeam.com

[ Scheduler Log

Total: 6 Idle: 5 Busy: 0 Offline: 1

1Jr USB Provisioning

B Assign Licenses

2, User Management

@ support

@ About

S

Ci

reenbeam Cloud [
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3. The ScreenBeam Cloud website will open in a new tap. You will be required to enter
your registered email and password.

ScreenBeam Cloud

Email address

Password

@
Resend Verification Forgot password?
Email

4. Click License Management on the left menu to go to the Licenses page.

ScreenBeamr ‘-E N
Cloud nglish admin@screenbeam.com

[0 pashboard Dashboard

,93\ User Management

‘ @ License Management

@ CMS Management
& Hardware Warranty

(@ Ssupport

Applications Library

5. Click the Activate button on the Licenses page.

screengoam -
Cloud ¢ )

f3 Dpashboard Licenses
2\ User Management ) :
'S Refresh  Edit Columns ~ Q search.. mm’
@ License Management
0 Selected Deactivate

@ CMS Management
& Hardware Warranty

@ support No data found

Applications Library ¢
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6. The Activate License dialog box appears. Click the end user license agreement link to
read the ScreenBeam End User License Agreement carefully.

Activate License X

Please carefully read the End-User License Agreement. You
must accept the agreement to activate the license.

|https:lfwww.screenbeam.comleula |

| agree to the End-User License Agreement

‘ Close ‘ Accept ‘

7. Check the | agree to the End-User License Agreement box and click Accept on the
Activate License dialog box to continue.

o =l
( glis! admin@screenbeam.com

Activate License X

Please carefully read the End-User License Agreement. You
must accept the agreement to activate the license.

https://www.screenbeam.com/eula

ree to the End-User License Agreement

‘ Close

8. Type your license key in the License key box. Click Save.

ScreenBeam English

Activate License

License key:
BkHZ5ToV04 S 4 QGATS 7 2H

j==2)
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9. Your license will be activated in a short while.

ScreenBeam®
( d

f3 Dashboard Licenses
2\ User Management
'S Refresh  Edit Columns
@ License Management
0 Selected Deactivate
@ CMS Management
License Activation Key Features

& Hardware Warranty

Orchestrate, (

INSTRUCTIONAL TOOLS BKHZSTOY**#*

28 Orchestrate

Remaining

23

‘ English | admin@screenbeam.com

Seats Expiration

23 05/17/2026

O Support =

Applications Library &

10. The activated license is also shown in the Assign Licenses page of your CMS if your

CMS is connected to ScreenBeam Cloud.

ScreenBeam
CMS Management

EiDashboard Assign Licenses
N\ Receivers
Licenses
£ scheduler
B Receiver Log Visit https://licenseinfo.screenbeam.com for more info.

[ scheduler Log

Product Max Allowed R... Available Activation Key
1 USB Provisioning
INSTRUCTIONAL TOOLS 23 23 BKHZ5TOY0451G...

2, User Management

®Supp‘)r“
(® About

Screenbeam Cloud D)

.
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4.3.4 (Optional) Inviting Users to ScreenBeam Cloud

Note: The setup in this section is optional.
If you have activated multiple services on ScreenBeam Cloud, you may want to invite your
workmates to help manage these services together.
Follow the procedure below to invite users to ScreenBeam Cloud:
1. Log into ScreenBeam CMS and click the ScreenBeam Cloud link in the bottom of the
left menu.
Note: You can also access ScreenBeam Cloud via cloud.screenbeam.com.

ScreenBeam : -
English ~ adminl v
CMS Management
EIDashboard PR
3 Receivers Y : . 3
¢ Catch up on important company news, product introductions and updates at: ."'E"
Scheduls
el www.screenbeam.com
B Receiver Log

[ Scheduler Log

Total: 6 Idle: 5 Busy: 0 Offline: 1

1Jr USB Provisioning
B Assign Licenses

2, User Management

@ support

@ About

Screenbeam Cloud I__|7|

2. The ScreenBeam Cloud website will open in a new tab. You will be required to enter
your registered email and password.

ScreenBeam Cloud

Email address

Password

pa
Resend Verification Forgot password?
Email
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3. Click User Management on the left menu to go to the Users page.

| 3 pashboard Dashboard

2\ User Management

@ License Management
B cMs Management
& Hardware Warranty

28 Orchestrate

@ Support

Applications Library &

4. Click the Add User button on the Users page.

English | admin@screenbeam.com

ScreenBeam

f3 pashboard Users

2, User Management
Edit Columns ~ Q search... Add User Import Users
@ License Management

OSelected SetRoles Assign CMS/Site  Delete
B cMs Management

O First Name = Last Name H Email Last Seen H Roles E Sites
& Hardware Warranty
a i X 31 seconds n
SE Orchestrate a admin SZQA admin@screenbeam.com Account Owner
] >
© support —
Currently Viewing: 1 | Total: 1 | Selected: 0

Applications Library &

5. The Add User dialog box appears. Fill out all fields and click Add.
Note: First Name and Phone are optional. The top 50 email domains in this list
(https://www.gmass.co/domains) are not supported.

Add User
First Name
Larry

Last Name

Chen

Phone

A

Email

Ichen@screenbeam.com

Back

6. A user account will be created with the invited user’s email and a verification email will
be sent to that email as well.
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Note: The user account verification link in the email is valid for 60 minutes.

7. Assign the newly added user a role.
Note: The invited user is not allowed to log into ScreenBeam Cloud if it is not assigned a
role.

8. The invited user opens his/her email box and looks for the email titled “Screenbeam
Cloud User Verification”, which is sent by cloudsupport@screenbeam.com. Open this
email and click Verify Email Now.

Screebeam Cloud User Verification

¢ cloudsupport@screenbeam.com @ « &« 2 &
To: Larry Chen Mon 2024-03-25 16:26

I This sender is trusted.

Confirm your email address to get started on ScreenBeam Cloud

Your verification code will expire in 60 minutes

Thank You,
The Screenbeam Team

“~ Reply 2 Forward
9. The ScreenBeam account activation page will open in a new tab. Fill out the New
Password and Confirm password boxes and click Submit.
Note: The password must include at least one upper case English letter [A-Z], one lower

case English letter [a-z], one digit [0-9], and one special character. And the length of
password must be 9-64 characters.

Activate

New Password

Confirm password
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10. The invited user’s account will be activated successfully when the Successfully
changed password and activated user message shows.
Note: If the invited user doesn’t complete email verification within 60 minutes, then
account activation will fail. The user can click Resend to trigger the email verification
again.

Activate

Successfully changed password and
activated user.

LogIn
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You can also add multiple users at a time using the Import Users feature. Follow the
procedure below to invite multiple users at a time:
1. Go to ScreenBeam Cloud -> User Management, and then click Import Users.

ScreenBeam engish |

3 pashboard Users
2, User Management .
Edit Columns ~ Q search... Add User Import Users
@ License Management

0 Selected SetRoles  Assign CMS/Site  Delete
B cMs Management

O First Name = Last Name i Email H Last Seen i Roles H Sites
& Hardware Warranty
a i X 31 seconds
gg Orchestrate a admin SZQA admin@screenbeam.com Account Owner
] >
© support —
Currently Viewing: 1 | Total:1 | Selected: 0

Applications Library &

2. The Import Users dialog box appears. Download the example file for importing users.
And follow the example to prepare a .csv file.
Note: The top 50 email domains in this list (https://www.gmass.co/domains) are not
supported.

ScreenBeam Englsh |

Import Users

Upload a CsV

Drag and drop a file here, or choose file,

CSV Template e,
You can download the attached examp\
and use it as a starting point for your file. -
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- o X
El

usersTemplate.csv X =+

File Edit View o & B

email,first_name,last_name,phone,
Mathilda.Xerxes@yopmail.com,Mathilda, Xerxes,14085551212,
Ronna.Primalia@yopmail.com,Ronna,Primalia, 14685551212,
Arlina.Raimondo@yopmail.com,Arlina,Raimondo,14885551212,
Gertrud.Hutchison@yopmail.com,Gertrud,Hutchison, 14085551212,
Marika.Cutlerr@yopmail .com,Marika,Cutlerr,14085551212,
Deirdre.Donell@yopmail .com,Deirdre,Donell, 14885551212,
Bettine.Ax@yopmail.com,Bettine,Ax,14885551212,
Randa.Margret@yopmail.com,Randa,Margret, 14085551212,
Demetris.Baylor@yopmail.com,Demetris,Baylor,14885551212,
Ethel.Dom@yopmail.com,Ethel,Dom,14085551212,

Ln1, Col1 575 characters Plain text 100% Unix (LF) UTF-8

3. Click Choose File and then choose the .csv file that you have prepared. And click
Import.

Import Users

Upload a CsV

usersTemplate.csv
0.27 KB

CSV Template
You can download the attached example = Download
and use it as a starting point for your file.

‘ Close
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4. The users in the .csv file will be imported.

Import Users

Upload a CSV

usersTemplate.csv
0.28 KB

CSV Template
You can download the attached example | Download
and use it as a starting point for your file, ~—

(©) Successfully imported users. Successful: 4, Failing: 0, Duplicates: 0.

5. Assign the newly added users a role.
Note: The invited users are not allowed to log into ScreenBeam Cloud if they are not
assigned any role.

6. The invited users must complete email verification to activate their accounts.
Note: If the user account verification link has expired, you can click Resend, and then
ScreenBeam Cloud will send you a new verification email.

Activate

Verification link has expired, click the button
below to resend a verification link to
Ichen@screenbeam.com
perte s

Resend
R
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4.3.5 Resetting Password

If you have lost or forgotten your ScreenBeam Cloud account’'s password, you can reset
your password with this procedure.

1. Access ScreenBeam Cloud via cloud.screenbeam.com/login.

2. On the ScreenBeam Cloud Login page, click Forgot password.

ScreenBeam Cloud

Email address

Password

=

Resend Verification FCI’C_!OI DaSSWDFd?
Email

3. On the Forgot password? page, enter your email address in the Email address box.
Click Submit.

Forgot password?

Email address

4. Open your email box and look for the email titled “Screenbeam Cloud - Password Reset”,
which is sent by cloudsupport@screenbeam.com. Open this email and click the
Reset Password link.

Screenbeam Cloud - Password Reset

¢ ) cloudsupport@screenbeam.com © S & ~ & [

To: Larry Chen Thu 2024-03-28 10:36

I This sender is trusted.

Hello, |chen@screenbeam.com. Your Screenbeam Cloud password can be reset using the link below. Please ignore this email if

you did not make a password reset request.

= Reply > Forward
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5. The Reset Password page will open in a new tab. Type your new password in the New
Password and Confirm password boxes. Click Submit.

Reset password

New Password

Confirm password

6. The new password will be set successfully when the page shows Successfully
changed password.

Reset password

Successfully changed password.

Log In
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4.4 Managing CMS Users

Access to different CMS functions depends on the type of CMS user. CMS user
management should first be configured before deployment.

441 Add a New User

To add a new user of any type:
1. Go to the User Management page by clicking User Management on the left pane.

ScreenBeamr 5
CMS Management Administrator

2, Change Root Password
(® About Add New User SEnh
-2 First Name i i Last Name Username Email Role Action
Screenbeam Cloud [
admini SZQA admint admin1@sreenbeam... CMS sysAdmin v 2 i

2. Click on Add New User on the User Management page.

ScreenBeam
CMS Management

2,User Management User Management
2, Change Root Password
(® About ‘ Add New User ’ SEnh
g
-2 First Name i i Last Name Username Email Role Action
Screenbeam Cloud [
admini SZQA admint admin1@sreenbeam... CMS sysAdmin v 2 i



3. The Add New User window appears. Fill in the required information and click Proceed.

® First Name must be 2-20 alphanumeric characters.

® Last Name must be 2-20 alphanumeric characters.

® Username must be 4-20 characters. It can contain alphanumeric characters and
any of the following symbols ' . - _ 1 #*~

® Password must be 6-256 characters in length, and must contain at least one of
each: upper-case letter, lower-case letter, number and one of the following
symbols! @ #9$ % " &*

ScreenBea
CMS Managemem

Add New User

First Name

Last Name

Username

Email

Password

Retype Password
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4.4.2 Re-assign Roles

The user’s role can be changed by a CMS System Administrator by following the procedure
below:
1. Go to the User Management page by clicking User Management on the left pane.

SereenBeam
User Management

2, Change Root Password
(®About Add New User Search
A First Name ™ Last Name Username Email Role Action
Screenbeam Cloud [
admin1 SZQA admin1 admini@sreenbeam... CMS SysAdmin v |

2. Select CMS SysAdmin or CMS User from the Role box of the user’s entry.
S

2,User Management User Management

2, Change Root Password

@ About Add New User Search

-2 First Name s Last Name Username Email Role Action
Screenbeam Cloud [
admin1 SZQA admin1 admin1@sreenbeam... CMS SysAdmin v 2 T
Admin2 SZeA Admin2 admin2@screenbea... cMS SysAdmin ~| [ 2° Ti]

CMS SysAdmin

CMS User




There are two kinds of standard CMS users: CMS Admin users and CMS Monitor users.
These roles can be assigned to CMS users when adding users to sites as follows:

1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam -
& dmin1
CMS Management English adminl v

EDashboard Receivers
Sites 1, Receivers  Users
[E)Receiver Log v All Receivers Total: 6 Busy: 0 Offline: 1
Site A
[) Scheduler Log Site B
Unassigned Show/Hide Columns v  Actionsv  Modify Receivers v Export v
1r USB Provisioning
& Assign Licenses Search
2, User Management
Device Name + Site Name Status Device MAC IP address
(@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.1
@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24
Screenbeam Cloud [
. nected ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.¢

Currently Viewing | Total Receivers: 6 | Idle: 5 | Busy: 0 | Offline; 1 | Selected: 0

2. Right-click a site on the Sites pane and select Add User from the short-cut menu.

ScreenBeam- ’ —

EiDashboard Receivers
3\ Receivers
Sites 1, Receivers  Users
5 Scheduler R
B Receiver Log v All Receivers Total: 6 Busy: 0 Offline: 1
[ scheduler Lag
Show/Hide Columns v  Actions v  Modify Receivers v  Export v Alert v
1 USB Provisioning b—
Join Receivers

= ass: ses Sear:
SRS LIcenses Release Receivers Search.
&, User Management Delete Site

Device Name 1, Site Name Status Device MAC IP address
@ support

SBWD 4160 Unassigned Idle 0C:61:27:2A:41:60 192.168.5
(@ About

SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.%

Screenbeam Cloud !’_‘7‘

. - | o ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.¢

ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | |dle: 5 | Busy: 0 | Offline: 1 | Selected: 0
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3. The Add Users to Site xxx window appears.

ScreenBeam o :
CMS Management

Add Users to Site Site A

All Users Admins.

Name Add admin1 SZQA (admin1)
Admin2 SZQA (Admin2)
admin1 SZQA (admin1) TETE

Monitors

Add

Remove

4. Select a user from the All Users box, and then click Add to add the selected user to the
Admins box or the Monitors box.

ScreenBeam o :
CMS Management

Add Users to Site Site A

All Users Admins.
T Add admin1 SZQA (admin1)

Remove

Monitors

Remove
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Different roles can be assigned to a CMS user in the Users pane as follows:

1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam

CMS Management

EDashboard Receivers
Sites 1, Receivers  Users
5] Scheduler AT e i A
D) Receiver Log v All Receivers Total: 6 Busy: 0 Offline: 1
Site A
[) Scheduler Log Site B
Unassigned Show/Hide Columns v  Actionsv  Modify Receivers v Export v
1r USB Provisioning
& Assign Licenses Search
2, User Management
Device Name + Site Name Status Device MAC IP address
(@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60
@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24
Screenbeam Cloud [
. nect ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.¢

Currently Viewing | Total Receivers: 6 | Idle: 5 | Busy: 0 | Offline; 1 | Selected: 0

2. Go to the Users pane by clicking on the Users tab.

ScreenBeam

CMS Management

FiDashboard Receivers
)\ Receivers
Sitos 4, e
£ Scheduler TRk
v All Receivers site Last Name Username Email Role
Site A
[ Scheduler Log Site B
Unassigned Site A
1J» USB Provisioning
B Assign Licenses Site A SZQA Admin2 admin2@screenb... CMS Monitor v

2, User Management

@ support

() About

Screenbeam Cloud [

Showing 1 to 1 of 1 entries
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3. Select a site on the Sites pane to display the users that manage this site.

ScreenBeam

CMS Management

EDashboard Receivers
R\ Receivers

Sites 1, Receivers  Users
5 Scheduler el
B Receiver Log Site Last Name Username Email Role Action
[ scheduler Log

Unassigned Site A

o USB Provisioning
B Assign Site A SZQA Admin2 admin2@screenbe... CMS Menitor v~ D)

&, User Management

@ support

() About

Screenbeam Cloud [

- &

4. Select CMS Admin or CMS Monitor from the Role box of the user’s entry.
ScreenBeamr

Showing 1 to 1 of 1 entries

CMS Management

FDashbosrd Receivers
)\ Receivers
Sites 1, Receivers  Users
5 Scheduler -
B Receiver Log o A!'_ Refe“’ers Site Last Name Username Email Role Action
SiteA
[ scheduler Log Site B
Unassigned Site A
1 USB Provisioning
B Assign Licenses Site A SZQA Admin2 admin2@screenbe... CMS Monitor v E[

Cl itor

2. User Management

@ support
(D About

Screenbeam Cloud D}'

| o

Showing 1 to 1 of 1 entries
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4.4.3 Edit User Info and/or Change User Password

To edit a user’s info and/or change a user’s password, follow this procedure:

1.

ScreenBeam®
CMS Management

= Dashboard

3\ Receivers

) scheduler

B Receiver Log

[ scheduler Log

1 USB Provisioning

B Assign Licenses

2, User Management

2.

(@ support
([ About

Soreenbeam Cloud [

ScreenBeam®
CMS Management

FDashboard

M Receivers

5 scheduler

B Receiver Log

[ scheduler Log

1 USB Provisioning

B Assign Licenses

2, User Management

(@ support
([ About

Soreenbeam Cloud [

User Management

Add New User

First Name

admini

Admin2

PN

Last Name

SZQA

User Management

Add New User

First Name

admini

Admin2

PN

Last Name

SZQA

Username Email
admini admini@sreenbeam...
Admin2 admin2@screenbea...

Showing 1 to 2 of 2 entries.

Username Email
admini admini@sreenbeam...
Admin2 admin2@screenbea...

Showing 1 to 2 of 2 entries.

Role

Go to the User Management page by clicking User Management on the left pane.

Action

CMS SysAdmin v Va

CMS User

Click the Edit button (the pen icon) in the Action column of a user entry.

Role

v 2w

Action

CMS SysAdmin v Va

CMS User



3. The Edit User window appears. Edit user information such as First name, Last name,
and Email address.

ScreenBeam . -
CMS Management admin1 v

Edit User

First Name Admin2

Last Name SZQA

Username Admin2

Email admin2@screenbeam.com

Change Password

4. Check the Change Password box. Password options appear. Enter a new password
and retype it to confirm.

ScreenBeam e -
CMS Management adminl v

Edit User
Last Name SZQA
Username Admin2

Email admin2@screenbeam.com

Change Password

Password

Retype Password

5. Click the Proceed button to confirm.
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444 Delete a User

To delete a user, follow this procedure:

1. Go to the User Management page by clicking User Management on the left pane.

ScreenBeam:-

CMS Management

ElDashboard User Management
3\ Receivers
B Receiver Log

First Name + Last Name
[ scheduler Log
1} USB Provisioning admint SZQA

B Assign Licenses

Admin2 SZQA

(@ support
([ About

Soreenbeam Cloud [

Username Email
admini admini@sreenbeam...
Admin2 admin2@screenbea...

Showing 1 to 2 of 2 entries.

Role Action
CMS SysAdmin v Va

CMS User ~ 7

2. Click the Delete button (the red trash bin icon) in the Action column of a user entry to

delete the corresponding user.

ScreenBeam:-

CMS Management

ElDashboard User Management
M Receivers
B Receiver Log

First Name T Last Name
[ scheduler Log
1} USB Provisioning admint SZQA
B Assign Licenses

Admin2 SZQA

2, User Management

(@ support
([ About

Soreenbeam Cloud [

Username Email
admini admini@sreenbeam...
Admin2 admin2@screenbea...

Showing 1 to 2 of 2 entries.

Role Action

CMS SysAdmin v Va

CMS User v ,



3. The Delete user box appears. Click Proceed to delete the user.

ScreenBeam : -
lish ~ dmin1
CMS Management admini v

Delete user

Are you sure you want to remove user Admin2?
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4.5 Managing Receivers

A CMS system administrator can add new sites, add receivers to sites, add users to sites,
etc. Operations in this section are available to CMS system administrator (CMS SysAdmin)
only.

4,51 Add a New Site

To add a new site, follow this procedure:

1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam- . —
CMS Management

EIDashboard Receivers
Sites 1, Receivers  Users
v All Receivers Total: 6 Busy: 1 Offline: 1
Site A
[ Scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v  Export v Alert v
1 USB Provisioning
B Assign Licenses Search
2, User Management
Device Name T Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.
@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.1
Screenbeam Cloud [
. | o ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7TF:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.%
Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

2. Click the plus sign on the bottom right corner of the Sites pane.

ScreenBeamr
CMS Management
FDashboard Receivers
)\ Receivers
Sites 1, Receivers  Users
{5} scheduler ——
v All Receivers Total: 6 Busy: 1 Offline: 1
Site A
[ scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v  Export v Alert v
1 USB Provisioning
B Assign Licenses Search
2, User Management
Device Name T Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.
@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.1
Screenbeam Cloud [
. | o ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7TF:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.%
Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0
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3. The Add Site window appears. Select a parent site and enter a name for the new site in
the Site Name box.

ScreenBeam i -
m lish ~ dminT v
CMS Management ocirn

Add Site

Parent Site

Site Name

4. (optional) Click Add User to open the Add Users to Site xxx window. Select users from
the All Users box, and then click Add to add the selected users to the Admins box or
the Monitors box.

ScreenBeam . :
lish ~ di 1
CMS Management -a ot

Add Site

Parent Site

Site Name

Add User Proceed
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ScreenBeam

CMS Management

Add Users to Site Site C

All Users

Name...
Admin2 SZQA (Admin2)
admin1 SZQA (admin1)

5. Click Proceed to create a new site.

Admins
Add admin1 SZQA (admin1)

Remove

Monitors
Add

Remove

ScreenBeam

CMS Management
EIDashboard Receivers
)\ Receivers

Sites 1, Receivers  Users
3 Scheduler
EiReceiver tog v All Receivers Total: 6 Idle: 4 Busy: 1 ‘ Offline: 1 |
[ scheduler Log
Show/Hide Columns v  Actions v  Modify Receivers v  Export v Alert v

1 USB Provisioning
B Assign Licenses

2, User Management

@support

(@ About

Screenbeam Cloud |-_|7|

® Connected

), Search...
Device Name Site Name Status Device MAC IP address
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.1
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.1
ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0
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4.5.2 Rename a Site

To rename a site, follow this procedure:
1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam
lanagemen

FIDashboard Receivers

Sites 1 Receivers  Users
5 +
Scheduler —_— _—
B)Receiver Log b Hecatvace Total: 6 Busy: 1 Offline: 1
Site A
[ Scheduler Log Site B
Site C Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v
1# USB Provisioning Unassigned
B Assign Licenses Search
&, User Management
Device Name + Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.1
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [
. € ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5
Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

2. Right-click the site that you want to rename in the Site pane and select Rename from
the shortcut menu.

ScreenBeam
lanagemen

EIDashboard Receivers

3\ Receivers

- Sites 1, Receivers  Users
Scheduler e, o e
BReceiver Log v All Receivers Total: 6 Busy: 0 Offline: 1
Site A
[ scheduler Log Site B
Site C /—— gmow/Hide Columns v  Actions v  Modify Receivers v Export v Alert v
s USB Provisioning e {| Rename
= ———
Add Users "
n Licenses Search.

Join Receivers
2. User Manag nt
Szt Managemen Release Receivers

Device Name + Site Name Status Device MAC IP address
Delete Site

@ support

SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.1
(@ About

SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [
. € ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5

ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 5 | Busy: 0 | Offline: 1 | Selected: 0
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3. Type a new name and press Enter to confirm.

ScreenBeam- . —
CMS Management

Eashboard Receivers
)\ Receivers
Sites 1, Receivers  Users
{5} scheduler s T
B Receiver Log v All Receivers Total: 6 Busy: 0 Offline: 1

[ scheduler Log

Show/Hide Columns v Actions v  Modify Receivers v  Export v Alert v

1 USB Provisioning
&5 Assign Licenses Search
2, User Management

Device Name T Site Name Status Device MAC IP address
@ support

SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.1
@ About

SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.1
Screenbeam Cloud [
. rected ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7TF:FA 192.168.5

ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.%

Currently Viewing | Total Receivers: 6 | Idie: 5 | Busy: 0 | Offline: 1| Selected: 0
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4.5.3 Delete a Site

To delete a site, follow this procedure:

1. Go to the Receivers page by clicking Receivers on the left pane.

il
lanagemen

Eashboard Receivers
Sites 1, Receivers  Users
£ scheduler e —_—
v All Receivers Total: 6 Busy: 0 Offline: 1
Building C
[ Scheduler Log Site A
Site B Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v
1r USB Provisioning Unassigned
B Assign Licenses Search
&, User Management
Device Name + Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.1
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [
. € ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 5 | Busy: 0 | Offline: 1 | Selected: 0

2. Right-click the site that you want to delete in the Site pane and select Delete Site from
the shortcut menu.

ScreenBeam
lanagemen

EDashboard Receivers
3\ Receivers
Sites 1, Receivers  Users
£ scheduler e —_—
B)Receiver Log b M Hecatvece Total: 6 Busy: 0 Offline: 1
Building C
[ Scheduler Log Site A Rename
Site B Add Users v/Hide Columns v Actions v  Modify Receivers v Export v Alert v
1# USB Provisioning Unassigned!
2 Join Receivers
B Assian g .
E3A SR Hcenacs Release Receivers parh
—

&, User Management ‘ Delete

Jevice Name + Site Name Status Device MAC IP address
@ support

SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.1
(@ About

SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [
. € ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5

ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 5 | Busy: 0 | Offline: 1 | Selected: 0
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3. Click Proceed on the Delete Site message box.

ScreenBeam o :
CMS Management

Delete Site
Are you sure you want to delete Building C? All child sites will also be deleted.
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4.5.4 Add Receivers to a Site

To add one or more receivers to a site, follow this procedure:

1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam
lanagemen

FIDashboard Receivers

3\ Receivers

Sites 1 Receivers  Users
5 +
Scheduler —_— _—
B)Receiver Log b Hecatvace Total: 6 Busy: 1 Offline: 1
Site A
[ scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v
1# USB Provisioning
B Assign Licenses Search
&, User Management
Device Name » Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.%
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [
. € 0 ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5
Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

2. Click the Receivers tab to bring the Receivers pane to the front if it is not.

3. Click Unassigned on the Sites pane to display the receivers that are not added to any
site on the Receivers pane.

ScreenBeam
lanagemen

E=3Dashboard Receivers
3\ Receivers
Sites 1, Receivers  Users
£ scheduler e —_—
B)Receiver Log A HAGAIVGTE Total: 6 Busy: 0 Offline: 1
Site A
[ scheduler Log eB
Show/Hide Columns v Actions v Modify Receivers v Export v Alert v
1# USB Provisioning
Search
&, User Management
Device Name ™ Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.5
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [
. € 0 ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 5 | Busy: 0 | Offline: 1 | Selected: 0
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4. Select the receiver(s) to be added on the Receivers pane, right-click the site where the
selected receiver(s) are to be added and select Join Receivers from the short-cut

menu.

ScreenBeam-

CMS Management

EdDashboard

N\ Receivers

{53 scheduler

B Receiver Log

[ Scheduler Log
1 USB Provisioning
&5 Assign Licenses

2, User Management

@ support
@ About

Screenbeam Cloud [

Receivers

Sites 1,

eivers

SiteB Rename

Receivers

Users

Total: 6

Busy: 0

Offline: 1

Alert v

Device MAC IP address

0C:61:27:2A:41:60 192.168.1
10:9F:A9:2D:DB:24  192.168.

D4:47:5A:26:TF:FA  192.168.%
10:9F:A9:CE:14:22 192.168.%

Unassl 144 Users Show/Hide Columns v Actions v  Modify Receivers v  Export v
—
Receivers
Search
Release Receivers
Delete Site
Device Name T Site Name Status
SBWD 4160 Unassigned Offline
SBWD DB24 Unassigned Idle
o [|  ScreenBeam 267FFA Unassigned Idle
/ ScreenBeam CE1422 Unassigned Idle
Currently Viewing | Total Receivers: 6 | Idle: 5| Busy: 0 | Offline: 1 | Selected: 1

5. The selected receiver(s) are added to the desired site.

ScreenBeam-

CMS Management

EdDashboard

3\ Receivers

5 Scheduler

B Receiver Log

[ scheduler Lag
!IJ USB Provisioning
2 Assign Licenses

&, User Management

@ support
(@ About

Screenbeam Cloud !’_‘7‘

Receivers

Sites 1,

Unassigned

Receivers

Show/Hide Columns v

Users

Total: 8

Search.

Device Name T

Actions v

Site Name

ScreenBeam 267FFA Site A

&)

Currently Viewing
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Total Receivers: 1 | Idle: 1

Madify Receivers v

Busy: 0

Export v

Status

Idle

Offline: 1

Alert v

Device MAC

IP address

D4:47:5A:26:7F:FA 192.168.5C

Busy: 0 | Offline: 0 | Selected: 0



4.5.5 Release Receivers from a Site

To release one or more receivers from a site, follow this procedure:

1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam
lanagemen

FIDashboard Receivers

Sites 1 Receivers  Users
5 +
Scheduler —_———
B)Receiver Log b Hecatvace Total: 6 Busy: 0 Offline: 1
Site A
[ Scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v
1# USB Provisioning
B Assign Licenses Search
&, User Management
Device Name » Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.%
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [
. € 0 ScreenBeam 267FFA Site A Idle D4:47:5A:26:7F:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 5 | Busy: 0 | Offline: 1 | Selected: 0

2. Click the Receivers tab to bring the Receivers pane to the front if it is not.

3. Select the site to display the receivers that are added to the site.

ScreenBeam
lanagemen

EIDashboard Receivers

3\ Receivers

Sites 1, Receivers  Users
£ scheduler —_—

[E Receiver Log Total: 6 Busy: 0 Offline: 1
[ scheduler Log
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v

1# USB Provisioning
= Search
&, User Management

Device Name + Site Name Status Device MAC IP address
@ support

ScreenBeam 267TFFA Site A Idle D4:47:5A:26:TF:FA 192.168.5(
(@ About
Screenbeam Cloud [
‘ | 0

Currently Viewing | Total Receivers: 1 | Idle: 1 | Busy: 0 | Offline: 0 | Selected: 0
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4. Select the receiver(s) that you want to release, right-click the site name in the Site pane
and select Release Receivers from the shortcut menu. The selected receiver(s) will be
released from the site immediately.

ScreenBeam- . —
CMS Management

EDashboard Receivers
)\ Receivers
Sites 1, Receivers  Users
{5} scheduler s T
Bikeceiver Log v All Receivers Total: 6 Busy: 0 Offline: 1
[ scheduler Log SiteB  Rename
Unassigt how/Hide Columns v  Actions v  Modify Receivers v  Export v Alert v
1 USB Provisioning Add Users
Join Receivers
&5 Assign Licenses L Search
@ Release Receivers
2, User Management Delete Site
Device Name T Site Name Status Device MAC IP address

@ support =7

[~ ScreenBeam 267FFA Site A Idie D4:47:5A:26:TF:FA  192.168.5(

@ About /
Screenbeam Cloud rj‘

Currently Viewing | Total Receivers: 1 | Idle: 1 | Busy: 0 | Offline: 0 | Selected: 1
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4.5.6 Add Users to a Site

To add one or more users to a site, follow this procedure:
1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam
lanagemen

FIDashboard Receivers

= Sites 1, Receivers  Users
Scheduler —_— _—
B)Receiver Log b Hecatvace Total: 6 Busy: 1 Offline: 1
Site A
[ Scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v
1# USB Provisioning
B Assign Licenses Search
&, User Management
Device Name + Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.1
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [
. € ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

2. Right-click the site where you are going to add users and select Add Users from the
short-cut menu.

ScreenBeam
lanagemen

EIDashboard Receivers

3\ Receivers

Sites 1, Receivers  Users
£ scheduler e —_—

[E Receiver Log Total: 6 Busy: 0 Offline: 1
[ scheduler Log
ow/Hide Columns v Actions v  Modify Receivers v Export v Alert v
1# USB Provisioning
n Licenses HaikassRasalians Search

&, User Management Delete Site

Device Name » Site Name Status Device MAC IP address
@ support

SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.1
(@ About

SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [
. € ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5

ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 5 | Busy: 0 | Offline: 1 | Selected: 0
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3. The Add Users to Site xxx window appears. Select one or more users from the All
Users box, and then click Add to add the selected users to the Admins box or the
Monitors box.

Note: The username format in the box below is First Name + Last Name + (Username).

ScreenBeam o :
CMS Management

Add Users to Site Site A

All Users Admins.

Name e admin SZQA (admin1)
Admin3 SZQA (Admin3)

Admin2 SZQA (Admin2) Remove
admin1 SZQA (admin1) oo

.= Monitors

Remove

4. Click Proceed to confirm.
Note: The figure below shows adding Admin2 to Site A as Monitor and Admin3 to Site
A as Admin.

ScreenBeam o :
CMS Management

Add Users to Site Site A

All Users Admins.
Add admin1 SZQA (admin1)
Admin3 SZQA (Admin3)

Remove

Monitors
Add Admin2 SZQA (Admin2)

Remove
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4.5.7 Release a User from a Site

To release a user from a site, follow this procedure:

1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam-

CMS Management

EdDashb

£ scheduler

&, User Management

@ support
(@ About

Screenbeam Cloud [

Receivers

Sites 1,

+ All Receivers
Site A
Site B
Unassigned

e

Receivers  Users
Total: 6 Busy: 1 Offline: 1
Show/Hide Columns v Actions v  Modify Receivers v Export v Alert v
Search
Device Name » Site Name Status Device MAC IP address
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.1
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24
ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5
Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

2. Click the Users tab to display the Users page.

ScreenBeam-

CMS Management

EdDashboard
3\ Receivers
£ scheduler

B Rec

ver Log
[ scheduler Log

1Jr USB Provisioning

=7
=

&, User Management

@ support
(@ About

Screenbeam Cloud [

Receivers

Sites 1,

+ All Receivers
Site A
Site B
Unassigned

Receivers

Site Last Name Username
Site A

Site A SZQAa Admin2
Site A SZQA Admin3
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Email

admin2@screenbe...

admin3@screenbe...

Showing 1 to 2 of 2 entries

Role Action
CMS Monitor v 0]
CMS Admin ~ ~ [



3. Click the Delete button (the red trash bin icon) in the Action column of a user entry to

release the corresponding user from the site.

ScreenBeam-

CMS Management

E=Dashboard

)\ Receivers

{5} scheduler

By Receiver Log

[ scheduler Log
1Jr USB Provisioning
& Assign Licenses

2, User Management

@ support
@ About

Screenbeam Cloud [

Receivers

Sites 1,

Vv All Receivers
Site A
Site B
Unassigned

Receivers

Site

Site A

Site A

Site A

Users

Last Name

SZQA

SZQA
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Username Email
Admin2 admin2@screenbe...
Admin3 admin3@screenbe...

Showing 1 to 2 of 2 entries

Role Action

CMS Manitor v (I}

ovsAdmn



4.5.8 Configure Receiver Remotely

To configure one or more receivers, follow this procedure:
1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam
lanagemen

EDashboard Receivers
Sites 1, Receivers  Users
£ scheduler e —_—
B)Receiver Log b Hecatvace Total: 6 Busy: 1 Offline: 1
Site A
[ scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v
1# USB Provisioning
B Assign Licenses Search
&, User Management
Device Name + Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.%
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [
. € ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5
Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

2. Select one or more receivers on the Receivers page, and then select Actions >
Settings.

ScreenBeam
lanagemen

EiDashboard Receivers
3\ Receivers
Sites 1, Receivers  Users
£ scheduler e —_—
B)Receiver Log v All Receivers Total: 6 Busy: 1 Offline: 1
Site A
[ scheduler Log Site B
Unassigned Show/Hide Columns v Modify Receivers v Export v Alert v
1# USB Provisioning
Search.
& Update Firmware
&, User Management
Device Name [ Set Background Device MAC IP address
[) Set Screen Saver
@ support .
SBWD 4160 O Reboot 0C:61:27:2A:41:60 192.168.%
(@ About N\ Dent Ta Nafanlt
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24  192.168.%

Screenbeam Cloud [-_‘)'
. L [~|  ScreenBeam 267FFA Unassigned Idle DA4:47:5A:26:TF:FA  192.168.¢

¥

ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 1
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3. The Settings or Multiple Receiver Settings window appears. Configure the receiver
settings on the window and click Proceed.
The Save as a zip file button is used to save all current settings of a receiver for

technical support purposes.

Note: Refer to the receiver’s user manual for details about setting up a receiver.

ScreenBeam

CMS Management

Settings

Device Name
Manufacture Name
Model Name Short
Model Name

Serial Number

ScreenBeam MAC Address

ScreenBeam 267FFA

ScreenBeam Inc

SB

SBWD1100F

CBKB41300142

D4:47:5A:26:7F:FA
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4.5.9 Save /Load Settings for Batch Configuration

ScreenBeam CMS Enterprise allows users to save receiver batch configuration for future
use.

To save settings for batch configuration, follow this procedure:
1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam
lanagemen

FIDashboard Receivers

3\ Receivers
Sites 1, Receivers  Users

£ scheduler

B)Receiver Log v All Recsivers Total: 6 Busy: 1 Offline: 1
Site A

[ Scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v

1Jr USB Provisioning
B Assign Licenses Search

&, User Management

Device Name » Site Name Status Device MAC IP address
@ support

SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.1
(@ About

SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [
. e ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5

ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

2. Select two or more receivers on the Receivers page, and then select Actions >
Settings.

ScreenBeam
lanagemen

FiDashboard Receivers
3\ Receivers
Sites 1, Receivers  Users
£ scheduler —_—
B)Receiver Log v All Receivers Total: 6 Busy: 1 Offline: 1
Site A

[ scheduler Log Site B
Unassigned Show/Hide Columns v Modify Receivers v Export v Alert v

1Jr USB Provisioning
£ Settings

B Assign Licenses Search
& Update Firmware

&, User Management

Device Name [ Set Background Device MAC IP address
[) Set Screen Saver

@ support .

SEBWD 4160 O Reboot 0C:61:27:2A:41:60 192.168.%
(@ About N\ Dent Ta Nafanlt

SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud ['_‘)'
. e/ [~]  ScreenBeam 267FFA Unassigned Idie D4:47:5A:26:7F:FA 192168

\~/\ ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

\

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 2
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3.

4.

The Select a ScreenBeam Product box will appear if ScreenBeam receivers of
different models are selected. Select a ScreenBeam model and its firmware version.
Click Next to continue.

ScreenBeam

CMS Management

Multiple Receiver Settings

Select a ScreenBeam Product

ScreenBeam Model # 1100P

SereenBeam 1100P (F/W version 11.1.x.x)

Notes: The model # is listed on the bottom of the receiver. The firmware version can be found on the Ready to Connect screen.

The Multiple Receiver Settings window appears. Make changes to the receiver
configuration items and click the Save as a zip file button.

ScreenBeam

CMS Management

Multiple Receiver Settings

1 Choose file No file chosen Apply
NOTE: Select your Multiple settings file (batch_config.zip). This step is optional.
Deselect All (  Save as a zip file

Device Configuration

Local Web Management
Display Language

Display Language English

Time zone
NTP Time Server

82



5. The Download message box appears. Click Download to save batch settings on your
device. All changes on the Multiple Receiver Settings page will be saved in the
batch_config.zip file.

ScreenBeam y -
lish ~ di 1
= Managemenl SIS

Download

The batch_config zip file is ready to download.

To load receiver batch settings, follow this procedure:
1. Follow steps 1-3 above to open the Multiple Receiver Settings window.
2. Click the Choose file button and choose a batch configuration file you saved previously.

ScreenBeam o :
CMS Management

Multiple Receiver Settings

‘ 1 Choose file ) No file chosen

NOTE: Select your Multiple settings file (batch_config.zip). This step is optional

Deselect Al  Save as a zip file

Device Configuration

Local Web Management
Display Language

Time zone

NTP Time Server

Features
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3. The chosen batch configuration file will be displayed in the Choose file box. Click Apply.
ScreenBeam CMS will read the batch configuration file and apply changes on the
Multiple Receiver Settings page according to settings on the batch configuration file.

ScreenBeam

St £
CMS Management

Multiple Receiver Settings

1 Choose file batch_config.zip

NOTE: Select your Multiple settings file (batch_config.zip). This step is optional
Deselect Al Save as a zip file

Device Configuration

Local Web Management
Display Language
Display Language English

Time zone
NTP Time Server

Note: This is an optional operation when you are configuring multiple receivers.
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4.5.10 Configure Receiver with a USB Flash Drive

To configure ScreenBeam receiver with a USB flash drive, follow this procedure:
1. Select USB Provisioning from the left pane.

ScreenBeam —
CMS Management

EdDashboard WHAT'S NEW?

RS Check out our Instructional Tools and Administrative Tools

) Scheduler Instructional Tools

Administrative Tool

B Receiver Log

[ scheduler Log

Total: 6 Idle: 4 Busy: 1 Offline: 1

B Assign Licenses

2\ User Management

(@ Ssupport

(@ About

Screenbeam Cloud D7'

e Connected

2. The USB Provisioning window appears. Select a ScreenBeam product and its
firmware. Click Next.

ScreenBeam .
CMS Management adminl v

USB Provisioning

Select a ScreenBeam Product

ScreenBeam Model # 1100P

ScreenBeam 1100P (F/W version 11.1.x.x)

Notes: The model # is listed on the bottom of the receiver. The firmware version can be found on the Ready to Connect screen.
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3. (Optional) CMS allow users to load a previously saved configuration file and make new
configurations based on that file. Click Choose file to select a USB configuration file
and click Apply.

ScreenBeam s ;
CMS Management

USB Provisioning

e SR e
‘ 1 Choose file No file chosen
===

NOTE: Select your USB provisioning file (aei_config.zip). This step is optional

Deselect All

Device Configuration

Device Name

Local Web Management
Display Language

Host Name

Time zone

NTP Time Server

4. Select and configure the desired items on the list and then click Next.
Note: Refer to the receiver’s user manual for details about setting up a receiver.

ScreenBeam s ;
CMS Management

USB Provisioning

Miracast

Operating Channel

‘Country/Region United States, Canada

P2P Operating Channel 165

& Transmit Power

Transmit Power

PIN

PIN Display Period
On-screen Approval
Network Information
Connect Instruction
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5. The download page appears. Click Download and save the receiver configuration file
(aei_config.zip).

ScreenBeam — e

USB Provisioning

The aei_config zip file is ready to download

6. Unzip the downloaded receiver configuration file (aei_config.zip) and copy the
“aei_config” folder to the root directory of a FAT32 formatted USB flash drive. Ensure
that the receiver configuration file (aei_config.conf) is in the aei_config folder, and no
modifications to the name or file contents are made.

~aei_config X =F - = o
= = 9 (& J > USBDRIVE (D) Search aei_confi Q
® New v ﬁ N Sort ~ = View v eee Details

E Pictures - Name Date modified Type Size
0 Music - D aei_config.conf 7/29/2025 4:46 PM CONF File 1KB
B videos »

v [ This PC

> e Local Disk (C)
> e USB DRIVE (D)
> mem USB DRIVE (D)

> h Network |

1item E (]

7. Power on the ScreenBeam receiver. When the idle screen appears, plug in the USB
flash drive. After the receiver has rebooted, it is configured with the settings you have
defined in Step 4.
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4.5.11 Update Receiver Firmware

Go to https://www.screenbeam.com/support, locate your product and download the latest
receiver firmware.

To update firmware for one or more receivers, follow this procedure:

1. Ensure the receiver’s firmware update image resides on an HTTP server.
2. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam
lanagemen

EDashboard Receivers
Sites 1, Receivers  Users
£ scheduler —_—
B)Receiver Log v All Receivers Total: 6 Busy: 1 Offline: 1
Site A
[ scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v
1# USB Provisioning
B Assign Licenses Search
&, User Management
Device Name + Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.%
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5

Screenbeam Cloud [

. € 0 ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5

ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

3. Select one or more receivers on the Receivers pane, and then select Actions > Update

Firmware.
ScreonBoam
CMS Management
E=Dashboard Receivers
)\ Receivers
Sites T, Receivers  Users
5 Scheduler ST
B Receiver Log ¥ All Receivers Total: 6 Busy: 1 Offline: 1
Site A
[ scheduler Log Site B
Unassigned Show/Hide Columns v Modify Receivers v  Export v Alert v
1t USB Provisioning
£ Settings
& Assign Licenses Search g
& Update Firmware
&, User Management
Device Name [ Set Background Device MAC IP address

[za] Set Screen Saver

(@ support \

SBWD 4160 © Reboot 0C:61:27:2A:41:60 192.168.1
@ About N\ Dent Ta Nafalt

SEWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5

Screenbeam Cloud [

. 0 \/\ ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.¢

ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.1

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 1


https://www.screenbeam.com/support

4. The Update Firmware window appears. Select an Update Type, enter the firmware file

URL in the Enter the firmware file URL box, and click Proceed.

® Per receiver’s setting: The selected receivers will be upgraded to a higher version
if firmware upgrade is enabled for the receiver. Otherwise, firmware update will not
be executed.

® Force upgrade to a higher version: The selected receivers will be upgraded to a
higher version no matter if firmware upgrade is enabled for the receiver or not.

® Force upgrade or downgrade: The selected receivers will be upgraded to a higher
version or downgraded to a lower version no matter if firmware upgrade is enabled
for the receiver or not.

® Special firmware update: The receiver will be updated to a special firmware.

Note: Click the Test URL button to check the validity of the URL if desired.

ScreenBeam o -
CMS Management adminl v

Update Firmware

Update Type Force upgrade or downgrade

Enter the firmware file hitp://192.168.50.125/1100Pfinstall.img
URL

URL must start with http.// if updating a SB750/960 and the firmware image file must be in .img format, Please make sure that the fimware update
file is. valid.

m. e OFL of the web server where the firmware file resides.

89



4.5.12 Connect Receiver to RADIUS Authenticated AP/LAN

ScreenBeam receivers can connect to a RADIUS authenticated access point (AP) or local

area network (LAN) using IEEE 802.1x protocol.

To connect a ScreenBeam receiver to a RADIUS authenticated access point, follow this

procedure:

1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam-

CMS Management
EdDashboard

Br

[ scheduler Log

1Jr USB Provisioning

&, User Management

@ support
(@ About

Screenbeam Cloud [

2. Select the receiver to connect to a RADIUS authenticated AP/LAN on the Receivers

Receivers

Sites 1,

+ All Receivers
Site A
Site B
Unassigned

Receivers  Users

Total: 6
Show/Hide Columns v

Search

Device Name

SBWD 4160

SBWD DB24

ScreenBeam 267FFA

e

ScreenBeam CE1422

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1

page, and then select Actions > Settings.

ScreenBeamr
CMS Management
EdDashboard
3\ Receivers

£ scheduler

Br

[ scheduler Log

1Jr USB Provisioning

&, User Management

@ support
(@ About

Screenbeam Cloud [

Receivers

Sites 1,

+ All Receivers
Site A
Site B
Unassigned

Receivers  Users

Total: 6

Busy: 1 Offline: 1
Actions v Modify Receivers v Export v Alert v
» Site Name Status Device MAC IP address
Unassigned Offline 0C:61:27:2A:41:60 192.168.1
Unassigned Idle 10:9F:A9:2D:DB:24 192.168.1
Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Show/Hide Columns v Modify Receivers v

Search

Device Name

SBWD 4160

SBWD DB24
ScreenBeam 267FFA

e /\fﬂ

ScreenBeam CE1422

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1

90

£ Settings

& Update Firmware
3 set Background

[) Set Screen Saver

O Reboot

N Dnant Tn Mt
Unassigned Idle
Unassigned Idle
Unassigned Idle

Offline: 1 | Selected: 0

Busy: 1 Offline: 1
Export v Alert v
Device MAC IP address

0C:61:27:2A:41:60

10:9F:A9:2D0:DB:24

D4:47:5A:26:7TF:FA

10:9F:A9:CE:14:22

Offline: 1 | Selected: 1

192.168.5

192.168.¢

192.168.1

192.168.¢



3. The Settings window appears. Navigate to the Network Settings page.

ScreenBeam e 2

Settings

Local Wi-Fi Network
Select Network Mode NAT

Block communication to devices Enable @ Disable
on the LAN

DNS Assignment 0 Auto Static

DNS Server 182 168 26 1

Interface Feature Assignment

Save as a zip file

4. To connect to a RADIUS authenticated LAN, go to Network Interface Settings >
Ethernet Interface, and select WPA2 PEAP-MSCHAPV2 or WPA2 EAP-TLS in the
Authentication box, enter Username and Password for authentication.

To connect to a RADIUS authenticated AP, go to Network Interface Settings >
Wireless Interface, and select WPA2 PEAP-MISCHAPV2, WPA2 EAP-TLS or WPA3
EAP-TLS in the Security Type box, enter network name of the AP, Username and
Password for authentication.

® Network Name - It is the network name of the AP.

® User Name - It is the User Name of the RADIUS account.

® Password - It is the password of the RADIUS account.

® Validity Period - It displays the effective period of the certificates.

ScreenBeam e 2

Settings

Network Interface Settings
Ethernet Interface
Network Name Internal network

802.1x Settings

Authentication Open

Open
WPA2 PEAP-MSCHAPV2

IP Assignment WPA2 EAP-TLS

IP addrass 182 168 50 82

TCP/IP Settings

Save as a zip file
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ScreenBeam o -
CMS Management adminl v

Settings

Open

Shared

WPA-PSK

WPAZ-PSK

Secondary DNS Server WPA-PSK + WPA2-PSK
WPA2 PEAP-MSCHAPV2
WPA2 EAP-TLS
WPA2-PSK + WPA3-SAE
WPA3-SAE

Netwaork Name WPA3 EAP-TLS

WPA3 Enhanced Open

Security Type Open

TCP/IP Settings

Wireless Interface

Connection Settings

IP Assignment

Save as a zip file

5. Click Proceed to confirm.

6. If WPA2 EAP-TLS or WPA3 EAP-TLS is selected, valid certificates are required for
authentication. Ensure these certificates are resided on an HTTP server.
Note: Some wireless APs may require CA certificate for authentication using the WPA2
PEAP-MSCHAPV2 protocol.

7. Select the receiver, and then select Actions > Install Certificate.

ScreenBeam o -
CMS Management adminl v

Receivers
EDashboard
N\ Receivers Sites 1, Receivers  Users
3 Scheduler =
v All Receivers Total: 6 Idie: 4 Busy: 1 Offline: 1
[ Receiver Log Site A

Site B
[ Scheduler Log Unassigned Show/Hide Columns v Modify Receivers v Export v Alert v
Reset To Default

s USB Provisioning

Search... = Switch CMS for Receivers
3 Assign Licenses
= & Install Certificate
2, User Management Device Name £ Receiver Log Lif  Device MAC i IPaddress
1 Clear Feedback
@SU ort SBWD 4160 3 0C:61:27:2A:41:60 192.168.1
PP W Clear Debug Logs
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5

Screenbeam Cloud [ ScreenBeam 267FFA Unassigned idle D4:4T:5A26:TF:FA  192.168.8
 Connected 0/
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.¢

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 1
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8. The Install Certificate window appears. Select Ethernet or Wireless according to the
kind of network the receiver connects to and enter URLs of the certificates.
® CA Certificate - Root certificate.
® User Certificate - User certificate.
® Private Key - User’s private key.

ScreenBeam

CMS Management

Install Certificate

Interface © Ethemet Wireless

System Date & Time ‘07/30/2025 J

PEM. 100 KB
CA Certificate hitp://192.168.50.125MPA3/ca g e

User Certificate hitp/192 168 50 1250WPA3IUs | o 100 KBMax

PEM. 100 KB M
Private Key http://192.168.50.125/WPA3/ke =

9. Click Proceed to confirm.
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4.5.13 Switch CMS Server for Receivers

If multiple ScreenBeam Central Management System servers are deployed, some receivers
on the current CMS server may be required to be switched to these additional or
replacement servers. ScreenBeam CMS provides a simple server switch function, which
can switch receivers to another CMS easily and quickly.

To assign one or more receivers to another server, follow this procedure:
1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam
lanagemen

Receivers
Sites 1, Receivers  Users
v All Receivers Total: 6 Busy: 1 Offline: 1
Site A
[ Scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v
1Jr USB Provisioning
B Assign Licenses Search
2. User Management
Device Name + Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.1
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [
e ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5
Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

2. Select the online receivers to be switched to another CMS server on the Receivers
page, and then select Actions > Switch CMS for Receivers.

ScreenBeam’ : .
CMS Management

FiDashboard Receivers
)\ Receivers
Sites T, Receivers  Users
5 Scheduler —
B Receiver Log ¥ All Receivers Total: 6 Busy: 1 Offline: 1
Site A

[ Scheduler Log Site B
Unassigned Show/Hide Columns v Modify Receivers v  Export v -
1r USB Provisioning

[za) Set Screen Saver

B3 Assign Licenses Search
& Reboot
&, User Management
Device Name 5 Resd To/ Defailt Device MAC IP address

‘ == Switch CMS for Receivers

(@ support

SEBWD 4160 & Install Certificate 0C:61:27:2A:41:60  192.168.%
@ About & Recaiver | nn
SEWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud L‘)
0 \/\ ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.¢
/ ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.1
Currently Viewing | Total Receivers: 6 | |dle: 4 | Busy: 1 | Offline: 1 | Selected: 1
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3. The Switch CMS for Receivers window appears. Enter the IP address, hostname, or
FQDN of the CMS server in the CMS Server IP/Hostname/FQDN box, and the
communication port of the CMS server in the CMS Communication Port box and the

Service Platform communication port in the Service Platform Port box.

® CMS Communication Port: Receivers communicate with CMS via this port.

® Service Platform Port: Receivers communicate with Service Platform via this port.
Note: The Service Platform Port is used for communication between ScreenBeam
receivers and ScreenBeam CMSE 4.3.10.13 or older.

ScreenBeam

CMS Management

Switch CMS for Receivers

CMS Server IP/Hostname/FQDN

CMS Communication Port

Service Platform CMS Port

aeisbcms.screenbeam.com

7237

6388

Enter IF, FQDN or Hostname

Enter a port number, from 5000 -
65535(Default = 7237)

Enter a port number, from 5000 -
65535(Default = 6388)

4. Click Proceed to confirm.
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4.5.14 Update Receiver Background Image

ScreenBeam receivers allow users to customize their background images on the Ready to
Connect screen.

To set the background image for one or more receivers, follow this procedure:

1. Ensure the image for updating receiver’s background resides on an HTTP server.

2. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam
lanagemen

FIDashboard Receivers

3\ Receivers

Sites 1, Receivers  Users
£ scheduler —_—
B)Receiver Log b Hecatvace Total: 6 Busy: 1 Offline: 1
Site A
[ scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v
1# USB Provisioning
B Assign Licenses Search
&, User Management
Device Name + Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.1
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [
. e ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5
Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

3. Select one or more receivers on the Receivers page, and then select Actions > Set
Background.

ScreenBeam’ : .
CMS Management

EiDashboard Receivers
R\ Receivers
Sites T, Receivers  Users
5 scheduler TS
B Receiver Log ¥ All Receivers Total: 6 Busy: 1 Offline: 1
Site A
[ Scheduler Site B
Unassigned Show/Hide Columns v Modify Receivers v  Export v
#* Settings
B3 Assign Licenses Search g

& Update Firmware

&, User Management o
Device Name Set Background Device MAC IP address

[za] Set Screen Saver

(@ support \

SBWD 4160 O Reboot 0C:61:27:2A:41:60 192.168.1
@ About N\ Dent Ta Nafalt

SEWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud L‘)
. 0 \/\ ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.¢

/ ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.1
Currently Viewing | Total Receivers: 6 | Idie: 4 | Busy: 1 | Offline: 1 | Selected: 1
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4. The Set Background window appears. Enter the image URL in the Enter an image
URL box and click Proceed.
® The image must be in .png or .jpeg/.jpg format.
® The file size must not exceed 2.5 MB.
® The recommended image size is 19201080 pixels (width x height).
Note: Click the Test URL button to check the validity of the URL if desired.

ScreenBeam

CMS Management

Set Background

Enter URL to the image hitp://192.168.50.125/images/background.jpgl ]
file

URL must start with http:/ if updating a SB750/960. The background image file must be in PNG/JPG/JPEG format and less than 2560 KB. 1280 x
720 resolution is recommended for the best fit

Test URL
Check the URL of the web server hosting the background file
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4.5.15 Update Receiver Screensaver Image

ScreenBeam receivers allow users to customize their screensaver images.

To set the screensaver image for one or more receivers, follow this procedure:

1. Ensure the image for updating receiver’s screensaver resides on an HTTP server.
2. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam
lanagemen

EDashboard Receivers
Sites 1, Receivers  Users
£ scheduler —_—
B)Receiver Log b Hecatvace Total: 6 Busy: 1 Offline: 1
Site A
[ Scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v
1# USB Provisioning
B Assign Licenses Search
&, User Management
Device Name + Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.%
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5

Screenbeam Cloud [

. € 0 ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5

ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

3. Select one or more receivers on the Receivers page, and then select Actions > Set
Screen Saver.

ScreenBeam’ : .
CMS Management

EDashboard Receivers
R\ Receivers
Sites T, Receivers  Users

5 scheduler e
B Receiver Log ¥ All Receivers Total: 6 Busy: 1 Offline: 1

Site A
[ scheduler Log Site B

Unassigned Show/Hide Columns v Modify Receivers v  Export v Alert v
1t USB Provisioning

#* Settings

B3 Assign Licenses Search g

& Update Firmware
&, User Management

Device Name 3 Set Background Device MAC IP address
[za] Set Screen Saver

(@ support g

SBWD 4160 O Reboot 0C:61:27:2A:41:60 192.168.1
@ About N\ Dent Ta Nafalt

SEWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud L‘)
. 0 \/\ ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.¢

/ ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.1
Currently Viewing | Total Receivers: 6 | |dle: 4 | Busy: 1 | Offline: 1 | Selected: 1



4. The Set Screen Saver window appears. Enter the image URL in the Enter an image
URL box and click Proceed.
® The image must be in .png format.
® The file size must not exceed 200 KB.
® The best image size is 30060 pixels.
Note: Click the Test URL button to check the validity of the URL if desired.

ScreenBeam

CMS Management

Set Screen Saver

Enter URL to the image hitp://192.188.50.125/images/screensaver.png
file

URL must start with http / if updating a SB750/960. The screen saver image file must be in PNG format and less than 500 KB. 300 x 60 resolution
Is recommended for the best fit,

Test URL

Checks the URL of the web server where the screen saver file resides.
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4.5.16 Reboot Receivers

ScreenBeam CMS allows users to reboot ScreenBeam receivers remotely.
To reboot one or more ScreenBeam receivers remotely, follow this procedure:

1.

Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam-
CMS Management
EiDashboard Receivers
Sites ’Q‘

{5 scheduler

BReceiver Log ~ All Receivers

Site A
[ Scheduler Log Site B
Unassigned
1# USB Provisioning
B Assign Licenses

&, User Management

@ support
(@ About

Screenbeam Cloud [

Receivers  Users
Total: 6 Busy: 1 Offline: 1
Show/Hide Columns v Actions v  Modify Receivers v Export v Alert v

Search

Device Name » Site Name Status Device MAC IP address

SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.%

SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
0 ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5

ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

2. Select one or more receivers on the Receivers page, and then select Actions >

Reboot.

ScreenBeamr
CMS Management
EDashboard Receivers
)\ Receivers
Sites 1,

£ scheduler

+ All Receivers
Site A
Site B
Unassigned

B Receiver Log

[ scheduler Log
1# USB Provisioning
=

£ Assign Licenses

&, User Management

@ support
(@ About

Screenbeam Cloud [

Receivers  Users
Total: 6 Busy: 1 Offline: 1
Show/Hide Columns v Modify Receivers v Export v Alert v
£ Settings
Search.
& Update Firmware
Device Name [ Set Background Device MAC IP address
[) Set Screen Saver
SBWD 4160 0C:61:27:2A:41:60 192.168.1
N Dnant o Mt
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
0 [~]  ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192168
/ ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22  192.168.%
Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offine: 1| Selected: 1
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3. The Reboot message box appears. Click Proceed.

ScreenBeam o :
CMS Management

Reboot

Reboot the selected receiver now?

101



4.5.17 Reset Receivers

ScreenBeam CMS allows users to reset ScreenBeam receivers remotely.
To reset one or more ScreenBeam receivers remotely, follow this procedure:
1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam
lanagemen

FIDashboard Receivers

= Sites 1, Receivers  Users
Scheduler —_— _—
B)Receiver Log b Hecatvace Total: 6 Busy: 1 Offline: 1
Site A
[ Scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v
1# USB Provisioning
B Assign Licenses Search
&, User Management
Device Name » Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.%
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5

Screenbeam Cloud [

. € 0 ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5

ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

2. Select one or more receivers on the Receivers page, and then select Actions > Reset
To Default.

ScreenBeam’ : .
CMS Management

ElDashboard Receivers
)\ Receivers
Sites T, Receivers  Users
5 Scheduler —_— —
B Receiver Log ¥ All Receivers Total: 6 Busy: 1 Offline: 1
Site A
[ scheduler Log Site B
Unassigned Show/Hide Columns v Modify Receivers v  Export v Alert v
1r USB Provisioning
L Set Background
gn Licenses Search
[a) Set Screen Saver
2, User Management '
Device Name C1ReboG Device MAC IP address
*D Reset To Default
Support
@ suppor SBWD 4160 = Switch GMS for Receivers 0C:61:27:2A:41:60  192.168.¢
@ About & Install Certificate
SEWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud L‘)
. 0 \/\ ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.¢
/ ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.1
Currently Viewing | Total Receivers: 6 | |dle: 4 | Busy: 1 | Offline: 1 | Selected: 1
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3. The Reset To Default message box appears. Click Proceed.

ScreenBeam e 2

Reset To Default

Are you sure you want to reset the selected receiver(s)?
Reset restores all settings to the factory defaults except for the following to maintain communication with the CMS.

*  CMS Server Information (IP, Hostname, or FQDN) and communication port
* Al network settings (i.e IP, DNS, Host Name, and Wireless Connection
*  Time zone

Note: To maintain communications with CMS, the following settings will not be reset to

default:

® CMS Server Information (IP, Hostname, or FQDN) and communication ports

® All network settings (i.e. IP, DNS, Host Name, Wireless Connection settings, and
Ethernet connection settings)

® Time zone
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4.5.18 Delete Offline Receivers

Disconnecting a ScreenBeam receiver from your network will cause it to appear as “offline”
on CMS. In the case where such a receiver will no longer be used you can remove it from
the Receiver list.

To delete one or more offline receivers, follow this procedure:

1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam
lanagemen

FIDashboard Receivers

3\ Receivers

= Sites 1, Receivers  Users
Scheduler —_———
B)Receiver Log b Hecatvace Total: 6 Busy: 1 Offline: 1
Site A
[ Scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v
1# USB Provisioning
B Assign Licenses Search
&, User Management
Device Name » Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.%
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5

Screenbeam Cloud [

. € 0 ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5

ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

2. Select one or more offline receivers on the Receivers page, and then select Modify
Receivers > Delete Receiver.

ScreenBeam’ : .
CMS Management

E=Dashboard Receivers
)\ Receivers
Sites T, Receivers  Users
5 Scheduler ST
B Receiver Log ¥ All Receivers Total: 6 Busy: 1 Offline: 2
Site A

[ Scheduler Log Site B
Unassigned Show/Hide Columns v  Actions Modify Receivers ¥ )Export v Alert v
1r USB Provisioning

” Delete Receivers
& Assign Licenses Search

Edit Receiver Description
&, User Management

Device Name 2 site ClearAll Unlicensed Legacy Receivers IP address
(@ support

ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7TF:FA 192.168.5
@ About

ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Screenbeam Cloud [

¥ 0 /[v] ScreenBeam CE142A Unassigned Offline 10:9F:AG:CE:14:2A  192.168.8

ScreenBeam DEDC6C Unassigned Busy 10:9F:A9:DE:DC:6C 192.168.¢

Currently Viewing | Total Receivers: 6 | Idle: 3 | Busy: 1 | Offline: 2 | Selected: 1
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3. The Delete Receivers message box appears. Click Proceed.

ScreenBeam o :
CMS Management

Delete Receivers

Are you sure you want to delete the selected device(s)
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4.5.19 Edit Receiver Descriptions

To edit descriptions for one or more receivers, follow this procedure:

1.

ScreenBeam-

CMS Management

Go to the Receivers page by clicking Receivers on the left pane.

EdDashboard

{5 scheduler

B Rec

eiver Log

[ scheduler Log
1# USB Provisioning
=

£ Assign Licenses

&, User Management

@ support
(@ About

Screenbeam Cloud [

Receivers

Sites 1,

+ All Receivers
Site A
Site B
Unassigned

e

Receivers  Users

Total: 6

Show/Hide Columns v

Search.

Device Name

SBWD 4160

SBWD DB24

ScreenBeam 267FFA

ScreenBeam CE1422

Currently Viewing

Busy: 1 Offline: 1
Actions v Modify Receivers v Export v Alert v
» Site Name Status Device MAC IP address
Unassigned Offline 0C:61:27:2A:41:60 192.168.%
Unassigned Idle 10:9F:A9:2D:DB:24 192.168
Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Total Receivers: 6 | Idle: 4 | Busy: 1

Offline: 1 | Selected: 0

2. Select one or more receivers on the Receivers page, and then select
Receivers > Edit Receiver Description.

ScreenBeamr

CMS Management

Modify

EDashboard
R\ Receivers

5 scheduler

B Receiver Log
[ scheduler Log

1t USB Provisioning

&, User Management

(@ support
@ About

Screenbeam Cloud [

Receivers

Sites T,

v All Receivers
Site A
Site B
Unassigned

+ P

Receivers  Users

Total: 6

Show/Hide Columns v

Search

Device Name

SBWD 4160

SBWD DB24

ScreenBeam 267FFA

ScreenBeam CE1422

Currently Viewing
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+ Site

Modify Receivers v

Busy:

Delete Receivers

Edit Receiver Description

1 Offline: 1

Export v

Clear All Unlicensed Legacy Receivers

Unassigned Offline
Unassigned Idle
Unassigned Idle
Unassigned Idle

Total Rec:

vers: 6 | Idle: 4 | Busy: 1

0C:64:27:2A:41:60

10:9F:A9:2D:DB:24

D4:47:5A:26:7TF:FA

10:9F:A9:CE:14:22

Offline: 1 | Selected: 1

Alert v

IP address

192.168.5

192.168.¢

192.168.%



3. The Receiver Description window appears. Type your receiver descriptions in the
Description box and click Proceed.
Note: New descriptions will overwrite old ones.

ScreenBeam e 2

Receiver Description

Description oom No. 3, 2nd Floor, Building ¢

4. The receiver descriptions are displayed in the Description column.

ScreenBeam

CMS Management

EIDashboard Receivers
X\ Receivers
Sites T, Receivers  Users
B Scheduler R e
Eifeeseiog ~ All Recsivers Total: 6 Idle: 4 Busy: 1 ‘ Offline: 1 |
Site A
[ Scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v
1 USB Provisioning
=2 Assign Licenses 0, Search...
2, User Management
si.. T, i1 Host Name T, % Feedback 1,%  Description T, i Uptime T, i LastSeen
@support
SBWD-2034 0d,0h,8m 7-28-20251
(@ About
SBWD-DB24-1 6d,6h,4m

Screenbeam Cloud E/T

 Connected o 'SBWD-267FFA
SBWD-CE1422

Currently Viewing | Total Receivers: | Idle: 4 | Busy: 1 | Offiine: 1 | Selected: 1

Alert stop receive... 7d,4h,56m

Note: Select Show/Hide Columns > Description to show the Description column if you
can'tfind it, as the Description column is hidden by default.
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4.5.20 Clear All Unlicensed Legacy Receivers

The legacy receivers, such as ScreenBeam 960 and ScreenBeam 750, are not supported
by ScreenBeam CMS V4 natively. They can’t be managed if they are not licensed. As a
result, you may want to switch them to a manageable platform, such ScreenBeam CMS V2.
To switch the unlicensed legacy receivers to another CMS, follow this procedure:

1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam
lanagemen

EaiDashboard Receivers
Sites 1, Receivers  Users
{5 scheduler —_—
B)Receiver Log v All Receivers Total: 6 Busy: 1 Offline: 1
Site A
[ Scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v

1# USB Provisioning

B Assign Licenses Search,

&, User Management

Device Name » Site Name Status Device MAC IP address
@ support

SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.%
(@ About

SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [

0 ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5
Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

2. Select Modify Receivers > Clear All Unlicensed Legacy Receivers.

ScreenBeam
lanagemen

FiDashboard Receivers
3\ Receivers
Sites 1, Receivers  Users
£ scheduler —_—
B)Receiver Log ¥ All Receivers Total: 6 Busy: 1 Offline: 1
Site A

[ scheduler Log Site B
Unassigned Show/Hide Columns v  Actions Modify Receivers v )Export v Alert v
1# USB Provisioning

Delete Receivers
B Assign Licenses Search,

Edit Receiver Description

&, User Management

Clear All Unlicensed Legacy Receivers | .

Device Name » Site IP address
@ support

SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.5
(@ About

SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [

0 ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0
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3. The Switch CMS for Receivers window appears. Type the IP address, hostname, or
FQDN of the CMS server in the CMS Server IP/Hostname/FQDN box, and the

communication port of the CMS server in the CMS Communication Port box. Click
Proceed.

ScreenBeam

CMS Management

Switch CMS for Receivers

CMS Server IP/Hostname/FQDN ~ 192.168.50.8 sl

Enter a port number, from 5000 -
CMS Gommunication Port 7237 65535(Default = 7237)
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4.5.21 Clear Feedback

ScreenBeam CMS provides feedback for all operations so that users know the results of the
operations they execute. CMS allows users to clear the feedback.

To clear feedback for one or more receivers, follow this procedure:
1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam
lanagemen

FIDashboard Receivers

3\ Receivers

= Sites 1, Receivers  Users
Scheduler —_———
B)Receiver Log b Hecatvace Total: 6 Busy: 1 Offline: 1
Site A
[ Scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v
1# USB Provisioning
B Assign Licenses Search
&, User Management
Device Name » Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.%
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5

Screenbeam Cloud [

. € 0 ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5

ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

2. Select one or more receivers on the Receivers page, and then select Actions > Clear
Feedback.

ScreenBeam
lanagemen

EiDashboard Receivers
3\ Receivers
Sites 1, Receivers  Users
£ scheduler —_—
B)Receiver Log v All Receivers Total: 6 Busy: 1 Offline: 1
Site A
[ scheduler Log Site B
Unassigned Show/Hide Columns v @ Modify Receivers v Export v Alert v
1Jr USB Provisioning L v wsiaun
B Assign Licenses Search, = Switch CMS for Receivers
& Install Certificate
&, User Management
Device Name £ Receiver Log Device MAC IP address
® ) 1 Clear Feedback
Support
SBWD 4160 0 Clear Debug Logs 0C:61:27:2A:41:60  192.168.¢
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5

Screenbeam Cloud [

. ’ 0 [~]  ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA  192.168.

ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 1
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3. The Clear Feedback window appears. Click Proceed.

ScreenBeam e 2

Clear Feedback

Clear the selected feedback now?

The feedback for the selected receivers will be cleared.

ScreenBeam

CMS Management

EIDashboard Receivers
X\ Receivers
Sites T, Receivers  Users
B Scheduler P DTN
Eifeeseiog ~ All Receivers Total: 6 Idle: 4 ‘ Busy: 1 ‘ ‘ Offline: 1 |
Site A
[ Scheduler Log ma
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v
1 USB Provisioning
=2 Assign Licenses 0, Search...
&,User Management
Hardware Versi...”, i{  Host Name 7, i Feedback T, i Description T, i Uptime i
@support
1.0.0.0 SBWD-2034 0d,0h,9m
(@ About
1.0.0.0 SBWD-DB24-1 6d,6h,56m
Screenbeam Cloud E/T T "
— e 1814 SBWD-267FFA : RoomNo.3, 2nd ...
11.3.20 SBWD-CE1422 Alert stop receive... 7d,5h,48m

Currently Viewing | Total Receivers: | Idle: 4 | Busy: 1 | Offiine: 1 | Selected: 1
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4.5.22 Clear Debug Logs

ScreenBeam receivers can save TTY logs in their memories for debugging purpose if the
Store Log to System feature (under Advanced Settings) is enabled.
ScreenBeam CMS allows users to clear these debug logs.

To clear debug logs for one or more receivers, follow this procedure:
1. Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam
lanagemen

FIDashboard Receivers

3\ Receivers

Sites 1, Receivers  Users
£ scheduler —_—
B)Receiver Log b Hecatvace Total: 6 Busy: 1 Offline: 1
Site A
[ Scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v Alert v
1Jr USB Provisioning
B Assign Licenses Search
&, User Management
Device Name » Site Name Status Device MAC IP address
@ support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.1
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [
. e ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA 192.168.5
ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22 192.168.5
Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 0

2. Select one or more receivers on the Receivers page, and then select Actions > Clear
Debug Logs.

ScreenBeamr | —
CMS Management

FDashboard Receivers
3\ Receivers
Sites ’Q‘ Receivers  Users
£ scheduler —
B)Receiver Log ¥ All Receivers Total: 6 Busy: 1 Offline: 1
Site A

[ scheduler Log Site B
Unassigned Show/Hide Columns v @ Modify Receivers v Export v
1 USB Provisioning

SV

=4 = Switch CMS for Receivers

£ Assign Licenses Search.
& Install Certificate
2, User Management
Device Name £ Receiver Log Device MAC IP address
1 Clear Feedback
@ support
SBWD 4160 W Clear Debug Logs 0C:61:27:2A:41:60  192.168.1
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Screenbeam Cloud [-_‘)'
e Conne e [~]  ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:TF:FA 192168
/ ScreenBeam CE1422 Unassigned Idle 10:9F:A9:CE:14:22  192.168.¢

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 1
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3. The Clear Debug Logs window appears. Click Proceed.
creenBeam : -

Clear Debug Logs

Clear Debug Logs of the selected receiver(s) now?

4. Debug logs on the selected receivers will be cleared.

ScreenBeam -
CMS Management admin1 v

EIDashboard Receivers
)\ Receivers
Sites ?‘ Receivers  Users
53 Scheduler e P R
B Receiver Log  All Receivers Total: & Idle: 4 Busy: 1 ‘ ‘ Offline: 1 |
SiteA :,
) scheduler Log Site B
Unassigned Show/Hide Columns v Actions v  Modify Receivers v  Export v
1Jr USB Provisioning
B Assign Licenses Q, Search...

2, User Management

Firmware Versi. Hardware Versi...

Host Name Feedback 7, if  Description bR

(@ 5support

(@ About

2.15.48.0 1.00.0 SBWD-DB24-1
Screenbeam Cloud [ .
 Connected o . s TFFA Clear Lo
MAATATT 11.3.2.0 SBWD-CE1422

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 1

9.15.4.49102 1.0.0.0 SBWD-2034

Alert stop receive...
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4.5.23 Assign Licenses to Receivers

The license for managing legacy ScreenBeam 960/750 receivers will be assigned to the
receivers automatically when the receivers connect to the ScreenBeam CMS. For other
licenses, you need to assign them to the receivers manually.

To assign a license to one or more receivers, follow this procedure:

1. Ensure that the license is activated on ScreenBeam Cloud and the CMS is connected to
ScreenBeam Cloud.

2. Go to the Assign Licenses page by clicking Assign Licenses on the left pane.

ScreenBeamr : .
CMS Management

Eashboard Assign Licenses
AR
Licenses
5] Scheduler
B Receiver Log Visit https://licenseinfo.screenbeam.com for more info. Search.
[ scheduler Log
Product Max Allowed R... Available Activation Key Expiry Date Features Action
1 USE Provisioning
INSTRUCTIONAL TOOLS 23 23 BKHZ5T0OY0451G... 5-16-2026 OBAAD,O8Adhoc... + -
&, User Management
(@ support
(D About
Screenbeam Cloud [
Sites T, Receivers

v All Raceaivers

3. Select one or more receivers in the Receivers pane and then go to the Licenses pane
and click the “+” sign in the Action column of the desired license.

ScreenBeamr : .
CMS Management

EDashboard
AR
5 Seheduler
B Receiver Log
Sites Ty, Receivers
[ scheduler Log
¥ All Receivers =
W USB Provisioning SioA Actions ~
Site B
B A &
{5 Assign Licenses Uineskioned R
&, User Management
Device Name Site Name Status Device MAC Model Nam
(@ support
@ About ScreenBeam CE142A Unassigned Idle 10:9F:A9:CE:14:2A SBWD10
Screenbeam Cloud (4 [~|  ScreenBeam DEDC6C Unassigned Idle 10:9F:A9:DE:DC:6C  SBWD10
/ ScreenBeam 267FFA Unassigned Idle D4:47:5A:26:7F:FA SBWD11!

Currently Viewing | Total Receivers: 6 | Idle: 5 | Busy: 0 | Offline: 1 | Selected: 1
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ScreenBeam- ’ e

ElDashboard Assign Licenses

3\ Receivers
3 Scheduler

Visit https://licenseinfo.screenbeam.com for more info. Search
[ Scheduler
Product Max Allowed R.. Available Activation Key Expiry Date Features Action
s USB Provisioning
5 Assign Licenses INSTRUCTIONAL TOOLS 23 23 BKHZ5T0Y0451G...  5-16-2026 OBAAD,08Adhoc... += -
2, User Management \
(@ support
@ About
Screenbeam Cloud [
.
Sites 1, Receivers

v All Racaivars

4. The license will be assigned to the selected receiver(s), and the number of available
license seats will be deducted by the number of selected receivers.

ScreenBeam- ’ e

EDashboard Assign Licenses
3\ Receivers
Licenses
] Scheduler
B Receiver Log Visit https:/licenseinfo.screenbeam_com for more info. Search.
[ scheduler Lag
Product Max Allowed R.. Available Activation Key Expiry Date Features Action
s USB Provisioning
5 Assign Licenses INSTRUCTIONAL TOOLS 23 @ BKHZ5T0Y0451G...  5-16-2026 OBAAD,08Adhoc... + -
2, User Management
@ support
(@ About
Screenbeam Cloud [
.
Sites T, Receivers @ Applying licenses to supported receivers.

v All Racaivars
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To de-assign license from one or more receivers, follow this procedure:
1. Select one or more receivers in the Receivers pane and then go to the Licenses pane
and click the “-“ sign in the Action column of the desired license.

ScreenBeam- ’ e

Eashboard Assign Licenses
3\ Receivers
] Scheduler
B Receiver Log Visit https:/licenseinfo.screenbeam_com for more info. Search.
[ scheduler Lag
Product Max Allowed R.. Available Activation Key Expiry Date Features Action
s USB Provisioning
5 Assign Licenses INSTRUCTIONAL TOOLS 23 22 BKHZ5T0Y0451G...  5-16-2026 OBAAD,08Adhoc... + -
&, User Management \
(@ support
(@ About
Screenbeam Cloud [
Sites 1, Receivers

v All Racaivars

2. The license will be de-assigned from the selected receiver(s). And the number of
available license seats will be added by the number of selected receivers.

ScreenBeam- ’ e

Eashboard Assign Licenses
3\ Receivers
Licenses
] Scheduler
E)Receiver Log Visit https://licenseinfo.screenbeam.com for mare info. Search
[ Scheduler Log
Product Max Allowed R.. Available Activation Key Expiry Date Features Action
Jr USB Provisioning
& Assign Licenses INSTRUCTIONAL TOOLS 23 @ BKHZ5T0Y0451G...  5-16-2026 OBAAD,08Adhoc... + -

2, User Management

@ support
@ About

Screenbeam Cloud [

@ Successiully De-Assigned licenses to selected
Sites T, Receivers receivers.

v All Racaivars
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4.5.24 Push an Alert to Receivers

ScreenBeam CMS can push an alert message to ScreenBeam receivers and display it on
the connected display device.

To push an alert message to ScreenBeam receivers, follow this procedure:

1.

Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeamr
CMS Management
ElDashboard Receivers
Sites T,
5] Scheduler
B Receiver Log  All Receivers
) Site A
[ scheduler Log Site B
Unassigned
1r USB Provisioning
=

£ Assign Licenses

&, User Management

(@ support
@ About

Screenbeam Cloud [

&)

Receivers  Users

Total: 6

Show/Hide Columns v

Search

Device Name P

SBWD 4160

SBWD DB24

ScreenBeam 267FFA

ScreenBeam CE1422

Currently Viewing

Actions v

Busy: 0 Offline: 1
Modify Receivers v  Export v Alert v
Site Name Status Device MAC IP address
Unassigned Offline 0C:61:27:2A:41:60 192.168.5
Unassigned Idle 10:9F:A9:2D:DB:24 192.168.1
Site A Idle D4:47:5A:26:7F:FA 192.168.5
Site A Idle 10:9F:A9:CE:14:22 192.168.5

Total Receivers: 6 | dle: 5 | Busy: 0

Offline: 1 | Selected: 0

2. Select Alert -> Start Alert to open the ScreenBeam Alert dialog box.

ScreenBeamr
CMS Management
EiDashboard Receivers
)\ Receivers
Sites T,
5 scheduler
B Receiver Log  All Receivers
) Site A
[ scheduler Log Site B
Unassigned

&, User Management

(@ support
@ About

Screenbeam Cloud [

Receivers  Users

Total: 6

Show/Hide Columns v

Search

Device Name P

SBWD 4160

SBWD DB24

ScreenBeam 267FFA

ScreenBeam CE1422

Currently Viewing
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Actions v

Busy: 0 Offline: 1
Modify Receivers v Export v Alert v
\

© stopAlert
Site Name Status Device mas " avaress
Unassigned Offline 0C:61:27:2A:41:60 192.168.5
Unassigned Idle 10:9F:A9:2D:DB:24 192.168.5
Site A Idle D4:47:5A:26:7F:FA 192.168.5
Site A Idle 10:9F:A9:CE:14:22 192.168.5

Total Receivers: 6 | dle: 5 | Busy: 0

Offline: 1 | Selected: 0



3. On the ScreenBeam Alert dialog box, select the site(s) where the receivers you want to
push the alert. And click Next.

ScreenBeam : -
CMS Management admin1 v

ScreenBeam Alert
Select site(s) to receive alert:

v All Receivers
[v) Site A
Site B

Unassigned

4. Type your alert message in the Enter message box. Click Send.
Note: Pushing an alert to ScreenBeam receivers will interrupt all current display

sessions.
& C (CIEEEED vees//192.168.5064:8888 Reczivers w8 - D

SeroenBeam
CMS Management

ScreenBeam Alert

Enter message

Fire!
Exit to open area immediately.

Enter any alphanumeric characters.

Note: ScreenBeam Alert will end display sessions upon clicking Send.
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5. The alert message will be pushed to the receivers in the selected site(s). It is shown on
the displays that are connected to the receivers.

ScreenBeam : -
CMS Management admin1 v

ScreenBeam Alert

“Fire! Exit to open area immediately.”

alert is sent to 1 sites.

+ 2 receivers have successfully received the message.
« 0 receivers are offline.
« 0 receivers do not support this feature.

A ALERT! A

Fire!
Exit to open area immediately.
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To stop an alert, follow this procedure:
1. Go to the Receivers page by clicking Receivers on the left pane.
2. Select Alert -> Stop Alert to open the ScreenBeam Alert dialog box.

ScreenBeam o :
CMS Management

EDashboard Receivers
)\ Receivers
Sites 1, Receivers  Users
3 Scheduler AR
E)Receiver Log v All Receivers Total: 6 Idle: 3 Busy: 2 ‘ Offline: 1 |
Site A
[ scheduler Log Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v  Export v Alert v
1 USB Provisioning
B Assign Licenses \ Search... @ startAlert
2, User Management e i o
Device Name A3 Site Name T,i status T,%  Device mAw L Irauuress
@support
SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.1
(@ About
SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.1
Screenbeam Cloud |-_|7|
& Connected o ScreenBeam 267FFA Site A Busy D4:47:5A:26:7TF:FA 192.168.5
ScreenBeam CE1422 Site A Busy 10:9F:A9:CE:14:22 192.168.%

Currently Viewing | Total Receivers: 6 | Idle: 3 | Busy: 2 | Offline: 1 | Selected: 0

3. On the ScreenBeam Alert dialog box, select the site(s) where the alert you want to stop,
and click Stop.

ScreenBeam e 2

ScreenBeam Alert
Select site(s) to receive alert:

v All Receivers

(v site A
Site B

Unassigned
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4.6 Managing Scheduled Tasks

The scheduler helps administrators automate receiver management, allowing activities such
as staggering large firmware updates during off-work hours.

4.6.1 Schedule a Task

To schedule a task, follow this procedure:

1. Go to the Scheduler page by clicking Scheduler on the left pane.

ScreenBeam- ’ =

EDashboard Scheduler

3\ Receivers

Scheduler
5] Scheduler

B Receiver Log Show/Hide Columns v Schedule Task Delete Task Search

[ Scheduler Log
Status Name Trigger Next Run Time Last Run Time Last Run Result Policy Receliver
1 USB Provisioning

2 Assign Licenses No data avail

2, User Management

@ support
(@ About

Screenbeam Cloud [

Sites T, Receivers

Vv All Receivers
Site A
Site B
Unassianed Search

Show/Hide Columns v

2. Click the Schedule Task button on the Scheduler pane.

ScreenBeam- ’ 5

= Dashboard Scheduler
3\ Receivers
Scheduler
5] Scheduler SR
B Receiver Log Show/Hide Columns v Delete Task Gociran
[ Scheduler Log
Status Name Trigger Next Run Time Last Run Time Last Run Result Policy Receiver
1 USB Provisioning

2 Assign Licenses No data avail

2, User Management

@ support
(@ About

Screenbeam Cloud [

Sites T, Receivers

Vv All Receivers
Site A
Site B
Unassianed Search

Show/Hide Columns v
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3. The Schedule Task window appears. On the General info page, give your task a
name in the Name box, and describe your task in the Description box. Click Next to
continue.

ScreenBeam

CMS Management

Schedule Task

Enter general info:

Name

Reboot All

Description

4. On the Actions page, select an action. Click Next to continue.

ScreenBeam o :
CMS Management

Schedule Task

Actions

[ Reboot
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5. On the Trigger page, define a start date and select a recurrence.
® Start Date: It is the date and time when the task is executed.
® Recurrence:
- Once - the task will be executed once on the defined start date.
- Minutes - execution of the task will be repeated every xx minutes (xx refers to
the number of minutes you define). (used only for testing)
- Daily - execution of the task will be repeated every xx days (xx refers to the
number of days you define).
- Weekly - execution of the task will be repeated on the defined day(s) of the
week.
- Monthly - execution of the task will be repeated on the defined date of month.
® End Date: This is the date and time when execution of the task is stopped. Check
the End Date box and then select an end date in the End Date box.

ScreenBeam e 2

Schedule Task

Start Date

July 31, 2025 3:55 PM

Recurrence

Weekly

Days of the week
Sunday
Monday
Tuesday
Wednesday
Thursday.
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6. On the Add Receivers page, read the instructions on how to add receivers to a task.
Click Proceed.

ScreenBeam : -
CMS Management admin1 v

Schedule Task

Add Receivers

To add receivers to a task select receivers from the Receivers table. Then click on the + button to assign them to

the task.
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4.6.2 Add Receiver to Task

To add receivers to a task, follow this procedure:

1.  Go to the Scheduler page by clicking Scheduler on the left pane.
ScreenBeamr

EDashboard Scheduler
3\ Receivers
Scheduler
) Scheduler
B Receiver Log Show/Hide Columns v Schedule Task Delete Task Search
[ scheduler Log
Status Name Trigger Next Run Time Last Run Time Last Run Result Policy Receiver
fr USB Proy
B Assign Licenses a Reboot All Weekly 8.3.2025 15:55 Reboot 0
&, User Management
(@ support
@ About
Screenbeam Cloud [
. Sites 1, Receivers
¥ Al Receivers Show/Hide Columns v
Site A
Site B
Unassianed Search

2. Ensure no task is selected.

3. On the Receivers pane, select the receiver(s) that you want to add to a task.

ScreenBeamr : —
CMS Management

N\ Receivers

=) Scheduler
B Receiver Log
Sites T, Receivers
[ scheduler Log
e R oBlOre Show/Hide Columns v
1r USB Provisioning Site A
Site B

B Ass censes
= e Byt Unassigned Search
2, User Management

Device Name A Site Name Status Device MAC IP address
(@ support

SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.%
®About

SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.1
Screenbeam Cloud [
. (] ScreenBeam 267FFA Site A \dle D4:AT:5A26:TF:FA  192.168.5

Currently Viewing | Total Receivers: 6 | Idle: 4 | Busy: 1 | Offline: 1 | Selected: 1
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4. On the Scheduler pane, click the “+” sign in the Action column of the intended task.

ScreenBeam- ’ e

EDashboard Scheduler
3\ Receivers
Scheduler
5] Scheduler
Show/Hide Columns v Schedule Task Delete Task Search
[ Scheduler
s Description Created Start Date End Date Author Action
1Jr USB Provisioning
= n Licenses 7-31-2025 15:47 7-31-2025 15:55 admini - - ﬁ‘
2, User Management \
(@ support
(@ About
Screenbeam Cloud f_,ﬂ
" Sites T, Receivers
L Show/Hide Columns v
Site A
Site B
Unassianed

5. The selected receivers are added to the intended task.

ScreenBeam- ’ e

EdDashboard

Status Name Trigger Next Run Time Last Run Time Last Run Result Policy Receiver
AR rs
LI : 83:2025 15:55 Reboot
5] Scheduler Weskly
B Receiver Log
[ Scheduler Log
1Jr USB Provisioning
& Assign Licenses
2, User Management
Sites T, Receivers
@ support —_—— —
YN Rocetvars Show/Hide Columns v
(@ About Site A
Site B
Unassigned Search

Screenbeam Cloud [

Device Name » Site Name Status Device MAC IP address

ScreenBeam 267FFA Site A Idle D4:47:5A:26:7F:FA 192.168.5C
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4.6.3 Remove Receivers from a Task

To remove receivers from a task, follow this procedure:

1.  Go to the Scheduler page by clicking Scheduler on the left pane.

ScreenBeam-
CMS Management
FiDashboard Scheduler
N Receivers
Scheduler
=) scheduler
B Receiver Log Show/Hide Columns v Schedule Task Delete Task
[ Scheduler Log
Status Name Trigger Next Run Time
4 USB Pro
& Assign Licenses m Reboot All Weekly 8-3-2025 15:55
2, User Management
(@ support
(D About
Screenbeam Cloud (4]
Sites T, Receivers

W All Receivers
Site A
Site B
Unassianed

Show/Hide Columns v

Search

Last Run Result Policy Receiver

Reboot 1

2. Select the task where receivers are to be removed. This step is optional if you know
which receivers are assigned to the task.

ScreenBeamr
CMS Management
EdDashboard Scheduler
3\ Receivers
Scheduler
=) Scheduler
B Receiver Log Show/Hide Columns v Schedule Task Delete Task
[ scheduler Log
Status Name Trigger Next Run Time
1r USB Provisioning
B Assign Licenses e Reboot All Weekly 8.3.2025 15:55
2, User Management \
(@ support
(@ About
Screenbeam Cloud D)
Sites 1, Receivers

Vv All Receivers
Site A
Site B
Unassianed

Show/Hide Columns v

Search
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3.

ScreenBeam-

CMS Management

On the Receivers pane, select the receiver(s) to be removed from the task.

EdDashboard

3\ Receivers

5] Scheduler
B)Receiver Log

[ Scheduler Log

1Jr USB Provisioning

(@ support
(@ About

Screenbeam Cloud [

4.

ScreenBeam-

CMS Management

Sites T,

¥ All Receivers
Site A
Site B
Unassigned

On the Scheduler pane, click the

Receivers

Show/Hide Columns v

v Device Name 1

[v|  ScreenBeam 267FFA

Currently Viewing

Site Name

Site A

Total Receivers: 1 | Idle: 1

Status

Idle

Busy: 0 | Offline: 0

Device MAC IP address

D4:47:5A:26:7F:FA  192.168.5(

Selected: 1

sign in the Action column of the intended task.

EdDashboard
3\ Receivers
5] Scheduler
B Receiver Log

[ scheduler Lag

1 USB Provis

n Licenses

2, User Management

@ support
(@ About

Screenbeam Cloud [

Scheduler

Scheduler
Show/Hide Columns v

Receivers Description

Sites T,

~ All Receivers
Site A
Site B
Unassianed

Schedule Task Delete Task
Created Start Date End Date
7-31-2025 15:47 7-31-2025 15:55
Receivers

Show/Hide Columns v

Search
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5. The selected receivers are removed from the task.

ScreenBeam 3 -

EDashboard Scheduler
3\ Receivers
Scheduler
5 Scheduler
B Receiver Log Show/Hide Columns v Schedule Task Delete Task Search
[ scheduler Log
Receivers 7, ii Description 7, :i Created T Start Date B4 EndDate 7, i  Author ) Action &

1Jr USB Provisioning

B _

2, User Management

(@ Ssupport

(@ About

Screenbeam Cloud |:)‘||

® Connected

Sites T, Receivers
v All Receivers Sh i
ow/Hide Columns v
Site A @ Successfully removed receiver(s) from task.
Site B
Unassianed Search...
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4.6.4 Edita Task

To edit a task, follow this procedure:

1.  Go to the Scheduler page by clicking Scheduler on the left pane.

ScreenBeam

CMS Management

= Dashboard Scheduler

3\ Receivers

Scheduler
) Scheduler
B Receiver Log Show/Hide Columns v Schedule Task Delete Task Search
[ scheduler Log
Status Name Trigger Next Run Time Last Run Time Last Run Result Policy Receivers
1r USB Provisioning
B Assign Licenses a Reboot All Weekly 832025 15:55 Reboot 1
2, User Management
(@ support
(@ About
Screenbeam Cloud [
» Sites T, Receivers
¥ Al Receivers Show/Hide Columns v
Site A
Site B
Unassianed Search

2. On the Scheduler pane, click the pen icon in the Action column of the intended task to
edit the task.

ScreenBeam

CMS Management

EdDashboard Scheduler
N\ Receivers
Scheduler
=) Scheduler
B Receiver Log Show/Hide Columns v Schedule Task Delete Task Search
[ scheduler Log
Receivers Description Created Start Date End Date Author Action &
1r USB Provisioning
B Ass G : 5 .
8 Assign Licenses 1 7-31.2025 15:47 7-31-2025 15:55 admini + - /2. W
2, User Management \
(@ support
(@ About
Screenbeam Cloud [
» Sites T, Receivers
¥ Al Receivers Show/Hide Columns v
Site A
Site B
Unassianed Search
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3. Follow the procedure described in Section 4.6.1 Schedule a Task to edit the task.

ScreenBeam : -
CMS Management admin1 v

Schedule Task

Enter general info:

Name

Reboot All

Description
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4.6.5 Delete a Task

To delete a task, follow this procedure:

1. Go to the Scheduler page by clicking Scheduler on the left pane.

ScreenBeamr
CMS Management

FEIDashboard Scheduler

3\ Receivers

Scheduler
{5 scheduler R

Bre

[ scheduler Log
Status Name
1r USB Provisioning

ver Log Show/Hide Columns v

B Assign Licenses [ o Reboot All

2, User Management

(@ support
(@ About

Screenbeam Cloud [

Sites 1,

v All Receivers
Site A
Site B
Unassianed

Schedule Task Delete Task
Trigger Next Run Time Last Run Time
Weekly 8-3-2025 15:55

Receivers

Show/Hide Columns v

Search

Last Run Result Policy Receivers

Reboot 1

2. On the Scheduler pane, click the trash bin icon in the Action column of the intended

task to delete the task.

ScreenBeamr

CMS Management
EDashboard Scheduler
N\ Receivers

Scheduler
=) Scheduler
B Receiver Log Show/Hide Columns v
[ scheduler Log
Receivers Description

1r USB Provisioning
& Assign Licenses 1
2, User Management
(@ support
(@ About
Screenbeam Cloud Z‘
» Sites T

v All Receivers
Site A
Site B
Unassianed

Schedule Task Delete Task
Created Start Date
7-31-2025 15:47 7-31-2025 15:55
Receivers

Show/Hide Columns v

Search
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3. The Delete Task message box appears. Click Proceed.

ScreenBeam -
CMS Management m admin1 v

Delete Task

Are you sure you want to delete the select task(s)?
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4.7 Managing Logs

Receiver logs and scheduler logs capture basic events of ScreenBeam receivers to be able
to track down problems efficiently. Logs are available to CMS system administrators only.

4.71 Upload Receiver Log

ScreenBeam receivers will log events automatically, with new event logs replacing the
oldest event logs when the log cache is full. Event logs will not, however, be uploaded to
CMS by default. The logs can be uploaded to the CMS server manually using the Receiver
Log function or automatically using Scheduler.

To upload receiver logs, follow this procedure:
1.  Go to the Receivers page by clicking Receivers on the left pane.

ScreenBeam- S
CMS Management

= Dashboard Receivers
Sites 1, Receivers  Users
5 Scheduler R
B Receiver Log v All Receivers Total: 6 Busy: 0 Offline: 1
Site A
Site B
Unassigned Show/Hide Columns v  Actions v  Modify Receivers v Export v
& Assign Licenses Search

2, User Management

Device Name T Site Name Status Device MAC IP address
@ support

SBWD 4160 Unassigned Offline 0C:61:27:2A:41:60 192.168.£
(@ About

SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.1
Screenbeam Cloud [

e ScreenBeam 267FFA Site A Idle D4:47:5A:26:7F:FA 192.168.
ScreenBeam CE1422 Site A Idle 10:9F:A9:CE:14:22 192.168.1

Currently Viewing | Total Receivers: 6 | |dle: 5 | Busy: 0 | Offline: 1 | Selected: 0
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2. (Optional) Select all receivers, go to Actions > Receiver Log, and select Disable
Upload Logs. Click Proceed.
Note: This step is only required to be done once.

ScreenBeam
CMS Management
Recelvers

E=Dashboard
3\ Receivers Sites 1, Receivers  Users
B Scheduler = |

v All Receivers Total: 6 Idle: 5 Busy: 0 Offline: 1 |
B Receiver Log Site A )

Site B
[ Scheduler Lag Unassigned Show/Hide Columns v Modify Receivers v Export v Alert v
1 USB Provisioning D Reset To Default
) Search...
=2 Assign Licenses = Switch CMS for Receivers
. X & Install Certificate P . .
2, User Management Device Name i Device MAC i IPaddress
# Receiver Log
@support ‘ScreenBeam 267FFA. @ Clear Feedback D4:4T:5A:26:TF:FA 1921688
M ClearDebualoas
@nbout ScreenBeam CE1422 site A idie 10:9FAQCE14:22 192168
Screenbeam Cloud [ ‘ScreenBeam CE142A Unassigned Idle 10:9F:A9:CE14:2A  192.168.¢
* Connected
ScreenBeam DEDC6C Unassigned Idle 10:9F:A9:DE:DC:6C  192.168.¢

Currently Viewing | Total Receivers: 6 | Idle: 5 | Busy: 0 | Offline: 1 | Selected: 4

ScreenBeam o -
CMS Management adminl v

Receiver Log
Log Upload

© Disable Upload Logs

Note: Before using the Receiver Upload Log feature set this option once

Get Logs Immediately

Note: To periodically upload logs use the Scheduler feature

Enter a port number, from 5000
Upload Port 7238 65535(Default = 7238)
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3. Select the receiver(s) for log upload to CMS on the Receivers page, and then open
Receiver Log window through Actions > Receiver Log.

ScreenBeam

CMS Management

Recelvers
E=Dashboard
S\ Receivers Sites 1, Receivers  Users
B Scheduler = |
~ All Receivers Total: 6 idle: § Busy: 0 ‘ Offline: 1 |
B Receiver Log Site A
Site B
[ Scheduler Lag Unassigned Show/Hide Columns v Modify Receivers v Export v Alert v
1 USB Provisioning "D Reset To Default
), Search...
=2 Assign Licenses = Switch CMS for Receivers
. . & Install Certificate . . .
2, User Management Device Name T,i1  Device MAC it IPaddress
% Receiver Log
@support SBWD 4160 @ Clear Feedback : 0C:61:27:2A:41:60  192.168.%
it Clear Dehun | nns

(@ About

SBWD DB24 Unassigned Idle 10:9F:A9:2D:DB:24 192.168.1
Soreenbeam Cloud (] ScreenBeam 267FFA site A Idle D4AT:SA26:TFFA 192468
® Connected o /

ScreenBeam CE1422 Site A Idle 10:9F:A9:CE:14:22 192.168.%

Currently Viewing | Total Receivers: 6 | Idle: 5 | Busy: 0 | Offline: 1 | Selected: 1

4. The Receiver Log window will then appear. On the Receiver Log window, select Get
Logs immediately and specify the log Upload Port. Click Proceed.

ScreenBeam

CMS Management

Receiver Log
Log Upload

Disable Upload Logs

Note: Before using the Receiver Upload Log feature set this option once

© Get Logs Immediately

Note: To periodically upload logs use the Scheduler feature

Enter a port number, from 5000 -
Upload Port 7238 65535(Default = 7238)
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Alternatively, logs can be uploaded automatically using the Scheduler. Create a new task
and select Upload Logs in the Actions page.

ScreenBeam : =
lish ~ di 1
CMS Management -a ot

Schedule Task

Actions
Select an action...

Select an action...
Settings

Update Firmware

Set Screen Saver

Set Background

Reboot

Reset To Default

Upload Logs

Switch CMS for Rebejvers
Clear Debug Logs

As the receiver log upload can sometimes take a few hours, it is recommended to schedule
the receiver uploads during non-business hours. Once a log uploading task is scheduled
and started, it is not able to request receiver log immediately until the task has completed.
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4.7.2 View Receiver Logs
To view receiver logs, follow this procedure:

1. Login as a CMS system administrator (CMS SysAdmin).

2. Go to the Receiver Log page by clicking Receiver Log on the left pane.

ScreenBeam' . .
CMS Management

E=Dashboard Receiver Log
)\ Receivers
Show/Hide Columns v  Device Name v Refresh Export as CSV Search
Row |- Date & Time Device Name Device MAC P2P MAC Firmware Version Event Type
49 2025-07-31T05:39:22+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:TF:FA 11.3.18.1 Alert
48 2025-07-31T05:37:28+00:00 ScreenBeam 267FFA D4:47:5A:26:7F.FA D4:47:5A:26:TF:FA 11.3.18.1 Alert
&, User Management
47 2025-07-30T10:03:59+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:TF:FA 11.3.18.1 Connect
(@ support
® About 46 2025-07-30T10:03:58+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:7F:FA 11.3.184 Disconnect
A 45 2025-07-30T10:03:25+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:7F:FA 11.3.18.41 Connect
Screenbeam Cloud [
.
44 2025-07-28T03:21:19+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:TF:FA 11.3.18.1 Connect

3. Click a column name to sort events by the respective type.

ScreenBeamr . .
CMS Management

EDashboard Receiver Log
)\ Receivers
5 Scheduler Show/Hide Columns v  Device Name v Refresh Export as CSV Search

B Receiver Log

Row |- Date & Time Device MAC P2P MAC Firmware Version Event Type
[ scheduler Log

49 2025-07-31T05:39:22+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:TF:FA 11.3.18.1 Alert

48 2025-07-31T05:37:28+00:00 ScreenBeam 267FFA D4:47:5A:26:7F.FA D4:47:5A:26:TF:FA 11.3.18.1 Alert

47 2025-07-30T10:03:59+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:TF:FA 11.3.18.1 Connect
(@ support
® About 46 2025-07-30T10:03:58+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:7F:FA 11.3.184 Disconnect

-2 45 2025-07-30T10:03:25+00:00 ScreenBeam 267FFA D4:47:5A:26:TF:FA D4:47:5A:26:7F:FA 11.3.18.1 Connect

Screenbeam Cloud [
.

44 2025-07-28T03:21:19+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:TF:FA 11.3.18.1 Connect
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>

Select a filter type from the filter menu and select a time period or type your key word in
the Search box to search.

® Date & Time - defines a time period to search.

Receiver Name - CMS will search for the receiver name only.

Receiver MAC - CMS will search for the receiver MAC only.

Firmware Version - CMS will search for the receiver’s firmware version only.

Event Type - CMS will search for the event type only.

Event Description - CMS will search for the event description only.

Source Name - CMS will search for the source name only.

Source MAC - CMS will search for the source MAC only.

ScreenBeam:- - —

FIDashboard Receiver Log
)\ Receivers /
5] Scheduler Show/Hide Columns v  Device Name v Refresh Export as CSV Se:
B Receiver Log Date & Time
Row L Date& Time Device MAC P2P MAC Firmware Version Event Type
[ scheduler Lag Device Name
1 USB Provisioning 49 202507-34705:2  Device MAC 1267FFA  D4:AT:5A:26:7TF:FA  DA:4T:SA:26:7F:FA  11.3.484 Alert
Firmware Version
2 Assign Licenses
48 2025-07-31T05:2  Event Type 1267FFA  D4:4T:5A:26:TF:FA  D4:4T:5A:26:7F:FA  11.3.1841 Alert
2, User Management Euisat NasaRntian
47 2025-07-30T10:03:59+400:00  ScreenBeam 267FFA  D4:47:5A:26:7F:FA  DA:4T:5A:26:7F:FA  11.3.18.1 Connect
@ support
@ About 46 2025-07-30T10:03:58+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:7F:FA 11.3.18.1 Disconnect
-2 45 2025-07-30T10:03:25+00:00 ScreenBeam 267FFA D4:47;5A:26:7F:FA D4:47:5A:26:7F:FA 11.3.18.1 Connect
Screenbeam Cloud [#)
.
44 2025-07-28T03:21:19+400:00  ScreenBeam 267FFA  D4:47:5A:26:7F:FA  DA:4T:5A:26:7F:FA 11.3.184 Connect

5. To check if there are new logged events that are not displayed in the Receiver Log
page, click the Refresh button.

ScreenBeam:- - —

FIDashboard Receiver Log

3\ Receivers

5 Scheduler Show/Hide Columns v  Device Name v Export as CSV

B Receiver Log

17

Row Date & Time Device Name Device MAC P2P MAC Firmware Version Event Type
[ Scheduler Lo
1r USB Provis 49 2025-07-31T05:39:22+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:TF:FA 11.3.18.1 Alert
2 Assign Licenses

48 2025-07-31T05:37:28+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:7F:FA 11.3.181 Alert
2, User Management

47 2025-07-30T10:03:59+00:00 ScreenBeam 267FFA D4:47:5A:26:7F.FA D4:47:5A:26:TF:FA 11.3.18.1 Connect
@ support
@ About 46 2025-07-30T10:03:58+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:7F:FA 11.3.184 Disconnect

-2 45 2025-07-30T10:03:25+00:00 ScreenBeam 267FFA D4:47:5A:26:7TF:FA D4:47:5A:26:7F:FA 11.3.18.1 Connect

Screenbeam Cloud [#)
.

44 2025-07-28T03:21:19+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:TF:FA 11.3.18.1 Connect
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4.7.3 Export Receiver Logs

To export receiver logs, follow this procedure:
1. Login as a CMS system administrator (CMS SysAdmin).
2. Go to the Receiver Log page by clicking Receiver Log on the left pane.

ScreenBeam' . .
CMS Management

EDashboard Receiver Log
)\ Receivers
{5 scheduler Show/Hide Columns v  Device Name v Refresh Export as CSV Search

Row - Date & Time Device Name Device MAC P2P MAC Firmware Version Event Type
[ sc
s USE Provisioning 49 2025-07-31T05:39:22+00:00  ScreenBeam 267FFA  D4:47:5A:26:7F:FA  DA4:47:5A:26:7F:FA  11.3.18.1 Alert
& Assign Licenses

48 2025-07-31T05:37:28+00:00 ScreenBeam 267FFA D4:47:5A:26:7F.FA D4:47:5A:26:TF:FA 11.3.18.1 Alert
&, User Management

47 2025-07-30T10:03:59+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:TF:FA 11.3.18.1 Connect
(@ support
® About 46 2025-07-30T10:03:58+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:7F:FA 11.3.184 Disconnect

A 45 2025-07-30T10:03:25+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:7F:FA 11.3.18.41 Connect

Screenbeam Cloud [
.

44 2025-07-28T03:21:19+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:TF:FA 11.3.18.1 Connect

3. Click the Refresh button to check if there are new logged events that are not displayed
in the Receiver Log page.

ScreenBeamr . .
CMS Management

EIDashboard Receiver Log

)\ Receivers

£ Scheduler Show/Hide Columns v  Device Name v Export as CSV Search

B Receiver Log

Row - Date & Time Device Name Device MAC P2P MAC Firmware Version Event Type
[ scheduler Log
s USE Provisioning 49 2025-07-31T05:39:22+00:00  ScreenBeam 267FFA  D4:47:5A:26:7F:FA  DA4:47:5A:26:7F:FA  11.3.18.1 Alert

48 2025-07-31T05:37:28+00:00 ScreenBeam 267FFA D4:47:5A:26:7F.FA D4:47:5A:26:TF:FA 11.3.18.1 Alert
&, User Management

47 2025-07-30T10:03:59+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:TF:FA 11.3.18.1 Connect
(@ support
® About 46 2025-07-30T10:03:58+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:7F:FA 11.3.184 Disconnect

-2 45 2025-07-30T10:03:25+00:00 ScreenBeam 267FFA D4:47:5A:26:TF:FA D4:47:5A:26:7F:FA 11.3.18.1 Connect

Screenbeam Cloud [
.

44 2025-07-28T03:21:19+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:TF:FA 11.3.18.1 Connect
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4. Click the Export as CSV button. Receiver logs will be exported in CSV format.
ScreenBeam®

FIDashboard Receiver Log
3\ Receivers
5 Scheduler Show/Hide Columns v  Device Name v Refresh Search
B Receiver Log
Row Date & Time Device Name Device MAC P2P MAC Firmware Version Event Type
[ scheduler Lag
1 USB Pr oning 49 2025-07-31T05:39:22+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:TF:FA 11.3.18.1 Alert
2 Assign Licenses
48 2025-07-31T05:37:28+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:7F:FA 11.3.181 Alert
2, User Management
47 2025-07-30T10:03:58+00:00 ScreenBeam 267FFA D4:4T:5A:26:7F:FA D4:47:5A:26:TF:FA 11.3.18.1 Connect
(@ support
® About 46 2025-07-30T10:03:58+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:7F:FA 11.3.184 Disconnect
-2 45 2025-07-30T10:03:25+00:00 ScreenBeam 267FFA D4:47:5A:26:7TF:FA D4:47:5A:26:7F:FA 11.3.18.1 Connect
Screenbeam Cloud [#)
.
44 2025-07-28T03:21:19+00:00 ScreenBeam 267FFA D4:47:5A:26:7F:FA D4:47:5A:26:TF:FA 11.3.18.1 Connect

141



4.7.4 View Scheduler Log

ScreenBeam CMS records scheduler logs automatically and displays them in the
Scheduler Log page.

To view scheduler logs, follow this procedure:
1. Login as a CMS system administrator (CMS SysAdmin).

2. Go to the Scheduler Log page by clicking Scheduler Log on the left pane.

ScreenBeam’
v di 18%
CMS Management glish admin

EIDashboard Scheduler Log

)\ Receivers

£ scheduler Show/Hide Columns v  Task Name v Refresh Export as CSV Search
B Receiver Log

Row & Task Name Report Code Report Subcode Result Date & Time Creation Time

263 FW update APP END Total : 1, Policy_Set_Successfully : 0 8-1-2025 10:10 8-1-2025 10:
5 Assign Licenses

262 FW update HUB COMPLETED DONE 8-1-2025 10:05 8-1-2025 10:
2, User Management

261 FW update HUB COMPLETED Policy_Set_Successfully : 1 8-1-2025 10:05 8-1-2025 10:
@ Support
@ About 260 FW update RCVR_SCHED 10:9F:A9:DE:DC:6C  Policy_Set_Successfully 8-1-2025 10:05 8-1-2025 10:

-2 259 FW update HuB COMPLETED Nof_Receivers : 1 8-1-2025 10:05 8-1-2025 10:

Screenbeam Cloud [
.

258 FW update Hue EXECUTE ENDED 8-1-2025 10:05 8-1-202510:

3. Click a column name to sort events by the respective type.

ScreenBeam’
v di 18%
CMS Management admin

EIDashboard Scheduler Log
)\ Receivers
£ scheduler Show/Hide Columns v  Task Name v Refresh Export as CSV Search
B Receiver Log

Row & Task Name Report Code Report Subcode Result Date & Time Creation Time
[) Scheduler Log
s USB Prov ning 263 FW update APP END Total : 1, Policy_Set_Successfully : 0 8-1-2025 10:10 8-1-2025 10:
5 Assign Licenses

262 FW update HUB COMPLETED DONE 8-1-2025 10:05 8-1-2025 10:
2, User Management

261 FW update HUB COMPLETED Policy_Set_Successfully : 1 8-1-2025 10:05 8-1-2025 10:
@ Support
@ About 260 FW update RCVR_SCHED 10:9F:A9:DE:DC:6C  Policy_Set_Successfully 8-1-2025 10:05 8-1-2025 10:

-2 259 FW update HuB COMPLETED Nof_Receivers : 1 8-1-2025 10:05 8-1-2025 10:

Screenbeam Cloud [
.

258 FW update Hue EXECUTE ENDED 8-1-2025 10:05 8-1-202510:
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4. Select a filter type from the filter menu and select a time period or type your key word in
the Search box to search.
® Task Name - CMS will search for the task name only.
® Date & Time - Searches within a specified time period.

ScreenBeam .

= Dashboard Scheduler Log
3\ Receivers /
£ Scheduler Show/Hide Columns v  Task Name v Refresh Export as CSV Search
B Receiver Log Task Name
Row Task Name eport Subcode Result Date & Time Creation Time
[ scheduler Log Date & Time
263 FW update APP END Total : 1, Policy_Set_Successfully : 0 8-1-2025 10:10 8-1-2025 10:
262 FW update HuB COMPLETED DONE 8-1-2025 10:05 8-1-2025 10:
2, User Management
261 FW update HUB COMPLETED Policy_Set_Successfully : 1 8-1-2025 10:05 8-1-2025 10:
@ support
@;\huu' 260 FW update RCVR_SCHED 10:9F:A9:DE:DC:6C Policy_Set_Successfully 8-1-2025 10:05 8-1-2025 10:
2 259 FW update HUB COMPLETED Nof_Receivers : 1 8-1-2025 10:05 8-1-2025 10:
Screenbeam Cloud [
258 FW update HUB EXECUTE ENDED 8-1-2025 10:05 8-1-2025 10:

5. To check if there are new logged events that are not displayed in the Scheduler Log
page, click the Refresh button.

ScreenBeam- . ge—

FiDashboard Scheduler Log
2\ Receivers
£ Scheduler Show/Hide Columns v  Task Name v Export as CSV Search
B Receiver Log
Row @i} Task Name Report Code Report Subcode Result Date & Time Creation Time

[) Scheduler Log

1 USB Provisioning 263 FW update APP END Total : 1, Policy_Set_Successfully : 0 8-1-2025 10:10 8-1-2025 10:
B Assign Licenses

262 FW update HUB COMPLETED DONE 8-1-2025 10:05 8-1-202510:
23, User Management

261 FW update HUB COMPLETED Policy_Set_Successfully : 1 8-1-2025 10:05 8-1-2025 10:
(@ support
@/,‘bnu, 260 FW update RCVR_SCHED 10:9F:A9:DE:DC:6C Policy_Set_Successfully 8-1-2025 10:05 8-1-2025 10:

-2 259 FW update HUB COMPLETED Nof_Receivers : 1 8-1-2025 10:05 8-1-2025 10:

Screenbeam Cloud [%)

258 FW update HUB EXECUTE ENDED 8-1-2025 10:05 8-1-2025 10:
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4.7.5 Export Scheduler Log

To export scheduler logs, follow this procedure:
1. Login as a CMS system administrator (CMS SysAdmin).
2. Go to the Scheduler Log page by clicking Scheduler Log on the left pane.

ScreenBeam’
v di 18%
CMS Management admin

EIDashboard Scheduler Log

)\ Receivers

£ scheduler Show/Hide Columns v  Task Name v Refresh Export as CSV Search
B Receiver Log

Row & Task Name Report Code Report Subcode Result Date & Time Creation Time
s USB P ning 263 FW update APP END Total : 1, Policy_Set_Successfully : 0 8-1-2025 10:10 8-1-2025 10:
5 Assign Licenses

262 FW update HUB COMPLETED DONE 8-1-2025 10:05 8-1-2025 10:
2, User Management

261 FW update HUB COMPLETED Policy_Set_Successfully : 1 8-1-2025 10:05 8-1-2025 10:
@ Support
@ About 260 FW update RCVR_SCHED 10:9F:A9:DE:DC:6C  Policy_Set_Successfully 8-1-2025 10:05 8-1-2025 10:

-2 259 FW update HuB COMPLETED Nof_Receivers : 1 8-1-2025 10:05 8-1-2025 10:

Screenbeam Cloud [
.

258 FW update Hue EXECUTE ENDED 8-1-2025 10:05 8-1-202510:

3. Click the Refresh button to check if there are new logged events that are not displayed
in the Scheduler Log page.

ScreenBeam’
v di 18%
CMS Management admin

EIDashboard Scheduler Log
)\ Receivers
£ scheduler Show/Hide Columns v  Task Name v Export as CSV Search
B Receiver Log

Row & Task Name Report Code Report Subcode Result Date & Time Creation Time
[) Scheduler Log
s USB Prov ning 263 FW update APP END Total : 1, Policy_Set_Successfully : 0 8-1-2025 10:10 8-1-2025 10:
5 Assign Licenses

262 FW update HUB COMPLETED DONE 8-1-2025 10:05 8-1-2025 10:
2, User Management

261 FW update HUB COMPLETED Policy_Set_Successfully : 1 8-1-2025 10:05 8-1-2025 10:
@ Support
@ About 260 FW update RCVR_SCHED 10:9F:A9:DE:DC:6C  Policy_Set_Successfully 8-1-2025 10:05 8-1-2025 10:

-2 259 FW update HuB COMPLETED Nof_Receivers : 1 8-1-2025 10:05 8-1-2025 10:

Screenbeam Cloud [
.

258 FW update Hue EXECUTE ENDED 8-1-2025 10:05 8-1-202510:
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4. Click the Export as CSV button to export scheduler logs.

ScreenBeam-
CMS Management
= Dashboard Scheduler Log
3\ Receivers
5 Scheduler Show/Hide Columns v Task Name v Refresh Search
B Receiver Log
Row Task Name Report Code Report Subcode Result Date & Time Creation Time

[) Scheduler Log

1 USB Provisioning 263 FW update APP END Total : 1, Policy_Set_Successfully : 0 8-1-2025 10:10 8-1-2025 10:
B Assign Licenses

262 FW update HUB COMPLETED DONE 8-1-2025 10:05 8-1-202510:
23, User Management

261 FW update HUB COMPLETED Policy_Set_Successfully : 1 -2025 10:05 8-1-2025 10:
(@ support
@/,‘bnu, 260 FW update RCVR_SCHED 10:9F:A9:DE:DC:6C Policy_Set_Successfully 8-1-2025 10:05 8-1-2025 10:

-2 259 FW update HUB COMPLETED Nof_Receivers : 1 8-1-2025 10:05 8-1-2025 10:

Screenbeam Cloud [%)

258 FW update HUB EXECUTE ENDED 8-1-2025 10:05 8-1-2025 10:
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Appendix | Using Azure AD for
User Management

ScreenBeam CMS V4 supports Microsoft Azure Active Directory for user management.

Prerequisite

® An Azure Active Directory (AAD) user account with at least “Application Administrator”
role.
® A Security group (its Group Type is set to Security) is created, and all users with access
to CMS V4 are added to this group. CMS will read users from this group and list them
as CMS users. (Learn more about creating a group and adding member to a group on
AAD)
® Decide AAD application authentication type. (Learn more about application identity on
AAD)
o Using application secret
o Using a certificate (not supported currently)
® Decide permission type granting to CMS:
To access user data from AAD, CMS needs an appropriate set of permissions from
AAD. There are two (2) ways to grant permissions to CMS: delegated permissions and
application permissions (Learn more):
o Delegated permissions: CMS needs a signed-in user to request data from AAD.
Required following AAD permissions:
- GroupMember.Read.All: read list of users from given group. Learn more.
- User.ReadBasic.All: read basic data from each user on the list. Learn more.

o Application permissions (Daemon): CMS can request permitted data without a
signed-in user.
- GroupMember.Read.All: read list of users from given group. Learn more.
- User.Read.All: read basic data from each user on the list. Learn more.

Note: Regardless of which setup, CMS only reads data from the AAD group you have
provided when installing CMS.
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https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-groups-create-azure-portal?context=azure/active-directory/users-groups-roles/context/ugr-context
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#upload-a-certificate-or-create-a-secret-for-signing-in
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-permissions-and-consent#permission-types
https://docs.microsoft.com/en-us/graph/permissions-reference#delegated-permissions-24
https://docs.microsoft.com/en-us/graph/permissions-reference#delegated-permissions-60
https://docs.microsoft.com/en-us/graph/permissions-reference#application-permissions-23
https://docs.microsoft.com/en-us/graph/permissions-reference#application-permissions-56

Setting up Azure AD and ScreenBeam CMS

1. Register CMS to your AAD. To do this, follow the procedure below:
a. Sign into the Azure portal (portal.azure.com) using either a work or school account.
b. Search for and select Azure Active Directory.
c. Select the Azure AD tenant that you want.
d. Select App registrations under Manage in the left menu, and then select the New
registration button in the right pane.

P search resources, services, and docs (G+/) h 7 5':'-"!!1"‘lil'*@Sb|?|:.tlegz:;)Er;\-’-“| &

Home > ScreenBeam

g2 ScreenBeam | App registrations = X

=
|
Azure Active Directory
« | : . i
New registration )& endpoints 2 Troubleshooting & Download [Ed Preview features O Got feedback?
All applications Owned applications

& Users

0 start typing a name or Application ID to filter these results

& Groups

8E External Identities This account isn't listed as an owner of any applications in this directory.
View all applications in the directo

8. Folesand admiisrators

& Administrative units

# Enterprise zpplications

N Devices

# App registrations
{& Identity Governance
i} Application proxy

4 Licenses

® Azure AD Connect

e. The Register an application window appears. Enter a meaningful application
name to display to users, and specify who can use the application, choosing the
“Accounts in this organizational directory only” option. Click Register to
continue.

P Search resources, services, and docs (G+/) h B 7 5':'-"!!1"‘lil'*@Sb|?|§-'iut;=.;:z;)Er;\-’-“| a

Home > ScreenBeam >

Register an application X

* Name

The user-facing display name for this application (this can be changed later).
]

| cms_v4 | v
T

Supported account types

Wha can use this application or access this API?

| @ Accounts in this organizational directory only (ScreenBeam only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only
Help me choose... o
By proceeding, you agree to the Microsoft Platform Policies =]

4
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f.  Upon successfully processing the request, a detailed page for the newly created
app is shown. Note down the Application (client) ID and Directory (tenant) ID,
which will be used for CMS installation.

Home > ScreenBeam >

= cams_vd < X
_y -
| 2 Search (Ctrl+/) ‘ « [ Delete & Endpoints [ Preview features
B overview S Essentials =
& Quickstart Display name Supported a(.munt types
cms_v4 My organization only
# Integration assistant | Preview Application (dient) ID Redirect URIs
4694dea0-4b35-4319-a3f4-2d212e7506cc Add a Redirect URI
Manage Directory (tenant) ID Application ID URI
B #randing 28259281-2cfa-4d%e-b1ca-d9dodc2abf3a Add an Application ID URI
e Object ID Managed application in local directory
9 Authentication dc10a718-7536-497d-ab24-fbd598d8852c cms_v4

Certificates & secrets

o © Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more
.| Token canfiguration

-2 API permissions 5
@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We
@ Expose an APl will continue to provide technical support and security updates but we will na longer provide feature updates. Applications will need to be
upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
I Owners

.'. Roles and administrators | Pre...

B Wanifect T Call APIs Nacumentation
Rl »

Note: For more information about registering an application, visit
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register
-app#reqgister-a-new-application-using-the-azure-portal

2. Choose how Azure AD authenticates CMS. To do this, follow the procedure below:
® Using application secret:

a. Sign into the Azure portal (portal.azure.com) using either a work or school
account.
Search for and select Azure Active Directory.
Select the Azure AD tenant that you want.

d. Select App registrations under Manage in the left menu, and then select
the application you created in Step 1 in the right pane.

Home > ScreenBeam

g2 ScreenBeam | App registrations  # X
H
Azure Active Directory

«

| Mew registration &) Endpoints 2 Troubleshooting 4 Download [ Preview features O Got feedback?

@ overview
> . All applications Owned applications
# Getting started i —pp
Praview hub ‘ 2 Start typing a name or Application ID to filter these results

*®

Diagnose and solve prablems

Display name Application (client) ID Created on Certificates & secrets
4694deal-4b35-4319-a3f4-3d... 11/13/2020 -

.'. Users
& Groups
8E External Identities

» Roles and administrators

Be

& Administrative units
i Enterprise applications
O Devices

i App registrations

[&] idantin G
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https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app#register-a-new-application-using-the-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app#register-a-new-application-using-the-azure-portal

e. The application’s setup page appears. Select Certificates & secrets in the
left menu.

R

Search resources, services, and docs (G+/)

Home > ScreenBeam >

cms_v4d =

[2 search (ctrl+n

Ii] Delete @ Endpaints [E2 Preview features

B overview
& Quickstart

# Integration assistant | Preview

Manage

B Branding

Certificates & secrats)
| Token cont iguration
-2 API permissions
@ Expose an API

¥ owners

& Roles and administrators | Pre...

Fl Manifact

- . Essentials

Display name

cms_v4

Application (client) ID
4694dea0-4b35-4319-a3f4-3d212e7506cc

Directory (tenant) ID
©82592e1-2cfa-4d9e-b1ca-dododc29bfag

Object ID
dc10a718-7536-497d-ab24-fbd598d8852¢

sbadmin@sbgatest.ol

scrReenBeam O

Supported account types
My organization only
Redirect URIs

Add a Redirect URI
Application ID URI

Add an Application ID URI

Managed application in local directory
cms_vd

@ Storting June 20th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph, We
will continue to provide technical support and security updates but we will no longer provide feature updates. Applications will need to be
upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Call APIs

- - 4 F «

Documentation

Microsoft identity platform
Authentication scenarios

PRTI

f. The Certificates & secrets page appears. Under Client secrets, select the
New client secret button.

T

Search resources, services, and docs (G+/)

Home » ScreenBeam > cms_vd

cms_v4 | Certificates & secrets =

| P Search (Cirl+/)

|« Gotfeedback?

B overview

& Quickstart

# Integration assistant | Preview
Manage

B Branding

3D Authentication

Certificates & secrets

Token canfiguration
-2 API permissions
& Expose an API

i, owners

Roles and administrators | Pre...

Fl Manifact

Thumbprint Start date

No certificates have been added for this application.

Client secrets

sbadmin@sbgatest.ol

scrReenBeam O

Expires

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

+ New client secret

Description

No client secrets have been created for this application.

Expires

Value
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g. The Add a client secret page appears. Provide a description of the secret,
specify a duration and then click Add.

= Microsoft Azure P search resources, services, and docs (G+/) i sbadmin@sbqatest.on.. @
screenpEAm WP

Home > ScreenBeam > cms_vd

cms_v4 | Certificates & secrets = X
|P Search (Ctrl+/) ‘ « O Got feedback?
B overview Add a client secret
& Quickstart Description
#" Integration assistant | Preview | cms_v4_secret I
Manage Expires
O In 1 year

B Branding @ In 2 years
5) Authentication O Mever

Certificates & secrets
ill Token configuration
% APl permissions Description Expires Value
@ Expose an API Mo client secrets have been created for this application.
| owners
& Roles and administrators | Pre... -
B nanifact N

4 r

h. Copy the value of the client secret and save it for CMS installation. This
value will be partially hidden after it has been added for a short period of
time.

Microsoft Azure P search resources, services, and docs (G+/) s shadmin@sbqatest.on... @
SCREENBEAM P

Home > ScreenBeam > cms_vd

cms_v4 | Certificates & secrets = X
|P Search (Ctrl+/) ‘ « O Got feedback?
B overview -

© Copy the new dlient secret value. You won't be able to retrieve it after you perform ancther operation or leave this blade.

& Quickstart

U U1 UHLELES HaVE LSS SULSU Ul LIS appiea.

# Integration assistant | Preview

Manage
& Branding Client secrets
D Authentication A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Certificates & secrets 2
T New client secret

ill Token configuration

Description Expires Value
-8~ API permissions

cms_v4_secret 11/13/2022 m36cBEU2JyCaVEG1.79.0a0PI-5q~Rds55 D W
& Expose an API

| owners

® Using a certificate (not supported currently):
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3. Grant CMS permission(s) to access your AAD data. You can choose either Delegated
permissions or Application permissions. To do this, follow the procedure below:
® Delegated permissions:
a. Sign into the Azure portal (portal.azure.com) using either a work or school
account.
Search for and select Azure Active Directory.
Select the Azure AD tenant that you want.
d. Select App registrations under Manage in the left menu, and then select
the application you created in Step 1 in the right pane.

P Search resources, services, and docs (G+/) [ p 1lﬂ@sbq§::;i:t;);; &

Home > ScreenBeam

g2 ScreenBeam | App registrations = X
H
Azure Active Directory

New registration & endpoints 2 Troubleshooting & Download [Ed Preview features O Got feedback?

@ overview

> . All applications Owned applications
# Getting started EE L

Praview hub ‘ 2 Start typing a name or Application ID to filter these results

X Diagnose and solve problems Displa

aa Users

Application (client) ID Created on Certificates & secrets

4694deal-4b35-4319-a3f4-3d... 11/13/2020

& Groups

8E External Identities

&k, Roles and administrators
& Administrative units

i Enterprise applications

O Devices

App registrations

[&] idantin G

e. The application’s setup page appears. Select APl permissions in the left
menu.

P Search resources, services, and docs (G+/) h shadmin@sbqatest.on.. @
screenpeam WP

Home > ScreenBeam >

= cms_vd 2 %
y -
2 Search (Ctrl+)) ‘ « [ pelete $ Endpoints [ Preview features

B overview © ot 2 second? We would lave your feedback on Micrasaft identity platform (previously Azure AD for developer). =

& Quickstart
. Essentials i

#" Integration assistant | Preview
Display name Supported account types
cms_v4 My organization only

Manage
Application (client} ID Redirect URIs

& eranding 4694deal-4b35-4319-3314-3d212e7506ccC Add a Redirect URI

= Directory (tenant) ID Application ID URI
Q) Authentication
2 e82592e1-2cfa-4d%e-b1ca-d9dodc29bf3a Add an Application ID URI
Certificates & secrets Object ID Managed application in local directory

dc10a718-7536-497d-ab24-fbd598d8852¢ cms_v4

il Token configuration

S APl permissions @ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library [ADAL) and Azure AD Graph, We

will continue to provide technical support and security updates but we will na longer provide feature updates. Applications will need to be
upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

a4 Roles and administrators | Pre...

. Call APIs Documentation >
M rsanifact
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f.  The API permissions page appears. Click the Add a permission button.

P Search resources, services, and docs (G+/) h shadmin@sbqatest.on.. @
screenpeam WP

Home > ScreenBeam > cms_vd

- cms_v4 | AP| permissions = X
|P Search (Ctrl+/) ‘ « O Refrash & Got feedback?
B overview = . .
Configured permissions
& Quickstart . . . .
Applications are zuthorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured
# Integration assistant | Preview permissions should include all the permissions the application needs, Learn more about permissions and consent
Manage + Adda permission Grant admin consent for ScreenBeam
B Branding API / Permissions na... Type Description Admin consent reg...  Status
D Authentication ~ Microsoft Graph (1)
Certificates & secrets User.Read Delegated  Sign in and read user profile = b

| Token configuration

8- API permissions

@& Expose an API

| owners

& Roles and administrators | Pre...

B Manifact

g. The Request API permissions page appears. Select Microsoft Graph
then Delegated permissions.

B search resources, services, and docs (G+/) s Shﬂdmlﬂ@sbqsité:t;);;‘ S

Home » ScreenBeam > cms_vd Request Apl permissions =
- cms_v4 | APl permissior

< All APIs
| £ Search (Ctrl+/) ‘ « (¢ @ Microsoft Graph
https://graph.microsoft.com/ Docs
B Overview Co What type of permissions does your application require?
& Quickstart
App Delegated permissions Application permissions
# Integration assistant | Preview petl Your application needs to access the APl as the signed-in user. Vour application runs as a background service or dasmon without 2
signed-in user.
Manage . |
B Branding

3D Authentication

Certificates & secrets

Token canfiguration

-2 API permissions

@ Expose an API

¥ owners

& Roles and administrators | Pre...

= Add permissions Discard
B Manifact
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h. Type “User.ReadBasic.All” in the search box and the search will start
automatically. Check the box next to “User.ReadBasic.All”.

B search resources, services, and docs (G+/) s Shﬂdmlﬂ@sbqsit;:t;)m

Home » ScreenBeam > cms_vd Request Apl permissions =
=~ cms_v4 | APl permissior

< All APIs

- . i s 7 -
| P search (Ctrl+/) ‘ « o https://graph.microsoft.com/ Docs
R What type of permissions does your applicaticn require?
B overview
: Co Delegated permissions Application permissions
& Quickstart . ok ) )
App Your application neads to access the AP as the signed-in user. Vour application runs as a background service or daemon without a

# Integration assistant | Preview peny signed-in user.
Manage R

Select permissions expand all
B Branding

A UserReadBasicall
3D Authentication

Permission Admin consent required
Certificates & secrats

A
: ! Token canfiguration GroupMember (1)
"2 API permissions User.ReadBasic.All

P © No
Read all users' basic profiles
& Expose an API =
¥ owners
.'. Roles and administrators | Pre...
R -
Ll

i. Type “GroupMember.Read.All” in the search box and the search will start
automatically. Check the box next to “GroupMember.Read.All” and then
press the Add permissions button.

B search resources, services, and docs (G+/) s Shﬂdmlﬂ@sbqsité:t;);;‘

Home » ScreenBeam > cms_vd Request Apl permissions =
- cms_v4 | APl permissior

< All APIs

- . i s 7 -
|ﬂ Search (Ctrl+/) ‘ « o https://graph.microsoft.com/ Docs
R What type of permissions does your applicaticn require?
B overview
: Co Delegated permissions Application permissions
& Quickstart : e ) .
App Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a

# Integration assistant | Preview peny signed-in user.
Manage R

Select permissions expand all
B Branding

P GroupMember.Read Al
3D Authentication 1l

Permission Admin consent required
Certificates & secrats

A
:|' Token canfiguration GroupMember (1)
-2 API permissions GroupMember.Read.All @

. R dD bershi =
ead group memberships
& Expose an API Jens E =
¥ owners
.'. Roles and administrators | Pre...
B Manifact hd
Ll
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j.  Click Grant admin consent for <directory name> and select Yes.

B search resources, services, and docs (G+/) sbadr H@qusit;:t;)mu S

Home » ScreenBeam > cms_vd

- cms_v4 | APl permissions = X
|)3 Search (Ctrl+/) ‘ « () Refresh D Got feedback?
B overview -

Do you want te grant consent for the requested permissions for all accounts in ScreenBeam? This will update any existing admin consent
& Quickstart records this application already has to match what is listed below.

# Integration assistant | Preview

Manage permissions should include all the permissions the application needs. Learn more about permissions and consent

B Branding
-+ Add a permission| +* Grant admin consent for ScreenBeam

3D Authentication

API / Permissions name Type Description Admin consent req...  Status
Certificates & secrats
s v Microsoft Graph (3) L]
|l Token canfiguration
GroupMember.Read Al Delegated  Read group memberships Yes 4\ Notgranted for ScreenB,| ==+
-2 API permissions
User.Read Delegated  Sign in and read user profile No Lisd
& Expose an API
User.ReadBasic.All Delegated  Read all users’ basic profiles No k)
¥ owners
Roles and administrators | Pre...
B Manifact hd
1 »

k. Admin consent should be granted to each permission.

sbadmin@sbqatest.ol

Microsoft Azure 2 Search resources, services, and docs (G+/)

SCREENBEAM

Home > ScreenBeam > cms_vd

- cms_v4 | AP| permissions = X
|P Search (Ctrl+/) ‘ « O Refrash & Got feedback?
B overview - 0: S
uccessfully granted admin consent for the requested permissions.

& Quickstart
# Integration assistant | Preview Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured
Manage permissions should include all the permissions the application needs. Learn more about permissions and consent
B Branding

-+ Add a permission /" Grant admin consent for ScreenBeam
5) Authentication
API / Permissions name Type Description Admin consent req...  Status
Certificates & secrets
0 ~ Microsoft Graph (3)
ili Token configuration
GroupMember.Read.All Delegated  Read group memberships Yes @ Granted for ScreenBeam | =++

8- API permissions
User.Read Delegated  Sign in and read user profile No @ Granted for ScreenBeam  =++
@& Expose an API

User ReadBasicAl Delegated  Read all users’ basic profiles No @ Granted for ScreenBeam | ==+
. owners

a4 Roles and administrators | Pre...

B Manifact
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® Application permissions:
a. Sign into the Azure portal as a Global Administrator.
b. Search for and select Azure Active Directory.
c. Select the Azure AD tenant that you want.
d. Select App registrations under Manage in the left menu, and then select
the application you created in Step 1 in the right pane.

B search resources, services, and docs (G+/) s Shﬂdmlﬂ@sbqsit;:t;)m

Home > ScreenBeam

g2 ScreenBeam | App registrations = X
o,
Azure Active Directory

New registration & endpoints 2 Troubleshooting & Download [Ed Preview features O Got feedback?

@ overview

> . All applications Owned applications
# Getting started EE L

Praview hub ‘ 2 Start typing a name or Application ID to filter these results
A Diagnose and solve prablems Displa Application (client) ID Created on Certificates & secrets

4694deal-4b35-4319-a3f4-3d... 11/13/2020

ﬂ cms_v4

& Users
& Groups

dl External Identities

&k, Roles and administrators
& Administrative units

i Enterprise applications

O Devices

App registrations

i idantity &

e. The application’s setup page appears. Select APl permissions in the left
menu.

P Search resources, services, and docs (G+/) h shadmin@sbqatest.on..
screenpeam WP

Home > ScreenBeam >

= cms_vd 2 X
y
2 Search (Ctrl+)) ‘ « [ pelete $ Endpoints [ Preview features

B overview © ot 2 second? We would lave your feedback on Micrasaft identity platform (previously Azure AD for developer). =

& Quickstart
. Essentials i

#" Integration assistant | Preview
Display name Supported account types
cms_v4 My organization only

Manage
Application (client} ID Redirect URIs

& eranding 4694deal-4b35-4319-3314-3d212e7506ccC Add a Redirect URI

= Directory (tenant) ID Application ID URI
Q) Authentication
2 e82592e1-2cfa-4d%e-b1ca-d9dodc29bf3a Add an Application ID URI
Certificates & secrets Object ID Managed application in local directory

dc10a718-7536-497d-ab24-fbd598d8852¢ cms_v4

il Token configuration

= APl permissions @ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We *

will continue to provide technical support and security updates but we will no longer provide feature updstes. Applications will need to be
@ EpoET upgraded to Microsaft Authentication Library (MSAL) and Micrasoft Graph. Learn more
| owners

a4 Roles and administrators | Pre...

. Call APIs Documentation >
M rsanifact
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f.  The API permissions page appears. Click the Add a permission button.

P Search resources, services, and docs (G+/) h shadmin@sbqatest.on.. @
screenpeam WP

Home > ScreenBeam > cms_vd

- cms_v4 | AP| permissions = X
|P Search (Ctrl+/) ‘ « O Refrash & Got feedback?
B overview = . .
Configured permissions
& Quickstart . . . .
Applications are zuthorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured
# Integration assistant | Preview permissions should include all the permissions the application needs, Learn more about permissions and consent
Manage + Adda permission Grant admin consent for ScreenBeam
B Branding API / Permissions na... Type Description Admin consent reg...  Status
D Authentication ~ Microsoft Graph (1)
Certificates & secrets User.Read Delegated  Sign in and read user profile = b

| Token configuration

8- API permissions

@& Expose an API

| owners

& Roles and administrators | Pre...

B Manifact

g. The Request API permissions page appears. Select Microsoft Graph
then Application permissions.

B search resources, services, and docs (G+/) s Shﬂdmlﬂ@sbqsité:t;);;‘ S

Home » ScreenBeam > cms_vd Request Apl permissions =
- cms_v4 | APl permissior

< All APIs
| £ Search (Ctrl+/) ‘ « (¢ @ Microsoft Graph
https://graph.microsoft.com/ Docs
B Overview Co What type of permissions does your application require?
& Quickstart
App Delegated permissions Application permissions
# Integration assistant | Preview petl Your application needs to access the APl as the signed-in user. Vour application runs as a background service or dasmon without a
signed-in user.
Manage . |
B Branding

3D Authentication

Certificates & secrets

Token canfiguration

-2 API permissions

@ Expose an API

¥ owners

& Roles and administrators | Pre...

= Add permissions Discard
B Manifact
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h. Type “GroupMember.Read.All” in the search box and the search will start
automatically. Check the box next to “GroupMember.Read.All".

£ Search resources, services, and docs (G+/) b sbadmin@sbqatest.on..
SCREENBEAM

Home > ScreenBeam > cms_vd Request Apl permissions *
- cms_v4 | AP| permissior
< All APls
< ¥ hyips/graphmicrosoftcom/ Docs 7 i
|P Search (Ctrl+/) ‘ « ] ps//graph -com/ Docs of
What type of permissions does your applicaticn require?

B overview
A Co Delegated permissions Application permissions

tart

E ApE Your application needs to access the APl as the signed-in user. Your application runs as a background service or dasmon without a
#" Integration assistant | Preview peny T
Manage .
Select permissions expand all
B Branding
| \p GroupMember.Read.All
3 Authentication _ X
Permission Admin consent required
Certificates & secrets
5 N G Member (1
ill Token configuration roupMember (1)
= APl i GrouphMember.Read.All (&)
permissions REdP” o s
ad all group memberships
@& Expose an API
| owners
a4 Roles and administrators | Pre...
Add permissions
. .
I

i. Type “User.Read.All” in the search box, and then check the box next to
“User.Read.All". Click the Add permissions button to add the two selected

permissions.

P Search resources, services, and docs (G+/) [ Shad"ﬂ"@smﬁﬁ:ﬁ;’;;
Home » ScreenBeam > cms_vd Request Apl permissions =
- cms_v4 | APl permissior

< All APIs
|P Search (Ctrl+/) ‘ « d Delegated permissions Application permissions
. Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon withaut a
B Overvew ok
Co
& Quickstart
ApE
# Integration assistant | Preview pert Select permissions expand zll
1
Manage + | ‘D User.Read.All |
Permission Admin consent required
B Branding q
D Authentication > IdentityRiskyUser
Certificates & secrats
s N User (1)
.| Token canfiguration
-2 API permissions UserRead All © a
Read all users' full profiles
& Expose an API =
¥ owners
.'. Roles and administrators | Pre...
B Manifact hd
Ll
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j.  Click Grant admin consent for <directory name> and select Yes.

B search resources, services, and docs (G+/) sbadr H@qusit;:t;)mu S

Home » ScreenBeam > cms_vd

- cms_v4 | APl permissions = X
|)3 Search (Ctrl+/) ‘ « () Refresh D Got feedback?
B overview -

Do you want te grant consent for the requested permissions for all accounts in ScreenBeam? This will update any existing admin consent
& Quickstart records this application already has to match what is listed below.

# Integration assistant | Preview

Manage permissions should include all the permissions the application needs. Learn more about permissions and consent

B Branding
-+ Add a permission| +* Grant admin consent for ScreenBeam

3D Authentication

API / Permissions na... Type Description Admin consent req...  Status
Certificates & secrats
s v Microsoft Graph (3) L]
|l Token canfiguration
. GroupMember.Read Application Read all group memberships Yes 4\ Notgranted for ScreenB,| ==+
-2 API permissions
User.Read Delegated  Sign in and read user profile - @ Granted for ScreenBeam ==+
& Expose an API
User.Read All Application  Read all users' full profiles Yes 4\ Notgranted for ScreenB, =e+
¥ owners
Roles and administrators | Pre...
B Manifact hd
Ll »

k. Admin consent should be granted to each permission.

sbadmin@sbqatest.ol

Microsoft Azure 2 Search resources, services, and docs (G+/)

SCREENBEAM

Home > ScreenBeam > cms_vd

- cms_v4 | AP| permissions = X
|P Search (Ctrl+/) ‘ « O Refrash & Got feedback?
B overview - 0: S
uccessfully granted admin consent for the requested permissions.

& Quickstart
# Integration assistant | Preview Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured
Manage permissions should include all the permissions the application needs. Learn more about permissions and consent
B Branding

-+ Add a permission /" Grant admin consent for ScreenBeam
5) Authentication
API / Permissions na... Type Description Admin consent req...  Status
Certificates & secrets
0 ~ Microsoft Graph (3)
ili Token configuration
GroupMemberRead Application Read all group memberships Yes @ Granted for ScreenBeam | =++

8- API permissions
User.Read Delegated  Sign in and read user profile - @ Granted for ScreenBeam  =++
@& Expose an API

User Read All Application  Read all users’ full profiles Yes @ Granted for ScreenBeam | ==+
. Owners

a4 Roles and administrators | Pre...

B Manifact
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4. |Install ScreenBeam CMS.
a. Start ScreenBeam CMS installation and choose Azure Active Directory Service
(AAD) (Beta) when the User Management Service Selection page appears, and
click Next to continue.

el Setup - ScreenBeam CMS5 Enterprise version 4.4.15.0 — X

User Management Service Selection

Select the desired user management for ScreenBeam CMS

() ScreenBeam CMS User Management

o Azure Active Directory Service (AAD) (Beta)

Back Next Cancel
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b. Specify the following parameters on the Azure Active Directory Configuration
page that appears.
® Choose a permission type grant to CMS.
Select the option matching your selection in Step 3.
» Delegated permissions (Delegation)
= Application permissions (Stand-Alone/Daemon)
® Fillin Tenant ID, Application Client ID from App Registration in Step 1, Group
ID from a preset security group, and the Client secret value created in step 2.

by Setup - ScreenBeam CMS Enterprise version 4.4.15.0 - X
Azure Active Directory Configuration

Enter the required information for AAD setup

Select the type of app for setup:

© Delegation

() Stand-Alone/Daemon

Azure Active Directory Directory (Tenant) ID:
e82592e1-2cfa-4d%e-b1ca-d9d9dc29bf38

Azure Active Directory Application (Client) ID:
4694deal-4b35-4319-a3f4-3d212e7506cc

Azure Active Directory Group ID:
f081819c-6771-48ed-aele-9acab3b39h5a

Azure Active Directory Client Secret:
m36cB6U2jyC8v6G1.79.ea0PI-5q~Rds55|

Back Next Cancel
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5. Link installed CMS instance to Azure AD.

Before using the Azure AD users to manage CMS, we need to link the CMS instance to

the application registered on Azure in Step 1.

Note: The base URL of the installed CMS instance must be made available.

a. Sign into Azure portal using the same Azure account used in Step 1. (An admin
account with higher privilege can also be used.)
Set your portal session to the Azure AD tenant that you want.
Search for and select Azure Active Directory.

d. Select App registrations under Manage in the left menu and select the application
you created in Step 1 from the list.

Home > ScreenBeam

fi# ScreenBeam | App registrations # X

Azure Active Directory

«

| Mew registration &) Endpoints 2 Troubleshooting 4 Download [ Preview features D Got feedback?

@ overview

> . All applications Owned applications
# Getting started EE L

Preview hub ‘ 2 Start typing a name or Application ID to filter these results

# Diagnose and solve problems Display name Application (client) 1D Created on Certificates & secrets
4694deal-4b35-4319-a3f4-3d... 11/13/2020 -

& Users

& Groups

8E External Identities

&k, Roles and administrators
& Administrative units

#l Enterprise zpplications

O Devices

i App registrations

0l idantitg

B

e. Select Authentication under Manage in the left menu, and then select the Add
Redirect URI button under Redirect URI configurations.

pon| sbadmin@sbwdteston.. @

= Microsoft Azure £ Search resources, services, and docs (G+/) i 8 @ & SBWDTEST (SBWDTESTONMICR.. @@

Home > sbwdtest | App registrations > CMS_v4

3 CMS_v4 | Authentication (Preview) = - s

© Search ¢« & Got feedback?
B Overview

&5 Quickstart

@ Welcome to the new and improved experience for authentication. To switch to the old experience, please lick here

# Integration assistant

# Diagnose and solve problems " . .
Redirect URI configuration  Settings

v Manage -_—

A redirect URI, or reply URL, is the location where the Entra authorization server sends the user and delivers tokens once the user has successfully signed in or signed

= Branding & properties out. Learn mote gbout what is a redirect URIG?
Authentication
3
| D (preview) + Add Redirect URI
Certificates & secrets

{Il Token configuration

© APl permissions
& Expose an AP
Bi Approles

https://portal azure.com/# ssing CerisShift+F
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f. The Select a platform to add redirect URI window appears. Select Web from the
Web applications section.

= i Search d docs (G i > [ 5 & sbadmin@sbwdteston.. @&
Microsoft Azure P Search resources, services, and docs (G+/) SR

Home > sbwdtest | App registrations > CMS_v4 Select a platform to add redlrect UR' b4
3 CMS_v4 | Authentication (Preview) =
To understand which platform you should select, please learn more. o
£ Search o« A Got feedback? o
‘Web applications
B Overview -~
T
& Quickstart ﬁ—'b Web Single-page application
@ Welcome to the new and improved experience for authentication. To hv E
w Integration assistant Build, host, and deploy a web server Configure browser client applications
application. NET, Java, Python and progressive web applications.
# Diagnose and solve problems i A Javascript.
Redirect URI configuration  Settings el <
v Manage elect = elect =
A redirect URI, or reply URL, is the location where the Entra authoriza
& Branding & properties out. Learn more about what is a redirect URI?
Mobile and desktop applications
Authentication
D preview) + Add Redirect URI
Certificates & secrets . M3 Ra0s, * ot
Objective-C, Swift, Xamarin Java, Kotlin, Xamarin

{Il Token configuration

9 API permissions

Select - Select —
& Expose an AP o
5 Approles
- Cancel |

o oy i i 456

g. The Add Redirect URI window appears.

® Fillin Redirect URI by combining https.//+ CMS server IP + Identity Server port
number (default: 8890) + /signin-oidc.
For example, if you access CMS from your browser using https:/1.1.1.1:xxxx,
the Redirect URL will be https.//1.1.1.1:8890/signin-oidc.

® Fill in Front-channel logout URL by combining https.// + CMS server IP +
Identity Server port number (default: 8890) + /signout-oidc.
For example, if you access CMS from your browser using https:/1.1.1.1:xxxx,
the Logout URL will be https://1.1.1.1:8890/signout-oidc.

= i i 5. s & om sbadmin@sbwdteston.. @
= (VIO TV © Search resources, services, and docs (G+/) I T Copilot o SHWDTEST SEWDTESTONMIC.. (8
Home > sbwdtest | App registrations > CMS_v4 Add Redirect URI b4
3 CMS_v4 | Authentication (Preview) = - ehplatiorn

& All platforms £ Quickstart Docs
£ Search & & Got feedback? a
i Redirect URI
B Overview -~
& Quickstart | https://192.168.50.99:8890/signin-oidc v

@ Welcome to the new and improved experience for To

5" Integration assistant
‘Web and SPA settings
# Diagnose and solve problems i A 9
Redirect URI configuration  Settings
v Manage ——
@ The following settings apply to both Web and SPA(single-page application) platforms.

A redirect UR, or reply URL, is the location where the Entra authoriza ki i T latior i i "Setting tab ton Ausihnbication pae:

B2 Branding & properties out. Learn more about what is a redirect URIC]

) Authentication
(Preview) -+ Add Redirect URI Front-channel logout URL

Certificates & secrets

ut [ https.//192.168.50.99:8890/signout oidd -

{Il Token configuration

- APl permissions Implicit grant and hybrid flows

& Expose an API -
Wasmiie anmlicatinn i sinn imalict arant ar bubeid Ao calars tha tabane s mnld Bla

5 Approles

Add or remove favorites by pressing Ctrd +Shift+F
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h. Under the Implicit grant and hybrid flows section, check ID tokens (used for
implicit and hybrid flows), and then click Configure. The installed CMS instance
will be linked to the registered application on Azure AD.

= Microsoft Azure £ Search resources, services, and docs (G+/) l o Copilot [ 7 :E:g?;;gw;g;‘;‘;ﬂg; :ﬁ
Home > sbwdtest | App registrations > CMS_v4 Add Redirect URI ®
) CMS_v4 | Authentication (Preview) = - Web platform
< All platforms 5 Quickstart Docs
[0 search ¢ o« 5 Got feedback? 2
@ The following settings apply to both Web and SPA(single-page application) platforms.
W i -

You can edit them later in the 'Settings' tab on Authentication page.

& Quickstart ®
Welcome to the new and improved experience for authentication. Tg
5 Integration assistant Front-channel logout URL

# Diagnose and solve problems . = 5
Redirect URI configuration Settings https://192.168.50.99:8890/signout-oidc ~

» Manage

A redirect URI, or reply URL, is the location where the Entra authoriza  Implicit grant and hybrid flows

B2 Branding & properties out. Learn more about what is a redirect URI?

Authentication - i e - ) §
s " your application is using implicit grant or hybrid flows, select the tokens you would like

(Preview) + Add Redirect URI the authorization endpoint to issue below. To understand when to enable below fields, lean

Certificates & secrets more

[ Access tokens (used for implicit flows)

{Il Token configuration

% APl permissions | [ D tokens (used for implicit and hybrid flows)

& Expose an AP

Bi App roles
= Configure Cancel
dikorrecnonefovries b presg GerEESHAFUH

6. Setup CMS System Admin.
® When the Delegated permissions setup is selected:
Since CMS does not have permission to access AAD data, at least one of the
users must be assigned CMS System Admin role before CMS can enable System
Admin functionalities to any users. Follow below steps to add a System Admin user
to CMS:
a. Loginto CMS using the root account “Administrator”.
b. Select User Management in the left menu, and then select the Add new
SystemAdmin button.
c. Enter your work or school email, then click Execute to add the user.

ScreenBeam
CMS Management

Add New CMS SystemAdmin

Email

d. A SystemAdmin user will be added to CMS and the username will show on the
list.
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e. Click Log In with Azure AD, and log into CMS with your work or school email
that is added to CMS as a SystemAdmin user-.

Username

sername

Password

Password

Login

Log In with Azure AD

f. Go to the User Management page, where the users that are assigned to the
AAD security group will be shown. Now you can manage your CMS users’

roles.
ScreenBeam o
CMS Management
FDashboard User Management
X\ Receivers
B scheduler Search
B Receiver Log
First Name ’P Last Name Username Email Role Action
[) Scheduler Log
1Jr USB Provisioning admini admin i ft.com CMS User v
B Assign Licenses CMS SysAdmin
admin2 i com CMS User
Ie lc@sbwdtest.onmicrosoft.com CMS User 4
(@ support
@/\hnu' cchen_scr cchen_ CcOM#FEXT#@sbw... CMS User v
sbadmin sbadmin@sbwdtest.onmicrosoft.com CMS SysAdmin v
(> Connect Cloud
shamind i i com CMS User v

Showing 1 to 6 of 6 entries

Note: The User Management page will display only the users assigned to the
security group that is specified during CMS installation.
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® \When the Application permissions setup is selected:
a. Log into CMS using the root account “Administrator”
b. Select User Management and a list of users within assigned AAD group will
be shown.
c. Each user’s role can be updated within the list.

ScreenBeam

CMS Management

User Management

2, Change Root Password

(®About Search

s arinest Gl First Name Last Name Username Email Role +
admint admin1@sbwdtest.onmicrosoft.com CMS User v

| cvis Sysaamin_|

admin2 admin2@sbwdtest.onmicrosoft.com CMS User
le le@sbwdtest.onmicrosoft.com CMS User v
cchen_screenbeam.com#... cchen_s b com#EX n... CMS User v
sbadmin i i om CMS User ~
sbamind sbamind@sbwdtest.onmicrosoft.com CMS User v

Showing 1 o 6 of 6 entries

Note: The User Management page will display only the users assigned to the
security group that is specified during CMS installation.
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7.  (Optional) Restrict CMS access to a set of users in your organization.
By default, any users within the organization can sign in and access CMS once the app
has been set up and granted permissions. In some cases, the admin might want to
restrict CMS access to a set of users. To do this, follow the procedure below:
A. Enable sign-in restriction.
a. Sign into the Azure portal as a Global Administrator.
b. Select Azure Active Directory then Enterprise applications.
c. Select All applications on the left menu, and then select the CMS
application registered in Step 1.

= Microsoft Azure P search resources, services, and docs (G+/) 5 > sbadmin@sbgateston.. @&
SCREENBEAM P

Home > ScreenBeam | Enterprise applications > Enterprise applications

g2z Enterprise applications | All applications s
WEE S creenBeam - Azure Active Directory

u t MNew application () Refresh 4 Download (Export) | @ Preview info Columns | [E Preview features | 27 Got feedback?
Overview 2
@ overview View, filter, and search applications in your organization that are set up to use your Azure AD tenant as their Identity Provider.
X Diagnose and solve problems The list of applications that are maintained by your organization are in application registrations.
Manage |/’3 Search by application name or o... Application type == Enterprise Applications % Application ID starts with < +V Add filters

B Al applications 1 application found

. T j T ifi
£ Application proxy Name 1 Object ID Application ID Homepage URL Created on L Certificate Expiry

4 = - 4 - 2 -
£ User settings 8cd7ff02-7259-4c9b-b... 4694dead-4b35-4319-... 5/26/2021

B8 App launchers

®] Custom authentication

extensions (Preview)
Security
% Conditional Access

@ Consent 2nd permissions

Activit

d. Select Properties under Manage in the left menu, locate Assignment
required? and switch its setting to Yes. This will prevent unassigned users
from logging into CMS. Click Save to save your configuration change. Learn
more

Home > ScreenBeam | Enterprise applications > Enterprise applications | All applications > cms_v4

'I' cms_v4 | Properties X
|

Enterprise Application

N ' Discard [i] Delete < 6ot feedback?
i Overview = v, -
Deployment Plan

# Diagnose and solve problems Select a file |

Manage Application ID @ ‘ 4694dea0-4b35-4319-a3f4-3d212e7506cc [a] ‘
Object ID @ ‘ 8cd7H02-7259-4c8b-b311-d 754925508 In‘
& Owners Assignment required? (@ ( )
&b Roles and administrators (Pre... - —
Visible to users? @ [ Yes No )
& Users and groups
Notes (D v
3 single sign-on
@ Provisioning
B! Application proxy
C  Self-service
Security - -
Ll »
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B. Assign users to CMS.
a. Follow steps a to c from 7A.
b. Select Users and groups on the left navigation menu, and then click the
Add user/group button on the right pane.

Home > ScreenBeam | Enterprise applications > Enterprise applications | All applications > cms_v4

® cms_v4 | Users and groups X

Enterprise Application

& + Add user/group Edit assignment [i] Remove /2 Update credentials Columns | A’ Got feedback?
# Overview -

@ The application will not appear for assigned users within My Apps. Set 'visible to users?' to yes in properties to enable this. =
Deployment Plan

# Diagnose and solve problems
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration.

Manage

m = |,’7 First 200 shown, to search all users & gro...

.| Properties

2 Owners Display Name Object Type Role assigned
&y Roles and administrators (Pre... D @ admin User Default Access

D . Larry User Default Access
3 singlesign-on
@ Provisioning
B! Application proxy

C  Self-service

Security -
1 »

c. Select the Users selector on the Add Assignment pane that appears, and
then select users and/or groups in the Users panel that appears. You can
search users or groups by name in the Search box. Multiple users and
groups can be selected, and your selections will appear under Selected
items.

Note: The group assignment is only available with Azure AD premium
subscription. Learn more.

d. Once you are done selecting the users and groups, press the Select button.
Then click Assign to add the selected users and groups.

Home > ScreenBeam | Enterprise applications > Enterprise applications | All applications USEI'S =
Add Assignment
ScreenBeam

|/’) Search

A\ Groups are not available for assignment due to your Active Directory plan level. You can assign in(
the application.

Users

None Selected

Select a role

Selected items

Larry Chen Remove
le@sbqatest.onmicrosoft.com

admin Remove
sbadmin@sbgatest.onmicrosoft.com

=

167
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Appendix Il Backing up and
Restoring ScreenBeam
CMS

ScreenBeam CMS V4 supports data backup and restoration. Currently, only local data can
be backed up and restored. AAD or external databases can’t be backed up or restored.

ScreenBeam CMS Backup Restore Utility is included in the ScreenBeam CMS installation.
After the installation, a shortcut to this Utility is created in the ScreenBeam folder on the
Start menu.

All < Back
B2®  Quick Assist

o Realtek Audio Console

T ScreenBeam CMS Backup Restore Utility
@ Settings \
System

3-0 Snipping Tool
;i Solitaire & Casual Games
Sound Recorder

Sticky Notes

Terminal

ﬂﬂﬂﬂﬂﬂﬂﬂﬂ

surface

B Qsonn @ e =C®

Users can also find the utility in the default installation directory: C (or the system

11K

disk):\Program _ Files\ScreenBeam\cms\backupRestoreUtil\cms-v4-backup-utility.exe. By
default, it is installed in the Program Files folder. If you have changed the installation
directory, go to the one you have defined, that is your installation directory
\ScreenBeam\cms\backupRestoreUtil\cms-v4-backup-utility.exe.
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Backing up ScreenBeam CMS

Follow the procedure below to back up ScreenBeam CMS:
1. Start ScreenBeam CMS Backup Restore Ultility.

2. Click the Browse button and then choose a directory to save the CMS backup file. The
chosen path will be displayed on the Backup Target box.

B | ScreenBeam CMS Backup Restore Utility Version 4.4.15.0 X
Backup Restore

Backup Target: Backup File:

Progress: Progress:

3. Click the Backup button, and a message box will appear. Click Yes to start the backup

process.
B || ScreenBeam CMS Backup Restore Utility Version 4.4.15.0 X
Backup Restore
Backup Target: Backup File:

C\CMSv4_Backup

Progress: Progress:
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4. The backup process will be completed in several minutes.
Note: Don’t close the backup restore utility before the backup process is completed.

B Y ScreenBeam CMS Backup Restore Utility Version 4.4.15.0
Backup Restore

Backup Target: Backup File:
C\CMSv4_Backup

Browse Backup Browse Restore

Progress: Progress:

01. Checking save location exist...

02. Creating backup temp directory...

03. Adding access rule to backup temp directory...

04. Checking ScreenBeam CMS Database status...

05. Getting existing database file path info...

06. Setting databases offline...

07. Copying CMS Database files to the backun directary._.

08. The databases have been reset to onll System message X
09. Backing up settings...

10. Compressing the backup folder...

11. Deleting the temp working backup fo vour ScreenBeam CMS data files have been backed up!
12. Succeeded. The zip file path is C\CM

\cms_4.4.15.0_202508041525.zip, Please

zip file...

Click OK and close the utility. Now, the CMS is backed up.
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Restoring ScreenBeam CMS

Follow the procedure below to restore your ScreenBeam CMS to a previous backup:
1. Start ScreenBeam CMS Backup Restore Utility.

2. Click the Browse button and then choose a CMS backup file. The chosen path will be
displayed on the Backup File box.

B | ScreenBeam CMS Backup Restore Utility Version 4.4.15.0 X
Backup Restare

Backup Target: Backup File:

Progress: Progress:

3. Click the Restore button, and a message box will appear. Click Yes to start the
restoration process.

Backup Restore
Backup Target: Backup File:
CACMSv4_Backup\cms_4.4.15.0_202508041520.zip
Progress: Progress:

Restore CMS Confirmation X

Are you sure you want to continue the CMS restore process. This will
remove all your existing data on this system. Do you wish to continue?

Note: All current data on the system will be replaced. A backup of the current CMS is
created and saved in this  directory: your __installation directory

\ScreenBeam\cms\backupRestoreUtiI\CMSBackup.
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4. The restoration process will be completed in several minutes. Restored data will take
effect after the system is restarted.
Note: Don’t close the backup restore utility before the restoration process is completed.

B Y ScreenBeam CMS Backup Restore Utility Version 4.4.15.0
Backup Restore
Backup Target: Backup File:

CA\CMSv4_Backup\ems_4.4.15.0_202508041520.zip

Progress: Progress:

01. Checking Existing CMS Installation...

02. Checking backup file exist...

03. Backup version: 4.4.15.0. Current CMS version: 4.4.15.0...

04. Backing up the Existing CMS Data on the current system...
05. Backup the Existing CMS Succeeded, location of the current
backup is C:\Users\surface\AppData\Roaming\CMSBackup...

x }

5 Data on the current system...

Your ScreenBeam CMS data have been restored! Please restart your ...
system for the restore to take effect.

is system with the backed up

ar file's folder...
or files...

. Y
16. Updating Database to the current version......
17. Restarting CMS Websites...

18. Removing extracted directory...

19. Restore Process Succeeded...
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