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IMPORIANT
READ CAREFULLY BEFO RE USE

KEEP THIS G UIDE FO R FUIURE REFERENC E

This is a User’s Guide for a series of products. Not all products support all frmware features. Screenshots
and graphics in this book may differ slightly from your product due to differences in product features or
web configurator brand style. Every effort has been made to ensure that the information in this manual
is accurate.

Related Documentation
¢ Quick Start Guide

The Quick Start Guide shows how to connect the Zyxel Device.
* More Information

Go to suppont.zyxelcom to find other information on Zyxel Device.
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Document Conventions

Document Conve ntions

Wamings and Notes

These are how warnings and notes are shown in this guide.

Wamings tell you about things that could hamm you oryourZyxel
Device.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful fips) or recommendations.

Syntax Conventions
¢ Product labels, screen names, field labels and field choices are all in bold font.

¢ Aright angle bracket ( > ) within a screen name denotes a mouse click. For example, Ne twork Se tting
> Routing > DNS Route means you first click Netwok Se tting in the navigation panel, then the Routing
submenu, and then finally the DNS Route tab fo get to that screen.

Icons Used in Figures

Figures in this user guide may use the following generic icons. The Zyxel Device icon is not an exact
representation of your Zyxel Device.

Zyxel Device Generic Router Switch

Server Firewall USB Storage Device
| -

Printer 4G LTE/5G NR Base Station

(2)
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CHAPTER 1
Introducing the Zyxel Device

1.1 Overview

This User’s Guide contains the following Zyxel Device series:

* VMG Series — wireless VDSL router,

* EMG Series — Gigabit Ethernet gateway,

* AM Series — Gigabit active fiber gateway,

GM Series — G.fast NTU (Network Termination Unit).

The Zyxel Device refers to these models as outlined below.

*  VMG3312-T20A * EMG3525-T50B *  AM3100-BO
*  VMG3625-T50B *  EMG3525-T50C »  GM4100-B0
*  VMGB625-T50C * EMG5523-T50B
*  VMGB8623-150B * EMG5723-T50K

*  VMGB8825-T50

This User’s Guide documents all features/configurations of each model in this guide. Please refer to your
Zyxel Device screens and the following tables for the supported features.

The following table describes the feature differences of the Zyxel Device by model.

Table 1 Zyxel Device Comparison Table

VMG3312- VMG 3625- VMG 3625- VMG8623- VMG 8825-
T20A 0B T0C 0B 50
Gigabit Y Y Y Y Y
Ethernet LAN
Ethernet Y Y Y Y Y
WAN
SFP Port N N N N N
2.4 GHz WiFi Y Y Y Y Y
5 GHz WiFi N Y Y Y Y
G.fast N N N N N
VolP N N N Y Y
Mpro Mesh N Y Y Y Y
Supported
Extenders
Parental Y Y Y Y Y
Control
Schedule
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Table 1

Zyxel Device Comparison Table (continued)

VMG3312-
T20A

0B

VMG 3625-

0C

VMG 3625-

0B

VMG 8623-

VMG 8825-
50

Parental
Confrol URL
Filter

Wake on
LAN

Cellular
Backup

Media Server

File Sharing

IGMP/MLD

Speed Test

VDSL 35b
Profile

Z|Z|Z| <| <

<|Z|Z| <| <

<|Z|Z| <| <

<zl z| <| <

<zl z| <| <

Firmware
Version

5.13

5.50

5.50

5.50

5.50

Table 2 Zyxel Device Comparison Table

EMG3525-
0B

EMG3525-
B0C

EMG5523-
0B

EMG5723-
THOK

AM3100-
BO

GM4100-
BO

Gigabit
Ethernet
Ports

Y

Y

Y

Y

Ethernet
WAN

SFP Port

2.4 GHz WiFi

5 GHz WiFi

G.fast

VolP

Mpro Mesh
Supported
Extenders

<|Z|Z| <|=<|Z

<| Z|Z| <|=<|Z

<|=<|z|=<|=<|zZ

<|<|z|<|=<|z

zZ|Z|Z|Z| Z| <

Z|Z|<|Z|Z| Z

Parental
Control
Schedule

Parental
Control URL
Filter

Wake on
LAN

Cellular
Backup

Media
Server

File Sharing

IGMP/MLD

Speed Test
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Table 2 Zyxel Device Comparison Table (continued)

EMG3525- | EMG3525- | EMG5523- | EMG5723- | AM3100- GM4100-
0B 0C 0B TBOK B0 BO
VDSL 35b N N N N N Y
Profile
Firmware 5.50 5.50 5.50 5.50 5.13 5.18
Version

1.1.1 IntemetAccess

For VMG series, your Zyxel Device provides shared Internet access by connecting the DSL port to the DSL
or MODEM jack on a splifter or your telephone jack. You can have multiple WAN services over one ADSL
or VDSL. The Zyxel Device cannot work in ADSL and VDSL mode at the same time.

For EMG series, it provides Internet access by connecting the WAN port to your ISP. You can have
gigabit Internet access by connecting the DSL port to the DSLor MODEM jack on a splitter or your
telephone jack for G.fast.

G.fast Internet access is over the telephone line from the WAN port to a felephone jack through the DSL
or Modem port on a G.fast-compatible splitter.

G.fast is the acronym for Fast Access to Subscriber Terminals, where the letter G stands for the [TU-T G
series of recommendations. G.fast is a technology providing Gigabit speeds over traditional copper
twisted-pair wires. The following examples demonstrate G.fast deployment in Fiber-to-the-Building (FTTB)
and Fiber-To-The-Curb (FTTC) scenarios. In these two scenarios, the fiber cable (F) carries optical signals
from the fiber network to a G.fast switch located as shown. The Zyxel Device connects to the G.fast
switch over a telephone line (1) using the G.fast technology. Your home devices can access the Internet
by connecting to the Zyxel Device through Ethernet cables (E).

Figure 1 Fiber-To-The-Building (FTTB) with G.fast

—
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v
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Figure 2 Fiber-To-The-Curb (FTTC) with G.fast

I5P

e s i ]

Computers can connect to the Zyxel Device's LAN ports (or wirelessly).

Note: The ADSL and VDSL lines share the same WAN (layer-2) interfaces that you configure in
the Zyxel Device.

Figure 3 Zyxel Device's Internet Access Application (VMG series)

WLAN . WAN
S - : .+ FO
SIS, .. F RIS
o it nitind
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Figure 4 Zyxel Device's Internet Access Application (EMG/GM series)
e

- S
L
7 WLAN

b WAN

nm— —
LAN

Figure 5 Zyxel Device's Internet Access Application: G.fast

WLAN D WAN
2 DR

" o -
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You can also configure Firewall on the Zyxel Device for secure Internet access. When the Firewall is on,
all incoming traffic from the Internet to your network is blocked by default unless it is initiated from your
network. This means that probes from the outside to your network are not allowed, but you can safely
browse the Internet and download files.

Only use fiimware foryourZyxel Device’s specific model. Referto the
labelon the bottom of yourZyxel Device.

1.1.2 Ethemet WAN

For VMG series, If you prefer not to use a DSL line and you have another broadband modem or router
(such as ADSL) available, you can use the Ethernet WAN port and then connect it to the broadband
modem or router. This way, you can access the Internet via an Ethernet connection and sfill use the
QoS, Firewall and parental control functions on the Zyxel Device.
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Figure 6 Zyxel Device's Internet Access Applicatfion: Ethernet WAN
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For EMG series, if you have another broadband modem or router available, you can connect the WAN
port to the broadband modem or router.

Figure 7 Zyxel Device's Internet Access Application: Ethernet WAN (EMG series)

WLAN D WAN
2. 28

v
Ethermet Vi |
LAN WAN f

This way, you can access the Internet via an Ethernet connection and still use the QoS, Firewall and
parental control functions on the Zyxel Device.

1.1.3 Dual-Band

The EMG is a dual-band gateway and able to function both 2.4 GHz and 5 GHz networks at the same
fime. You could use the 2.4 GHz band for regular Internet surfing and downloading while using the 5 GHz
band for time sensitive traffic like high-definition video, music, and gaming.
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Figure 8 Dual-Band Application

1.1.4 Tiple Play

The ISP may provide “friple play” service to the Zyxel Device. This allows you to take advantage of “triple
play” services such as Voice over IP telephony, and streaming video/audio media all at the same time,
with no noticeable loss in bandwidth.

Figure 9 Triple Play Example

ETHERMET

1.1.5 WAN Priority
The WAN connection priority is as follows:
1 Ethernet WAN
2 G.fast/DSL

3 Cellular WAN (3G/4G)
See Section 1.1.7 on page 25 for more information about Cellular backup.
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1.1.6 Wireless Access

The Zyxel Device is a wireless Access Point (AP) for IEEE 802.11b/g/n/a/ac WiFi clients, such as notebook
computers, tablets, smartphones, etc. It allows them to connect to the Internet without having to rely on
inconvenient Ethernet cables.

Your Zyxel Device supports WiFi Protected Setup (WPS), which allows you to quickly set up a wireless
network with strong security.

Figure 10 Wireless Access Example

b 4

J
)

L 4

1.1.7 ZyxelDevice’s USB Support

The USB port of the Zyxel Device is used for cellular WAN backup, file-sharing, and media server.

Cellular WAN (3G/4G) Backup

Connect a supported cellular USB dongle with an active SIM card to the USB port. This adds a second
WAN interface and allows the Zyxel Device to wirelessly access the Internet via a cellular network. The
cellular WAN connection is a backup in case the DSL connection fails.

To set up a cellular connection, click Network > Boadband > Cellular Backup.

To update the supported cellular USB dongle list, download the latest WWAN package from the Zyxel
website and upload it to the Zyxel Device using the Maintenance > Fimware Upgrade screen.

Figure 11 Infernet Access Application: Cellular WAN

tad
ﬁ!"'.-: &y Q—w
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File Sharing

Use the built-in USB 3.0 port to share files on a USB memory stick or a USB hard drive (A). Use FTP to access

the files on the USB device.
© A

Figure 12 USB File Sharing Application

6

Media Server

You can also use the Zyxel Device as a media server. This lets anyone on your network play video, music,
and photos from a USB device (A) connected to the Zyxel Device’s USB port (without having to copy
them to another computer).

Figure 13 USB Media Server Application

1.1.8 VoIP Features

You can register up to 2 SIP (Session Initiation Protocol) accounts and use the Zyxel Device to make and
receive VoIP telephone calls:
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Figure 14 Zyxel Device's VolIP Features

Calls via a VolIP service provider - the Zyxel Device sends your call to a VolP service provider's SIP server
which forwards your calls to either VolP or PSTN phones.

1.1.9 SFP

The Zyxel Device provides shared Internet access by connecting a Small Form-Factor Pluggable (SFP)
fransceiver to the SFP port. In addition, you can connect computers, IPTVs, gaming consoles, and other
Ethernet devices to the Ethernet ports for fiber-speed Internet access.

1.2 Ways to Manage the Zyxel Device

Use any of the following methods to manage the Zyxel Device.

¢ Web Configurator. This is recommended for management of the Zyxel Device using a (supported)
web browser.

* FTP. Use FTP for firmware upgrades and configuration backup/restore.

1.3 Good Habits forManaging the Zyxel Device

Do the following things regularly to make the Zyxel Device more secure and to manage the Zyxel
Device more effectively.

¢ Change the password. Use a password that's not easy to guess and that consists of different types of
characters, such as numbers and letters.

¢ Write down the password and put it in a safe place.

¢ Back up the configuration (and make sure you know how to restore it). Restoring an earlier working
configuration may be useful if the device becomes unstable or even crashes. If you forget your
password, you will have to reset the Zyxel Device to its factory default settings. If you backed up an
earlier configuration file, you would not have to totally re-configure the Zyxel Device. You could
simply restore your last configuration.
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Hardware

This section describes the front and back panel of the Zyxel Device. Refer to the Quick Start Guides o
see how to make the hardware connections.

2.1 IED Indicator

Use the LEDs to defermine if the Zyxel Device is behaving normally or if there are problems on your
network.

2.1.1 VMG3312-T20A
Figure 15 VMG3312-T20A

WEH IHTERHET URh

o -

ZY X EL

The following are the LED descriptions of your VMG3312-T20A.

Table 3 VMG3312-T20A LED Descriptions

IED COIOR | STATUS DESCRIPIION
POWER Green On The Zyxel Device is receiving power and ready for use.
Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detected an error while self-testing, or there is a device
malfunction.
Off The Zyxel Device is not receiving power.
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Table 3 VMG3312-T20A LED Descriptions (continued)

IED COIOR | STATUS DESCRIPTION
ETHERNET1~4 | Green On The Zyxel Device has a successful 10/100 Mbps Ethernet connection with a
device on the Local Area Network (LAN).
Blinking The Zyxel Device is sending or receiving data to/from the LAN af 10/100
Mbps.
Off The Zyxel Device does not have an Ethernet connection with the LAN.
WLAN Green On The wireless network is activated.
Blinking The Zyxel Device is communicating with WiFi clients.
WPS Amber Blinking The Zyxel Device is setting up a WPS connection with a WiFi client.
Off The wireless network is not activated.
DSL Green Oon The VDSL line is up.
Blinking The Zyxel Device is initializing the VDSL line.
Off The DSL line is down.
Orange On The ADSL line is up.
Slow The Zyxel Device is detecting carrier signals.
Blinking
Fast The Zyxel Device is initializing the VDSL line.
Blinking
WAN Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet connection
on the WAN.
Blinking The Zyxel Device is sending or receiving data to/from the WAN at 10/100/
1000 Mbps.
Off The Zyxel Device does not have an Ethernet connection with the WAN.
INTERNET Green Oon The Zyxel Device has an IP connection but no fraffic.
Your device has a WAN IP address (either static or assigned by a DHCP
server). PPP negotfiation was successfully completed (if used) and the DSL
connection is up.
Blinking The VMG is sending or receiving IP fraffic.
Off There is no Internet connection or the gateway is in bridged mode.

Red On The VMG attempted to make an IP connection but failed. Possible causes
are no response from a DHCP server, no PPPoE response, PPPoE
authentication failed.

usB Green On The Zyxel Device recognizes a USB connection through the USB slot.
Blinking The Zyxel Device is sending/receiving data to/from the USB device
connected to it.
Off The Zyxel Device does not detect a USB connection through the USB slof.

VMG/EMG/AM/GM Series User's Guide

29




Chapter 2 Hardware

2.1.2 VMG3625-T50B, VMG3625-T50C and VMG8623-T50B

Figure 16 VMG3625-T50B
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Figure 17 VMG3625-T50C
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Figure 18 VMGB8623-T50B

The following are the LED descriptions of your VMG3625-T50B, VMG3625-T50C and VMG8623-T50B.
Table 4 VMG3625-T50B/VMG3625-T50C/VMG8623-T50B LED Descriptions

IED COIOR | STATUS DESCRIPIION
Power Green On The Zyxel Device is receiving power and ready for use.
Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detected an error while self-testing, or there is a device
malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
DSL/ Green On The VDSL/ ADSL link is up.
Ethernet . - -
Slow The Zyxel Device is looking for a VDSL/ ADSL link.
WAN .
Blinking
Fast The Zyxel Device is initializing the VDSL/ ADSL link.
Blinking
Infernet Green On Your device has a WAN IP address (either static or assigned by a DHCP
server), PPP negotiation was successfully completed (if used) and the DSL
connection is up.
Blinking The Zyxel Device is sending or receiving IP traffic.
Off There is no Internet connection or the gateway is in bridged mode.
Red On The Zyxel Device attempted to make an IP connection but failed. Possible
causes are no response from a DHCP server, no PPPoOE response, PPPoOE
authentication failed.
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Table 4 VMG3625-T50B/VMG3625-T50C/VMG8623-T50B LED Descriptions (continued)

IED COIOR | STATUS DESCRIPIION

LANT~4 Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet connection
with a device on the Local Area Network (LAN).

Blinking The Zyxel Device is sending or receiving data to/from the LAN at 10/100/
1000 Mbps.

Off The Zyxel Device does not have an Ethernet connection with the LAN.

2.4G WLAN/ | Green On The 2.4 GHz WiFi is activated.

WPS Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.

Off The link is down or disabled.

Amber Blinking The Zyxel Device is setting up a WPS connection with a 2.4 GHz WiFi client.
5G WLAN/ Green On The 5 GHz WiFi is activated.

WPS Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.

Off The link is down or disabled.

Amber Blinking The Zyxel Device is setting up a WPS connection with a 5 GHz WiFi client.

Phone Green On A SIP account is registered for at least one phone port, and there's no
voice message in the corresponding SIP account.

(VMG8623-

T508 Only) Blinking A telephone connected to one of the phone port has its receiver off the
hook or there is an incoming call. There's no voice message in the
corresponding SIP account.

Amber On A SIP account is registered for the phone port and there is a voice
message in the corresponding SIP account.

Blinking A telephone connected to the phone port has its receiver off the hook or
there is an incoming call. There’s voice message in the corresponding SIP
account.

Off ¢ The Zyxel Device is turned off.

¢ The VolIP function is not activated.
¢ The SIP account is not enabled.
* The phone port does not have a SIP account registered.
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2.1.3 VMG8825-T50

Figure 19 VMGB8825-T50
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The following are the LED descriptions of your VMG8825-T50.

Table 5 VMG8825-T50 LED Descriptions

IED COIOR | STATUS DESC RIPTION
Power Green On The Zyxel Device is receiving power and ready for use.
Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detected an error while self-testing, or there is a device
malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
WAN Green On One of the following connections is up.
e ADSL
e VDSL
e Ethernet connection on the WAN.
Slow The ADSL/VDSL link is down, and the Zyxel Device is looking for an ADSL/
Blinking VDSL link.
Fast The Zyxel Device is initializing the ADSL/VDSL link.
Blinking
Off There is no Ethernet connection on the WAN.
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Table 5 VMG8825-T50 LED Descriptions (continued)

IED COIOR | STATUS DESCRIPIION
Internet Green On Your device has a WAN IP address (either static or assigned by a DHCP
server), PPP negotiation was successfully completed (if used) and the DSL
connection is up.
Blinking The Zyxel Device is sending or receiving IP traffic.
Off There is no Internet connection or the gateway is in bridged mode.

Red On The Zyxel Device attempted to make an IP connection but failed. Possible
causes are no response from a DHCP server, no PPPoE response, PPPOE
authentication failed.

2.4G WLAN Green On The 2.4 GHz WiFi is activated.
Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.
Off The 2.4 GHz WiFi is not activated.
5G WLAN Green On The 5 GHz WiFi is activated.
Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.
Off The 5 GHz WiFi is not activated.
WPS Amber Blinking The Zyxel Device is setting up a WPS connection with a WiFi client.
LANT~4 Green Oon The Zyxel Device has a successful 10/100/1000 Mbps Ethernet connection
with a device on the Local Area Network (LAN).
Blinking The Zyxel Device is sending or receiving data to/from the LAN at 10/100/
1000 Mbps.
Off The Zyxel Device does not have an Ethernet connection with the LAN.
Phone Green On A SIP account is registered for at least one phone port.
Blinking A telephone connected to one of the phone port has its receiver off the
hook or there is an incoming call.

Amber On A SIP account is registered for the phone port and there is a voice message
in the corresponding SIP account.

Blinking A telephone connected to the phone port has its receiver off the hook and
there is a voice message in the corresponding SIP account.
Off The phone port does not have a SIP account registered.
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2.1.4 EMG3525-T50B and EMG3525-T50C

Figure 20 EMG3525-T50B
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Figure 21 EMG3525-T50C
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The following are the LED descriptions of your EMG3525-T50B and EMG3525-T50C.
Table 6 EMG3525-T50B/EMG3525-T50C LED Descriptions

IED COIOR STATUS DESCRIPION
Power Green On The Zyxel Device is receiving power and ready for use.

Blinking The Zyxel Device is self-testing.

Red On The Zyxel Device detected an error while self-testing, or there is a device
malfunction.

Blinking The Zyxel Device is upgrading firmware.

Off The Zyxel Device is not receiving power.
Ethernet Green On The Ethernet link is up.
WAN Off The Ethernet link is down.
Internet Green On The Zyxel Device has an IP connection but no traffic.

Your device has a WAN IP address (either static or assigned by a DHCP
server), PPP negotiation was successfully completed (if used) and the DSL
connection is up.

Blinking The Zyxel Device is sending or receiving IP fraffic.
Off There is no Internet connection or the gateway is in bridged mode.
Red On The Zyxel Device aftempted to make an IP connection but failed. Possible

causes are no response from a DHCP server, no PPPOE response, PPPoOE
authentication failed.

LAN1~4 Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet connection
with a device on the Local Area Network (LAN).
Blinking The Zyxel Device is sending or receiving data to/from the LAN at 10/100/
1000 Mbps.
Off The Zyxel Device does not have an Ethernet connection with the LAN.
2.4G WLAN/ | Green On The 2.4 GHz WiFi is activated.
WPS Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.
Off The link is down or disabled.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 2.4 GHz WiFi client.
5G WLAN/ | Green On The 5 GHz WiFi is activated.
WPS Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.
Off The link is down or disabled.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 5 GHz WiFi client.
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2.1.5 EMG5523-T50B

Fgure 22 EMGS5523-T50B
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The following are the LED descriptions of your EMG5523-T50B.
Table 7 EMG5523-T50B LED Descriptions
IED COIOR STATUS DESCRIPIION
Power Green On The Zyxel Device is receiving power and ready for use.
Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detected an error while self-testing, or there is a
device malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
Ethernet Green On The Ethernet link is up.
WAN Off The Ethernet fink is down.
Internet Green On The Zyxel Device has an IP connection but no fraffic.

Your device has a WAN IP address (either static or assigned by a
DHCEP server), PPP negotiation was successfully completed (if used)
and the DSL connection is up.

Blinking The Zyxel Device is sending or receiving IP fraffic.
Off There is no Internet connection or the gateway is in bridged mode.
Red Oon The Zyxel Device attempted to make an IP connection but failed.

Possible causes are no response from a DHCP server, no PPPoE
response, PPPoE authentication failed.
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Table 7 EMG5523-T50B LED Descriptions (confinued)

IED COIOR STATUS DESCRIPIION
LAN1~4 Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet
connection with a device on the Local Area Network (LAN).

Blinking The Zyxel Device is sending or receiving data to/from the LAN at 10/
100/1000 Mbps.

Off The Zyxel Device does not have an Ethernet connection with the LAN.

2.4G WLAN/ | Green On The 2.4 GHz WiFi is activated.
WPS Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.

Off The link is down or disabled.

Amber Blinking The Zyxel Device is setting up a WPS connection with a 2.4 GHz WiFi
client.
5G WLAN/ Green On The 5 GHz WiFi is activated.
WPS Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 5 GHz WiFi
client.
Phonel, Green On A SIP account is registered for atf least one phone port, and there’s no
Phone2 voice message in the corresponding SIP account.

Blinking A telephone connected to one of the phone port has its receiver off
the hook or there is an incoming call. There's no voice message in the
corresponding SIP account.

Amber On A SIP account is registered for the phone port and there is a voice
message in the corresponding SIP account.

Blinking A telephone connected to the phone port has its receiver off the
hook or there is an incoming call. There's voice message in the
corresponding SIP account.

Off e The Zyxel Device is turned off.

e The VolIP function is not activated.
e The SIP account is not enabled.
* The phone port does not have a SIP account registered.
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2.1.6 EMG5723-TH0K

Fgure 23 EMGS5723-T50K
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The following are the LED descriptions of your EMG5723-T50K.

Table 8 EMG5723-T50K LED Descriptions

IED COIOR | STATUS DESC RIPTION
Power Green On The Zyxel Device is receiving power and ready for use.
Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detected an error while self-testing, or there is a device
malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
WAN Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet connection
on the WAN.
Off There is no Ethernet connection on the WAN.
Internet Green On Your device has a WAN IP address (either static or assigned by a DHCP
server), PPP negotiation was successfully completed (if used).
Blinking The Zyxel Device is sending or receiving IP fraffic.
Off There is no Internet connection or the gateway is in bridged mode.
Red On The Zyxel Device attempted to make an IP connection but failed. Possible
causes are no response from a DHCP server, no PPPoE response, PPPoOE
authentication failed.
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Table 8 EMG5723-T50K LED Descriptions (continued)

IED COIOR | STATUS DESCRIPIION
2.4G WLAN Green Oon The 2.4 GHz WiFi is activated.
Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.
Off The 2.4 GHz WiFi is not activated.
5G WLAN Green On The 5 GHz WiFi is activated.
Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.
Off The 5 GHz WiFi is not activated.
WPS Amber Blinking The Zyxel Device is setting up a WPS connection with a WiFi client.
LAN1~4 Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet connection
with a device on the Local Area Network (LAN).
Blinking The Zyxel Device is sending or receiving data to/from the LAN at 10/100/
1000 Mbps.
Off The Zyxel Device does not have an Ethernet connection with the LAN.
Phone Green On A SIP account is registered for atf least one phone port.
Blinking A telephone connected to one of the phone port has its receiver off the
hook or there is an incoming call.
Amber On A SIP account is registered for the phone port and there is a voice message
in the corresponding SIP account.
Blinking A telephone connected to the phone port has its receiver off the hook and
there is a voice message in the corresponding SIP account.
Off The phone port does not have a SIP account registered.
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2.1.7 AM3100-B0

Figure 24 AM3100-B0

The following are the LED descriptions of your AM3100-B0.

Table 9 AM3100-BO LED Descriptions

IED COIOR | STSTUS DESCRIPIION
Power Green On The Zyxel Device is receiving power and ready for use.
Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detected an error while self-testing, or there is a device
malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.

Internet Green On Your device has a WAN IP address (either static or assigned by a DHCP
server), PPP negotiation was successfully completed (if used) and the DSL
connection is up.

Off There is no Internet connection or the gateway is in bridged mode.

WAN Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet connection
on the WAN.

Off There is no Ethernet connection on the WAN.

SFP Green On A fiber link is up.

Off A fiber link is down.

VMG/EMG/AM/GM Series User's Guide

41




Chapter 2 Hardware

Table 9 AM3100-BO LED Descriptions (continued)

IED COIOR | STSTUS DESCRIPIION
LANT~4 Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet connection
with a device on the Local Area Network (LAN).
Blinking The Zyxel Device is sending or receiving data to/from the LAN at 10/100/
1000 Mbps.
Off The Zyxel Device does not have an Ethernet connection with the LAN.
2.1.8 GM4100-B0
Figure 25 GM4100-BO
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The following are the LED descriptions of your GM4100-B0.

Table 10 GM4100-BO LED Descriptions

IED COIOR | STATUS DESCRIPIION
POWER Green On The Zyxel Device is receiving power and ready for use.
Blinking The Zyxel Device is booting up.
Red On The Zyxel Device detected an error while self-testing, or there is a device
malfunction.
Blinking The Zyxel Device is uploading firmware.
Off

The Zyxel Device is not receiving power.
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Table 10 GMA4100-BO LED Descriptions (confinued)

IED COIOR | STATUS DESCRIPIION
G.fast Green On One of the following connections is up.
e ADSL
e VDSL
* G.fast
Slow The ADSL/VDSL/G.fast link is down, and the Zyxel Device is looking for an
Blinking ADSL/VDSL/G fast link.
Fast The Zyxel Device is initializing the ADSL/VDSL/G.fast link.
Blinking
Off There is no Internet connection on the WAN.
LANT~2 Green On The Zyxel Device has a successful Ethernet connection with a device on the
Local Area Network (LAN).
Blinking The Zyxel Device is sending or receiving data to/from the LAN.
Off The Zyxel Device does not have an Ethernet connection with the LAN.

2.2 Port Panel

Figure 26 VMG3312-T20A
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Chapter 2 Hardware
Figure 31 EMG3525-T50B
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Figure 35 AM3100-BO
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The following table describes the items on the panels.

Table 11 Panel Ports and Buttons

IABEL DESCRIPIION

WIFI Press the WLAN button for more than one second to enable the wireless function.

WPS Press the WPS button for more than one second to quickly set up a secure wireless connection
between the device and a WPS-compatible client.

SFP Connect an SFP fransceiver to the SFP port for fiber-speed Internet access.

usB The USB port(s) is used for cellular WAN backup, file-sharing, media server, and print server.

DSL Connect a RJ-11 cable to the DSL port for Internet access.

G.fast Connect aRJ-11 cable to the G.fast port for Infernet access.

PHONET ~ Connect analog phones to the phone portfs to make phone calls.

PHONE2

LANT ~ LAN4 | Connect computers or other Ethernet devices to Ethernet ports for Internet access.
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Table 11 Panel Ports and Buttons (continued)

IABEL DESCRIPIION

WAN Connect an Ethernet cable to the Ethernet WAN port for Internet access.

Power Connect the power cable and then press the power (ON/OFF) button fo start the Zyxel Device.
ON/OFF Press the ON/OFF button when the power is connected to turn on the Zyxel Device.

Reset Press the button to return the Zyxel Device to the factory defaults.

2.2.1 Using the WIAN and WPS Buttons

If the wireless network is turned off, press the WiFi button. Check the WIAN/ WPS LED on the front panel to
see if the wireless network is active.

You can also use the WPS button to quickly set up a secure wireless connection between the Zyxel
Device and a WPS-compatible client by adding one device at a time.

To activate WPS:

1 Make sure the POWERLED is on and not blinking.
2 Press the WPs button and release it.

3 Press the WPS button on another WPS-enabled device within range of the Zyxel Device. The WIAN/ WPS
LED flashes amber while the Zyxel Device sets up a WPS connection with the other wireless device.

4 Once the connection is successfully made, the WIAN/ WPS LED shines blue or green.

Note: If your Zyxel Device supports both 2.4 GHz and 5 GHz wireless networks, the connection
to the 2.4 GHz wireless network has priority.

To turn off the wireless network, press the WiFi button. The WIAN/ WPS LED turns off when the wireless
network is off.

See the following table to see how long you need to press the WiFi and WPS buttons on the Zyxel Device.

Table 12 WLAN and WPA Buttons

MO DEL WIAN BUTION WPS BUTION
VMG3312-T20A More than two seconds | More than five seconds
VMG3625-T50B More than one second More than one second
VMG3625-T50C
VMG8623-T50B
VMG8825-T50
EMG3525-T50B
EMG3525-T50C
EMGS5523-T50B
EMG5723-T50K
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2.2.2 The RESETButton

If you forget your password or cannot access the Web Configurator, you will need to use the RESET
button to reload the factory-default configuration file. This means that you will lose all configurations
that you had previously. The password will be reset to the factory default (see the device label), and the
LAN IP address will be “192.168.1.1".

1 Make sure the POWERLED is on (not blinking).

2 Tosetf the device back to the factory default settings, press the RESETbutton or unfil the POWER LED
begins to blink and then release it. When the POWER LED begins to blink, the defaults have been
restored and the device restarts.

See the following table to see how long you need fo press the RESETbutton on the Zyxel Device.

Table 13 RESET Button
MODEL RESET BUTIO N
VMG3312-T20A Five seconds
VMG3625-T50B More than five seconds
VMG3625-T50C
VMG8623-T50B
VMG8825-T50
EMG3525-T50B
EMG3525-T50C
EMG5523-T50B
EMG5723-T50K
AM3100-BO
GM4100-BO

2.2.3 SFP Tiansceiver

An SFP transceiver is a single unit that houses a transmitter and a receiver. Use an SFP fransceiver to
connect an Ethernet or fiber optic cable to the Zyxel Device.

TransceiverInstallation

Use the following steps to install an SFP fransceiver.

1 Attach an ESD preventive wrist strap to your wrist and to a bare metal surface.
2 Align the fransceiver in front of the slot opening.

3 Make sure the latch is in the lock position (latch styles vary), then insert the fransceiver into the slot with
the exposed section of PCB board facing down.

4 Press the transceiver firmly until it clicks into place.

5 The Zyxel Device automatically detects the installed transceiver. Check the LEDs to verify that it is
functioning properly.
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Remove the dust plugs from the transceiver and cables (dust plug styles vary).

Identify the signal fransmission direction of the fiber cables and the transceiver. Insert the fiber cable into
the transceiver.

Figure 37 Latch in the Lock Position
e

Saa

Figure 838 Transceiver Installation Example

Transceiver Removal

Use the following steps to remove an SFP fransceiver.

Aftach an ESD preventive wrist strap to your wrist and to a bare metal surface on the chassis.
Remove the fiber cables from the transceiver.

Pull out the latch and down to unlock the transceiver (latch styles vary).

Note: Make sure the transceiver's latch is pushed all the way down, so the transceiver can be
pulled out successfully.

Pull the latch, or use your thumb and index finger to grasp the tabs on both sides of the transceiver, and
carefully slide it out of the slot.

Note: Do NOT pull the transceiver out by force. You could damage it. If the transceiver will not
slide out, grasp the tabs on both sides of the fransceiver with a slight up or down motion
and carefully slide it out of the slot. If unsuccessful, contact Zyxel Support to prevent
damage to your Zyxel Device and tfransceiver.

Insert the dust plug into the ports on the transceiver and the cables.
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Figure 40 Removing the Fiber Cables

Figure 41 Opening the Transceiver’s Latch Example

Figure 42 Transceiver Removal Example

2.3 Wall Mounting

Please refer to the procedures below for the wall mounting procedures of the following Zyxel Device:
* VMG3312-T20A

Note: For other Zyxel Devices that have a wall-mounting feature, please refer to Quick Start
Guides.

Do the following to attach your Zyxel Device to a wall.

1 Drillintfo a wall two holes 3 mm ~ 4 mm (0.12" ~ 0.16") wide, 20 mm ~ 30 mm (0.79" ~ 1.18") deep and
126mm apart. Place two screw anchors in the holes.

2 Screw ftwo screws with 6mm ~ 8 mm (0.24" ~ 0.31") wide heads into the screw anchors. Do not screw the
screws all the way in to the wall; leave a small gap between the head of the screw and the wall. The
gap must be big enough for the screw heads to slide into the screw slots and the connection cables to
run down the back of the Zyxel Device.
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Figure 43 Wall Mounting Screw Specifications
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Use the holes on the bottom of the Zyxel Device to hang the Zyxel Device on the screws.
Figure 44 Wall Mounting Procedures
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Note: Wall-mount the Zyxel Device vertically. Attach the bracket to your Zyxel Device with the
bracket holes facing down.

Notfe: Make sure the screws are securely fixed to the wall and strong enough to hold the
weight of the Zyxel Device with the connection cables.
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C HAPTER 3
Web Configurator

3.1 Overview

The Web Configurator is an HTML-based management interface that allows easy system setup and
management through Internet browser. Use a browser that supports HTML5, such as Microsoft Edge,
Morzilla Firefox, or Google Chrome. The recommended minimum screen resolution is 1024 by 768 pixels.
In order to use the Web Configurator you need to allow:

¢ Web browser pop-up windows from your computer.
» JavaScript (enabled by default).

¢ Java permissions (enabled by default).
3.1.1 Access the Web Configurator

1 Make sure your Zyxel Device hardware is properly connected (refer to the Quick Start Guide).
2 Make sure your computer has an IP address in the same subnet as the Zyxel Device.

3 Launch your web browser. If the Zyxel Device does not automatically re-direct you to the login screen,
go to http://192.168.1.1.

4 Alogin screen displays. Select the language you prefer (upper right).

5 To access the administrative Web Configurator and manage the Zyxel Device, enter the default user
name admin and the randomly assigned default password (see the Zyxel Device label) in the Iogin
screen and click Iogin. If you have changed the password, enter your password and click Iogin.

Figure 45 Login Screen

Login
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Note: The first time you enter the password, you will be asked to change it. Make sure the new
password must contain at least one uppercase letter, one lowercase letter and one
number. For some models, the password must contain at least one English character
and one number. Please see the password requirement displayed on the screen.

The Connection Status screen appears. Use this screen to configure basic Internet access and WiFi
settings.

Figure 46 Connection Status

Caonneckvily Sviem Indo
Wil {pBAJE LD
W LS ARG D 1074
O by I o 49 mins 53 secs
[T TR Ve ]
| W :
b b
WiF Setings ' G st WiF Seffings [ ]
=
,- Pomal Bl 00 sessssssas 2 dyuml P27 guiedl]  asasesss
BT e M ——— v oD W e ST e ————

LM Parenial Control

132 I&E 1.0

TISABEIES D D

PR AR b3 — 190 el 354

Tideiyy Ghey Sy

VMG/EMG/AM/GM Series User's Guide

55



Chapter 3 Web Configurator

3.2 Web Configuratorlayout

Figure 47 Screen Layout
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As illustrated above, the main screen is divided into these parts:

¢ A -Seftings Icon (Navigation Panel and Side Bar)
¢ B-Layouticon
* C - Main Window

3.2.1 Settings Icon

Click this icon (EE') to see the side bar and navigation panel.

3.2.1.1 Side Bar

The side bar provides some icons on the right hand side.

Figure 48 Side Bar
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The icons provide the following functions.

Table 14 Web Configurator Icons in the Title Bar

ICON DESCRIPTION
Wizand: Click this icon to open screens where you can configure the Zyxel Device's time zone
E‘i and WiFi settings.
el SHH

Theme : Click this icon to select a color that you prefer and apply it to the Web Configurator.

) ™

Thems

Ianguage: Select the language you prefer.

Restart: Click this icon fo rebooft the Zyxel Device without turning the power off.

Iogout: Click this icon to log out of the Web Configurator.

ompoe, |

3.2.1.2 Navigation Panel

Click the menu icon (== to display the navigation panel that contains configuration menus and icons
(quick links). Click X to close the navigation panel.

Use the menu items on the navigation panel to open screens to configure Zyxel Device features. The
following tables describe each menu item.
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Figure 49 Navigation Panel
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Table 15 Navigation Panel Summary

IINK TAB FUNCTION
Connection Status Use this screen to configure basic Internet access, wireless settings, and
parental control settings. This screen also shows the network status of the
Zyxel Device and computers/devices connected to if.
Network Setting
Broadband Broadband Use this screen to view and configure ISP parameters, WAN IP address
assignment, and other advanced properties. You can also add new
WAN connections.
Ethernet WAN Use this screen to convert the LAN port as WAN port, or restore the WAN
port to LAN port.
Cellular Backup Use this screen to configure a cellular WAN connection as a backup fo
keep you online if the primary WAN connection fails.
Advanced Use this screen to enable or disable PTM over ADSL, Annex M/Annex J,
and DSL PhyR functions.
Wireless General Use this screen to configure the WiFi settings and WiFi authentication or
security settings.
Guest/More AP Use this screen to configure multiple BSSs on the Zyxel Device.
MAC Use this screen to block or allow wireless traffic from wireless devices of
Authentication certain SSIDs and MAC addresses to the Zyxel Device.
WPS Use this screen to configure and view your WPS (WiFi Protected Setup)
seftings.
WMM Use this screen to enable or disable WiFi MultiMedia (WMM).
Others Use this screen to configure advanced WiFi settings.
WLAN Scheduler | Use this screen to create rules to schedule the times to permit Internet
fraffic from each wireless network interfaces.
Channel Status Use this screen to scan WiFi channel noises and view the results.
MESH Use this screen to enable or disable MPro Mesh.
Home LAN Setup Use this screen to configure LAN TCP/IP settings, and other advanced
Networking properties.
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Table 15 Navigation Panel Summary (continued)

IINK TAB FUNCTION
Static DHCP Use this screen to assign specific IP addresses to individual MAC
addresses.
UPnP Use this screen to turn UPnP and UPnP NAT-T on or off.
Additional Use this screen to configure IP alias and public static IP.
Subnet
STB Vendor ID Use this screen to configure the Vendor IDs of the connected Set Top Box
(STB) devices, which have the Zyxel Device automatically create static
DHCP entries for the STB devices when they request IP addresses.
Wake on LAN Use this screen to remotely turn on a device on the local network.
TFTP Server Name | Use DHCP option 66 to identify a TFTP server name.
Routing Static Route Use this screen to view and set up static routes on the Zyxel Device.
DNS Route Use this screen to forward DNS queries for certain domain names through
a specific WAN interface to its DNS servers.
Policy Route Use this screen to configure policy routing on the Zyxel Device.
RIP Use this screen to configure Routing Information Protocol to exchange
routing information with other routers.
QoS General Use this screen to enable QoS and traffic prioritizing. You can also
configure the QoS rules and actions.
Queue Setup Use this screen to configure QoS queues.
Classification Use this screen to define a classifier.
Setup
Shaper Setup Use this screen to limit outgoing traffic rate on the selected interface.
Policer Setup Use this screen to configure QoS policers.
NAT Port Forwarding Use this screen to make your local servers visible to the outside world.
Port Triggering Use this screen to change your Zyxel Device's port friggering settings.
DMZ Use this screen to configure a default server which receives packets from
ports that are not specified in the Port Forwarding screen.
Address Mapping | Use this screen to change your Zyxel Device's IP address mapping
settings.
Sessions Use this screen to configure the maximum number of NAT sessions each
client host is allowed to have through the Zyxel Device.
DNS DNS Entry Use this screen to view and configure DNS routes.
Dynamic DNS Use this screen to allow a static hostname alias for a dynamic IP address.
IGMP/MLD IGMP/MLD Use this screen to configure multicast settings (IGMP for IPv4 and MLD for
IPvé multicast groups) on the WAN.
VLAN Group VLAN Group Use this screen to group and tag VLAN IDs to outgoing traffic from the
specified interface.
Interface Interface Use this screen to map a port to create multiple networks on the Zyxel
Grouping Grouping Device.
USB Service File Sharing Use this screen to enable file sharing through the Zyxel Device.

Media Server

Use this screen to use the Zyxel Device as a media server.

Home Connectivity

Home
Connectivity

Use this screen to enable or disable WiFi auto-configuration.

Security

Firewall

General

Use this screen to configure the security level of your firewall.

Protocol

Use this screen to add Internet services and configure firewall rules.
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Table 15 Navigation Panel Summary (continued)

IINK TAB FUNCTION
Access Control Use this screen to enable specific traffic directions for network services.
DoS Use this screen to activate protection against Denial of Service (DoS)
attacks.
MAC Filter MAC Filter Use this screen to block or allow traffic from devices of certain MAC
addresses to the Zyxel Device.
Parental Parental Control | Use this screen to define time periods and days during which the Zyxel
Control

Device performs parental control and/or block web sites with the
specific URL.

Scheduler Rule

Scheduler Rule

Use this screen to configure the days and times when a configured
restriction (such as parental control) is enforced.

Certificates Local Certificates | Use this screen to view a summary list of certificates and manage
certificates and certification requests.
Trusted CA Use this screen to view and manage the list of the trusted CAs.
VolP
SIP SIP Account Use this screen to set up information about your SIP account and
configure audio settings such as volume levels for the phones
connected to the Zyxel Device.
SIP Service Use this screen to configure the SIP server information, and other SIP
Provider settings, such as QoS for VolIP calls, outbound proxy, DTMF mode and SIP
fimers.
Phone Phone Device Use this screen to control which SIP accounts each phone uses to handle
outgoing and incoming calls.
Region Use this screen to select your location and call service mode.
Call Rule Call Rule Use this screen to configure speed dial for SIP phone numbers that you
often call.
Call History Call History Use this screen to view detailed information for each outgoing call you

made or each incoming call from someone calling you. You can also
view a summary list of received, dialed and missed calls.

Call Summary

Use this screen to view the summary of received, dialed and missed calls.

System Monitor

Log

System Log

Use this screen to view the status of events that occurred to the Zyxel
Device. You can export or email the logs.

Security Log

Use this screen to view all security related events. You can select the
level and category of the security events in their proper drop-down list
window.

Levels include:

* Emergency

o Alert

e Crifical

e Error

*  Warning

* Notice

¢ Informational
* Debugging

Categories include:

¢ Account

¢ Aftack
e Firewall
*  MAC Filter
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Table 15 Navigation Panel Summary (continued)

IINK TAB FUNCTION
Traffic Status WAN Use this screen to view the status of all network traffic going through the
WAN port of the Zyxel Device.
LAN Use this screen to view the status of all network traffic going through the
LAN ports of the Zyxel Device.
NAT Use this screen to view NAT statistics for connected hosts.
VolP Status VolP Status Use this screen to view VolP registration, current call status and phone
numbers for the phone ports.
ARP Table ARP Table Use this screen to view the ARP table. It displays the IP and MAC address
of each DHCP connection.
Routing Table Routing Table Use this screen to view the routing table on the Zyxel Device.
Multicast Status | IGMP Status Use this screen to view the status of all IGMP settings on the Zyxel Device.
MLD Status Use this screen to view the status of all MLD settings on the Zyxel Device.
xDSL Stafistics xDSL Statistics Use this screen to view the Zyxel Device's xDSL fraffic stafistics.

WLAN Station
Status

WLAN Station
Status

Use this screen to view the wireless stations that are currently associated
to the Zyxel Device's WiFi.

Cellular
Statistics

Cellular Statistics

Use this screen to look at the cellular Internet connection status.

Maintenance

System

System

Use this screen to set the Zyxel Device name and Domain name.

User Account

User Account

Use this screen to change the user password on the Zyxel Device.

Remote MGMT Services Use this screen to enable specific traffic directions for network services.
Management
Trust Domain Use this screen to view a list of public IP addresses which are allowed to
access the Zyxel Device through the services configured in the
Maintenance > Remote Management screen.
SNMP SNMP Use this screen to configure SNMP (Simple Network Management
Protocol) settings.
Time Time Use this screen to change your Zyxel Device's time and date.
E-mail E-mail Use this screen to configure up to two mail servers and sender addresses
Notification Notification on the Zyxel Device.
Log Settings Log Settings Use this screen to change your Zyxel Device's log settings.
Firmware Firmware Use this screen to upload firmware to your Zyxel Device.
Upgrade Upgrade
Backup/Restore | Backup/Restore Use this screen to backup and restore your Zyxel Device's configuration
(settings) or reset the factory default seftings.
Reboot Reboot Use this screen to reboot the Zyxel Device without turning the power off.
Diagnostic Ping&Traceroute | Use this screen to identify problems with the Zyxel Device. You can use
&Nslookup Ping, TraceRoute, or Nslookup to help you identify problem:s.
802.1ag Use this screen to configure CFM (Connectivity Fault Management) MD
(mainfenance domain) and MA (maintenance association), perform
connectivity tests and view test reports.
802.3ah Use this screen to configure link OAM port parameters,
OAM Ping Use this screen to view information to help you identify problems with the

DSL connection.
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Table 16 Navigation Panel Summary - GM4100-B0

IINK TAB FUNCTION
Connection Status Use this screen to configure basic Internet access, wireless setftings, and
parental control settings. This screen also shows the network status of the
Zyxel Device and computers/devices connected to it.
Network Setting
Broadband Broadband Use this screen to view and configure ISP parameters, WAN IP address
assignment, and other advanced properties. You can also add new
WAN connections.
Advanced Use this screen to enable or disable PTM over ADSL, Annex M/Annex J,
and DSL PhyR functions.
Home LAN Setup Use this screen to configure LAN TCP/IP settings, and other advanced
Networking properties.
Static DHCP Use this screen to assign specific IP addresses to individual MAC
addresses.
Routing Routing Use this screen to view and set up static routes on the Zyxel Device.
QoS General Use this screen to enable QoS and traffic prioritizing. You can also
configure the QoS rules and actions.
Queue Setup Use this screen to configure QoS queues.
Classification Use this screen to define a classifier.
Setup
Shaper Setup Use this screen to limit outgoing traffic rate on the selected interface.
Policer Setup Use this screen to configure QoS policers.
VLAN Group VLAN Group Use this screen to group and tag VLAN IDs to outgoing traffic from the
specified interface.
Interface Interface Use this screen to map a port to create multiple networks on the Zyxel
Grouping Grouping Device.
Security
Firewall General Use this screen to configure the security level of your firewall.
Protocol Use this screen to add Internet services and configure firewall rules.
Access Control Use this screen to enable specific fraffic directions for network services.
DoS Use this screen to activate protection against Denial of Service (DoS)
attacks.
MAC Filter MAC Filter Use this screen to block or allow traffic from devices of certain MAC

addresses to the Zyxel Device.

Scheduler Rule

Scheduler Rule

Use this screen to configure the days and times when a configured
restriction (such as parental conftrol) is enforced.

Certificates

Local Certificates

Use this screen to view a summary list of certificates and manage
certificates and certification requests.

Trusted CA

Use this screen to view and manage the list of the trusted CAs.

System Monitor

Log

System Log

Use this screen to view the status of events that occurred to the Zyxel
Device. You can export or email the logs.
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Table 16 Navigation Panel Summary — GM4100-BO (continued)

IINK TAB FUNCTION

Security Log

Use this screen to view all security related events. You can select the
level and category of the security events in their proper drop-down list
window.

Levels include:

* Emergency

o Alert

e Critical

e Ermror

e Warning

* Notice

¢ Informational
* Debugging

Categories include:

¢ Account
* Aftack
e Firewall
¢ MAC Filter

Traffic Status WAN Use this screen to view the status of all network traffic going through the
WAN port of the Zyxel Device.

LAN Use this screen to view the status of all network fraffic going through the

LAN ports of the Zyxel Device.

ARP table ARP table Use this screen to view the ARP table. It displays the IP. and MAC address
of each DHCP connection.

Routing Table Routing Table Use this screen to view the routing table on the Zyxel Device.

xDSL Statistics xDSL Statistics Use this screen to view the Zyxel Device's xDSL traffic statistics.

Maintenance
System System Use this screen to set the Zyxel Device name and Domain name.

User Account

User Account

Use this screen to change the user password on the Zyxel Device.

Remote MGMT Services Use this screen to enable specific fraffic directions for network services.
Management
Trust Domain Use this screen to view a list of public IP addresses which are allowed to

access the Zyxel Device through the services configured in the
Maintenance > Remote ManagementScreen.

Time Time Use this screen to change your Zyxel Device's time and date.

Log Settings Log Settings Use this screen to change your Zyxel Device's log settings.

Firmware Firmware Use this screen to upload firmware to your Zyxel Device.

Upgrade Upgrade

Backup/Restore | Backup/Restore Use this screen to backup and restore your Zyxel Device's configuration
(settings) or reset the factory default seftings.

Reboot Reboot Use this screen to reboot the Zyxel Device without turning the power off.

Diagnostic Ping&Traceroute | Use this screen to identify problems with the Zyxel Device. You can use

&Nslookup Ping, TraceRoute, or Nslookup to help you identify problem:s.

802.1ag Use this screen to configure CFM (Connectivity Fault Management) MD
(maintenance domain) and MA (maintenance association), perform
connectivity tests and view test reports.

802.3ah Use this screen to configure link OAM port parameters,

OAM Ping Use this screen to view information to help you identify problems with the

DSL connection.
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3.2.1.3 Dashboard

Use the menu items in the navigation panel on the right to open screens to configure the Zyxel Device's
features.

Figure 50 Navigation Panel
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Click the Widget icon (!.) in the lower left corner to arrange the screen order.

The following screen appears. Select a block and hold it fo move around. Click the Check icon (FD in
the lower left corner to save the changes. o
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Figure 51 Screen Order
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C HAPTER 4
Quick Start

4.1 Quick Start Overview

Use the Wizard screens to configure the Zyxel Device's time zone and WiFi settings.

Note: See the technical reference chapters for background information on the features in this
chapter.

4.2 Quick Start Se tup

You can click the Wizard icon in the side bar to open the Wizard screens. After you click the Wizand icon,
the following screen appears. Click Iet's go to proceed with settings on time zone and WiFi networks. It
will take you a few minutes to complete the settings on the Wizard screens. You can click Skip to leave

the Wizard screens.

Figure 52 Wizard - Home
Guick Sarl Wimmrd
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4.3 Quick Start Setup - Time Zone

Select the time zone of the Zyxel Device's location. Click Ne xt.
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Figure 53 Wizard —Time Zone
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4.4 Quick Start Setup - Intemet Connection

The Zyxel Device detects your Internet connection status. Click Next fo continue.

Figure 54 Wizard - Internet
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4.4.1 SuccessfulIntemet Connection

The Zyxel Device has Internet access.

Figure 55 Wizard — Successful Internet Connection
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4.4.2 Unsuccessful ntemet Connection

The Zyxel Device did not detect a WAN connection. See Section 45.4 on page 438 for troubleshooting
the Zyxel Device WAN connection.

Figure 56 Wizard — Internet Connection is Down

4.5 Quick Start Setup - WiFi

Turn WiFi on or off. If you keep it on, record the WiFi Name and Password in this screen so you can
configure your WiFi clients fo connect to the Zyxel Device. If you want to show or hide your WiFi
password, click the Eye icon (#£%).

Click the Keep 2.4G and 5G the same check box to use the same SSID for 2.4G and 5G WiFi networks.
Otherwise, deselect the check box to have two different SSIDs for 2.4G and 5G WiFi networks. The screen
and fields to enter may vary when you select or deselect the check box.

Note that you have to disable Zyxel MESH in the Ne twork > Wireless > MESH screen to deselect the Keep
2.4G and 5G the same check box. Click Done.

Figure 57 Wizard — WiFi
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4.6 Quick Start Se tup - Finish

Your Zyxel Device saves your settings and attempts to connect to the Internet.
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C HAPTER 5
Web Interface Tutonals

5.1 Web Inteface Overview

This chapter shows you how to use the Zyxel Device's various features.

¢ Wired Network Setup
¢ WiFi Network Setup

* USB Applications

¢ Network Security

* Infernet Calls

¢ Device Maintenance

5.2 Wired Network Se tup

This section shows you how to set up a DSL or Ethernet Internet connection with the Broadband screens.
The screens vary by the connection mode, encapsulation type and IP mode (IPvé or IPv4) you select.

Set the Zyxel Device to Routing mode or Biddge mode on this connection as follows:

¢ Use Routing mode if you want the Zyxel Device to use routing mode functions such as NAT, Fire wall, or
DHCP Server. You will need to reconfigure your network if you have an existing router.

* Use Bridge mode to pass the ISP-assigned IP address(es) to your devices connected to the LAN port.
All traffic from the Internet passes through the Zyxel Device directly to devices connected to the LAN
port. Use this mode if you already have a router with complete routing functions in your network.

5.2.1 Setting Up a DSLConnection

This tutorial shows you how fo set up a DSL Internet connection using the Web Configurator on DSL
routers.

If you connect to the Internet through a DSL connection, use the information from your Internet Service
Provider (ISP) to configure the Broadband screens.

1 Go to Network Setting > Broadband and then the following screen appears. Click Add New WAN
Interface.
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1 Inthisrouting mode example, the DSL WAN connection has the following information.

General
Name MyDSLConnection
Type ADSL over ATM
Connection Mode Routing
Encapsulation PPPoOE
IPv6/IPv4 Mode IPv4

ATM PVC Configuration
VPI'VCI 36/48

Encapsulation Mode

LLC/SNAP-Bridging

Service Category

UBR without PCR

Account Information

PPP UserName 1234@DSL-Ex.com
PPP Password ABCDEF!

Static IP Address 192.168.1.32
Gateway IP Address 192.168.1.254
Primary DNS server 192.168.5.2
Secondary DNS server 192.168.5.1

Others

Authentication Method: AUTO
PPPoE Passthrough: Disabled

NAT: Enabled

IGMP Multicast Proxy: Enabled
Apply as Default Gateway: Enabled
VLAN: Disabled

2 Entferthe Generaland AT PVC Configuration setfings as provided above.

e Sefthe Type 10 ADSLover ATM.
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¢ Choose the Encapsulation specified by your DSL service provider. For this example, the service
provider requires a username and password fo establish an Internet connection. Therefore, select
PPPoE as the WAN encapsulation type.

* Set the IPv4/IPv6 Mode O IPv4 Only.
Enter the account information provided by your DSL service provider.

Enable Apply as Default Gateway to use this rule as your default Infernet connection. Then select Use
Following Static DNS Address and enter the DNS server addresses provided by your DSL service provider.

For the rest of the fields, use the default settings.

Click Apply to save your settings.
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7 Try to connect to a website 1o see if you have correctly set up your Internet connection.
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The new connection is displayed on the Broadband screen.

Bridge Mode

In this bridge mode example, the DSL WAN connection has the following information.

General
Name MyDSLConnection
Type ADSL over ATM
Connection Mode Bridge

ATM PVC Configuration

VPI'VCI 36/48
Encapsulation Mode LLC/SNAP-BRIDGING
Service Category UBR without PCR

Enter the General and ATM PVC Configuration setfings as provided above.
For the rest of the fields, use the default settings.

Click Apply fo save your settings.
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Edit WAN Inferface

General L] ATM PVC Configuration

VAN @

5.2.2 Setting Up an Ethemet Connection

If you connect to the Internet through an Ethernet connection, you need to connect a broadband
modem or router with Intfernet access to the WAN Ethernet port on the Zyxel Device. You need to
configure the Internet settings from the broadband modem or router on the Zyxel Device. First, make
sure you have Internet access through the broadband modem or router by connecting directly fo if.

@ %

This example shows you how to configure an Ethernet WAN connection.

1 Make sure you have the Ethernet WAN port connect to a modem or router.

2 Go fo Netwoik Setting > Broadband and then the following screen appears. Click Add New WAN
Interface to add a WAN connection.
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3 Tosetf the Zyxel Device to Routing mode, see Section 1 on page 76.

To set the Zyxel Device to Bidge mode, see Section 1 on page 77.

Routing Mode

1 Inthisrouting mode example, configure the following information for the Ethernet WAN connection.

General
Name My ETH Connection
Type Ethernet
Connection Mode Routing
Encapsulation (Internet IPOE
Type)
IPv6/IPv4 Mode IPv4 Only

2 Enfer the Generalseftings provided by your Internet service provider.
* Enfer a Name fo identify your WAN connection.
e Setthe Type O Ethemet.
e Set your Ethernet connection Mode to Routing.

¢ Choose the Encapsulation specified by your Internet service provider. For this example, select IPoE
as the WAN encapsulation type.

e Setfthe IPv4/IPv6 Mode O IPv4 Only.
3 Under Routing Feature, enable NATAnd Apply as Default Gateway.
4 For the rest of the fields, use the default seftings.

5 Click Apply to save your setfings.
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Go to the Network Se tting > Broadband screen to view the established Ethernet connection. The new
connection is displayed on the Broadband screen.
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Bridge Mode

In this bridge mode example, configure the following information for the Ethernet WAN connection.

General
Name My ETH Connection
Type Ethernet
Connection Mode Bridge

Enter the General seftings provided by your Internet service provider.
* Enfer a Name fo identify your WAN connection.
e Setthe Type O Ethemet.
e Sef your Ethernet connection Mode to Bridge.
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3 For the rest of the fields, use the default settings.

4 Click Apply to save your setfings.

Edit WAMN Interface

General [ ] VLAN B

5.3 Wik Network Se tup

In this example, you want to set up a WiFi network so that you can use your notebook to access the
Internet. In this WiFi network, the Zyxel Device is an access point (AP), and the notebook is a WiFi client.
The WiFi client can access the Internet through the AP.

Figure 58 WiFi Network Setup

See the label on the Zyxel Device for the WiFi network settings and then connect manually to the Zyxel
Device. Alternatively, you can set up a WiFi network using WPS. See Section 5.3.2 on page 80.

5.3.1 Changing Security on a WiFi Ne twork

This example changes the default security settings of a WiFi network to the following:

SSID Example

Se c urity Mode WPA2-PSK

Pre-Shared Key DoNoftStealMyWirelessNetwork
802.11 Mode 802.11b/g/n Mixed
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1 Go tothe Network Setting > Wireless > General screen. Select More Secure as the security level and
WPA2-PSK as the security mode. Configure the screen using the provided parameters. Click Apply.
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Apply

2 Gotothe Wireless > Others screen. Set 802.11 Mode 0 802.11b/g/n Mixed, and then click Apply.
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Wireless

s

Appdy

You can now use the WPS feature to establish a WiFi connection between your notebook and the Zyxel
Device (see Section 5.3.2 on page 80). Now use the new security settings to connect to the Internet
through the Zyxel Device using WiFi.

5.3.2 Connecting to the Zyxel Device’s WiFi Ne two1k Using WPS

This section shows you how to connect a WiFi device to the Zyxel Device's WiFi network using WPS. WPS
(Wi-Fi Protected Setup) is a security standard that allows devices to connect to a router securely without
you having fo enter a password. There are two methods:

* Push Button Configuration (PBC) — Connect to the WiFi network by pressing a button. This is the simplest
method.

* PIN Configuration — Connect to the WiFi network by entering a PIN (Personal Identification Number)
from a WiFi-enabled device in the Zyxel Device's Web Configurator. This is the more secure method,
because one device can authenticate the other.

5.3.2.1 WPS Push Button Configuration (PBC)

This example shows how to connect to the Zyxel Device's WiFi network from a notebook computer
running Windows 10.

1 Make sure that your Zyxel Device is turned on, and your notebook is within range of the Zyxel Device's
WiFi signall.

2 Push and hold the wWPS button located on the Zyxel Device until the WiFi or WPS LED starts blinking slowly.
Alternatively, log into the Zyxel Device's Web Configurator, and then go to the Ne twork Se tting >
Wireless > WPS screen. Enable WPS and Method 1 PBC, click Apply, and then click the WPS button.
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3 In Windows 10, click on the Network icon in the system tray to open the list of available WiFi networks.

4 Locate the WiFi network of the Zyxel Device. The default WiFi network name is “Zyxel_XXXX" (2.4G) or
"Zyxel _XXXX_5G" (5G). Then click Connect.
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The Zyxel Device sends the WiFi network setftings to Windows using WPS. Windows displays “Getting
settings from the router”.
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The WiFi device is then able to connect to the WiFi network securely.

5.3.2.2 WPS PIN Configuration

The WPS PIN (Personal Identification Number) method is a more secure version of WPS, used by WiFi-
enabled devices such as printers. To use this connection method, you need to log into the Zyxel
Device's Web Configurator.

1 Enable WiFi on the device you want to connect to the WiFi network. Then, note down the WPS PIN in the
device's WiFi settings.

2 loginto Zyxel Device's Web Configurator, and then go fo the Ne twoxk Se tting > Wireless > WPS screen.
Enable WPS, and then click Apply.

3 Enable Method 2 PIN, and then click Apply. Enter the PIN of the WiFi device, and then click Register.
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Within 2 minutes, enable WPS on the WiFi device.

The Zyxel Device authenticates the WiFi device using the PIN, and then sends the WiFi network settings to
the device using WPS. This process may take up to 2 minutes. The WiFi device is then able to connect to

the WiFi network securely.

5.3.3 Setting Up a Guest Network

A company wants to create two WiFi networks for different groups of users as shown in the following
figure. Each WiFi network has its own SSID and security mode. Both networks are accessible on both 2.4G

and 5G WiFi bands.
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* Employees using the General WiFi network group will have access to the local network and the
Interneft.

* Visitors using the Guest WiFi network group with a different SSID and password will have access to the
Internet only.

Use the following parameters to set up the WiFi network groups.

GENERAL GUEST
2.4/5G SSID Employee Guest
Se curity Ievel More Secure More Secure
Se c urity Mode WPA2-PSK WPA2-PSK
Pre-Shared Key ForCompanyOnly guest123

Go o the Network Setting > Wireless > General screen. Use this screen to set up the company’s general
WiFi network group. Configure the screen using the provided parameters and click Apply. Note that if
you have employees using 2.4G and 5G devices, enable Keep the same settings for2.4G and 5G

wire le ss ne tworks t0 use the same SSID and password. Clear it if you want to configure different SSIDs
and passwords for 2.4G and 5G bands.
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Go to the Network Setting > Wireless > Guest/ More AP screen. Click the Mo dify icon to configure the
second WiFi network group.
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On the Guest/More AP screen, click the Modify icon to configure the other Guest WiFi network group.
Configure the screen using the provided parameters and click OK.
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4 Check the status of Guestin the Guest/More AP screen. A yellow bulb under Status means the SSID is
active and ready for WiFi access.
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5.3.4 Setting Up Two Guest WiFi Ne tworks on Diffe re nt WiFi Bands

In this example, a company wants to create two Guest WiFi networks: one for the Guest group and the
other for the VIP group as shown in the following figure. Each network will have its SSID and security
mode to access the internet.

Guest VIP

~ N

2.4GHz 5GHz
.""jr: ::'l"n
e T
| IZBI‘IF

* The Guest group will use the 2.4G band.
¢ The VIP group will use the 5G band.

The Company will use the following parameters to set up the WiFi network groups.

Table 17 WiFi Settings Parameters Example

BAND 2.4G 5G
SSID Guest VIP
Security Mode WPA2-PSK WPA2-PSK
Pre-Shared Key guest123 123456789

1 Go tothe Wireless > General screen and set Band 10 2.4GHz to configure 2.4G Guest WiFi seftings for
Guest. Click Apply.

Note: You will not be able to configure the 2.4G and 5G Guest WiFi settings separately if Keep
the same settings for2.4G and 5G wireless netwoxk is enabled.
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2 Gotfothe Wireless > Guest/ More AP screen and click the Modify icon. The following screen appears.
Configure the Security Mode and Password Using the provided parameters and click OK.
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The 2.4 GHz Guest WiFi network is now configured.
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Go to the Wireless > General screen and set Band to 5GHz to configure the 5G Guest WiFi settings for
VIP. Click OK.
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Go 1o the Wireless > Guest/ More AP screen and click the Modify icon. The following screen appears.
Configure the Se curity Mode and Password Using the provided parameters and click OK.
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The 5G VIP WiFi network is now configured.
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5.4 USB Applic ations

This section shows you how to set up a cellular backup network, access shared folders and play files
through Window Media using a USB device.

5.4.1 Setting up a Cellular Network Connection

You can connect to the Internet through a cellular network connection with a cellular dongle, using the
information from your Internet Service Provider (ISP) o configure the Zyxel Device.

1 Connect a cellular dongle to the USB port on the Zyxel Device.
2 Go tothe Network Setting > Boadband > Cellular Backup screen to configure your cellular settings.

3 Enable CellularBackup, and then enter the Cellular Conne c tion Se ttings from your cellular service
provider.
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5.4.2 File Sharing

This section shows you how to create a shared folder on your Zyxel Device through a USB device and
allow others to access the shared folder with File Sharing services.

5.4.2.1 Setting up Fle Sharing on YourZyxel Device

1 Before enabling file sharing in the Zyxel Device, please set up your shared folders beforehand in your USB
device.

2 Connect your USB device to the USB port of the Zyxel Device.
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3 Gotothe Network Setting > USB Service > File Sharing screen. Enable File Sharing Services and click
Apply to activate the file sharing function. The Zyxel Device automatically adds your USB device to the
Information fable.
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4 Click Add New Share to add a new share.
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5 The Add New Share screen appears.
¢ Select your USB device from the Volume drop-down list box.
¢ Enter a Description name for the added share to identify the device.

¢ Click Bowse and the Browse Directory sCreen appears.

#Add Mew Ehare

=)

Ok

* On the Browse Directory screen, select the folder that you want to add as a share. In this example,
select BobShare and then click OK.
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Browse Direchory

Sadect Type Harre
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* In Access Ievel, select Public o lef the share to be accessed by all users connected to the Zyxel
Device. Otherwise, select Se c urity to let the share to be accessed by specific users to access only.
Click OKto save the settfings.

Al Maw Fhoes

2K

To set Access level tO Se curity, you need to create one or more users accounts. Under Account
Management, Click Add New Userto open the User Account screen.
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Apply

After you create a new user account, the screen looks like the following.

A g sum Managemerd

il ] e Home

Apply

File sharing is now configured. You can see the USB storage device listed in the table below.
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5.4.2.2 Accessing Your Shared Files rom a Computer

You can use Windows Explorer to access the USB storage devices connected to the Zyxel Device.

Note: This example shows you how to use Microsoft Windows 10 to browse shared files in a
share called (usb1_sda)Zoeys file. Refer to your operating system’s documentation for
how to browse your file structure.

1 Open Windows Explorer.

2 Inthe Windows Explorer’s address bar, enter a double backslash “\\" followed by the IP address of the
Zyxel Device (the default IP address of the Zyxel Device is 192.168.1.1

3 Double-click on (usb1_sda)Zoeys file, and then enter the share's username and password if prompted.

4 After you access (usb1_sda)Zoeys file through your Zyxel Device, you do not have fo log in again unless
you restart your computer.

5.4.3 Media Server

Use the media server feature to play files on a computer or on your television.
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This section shows you how the media server feature works using the following:

* Microsoft (MS) Windows Media Player
Media Server works with Windows 10. Make sure your computer is able to play media files (music,
videos and pictures).

* A digital media adapter
You need to set up the media adapter to work with your television (TV).

Before you begin, connect the USB storage device containing the media files you want to play to the
USB port of your Zyxel Device.

5.4.3.1 Configuring the Zyxel Device

To use your Zyxel Device as a media server, follow the steps below.

1 Go tothe Network Setting > USB Service > Media Serverscreen.

UsSE Service

Wi st oy

Apply

2 Enable Media Server, and then select an interface on which you want to enable the media server
function.

3 Enter the path clients use to access the media files on a USB storage device connected to the Zyxel
Device, and click Apply.

This enables DLNA-compliant media clients to play the video, music and image files in your USB storage
device.
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5.4.3.2 Playing Media Using Windows Media Playeron Windows 10

This section shows you how to play the media files on the USB storage device connected to your Zyxel
Device using Windows Media Player.

?

1 Open Windows Media Player. It automatically detects the Zyxel Device.

Vs wrr o e e b ——

N ¥ P T P W p— -

U o -ﬁ o

2 If you cannot see the Zyxel Device in the left panel as shown above, go fo Organize > Manage Libraries
> Music > Add on the Windows Media Player Home screen. In the Windows Explorer’s address bar, enter
\\192.168.1.1. The following screen appears. Select the folder containing the media you wish to upload
to Windows Media Player, and then click lnclude Folder.
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Select the shared folder, and then click Add to add it to your Media Library. Click OK to save the
settings.
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In the right panel, you can browse and play the files available in the USB storage device based on the
category (Music, Video, Pic tures, Recorded V) you selected.
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5.4.3.3 Using a Digital Media Player

This section shows you how you can use the Zyxel Device with a hardware digital media player to play
media files stored in the USB storage device on your TV screen.

Note: For this tutorial, your digital media player is already connected to the TV.

1 Connect the digital media player to an available LAN port on your Zyxel Device.

2 Turn on the TV and wait for the digital media player Home screen to appear. Select the Zyxel Device as
your media server.
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3 The screen shows you the list of available media files in the USB storage device. Select the file you want
fo open and push the Play button on the remote control.

fisd =1n] x|

W (1] Videos
* [2|ZyXEL Celebration Video

* [3]ZyXEL Connecting the Future
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5.4.4 Using FIP

2

This section shows how to use an FTP program to access files on an USB storage device connected to
the Zyxel Device.

Note: This example uses the FileZilla FTP program to browse your shared files.

In FileZilla, enter the IP address of the Zyxel Device (The default IP is 192.168.1.1), your account’s
Usemame, Password and Port number, and then click Quickconnect. A screen asking for password

authentication appears.
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After you log in, the mnt folder is displayed as shown.

5.5 Netwoik Se c urity

This section shows you how to configure a Firewall rule, Parental Control rule, and MAC Filter rule.

5.5.1 Configuring a Fire wall Rule

1

2

You can enable the firewall to protect your LAN computers from malicious attacks from the Internet.

Go to the Se curity > Firewall > General screen.

Select IPv4 Fire wall/IPv6 Fire wall o enable the firewall, and then click Apply.
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Open the Access Control screen, click Add New ACLRule to create arule.
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Use the following fields to configure and apply a new ACL (Access Control List) rule.
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Aod Naw ACL Rule
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* Filter Name: Enfer a name to identify the firewall rule.

* Source IP Address: Enfer the IP address of the computer that initializes traffic for the application or
service.

* Destination IP Address: Enter the IP address of the computer to which traffic for the application or
service is entering.

* Protocol: Select the protocol (AIL TCP/ UDP, TCP, UDP, ICMP or ICMPvé6) used to transport the packets.
* Policy: Select whether to (ACCEPT, DROP, or REJECT) the packets.

* Direction: Select the direction (WAN to IAN, IAN to WAN, WAN to ROUIER, or IAN to RO UIER) of the
traffic to which this rule applies.

5 Select Enable Rate Limit o activate the rules you created. Click OK.

5.5.2 Parental Control

This section shows you how to configure rules for accessing the Internet using parental confrol.

Note: The style and features of your parental control vary depending on the Zyxel Device you
are using.

5.5.2.1 Configuring Parental Control Schedule and Filter
Parental Control Profile (PCP) allows you to set up a rule for:

¢ Internet usage scheduling.
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* Websites and URL keyword blocking.
Use this feature to:

¢ Limit the days and times a user can access the Internet.

e Limit the websites a user can access on the Internet.

This example shows you how to block a user from accessing the Internet during time for studying. It also
shows you how to stop a user from accessing specific websites.

Use the parameters below to configure a schedule rule and a URL keyword blocking rule.

PROFIENAME | CUTTOETACCESS NEIWO RK SERVICE SITE URLKEYWO RD
Study Day: Network Service Setting: Block orAllow the Web Site :
Monday to Friday Block Block the web URLs
Time: Service Name: Website :
8:00 to 11:00 HTTP gambling
13:00 to 17:00 Protocol:
TCP
Port:
80
Parental Control Screen

Open the Parental Control screen. Select Enable under General fo enable parental control. Then click
Add New PCPto add arule.

Parental Control

7 -
¥l i)
e -
MR mame etwark Uses imsmmed Aocanp e L mab=in
L] Tt Farmea AT 2zhoduis Zarvicw Fotkac Bty
Apply
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Add New PCPScreen

1 GotoParental Control > Add New PCP. Under General:
1a Select Enable to enable the rule you are configuring.
1b Enter the Parental Control Profile Name given in the above parameter.

1c  Select an user this rule applies to in Home Network User, then click Add. You will see the MAC
address of the user you just select in Rule List.

Seneral
) ey
N, 1
i \
| P . l’ eI
N N - 4
A A Balals
= o

2 Under mtemetAccess Schedule:
2a Click Add New Time t0 add a second schedule.

2b Use the parameter given above to configure the time settings of your schedule.

3 Under Netwoik Service:
3a In Network Service Setting, select Block.

3b Click Add New Service, then use the parameter given above to configure settings for the Internet
service you are blocking.
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4 Under Site / URLKeyword:
4a Select Block the web URIs in Block or Allow the Web Site .
4b Click Add, then use the parameter given above to configure settings for the URL keyword you are

blocking.Select Redirectblocked site to Zyxel Family Safety page fo redirect the web browser to the
Zyxel Family Safety page if he or she tries to access a website with the blocked URL keyword.

-—"..l

5 Click OKto save your settings.

5.5.2.2 Configuring a Parental Control Sc he dule

Parental Conftrol Profile allows you to set up a schedule rule for Internet usage. Use this feature to limit
the days and times a user can access the Internet.

This example shows you how to block an user from accessing the Internet during fime for studying. Use
the parameter below to configure a schedule rule.

PROFIENAME | STARTBIO CKING END BIO CKING REPEATON
Study 8:00 am 11:00 am from Monday to Friday
1:00 pm 5:00 pm from Monday to Friday

1 Click Add more Profile 10 open the Parental Control sCreen.
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2

3

i
’ Farental Conrad

sshmciuled Prallis, £
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(auu more Frofis

Use this screen to add a Parental Conftrol rule.
* Enfer the Profile Name given in the above parameter.
* Click on the switch to enable Profile Active.
e Select a device, and then click Next to proceed.

s Faremtal Control

TEPCHIDALLT 2

Use this screen to edit the Parental Control schedule.

e Click Add New Schedule to add a second schedule.

¢ Use the parameter given above to configure the time settings of your schedules.

¢ Click Save to save the seftings.
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5.5.3 Configuring a MAC Address Filterfor Wired IAN Connec tions

You can use a MAC address filter to exclusively allow or permanently block someone from the wired
LAN network.

This example shows that computer B is not allowed access to the wired LAN network.

Figure 59 Configure a MAC Address Filter Example

A

v

\
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1 Go to the Security > MAC Filter > MAC FHlter screen. Under MAC Address Hilter, select Enable.

MAC Filter

e b byt 1 = acdnn W AE| —Fant b ooedouie B

L5 Azfive Fiirid Marme MAL §cchnin Ceaatn

UG MAC & daingcil FlleT < O] T moal i Or] Fe=l 1006 G T QRS TRANY 10 Pl OI0E i B O Gy Tl

i Apply

2 Click Add New Rule to add a new entry. Select Active, and then enter the Host Name and MAC Address
of computer B. Click Apply.

i 1 Pides BLiN

Sal Active Haapl W MALC Loldiess Dbt

D¢ ) - :

Apply

5.6 IntemetCalls

This section shows you how to make Internet calls.

5.6.1 Configuring VolIP

To make voice calls over the Internet, you must set up a Session Initiation Protocol (SIP) provider and SIP
account on the Zyxel Device. You should have an account with a SIP service provider already set up.
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5.6.2 Adding a SIP Service Provider

Follow the steps below to add a SIP service provider.

1  Make sure your Zyxel Device is connected to the Internet.

2 Open the Web Configurator.
3 Gotothe Voice > SIP > SIP Service Providerscreen. Click the Add New Provider button to add the SIP
Service Provider.
PP Sarwic e PrOwiaeT
| w10 vies the 3P sorlos providst infarmation on the 2yl Desies. A 3P otovider otfen migeral col
arvices LG VoIl fechnoingy. You may need 16 comull your 19 serioe-providar kst The [edowing sedings
e A ch) P Frovokess
& 3P Service Prondides Maome  5IF Mrosy Jervei Address REGIITER Serves Adchesy 5P Sérvice Domain Modiy
| e Wi ekt e i i
4 Onthe Add New Providerscreen, select Enable SIP Service Provider.
5 Enter SIP Service Provider Name Of up to 64 ASCII printable characters.
6 Enfer SIPProxy Server Address, SIP REGISIRAR Server Address, and SIP Service Domain provided by your

SIP service provider. Click OK to save your settings.

Lhod New Provider

SiP Sarvice Provider Seleciion

emenl

LK
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5.6.3 Adding a SIP Account

The SIP account must be associated with the SIP service provider configured above. You may configure
several SIP accounts for the same service provider. Follow the steps below to set up your SIP account:

1 Make sure your Zyxel Device is connected to the Internet.
2 Open the Web Configurator.
3 Gotothe Voice > SIP > SIP Ac count screen.

4 Clickthe Add New Account button on the SIP Account screen to add a SIP account and map it to a

phone port.
P Acamiam
g e Pk ool o By o e i ™ leapy . F Byl rusacd &l a5 oo 1 1
T el i 1221}
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FaAmibel FridgstFibs youl 5P gocourd 'y Vol furmbed, B Eeded 10 ks oF reSeee 0 VEP Sl vou fesd 1o snobile orid
celiouEe a 5IF o ol g eap BB O pifcenss peet, Thie 5 ao e Sonloins PEgmaaion ol aloee L Ty

Dinvalon B ] b o Vol penios pravios:
e . LE Al
# Erataie LIF Aecaurd Larvic s Frovider Lecaurd Higmbar Minsity
1 T '.I =

5 Under General, select Enable SIP Account, and then enter the SIP Ac count Number.

6 Under Authentication, enfer Usemame and Password. Leave the other settings as default. Click OK to
save your settings.
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5.6.4 Configuring a Phone

You must now configure the phone port to use the SIP account you just configured.

1 Gotothe Voice > Phone > Phone Device screen.

2 Click the Modify icon of PHONE1 fo configure PHONE1 on your Zyxel Device. The following screen
appears.

FH g ey

] P 1 aEmrE - aj 1P By hiymerg WP Harmiom B

3 Under SIP1 SIP Account to Make Outgoing Call, select SIP1 to have the phone connected to the first
phone port use the registered SIP1 account to make outgoing calls.

4 Under SIP Account(s) to Receive Incoming Call, select SIP1 to have the phone connected to the first
phone port receive phone calls for the SIP1 account. Click OK to save your changes.

VMG/EMG/AM/GM Series User's Guide

115



Chapter 5 Web Interface Tutorials

Phone Device Edil

$IP Accounl io Make Cuigoing Call

HPF Apooumd -

P Mg

AP Accounl(s) 1o Recelve Incomming Call

P A g 3

drecioryambar

Immediale Didl Enabde

=2

=1

5.6.5 Making a VoIP Call

Follow these steps to make a phone call using Voice over IP (VolIP).

Make sure you connect a telephone to phone port 1 on the Zyxel Device.

Make sure the Zyxel Device is turned on and connected to the Internet.

Pick up the phone receiver.

Dial the VolP phone number you want to call.

5.7 Device Maintenance

This section shows you how to upgrade the Zyxel Device firmware, back up the configuration and

restore the Zyxel Device to its previous or default settings.

5.7.1 Upgrading the Fiomware

Upload the router firmware to the Zyxel Device for feature enhancements.
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Download the correct firmware file from the download library at the Zyxel website. The model code for
the Zyxel Device in this example is v5.13(ABLZ.1) Note the model code for your Zyxel Device. Unzip the

file.
Go to the Maintenance > Fiomware Upgrade SCreen.

Click Browse /Choose File and select the file with a ".bin" extension to upload. Click Upload.

Upgrads Firmwes

Upgrods WWAN Fockags

i Fiix ' g

This process may take up to 2 minutes to finish. After 2 minutes, log in again and check your new
firmware version in the Connec tion Status screen.

5.7.2 Backing up the Device Configuration

Back up a configuration file allows you to return to your previous settings.

Go to the Maintenance > Backup/Restore sCreen.

Under Backup Configuration, click Backup. A configuration file is saved to your computer. In this case,

the Backup/Restore file is saved.
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Bockup/Restore
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5.7.3 Restoring the Device Configuration

This section shows you how to restore a previously-saved configuration file from your computer to your

Zyxel Device.

1 Go tothe Maintenance > Backup/Restore screen.

Under Restore Configuration, Click Bowse /Choose File, and then select the configuration file that you
want to upload. Click Upload.
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3 The Zyxel Device automatically restarts after the configuration file is successfully uploaded. Wait for one
minute before logging into the Zyxel Device again. Go to the Conne ction Status page to check the
firmware version after the reboot.
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C HAPTER 6
App Tutonals

6.1 App Tutorials Overview

This chapter shows you how to use the MPro Mesh app to manage the Zyxel Device and the MPro Mesh
network.

The table below explains the terms used in this chapter:

Table 18 Tutorial Terms Definition
TERM DEFRINITION

MPro Mesh Router (ZD) Zyxel routers that support MPro Mesh

Non-MPro Mesh Router (R) | Zyxel routers that don't support MPro Mesh

MPro Mesh Extender (E) Zyxel extenders that support MPro Mesh

Figure 60 MPro Mesh Network Topology
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See Section 1.1 on page 18 fo see which Zyxel routers have MPro Mesh support.

6.2 WhatYou Can Do

* Use the Home screen to adjust your extenders locations or to configure basic settings for your Zyxel
Device; see Section 6.3.1 on page 121.

¢ Use the Devices screen to stop a client from connecting to your MPro Mesh network; see Section 6.3.2
on page 122.

¢ Use the WiH screen to configure your general or guest WiFi network; see Section 6.3.3 on page 124.
¢ Use the Accountscreen to view your app version or log out of the app; see Section 6.3.4 on page 129.

e Set up your Zyxel Device with a Zyxel MPro Mesh extender using a WiFi connection; see Section 6.5 on
page 133.

» Set up your Zyxel Device with a Zyxel MPro Mesh extender using a wired connection; see Section 6.5.3
on page 136.
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* Adjust the extender location for the best WiFi signal; see Section 6.6 on page 138.

6.3 Network Management with the MPro Mesh App

You can manage the MPro Mesh Zyxel Device and its WiFi settings through the MPro Mesh app.

6.3.1 Home Screen

Use this screen to view the navigation panel and the status of your Zyxel Device.

Changing the Zyxel Device Name

Follow the steps below to change the name of your Zyxel Device, which identifies it in your network.

1 Tap onthe .# icon next fo the model name to show the Gateway Detail screen.

EMGS523-T50E &

Huljlal dm g ‘Wired

Reshoat

2 Tap on the editicon ( & ) fo change the model name shown on the app to Home Router.
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3:03 = i

Home Router -

3 Tapthe J‘ icon to save the changes made.

6.3.2 Devices Screen

Use this screen to view WiFi clients that are connected to the MPro Mesh Router or MPro Mesh Extender
and their link quality.

Stopping a Client from Connecting to Your Ne twork

Follow the steps below fo stop a specific client named Jane’s Phone from connecting to your MPro
Mesh network.

1 Tap on Devices in the navigation panel.

2 Tap on the search icon ;;::; . Type Jane’s Phone in the field.
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4

Tap on the ..# icon fo show the Device Detail screen.

lana’s Phane

T\ (Jane's Phone
- it o

.,
+1

bl
F

Tap the switch in the Pause Intemet field. When the switch goes to the right (

). the function is

enabled. The Jane’s Phone client will not be able to connect o your MPro Mesh network.
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6.3.3 WiFiScreen

Use this screen to configure settings for your general and guest WiFi network.

Changing General Wil Se tting s
Change the SSID and key for your general WiFi for better security.

Use the following parameters to change the general WiFi SSID and key.

Table 19 General WiFi Settings Parameters Example

GENERALWIFI
SSID Company
Password company123

Se tting Up General WiFi

Follow the steps below to change your general WiFi seftings.
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Tap on WiH in the navigation panel.

Tap on the edit icon (I#%) fo edit the general WiFi network group SSID and password using the
parameters given above.

WiFi of

Homss:

|:'I|IHI|

"
@l

Tap on the (-:.»::) icon to show the QR code for connecting to the Zyxel Device general WiFi. Scan the QR
code with your device to connect to the general WiFi network.

Share Home WiFi

Dane
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Guest WiFi Ne twork

You can set up a guest WiFi network for your Zyxel Device. Company A wants to create a different WiFi
network group for different types of users as shown in the following figure. This group has its own SSID and
password.

Figure 61 Guest WiFi Network Example
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* Employees in Company A will use a general Company WiFi network group.

¢ Visiting guests will use the Gue st WiFi network group, which has a different SSID and password. Visiting
guests (G) cannot connect to the company network (C) using guest WiFi.

Figure 62 Visiting Guests Blocked from Company Network

Use the following parameters to set up the guest WiFi network group.

Table 20 Guest WiFi Settings Parameters Example

GUESTWIF
SSID Guest
Password guest123

Se tting Up Gue st WiFi

Follow the steps below fo set up a guest WiFi network group.
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Tap on WiH in the navigation panel.
Tap the switch in the Guest field. When the switch goes to the right ( ). guest WiFi is enabled.

Your phone will disconnect from the Zyxel Device WiFi when you enable the guest WiFi. Close the MPro
Mesh app.

Connat Find Youw Device

Ralry

Reconnect your phone to the Zyxel Device WiFi in your phone WiFi setting screen. Then open the MPro
Mesh app.

Tap on the editicon (I4g) to edit the guest WiFi network group SSID and password using the parameters
given above.
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WiFi % (@)

Company

"
Wil

6 Taponthe (ﬁ.ﬂ) icon to show the QR code.

Ehare Home WiFi

Dane

7 Swipe to the left to see the Share Guest WiFi QR code for connecting to the Zyxel Device guest WiFi.
Take a screenshot of the QR code with your phone. Print it out and place it in a place where your guests
could scan it to join the guest WiFi network.
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6.3.4 AccountScreen

Use this screen to:

* Log out of the app.

* View the app version.
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e View privacy policy.

127 s TE
Account
i | App Version 22222014
Privacy Policy
Logout

6.4 MPro Mesh Network

MPro Mesh Network

The Zyxel Device supports MPro Mesh to manage your WiFi network. The Zyxel Device can function as a
controller to automatically configure WiFi settings on extenders in the network as well as optimize
bandwidth usage.

The Zyxel Device optimizes bandwidth usage by directing WiFi clients fo an extender (AP steering) or a
2.4 GHz/ 5 GHz band (band steering) that is less busy.
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AP Steering and Band Steering
Zyxel MPro Mesh supports AP steering and Band steering.

* AP steering allows WiFi clients to roam seamlessly between APs (MPro Mesh Router/Extenders) in your
MPro Mesh network by using the same SSID and WiFi password. Also, AP steering monitors WiFi clients
and drops their connections to optimize the extender bandwidth when the clients are idle or have a
low signal. When a WiFi client is dropped, it has the opportunity to reconnect to an MPro Mesh
Extender with a strong signal.

MPro Mesh Router (ZD)
MPro Mesh Extenders (E1, E2)

Figure 63 AP Steering Application

4
(¢

* Band steering allows 2.4 GHz/5 GHz dual-band WiFi clients to move from one band to another. For

example, if the 2.4 GHz channel is congested, WiFi clients that support 5 GHz can move to the 5 GHz
band.
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Figure 64 Band Steering Application

Network Controller

To set up an MPro Mesh network, you need a Zyxel Device that can function as a controller. The
controller can be an MPro Mesh Router or an MPro Mesh Extender. The controller manages and
coordinates WiFi activity in a network.

The Zyxel Device (controller) also manages the SSIDs and passwords on all access points (APs), namely
your MPro Mesh Router/Extenders, in a network (auto-configuration). For example, if you change the
SSID on the controller, the SSID of each AP in the network will also change.

Note: For AP steering and band steering to work, the Zyxel Device (confroller) and all the APs
in the network need to have the same SSID and password. Therefore, we recommend
using the Zyxel Device (controller) to change the SSID and password.
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Figure 65 MPro Mesh Network
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The following table describes the icons used in the figure.
Table 21 Icons used in MPro Mesh Network

ICON DESCRIPTION
C Zyxel Device — MPro Mesh Router or Non-MPro Mesh Router

Note: Your router must have an Internet connection.

LAP MPro Mesh Extender in AP (Access Point) mode.
ZRP MPro Mesh Extender in Repeater mode.

C1 Client1

C2 Client2

APC Access Point coverage area

RPC Repeater coverage area

6.5 MPro Mesh Network Se tup

Configure your MPro Mesh Router (ZD) with an MPro Mesh Extender (E) using a WiFi connection.
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Figure 66 Zyxel Device with a WiFi Connection
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Configure your non-MPro Mesh Router (R) with an MPro Mesh Extender (E) using a wired connection.

Figure 67 Zyxel Device with a Wired Connection
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6.5.1 Preparing yourZyxel Device

v

Prepare a Zyxel extender (MPro Mesh Extender) that supports MPro Mesh. See the product page af
www.zyxe Lcom 1o see if your Zyxel extender supports MPro Mesh. Make sure MPro Mesh is enabled on
both the Zyxel Device (MPro Mesh Router) and the Zyxel extender. If noft, follow the steps below fo
enable MPro Mesh.

Note: MPro Mesh is enabled on the Zyxel Device and Zyxel extender by default.

Enable MPro Mesh on your Zyxel Device:

1 In Network Setting > Wireless > MESH, slide the MPro Mesh swifch button to the right.
2 Click Apply.

Enable MPro Mesh on the Zyxel extender:

1 Turn on your Zyxel extender.

2 Enable MPro Mesh in the Zyxel extender’'s Web Configurator. See your Zyxel extender’s User's Guide for
how to enable MPro Mesh.
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6.5.2 Setting up an MPro Mesh Routerand MPro Me sh Extender with a WiFi
Connection

Follow the steps below to set up your MPro Mesh Router with the Zyxel MPro Mesh Extender.
Table 22 Device Roles

DEVICE ROIE
MPro Mesh Router (ZD) Internet Access & Mesh Network Controller
MPro Mesh Extender (E) Mesh Network Repeater/AP

1 Turn on both devices near each other. Note the power LEDs when you're done. The power LEDs should
be steady green.

2 Download the app fo your smart phone and log into the MPro Mesh Router. You may need to forget
your current WiFi connection on your smartphone.

. L)
Wi-Fi

WiF rame

"
L

WI Foroet net'.ﬁ.-;{k‘-
WIF ramea
WIF rame

H"""\-\.,_
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3 Change the default SSID and WiFi key on the MPro Mesh Router; see Section 6.3.3 on page 124 for more
information. After applying changes, you will need to reconnect to the MPro Mesh Router again using

the new SSID and WiFi key.
4 Use WPS fo synch the SSID and WiFi key from the MPro Mesh Router to the MPro Mesh Extender.

5 Place the MPro Mesh Extender where you need to extend WiFi coverage. Use the app to see if the
extender is too far from the router; see Section 6.6 on page 138 for more information.

VMG/EMG/AM/GM Series User's Guide

135



Chapter 6 App Tutorials

S F="
Fanl E
g b

Dﬂ ( J;J:} {QD

6.5.3 Setting up a non-MPro Mesh Routerand MPro Me sh Extender with a

Wired Connection

This scenario describes the process to create an MPro Mesh network with a wired connection from the

non-MPro Mesh router to two extenders.

Make sure the non-MPro Mesh router is connected fo the Internet. The first extender must be connected
to your router using an Ethernet cable. Then, connect the second extender wirelessly to the first Zyxel

Device

Follow the steps below to set up your Non-MPro Mesh Router with the Zyxel MPro Mesh Extender.

Table 23 Device Role

DEVICE

ROIE

Non-MPro Mesh Router (R)

Internet Access

MPro Mesh Extender 1 (E1)

Mesh Network Confroller & Repeater/AP

MPro Mesh Extender 2 (E2)

Mesh Network Repeater/AP

1 Turn on the router. Note the power LEDs when you're done.

2 Connect an Ethernet cable from the router to Extender 1. Place Extender 1 where you want WiFi

coverage.

] O E:j LAN
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3 Download the app to your smart phone and log into Extender 1 (the MPro Mesh confroller) using the
default label information on Extender 1. You may need fo forget your current WiFi connection on your
smartphone.

- L
Wi-Fi

WiF rame

",

WI Foroet network

WIF ramea
WIF rame

4 Change the default SSID and WiFi key on Extender 1; see Section 6.3.3 on page 124 for more
information. After applying changes, you will need to reconnect to Extender 1 again using the new SSID
and WiFi key.

5 Use WPS to copy the SSID and WiFi key from Extender 1 to Extender 2.

6 Place Extender 2 where you need to extend WiFi coverage. Use the app to see if Extender 2 is too far
from Extender 1; see Section 6.6 on page 138 for more information.
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6.6 Optimum Extenderlocation

Follow the steps below to find the best location of your extenders for a better WiFi signal.

1 Top on Home in the navigation panel.

Home &
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hargh Devicee
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6 OFF

Costir g Gl
Disnces 3 Wi ?
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2 Look for the extender with ared WiFiicon (‘&) in front of it. Move the extender closer to the Zyxel
Device.
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3 Tap the refresh button at the top right corner ( €4 ) to check the updated status of your extenders. The
WiFi icons in front of your extenders should be green (i) or amber () if they're placed in appropriate
locations.
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C HAPTER 7
Connec tion Status

7.1 Connection Status Overview

After you log info the Web Configurator, the Connec tion Status screen appears. You can configure
basic Internet access and WiFi settings in this screen. It also shows the network status of the Zyxel Device
and computers or devices connected to it.

7.1.1 Conne c tivity

Use this screen to view the network connection status of the Zyxel Device and its clients.

Figure 68 Connectivity

Connechiviby
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Click the Arrow icon (=) to view IP addresses and MAC addresses of the wireless and wired devices
connected to the Zyxel Device.

Figure 69 Connectivity: Connected Devices
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You can change the icon and name of a connected device. Place your mouse within the device
block, and an Edit icon (&) will appear. Click the Edit icon, and you'll see there are several icon
choices for you to select. Enter a name in the Device Name field for a connected device. Click to
enable (;_.'!) i nteme t Blocking for a connected WiFi client.
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7.1.2 Icon and Device Name

Select anicon and/or enter a name in the Device Name field for a connected device. Click to enable
(«4}) mtemet Blocking (or Active) for a connected WiFi client. Click Ssave fo save your changes.

Figure 70 Connectivity: Edit

by Connec vty

soml L

TWHCTTOETEs-01

7.1.3 Management Service
Use this screen to check if a control service (such as HTTP or Telnet) is allowed on the interfaces (LAN/
WAN/Trust Domain). You can configure the services settings in the Maintenance > Remote Management

> MGMTServices screen.

Figure 71 Management Service
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7.1.4 System Info

Use this screen to view the basic system information of the Zyxel Device.
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Figure 72 System Info
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Click the Arrow icon (IE:-) to view more information on the status of your firewall and interfaces (WAN,
LAN, and WLAN). '

Figure 73 System Info: Detailed Information
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Each field is described in the following table.
Table 24 System Info: Detailed Information
TABEL DESCRIPIION
Host Name This field displays the Zyxel Device system name. It is used for identification.
Model Name This shows the model number of your Zyxel Device.
Serial Number This field displays the serial number of the Zyxel Device.
Firmware Version This is the current version of the firmware inside the Zyxel Device.
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Table 24 System Info: Detailed Information (continued)

IABEL

DESCRIPIION

System Uptime

This field displays how long the Zyxel Device has been running since it last started up. The
Zyxel Device starts up when you plug it in, when you restart it (Maintenance > Reboot), Or
when you reset it.

ProvisioningCode

This field displays the verification code sent by your ISP (Internet Service Provider). The TR-069
server uses the code to verify the Zyxel Device.

Encapsulation

This field displays the current encapsulation method.

IP Subnet Mask

This field displays the current subnet mask in the WAN.

MAC Address This field displays the WAN Ethernet adapter MAC (Media Access Control) address of your
Zyxel Device.

Primary DNS This field displays the first DNS server address assigned by the ISP.

server

Secondary DNS

This field displays the second DNS server address assigned by the ISP.

server

Primary DNSvé This field displays the first DNS server IPvé address assigned by the ISP.
server

Secondary This field displays the second DNS server IPvé address assighed by the ISP.

DNSvé server

LAN Information

IP Address This is the current IP address of the Zyxel Device in the LAN.

Subnet Mask This is the current subnet mask in the LAN.

IPv6 Address This is the current IPvé address of the Zyxel Device in the LAN.

IPvé Link Local This field displays the current link-local address of the Zyxel Device for the LAN interface.

Address A link-local address is a special type of the IP address that is only valid for communication
within the local network segment or broadcast domain of the device. Typically, link-local
addresses are used for automatic address configuration and neighbor discovery protocols.

DHCP This field displays what DHCP services the Zyxel Device is providing to the LAN. The possible
values are:
Server— The Zyxel Device is a DHCP server in the LAN. It assigns IP addresses to other
computers in the LAN.
Relay — The Zyxel Device acts as a surrogate DHCP server and relays DHCP requests and
responses between the remote server and the clients.
Disable — The Zyxel Device is not providing any DHCP services to the LAN.

Security
Firewall This displays the firewall's current security level (High, Medium, Iow, Or Disabled).
WLAN Information

MAC Address This shows the WiFi adapter MAC (Media Access Control) Address of the WiFi interface.

Status This displays whether the WLAN is activated.

SSID This is the descriptive name used fo identify the Zyxel Device in a WLAN.

Channel This is the channel number currently used by the WiFi interface.

Security This displays the type of security mode the WiFi interface is using in the WLAN.

802.11 Mode This displays the type of 802.11 mode the WiFi interface is using in the WLAN.

WPS This displays whether WPS is activated on the WiFiinterface.

System Resources

Memory Usage

This displays the current RAM usage percentage.

CPU Usage

This displays the current CPU usage percentage.
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Figure 74

7.1.5 WiFi Se tting s

Use this screen to enable or disable the main WiFi network. When the switch turns blue, the function is
enabled. You can use this screen or the QR code on the upper right corner to check the SSIDs (WiFi
network name) and passwords of the main WiFi networks. If you want to show or hide your WiFi
passwords, click the Eye icon (#F4).

Figure 75 WiFi Settings
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Click the Arrow icon (=) to configure the SSIDs and/or passwords for your main WiFi networks. Click the
Eye icon (") to display the characters as you enter the WiFi Password.

Scanning the QR code is an alternative way to connect your WiFi client to the WiFi network.

Select Keep 2.4G and 5G the same fo use the same SSID for 2.4 GHz and 5 GHz bands.

Note: Note that you have to disable MPro Mesh in the Ne twork > Wireless > MESH screen o
deselect the Keep 2.4G and 5G the same check box.

Figure 76 WiFi Settings: Configuration
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Each field is described in the following table.

Table 26 WiFi Settings: Configuration

TABEL DESCRIPIION
Keep 2.4G and 5G | Select this and the 2.4 GHz and 5 GHz wireless networks will use the same SSID.
the same

If you deselect this, the screen will change. You need to assign different SSIDs for the 2.4 GHz
and 5 GHz wireless networks.

2.4 GHz / 5 GHz WiFi | Click this switch to enable or disable the 2.4G / 5G WiFi network. When the switch turns blue
<M, the function is enabled.

WiFi Name The SSID (Service Set IDentity) identifies the service set with which a WiFi device is associated.
WiFi devices associating to the access point (AP) must have the same SSID.

Enter a descriptive name (up to 32 English keyboard characters) for the WiFi.

WiFi Password If you selected Random Passwond, this field displays a pre-shared key generated by the Zyxel
Device.

If you did not select Random Password, you can manually enter a pre-shared key from 8 to
64 case-sensitive keyboard characters.

Click the Eye icon to show or hide the password for your WiFi network. When the Eye icon is
slashed %ﬂ, you will see the password in plain text. Otherwise, it is hidden.

Random Password Select this to have the Zyxel Device automatically generate a password. The WiFi Password
field will not be configurable when you select this option.

Hide WiFi network Select this to hide the SSID in the outgoing beacon frame so a station cannot obtain the SSID
name through scanning using a site survey tool.

Note: Disable WPS in the Network Se tting > Wireless > WPS screen to hide the SSID.

Save Click Save to save your changes.

7.2 Guest Wil Setting s

Use this screen to enable or disable the guest 2.4 GHz and/or 5 GHz WiFi networks. When the switch goes
to the right (£78F), the function is enabled. Otherwise, it is not. You can check their SSIDs (WiFi network
name) and passwords from this screen. If you want to show or hide your WiFi passwords, click the Eye
icon.

Figure 77 Guest WiFi Settings
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Click the Arrow icon (I-::-) fo open the following screen. Use this screen configure the SSIDs and/or
passwords for your guest WiFi networks.
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Figure 78 Guest WiFi Settings: Configuration
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To assign different SSIDs to the 2.4 GHz and 5 GHz guest wireless networks, clear the Keep 2.4G and 5G
the same check box in the WiFi Se ttings screen, and the Gue st WiFi Se tting s screen will change.

Note: Note that you have to disable MPro Mesh in the Network > Wirele ss > MESH screen o
clear the Keep 2.4G and 5G the same Check box.

Figure 79 Guest WiFi Settings: Different SSIDs
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Each field is described in the following table.

Table 27 WiFi Settings: Configuration

IABEL DESCRIPIION

2.4G/5G WiFi Click this switch to enable or disable the 2.4 GHz and/or 5 GHz WiFi networks. When the
switch goes to the right M, the function is enabled. Otherwise, it is not.

WiFi Name The SSID (Service Set IDentity) identifies the service set with which a wireless device is

associated. Wireless devices associating to the access point (AP) must have the same SSID.

Enter a descriptive name (up to 32 English keyboard characters) for the WiFi.
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Table 27 WiFi Seftings: Configuration (continued)

IABEL

DESCRIPIION

WiFi Password

If you selected Random Passwond, this field displays a pre-shared key generated by the Zyxel
Device.

If you did not select Random Password, you can manually enter a pre-shared key from 8 to
64 case-sensitive keyboard characters.

Click the Eye icon to show or hide the password of your WiFi network. When the Eye icon is
slashed %3, you will see the password in plain text. Otherwise, it is hidden.

Random Password

Select this option to have the Zyxel Device automatically generate a password. The WiFi
Password field will not be configurable when you select this option.

Hide WiFi network

Select this check box to hide the SSID in the outgoing beacon frame so a station cannot

name obtain the SSID through scanning using a site survey tool.
Note: Disable WPS in the Network Se tting > Wireless > WPS screen to hide the SSID.
Save Click save to save your changes.
7.2.1 TAN

Use this screen to view the LAN IP address, subnet mask, and DHCP settings of your Zyxel Device. Click
the switch button to turn on/off the DHCP server.

Figure 80 LAN
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Click the Arrow icon (IE:-) to configure the LAN IP settings and DHCP setting for your Zyxel Device.
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Figure 81 LAN Setup
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Each field is described in the following table.

Table 28 LAN Setup

TABEL DESCRIPIION
LAN IP Setup
IP Address Enter the LAN IPv4 IP address you want to assign to your Zyxel Device in dotted decimal

notation, for example, 192.168.1.1 (factory default).

Subnet Mask

Enter the subnet mask of your network in dotted decimal notation, for example
255.255.255.0 (factory default). Your Zyxel Device automatically computes the subnet mask
based on the IP Address you enter, so do not change this field unless you are instructed to
do so.

IP Addressing Values

Beginning IP This field specifies the first of the contiguous addresses in the IP address pool.
Address
Ending IP This field specifies the last of the contiguous addresses in the IP address pool.
Address

DHCP Server State

DHCP Server

This is the period of fime a DHCP-assigned address is valid, before it expires.

Lease Time
When a client connects to the Zyxel Device, DHCP automatically assigns the client an IP
addresses from the IP address pool. DHCP leases each addresses for a limited period of time,
which means that past addresses are “recycled” and made available for future
reassignment to other devices.

Days/Hours/ Enter the lease time of the DHCP server.

Minutes

7.3 The Parental Contiol Screen

Use this screen to view the number of profiles that were created for parental control.
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Figure 82 Parental Conftrol
Parental Coniral
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The Arrow icon is grayed out (i) when the following is enabled:

e MESH feature is enabled in the Wireless > MESH screen.

This means you cannot configure parental conftrol settings. If you click the grayed out Arrow icon, the
following message will appear.

Figure 83 Cannot Use Parental Control
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Disable the MESH feature in the Wireless > MESH screen and ONE Conne ct feafure in the Network >
Home Connectivity screen, and the grayed-out Arrow icon should turn yellow (I?:-).

Figure 84 Click the yellow Arrow icon to open the following screen. Use this screen to enable parental
control and add more profiles. Add a profile to create restricted access schedules. Go to the
Se c urity > Parental Control > Add Ne w PCP/Edit screen to configure URL filtering settings to block the
users on your network from accessing certain web sites.Parental Control
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Each field is described in the following table.

Table 29 Parental Control: Schedule

TABEL DESCRIPIION

Parental Control Click this switch to enable or disable parental control. When the switch goes to the right
(«=M), the function is enabled. Otherwise, it is not.

Scheduled Profile This screen shows all the created profiles.

Blocked Devices The screen shows the profile devices that are not allowed to access the Internet.

7.3.1 Create a Parental Control Profile

Click Add more Profile TO create a profile. Use this screen to add a devices in a profile and block Internet
access on the profile devices.

Figure 85 Parental Control: Add More Profile
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Each field is described in the following table.

Table 30 Parental Control: Add More Profile

TABEL DESCRIPIION

Profile Name Enter a descriptive name for the profile.

Profile Active Click this switch to enable or disable Internet access. When the switch goes to the right <7l
the function is enabled. Otherwise, it is not.

Profile Device List This field shows the devices selected on the right for this profile.

Blocking Schedule This field shows the time during which Internet access is blocked on the profile device(s).

Select a device(s) on your network for this profile.

7.3.2 Define a Sche dule

Click Next to define time periods and days during which Internet access is blocked on the profile
devices.
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Figure 86 Parental Control: Schedule
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Each field is described in the following table.

Table 31 Parental Control: Schedule

IABEL

DESCRIPIION

Profile Name

Enter a descriptive name for the profile.

Profile Active

Click this switch to enable or disable Internet access. When the switch goes to the right <7l
the function is enabled. Otherwise, it is not.

Profile Device List

This field shows the devices selected on the right for this profile.

Blocking Schedule

This field shows the fime during which Internet access is blocked on the profile devices.

Schedule

Add New Schedule

Click this to add a new block for scheduling.

Start/End blocking

Select the fime period when Internet access is blocked on the profile devices.

Select All Day and the scheduler rule will be activated for 24 hours.

Repeat On Select the days when Internet access is blocked on the profile devices.
Back Click Back to refurn to the previous screen.
Save Click save to save your changes.
Once a profile is created, it will show in the following screen. Click this # | fo Delete or Edit a profile.

Figure 87 Parental Control: Added Profile
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C HAPTER 8
Broadband

8.1 Broadband Overview

This chapter discusses the Zyxel Device'’s Boadband screens. Use these screens to configure your Zyxel
Device for Internet access.

A WAN (Wide Area Network) connection is an outside connection to another network or the Internet. It
connects your private networks, such as a LAN (Local Area Network) and other networks, so that a
computer in one location can communicate with computers in other locations.

Figure 88 LAN and WAN
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8.1.1 WhatYou Can Do in this Chapter

* Use the Bmadband screen o view, remove or add a WAN inferface. You can also configure the WAN
settings on the Zyxel Device for Internet access (Section 8.2 on page 157).

» Use the Cellular Backup screen fo configure cellular WAN connection (Section 8.3 on page 167).

* Use the Advanced screen to enable or disable PTM over ADSL. Annex M/Annex J, and DSL PhyR
functions (Section 8.4 on page 174).

* Use the Ethemet WAN screen to convert LAN port number four as a WAN port or restore the Ethernet
WAN port to a LAN port (Section 8.5 on page 178).
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Note: For G.fast connection, see the ADSL/VDSL over PTM connection type in the following table.

Table 32 WAN Setup Overview

IAYER-2 INTERFACE INTERNETC ONNECTION
CONNECTION |DSLIINKTYPE | MODE ENCAPSUIATION CONNECTION SETIING S
ADSL/VDSL over | N/A Routing PPPoE PPP information, IPv4/IPvé IP address,
PTM routing feature, DNS server, VLAN,
QoS, and MTU
IPoE IPv4/IPvé IP address, routing feature,
DNS server, VLAN, QoS, and MTU
Bridge N/A VLAN and QoS
ADSL over ATM EoA Routing PPPOE/PPPOA ATM PVC configuration, PPP
information, IPv4/IPvé IP address,
routing feature, DNS server, VLAN,
QoS, and MTU
IPOE/IPOA ATM PVC configuration, IPv4/IPvé IP
address, routing feature, DNS server,
VLAN, QoS, and MTU
Bridge N/A ATM PVC configuration, and QoS
Ethernet N/A Routing PPPOE PPP user name and password, WAN
IPv4/IPvé IP address, routing feature,
DNS server, VLAN, QoS, and MTU
IPOE WAN IPv4/IPvé IP address, NAT, DNS
server and routing feature
Bridge N/A VLAN and QoS

8.1.2 WhatYou Need to Know

The following terms and concepts may help as you read this chapter.

WAN IP Address

The WAN IP address is an IP address for the Zyxel Device, which makes it accessible from an outside
network. It is used by the Zyxel Device to communicate with other devices in other networks. It can be
static (fixed) or dynamically assigned by the ISP each time the Zyxel Device fries to access the Internet.

If your ISP assigns you a static WAN IP address, they should also assign you the subnet mask and DNS
server IP address(es).

A™

Asynchronous Transfer Mode (ATM) is a WAN networking technology that provides high-speed data
transfer. ATM uses fixed-size packets of information called cells. With ATM, a high QoS (Quality of Service)
can be guaranteed. ATM uses a connection-oriented model and establishes a virtual circuit (VC).

PIM

Packet Transfer Mode (PTM) is packet-oriented and supported by the VDSL2 standard. In PTM, packets
are encapsulated directly in the High-level Data Link Control (HDLC) frames. It is designed to provide a
low-overhead, tfransparent way of transporting packets over DSL links, as an alternative to ATM.
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IPv6 Introduc tion

IPvé (Internet Protocol version 6), is designed to enhance IP address size and features. The increase in
IPvé address size to 128 bits (from the 32-bit IPv4 address) allows up to 3.4 x 10%8 IP addresses. The Zyxel
Device can use IPv4/IPvé6 dual stack to connect to IPv4 and IPvé networks, and supports IPvé rapid
deployment (6RD).

IPv6 Addressing

The 128-bit IPvé6 address is written as eight 16-bit hexadecimal blocks separated by colons (:). This is an
example IPvé address 2001 :0db8:1a2b:0015:0000:0000:1a2f:0000.

IPvé6 addresses can be abbreviated in two ways:

¢ Leading zeros in a block can be omitted. So
2001:0db8:1a2b:0015:0000:0000:1a2f:0000 can be written as
2001:db8:1a2b:15:0:0:1a2f:0.

¢ Any number of consecutive blocks of zeros can be replaced by a double colon. A double
colon can only appear once in an IPvé address. So
2001:0db8:0000:0000:1a2£:0000:0000:0015 can be written as
2001:0db8::1a2£:0000:0000:0015, 2001:0db8:0000:0000:1a2f::0015,
2001:db8::1a2f£:0:0:150r2001:db8:0:0:1a2f::15.

IPv6 Pre fix and Prefix Iength

Similar to an IPv4 subnet mask, IPvé uses an address prefix to represent the network address. An IPvé
prefix length specifies how many most significant bits (start from the left) in the address compose the
network address. The prefix length is written as “/x” where x is a number. For example,

2001:db8:1a2b:15::1a2f:0/32

means that the first 32 bits (2001 : db8) is the subnet prefix.

IPv6 Subnet Masking

Both an IPvé address and IPvé subnet mask compose of 128-bit binary digits, which are divided info
eight 16-bit blocks and written in hexadecimal notation. Hexadecimal uses four bits for each character
(1 ~10, A~F). Each block’s 16 bits are then represented by four hexadecimal characters. For example,
FFFF:FFFF:FFFF:FFFF:FC00:0000:0000:0000.

IPv6 Rapid Deployment

Use IPv6 Rapid Deployment (6rd) when the local network uses IPvé and the ISP has an IPv4 network.
When the Zyxel Device has an IPv4 WAN address and you set IPv6/ IPv4 Mode O IPv4 Only, yOU Can
enable érd to encapsulate IPvé packets in IPv4 packets to cross the ISP's IPv4 network.

The Zyxel Device generates a global IPvé prefix from its IPv4 WAN address and tunnels IPvé traffic to the
ISP's Border Relay router (BR in the figure) to connect to the native IPvé Internet. The local network can
also use IPv4 services. The Zyxel Device uses it's configured IPv4 WAN IP to route IPv4 traffic to the IPv4
Internet.
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Figure 89 IPv6 Rapid Deployment
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Dual Sta c k Iite

Use Dual Stack Lite when local network computers use IPv4 and the ISP has an IPvé network. When the
Zyxel Device has an IPvé WAN address and you set IPv6/ IPv4 Mode to IPv6 Only, you can enable Dual
Stack Lite to use IPv4 computers and services.

The Zyxel Device tunnels IPv4 packets inside IPvé encapsulation packets to the ISP's Address Family
Transition Router (AFTR in the graphic) to connect to the IPv4 Internet. The local network can also use
IPvé services. The Zyxel Device uses it's configured IPvé6 WAN IP to route IPvé traffic to the IPvé Internet.

Fgure 90 Dual Stack Lite
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8.1.3 Before You Begin

You need to know your Internet access settings such as encapsulation and WAN IP address. Get this
information from your ISP.

8.2 The Broadband Screen

Use this screen to change your Zyxel Device's Internet access setftings. The summary table shows you the
configured WAN services (connections) on the Zyxel Device. Use information provided by your ISP to
configure WAN settfings.

Click Network Se tting > Broadband to access this screen.

Figure 91 Network Setting > Broadband

Broadband
Eruoooiand
Hakkr st MALTH
L] Homes Typ= LR Ene opnHAmicn 8]l B3 In ooy T4 Gty IFaih Py M=ty

The following table describes the labels in this screen.

Table 33 Network Setfting > Broadband

TABEL DESCRIPTIION

Add New WAN | Click this button to create a new connection.

Interface

# This is the index number of the entry.

Name This is the service name of the connection.

Type This shows whether it is an ATM, Ethernet or a PTM connection.
Mode This shows whether the connection is in routing or bridge mode.

Encapsulation This is the method of encapsulation used by this connection.

802.1p This indicates the 802.1p priority level assigned fo fraffic sent through this connection. This
displays N/ A when there is no priority level assigned.

802.1g This indicates the VLAN ID number assigned to traffic sent through this connection. This displays
N/ A when there is no VLAN ID number assigned.

IGMP Proxy This shows whether the Zyxel Device act as an IGMP proxy on this connection.

NAT This shows whether NAT is activated or not for this connection.

VMG/EMG/AM/GM Series User's Guide
157



Chapter 8 Broadband

Table 33 Network Setting > Broadband (confinued)

IABEL DESCRIPIION

Default This shows whether the Zyxel Device use the WAN interface of this connection as the system
Gateway default gateway.

IPvé This shows whether IPvé is activated or not for this connection. IPvé is not available when the

connection uses the bridging service.

MLD Proxy This shows whether Multicast Listener Discovery (MLD) is activated or not for this connection. MLD
is not available when the connection uses the bridging service.

Modify Click the Edit icon to configure the WAN connection.

Click the Delete icon to remove the WAN connection.

8.2.1 Add/Edit Ihtemet Connection

Click Add New WAN Interface in the Broadband screen or the Editicon next to an existing WAN
interface to open the following screen. Use this screen to configure a WAN connection. The screen
varies depending on the interface type, mode, encapsulation, and IPvé/IPv4 mode you select.

8.2.1.1 The Routing Mode

Use Routing mode if your ISP give you one IP address only and you want multiple computers to share an
Internet account.

Note: For Zyxel Device that supports G.fast, select VDSLover PIM in the connection Type field
for G.fast connection.

The following example screen displays when you select the VDSLover PIM connection type, Routing
mode, and PPPoE encapsulation. The screen varies when you select other interface type,
encapsulation, and IPvé/IPv4 mode.
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Figure 92 Network Setfting > Broadband > Add/Edit New WAN Interface (Routing Mode)
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The following tab

le describes the labels in this screen.

Table 34 Network Setting > Broadband > Add/Edit New WAN Interface (Routing Mode)

IABEL

DESCRIPIION

General

Click this switch to
Otherwise, it's not.

enable or disable the interface. When the switch goes to the right <l the function is enabled.

Name Specify a descriptive name for this connection.
Type Select whether it is an VDSLover PIM, ADSL/ VDSLover PIM, or ADSLover ATM connection.
For the EMG Series, Ethemet is the only option.
Mode Select Routing if your ISP give you one IP address only and you want mulfiple computers to share

an Internet account.

Encapsulation

Select the method of encapsulation used by your ISP from the drop-down list box. This option is
available only when you select Routing in the Mode field.

The choices depend on the connection type you selected. If your connection type is VDSLover
PIM or ADSL/ VDSLoverPIM, the choices are PPPoEand IPoE. If your connection type is ADSLover
AM, the choices are PPPoE, PPPoA, IPoE and IPoA. If your connection type is Ethemet, the
choices are PPPoE and IPoE.

IPv4/IPvé Mode

Select IPv4 Only if you want the Zyxel Device to run IPv4 only.
Select IPv4 IPv6 DualStack to allow the Zyxel Device to run IPv4 and IPvé af the same time.

Select IPv6 Only if you want the Zyxel Device to run IPvé only.

PPP Information (This is available only when you select PPPoE or PPPoA in the Mode field.)

PPP User Name

Enter the user name exactly as your ISP assigned. If assigned a name in the form user@domain
where domain identifies a service name, then enter both components exactly as given.

PPP Password

Enter the password associated with the user name above. Select password unmask fo show your
entered password in plain text.

PPP Connection
Trigger

Select when to have the Zyxel Device establish the PPP connection.
Auto Connect - select this o nof let the connection time out.

On Demand - select this to automatically bring up the connection when the Zyxel Device
receives packets destined for the Internet.

Idle Timeout This value specifies the time in minutes that elapses before the router automatically disconnects
from the PPPOE server.
This field is not available if you select Auto Connectin the PPP Connec tion Higger field.

PPPoOE This field is available when you select PPPo E encapsulation.

Passthrough

In addition to the Zyxel Device's built-in PPPoE client, you can enable PPPOE pass through o
allow up to ten hosts on the LAN to use PPPOE client soffware on their computers to connect to
the ISP via the Zyxel Device. Each host can have a separate account and a public WAN IP
address.

PPPOE pass through is an alternative to NAT for application where NAT is not appropriate.

Disable PPPoE pass through if you do not need to allow hosts on the LAN to use PPPOE client
software on their computers to connect to the ISP.

ATM PVC Configuration (These fields appear when the Type is set to ADSLover ATM.)

VPI [0-255]

The valid range for the VPl is 0 fo 255. Type the VPI assigned to you.

VCI [32-65535]

The valid range for the VCl is 32 to 65535 (0 to 31 is reserved for local management of ATM
fraffic). Enter the VCI assigned to you.
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Table 34 Network Setting > Broadband > Add/Edit New WAN Interface (Routing Mode) (continued)

IABEL

DESCRIPIION

Encapsulation

Select the method of multiplexing used by your ISP from the drop-down list box. Choices are:

* IIC/SNAP-BRIDGING: In LCC encapsulation, bridged PDUs are encapsulated by identifying
the type of the bridged media in the SNAP header. This is available only when you select IPoE
or PPPoEin the Sele ct DSLLink Type field.

*  VC/MUX: In VC multiplexing, each protocol is carried on a single ATM virtual circuit (VC). To
fransport multiple protocols, the Zyxel Device needs separate VCs. There is a binding
between a VC and the type of the network protocol carried on the VC. This reduces
payload overhead since there is no need to carry protocol information in each Protocol
Data Unit (PDU) payload.

Service Select UBR Without PCR for applications that are non-time sensitive, such as email.
Categor
oor Select CBR (Continuous Bit Rate) to specify fixed (always-on) bandwidth for voice or data traffic.
Select Non Realtime VBR (non real-time Variable Bit Rate) for connections that do not require
closely conftrolled delay and delay variation.
Select Realtime VBR (real-time Variable Bit Rate) for applications with bursty connections that
require closely controlled delay and delay variation.
Peak Cell Divide the DSL line rate (bps) by 424 (the size of an ATM cell) fo find the Peak Cell Rate (PCR). This
Rate [cells/s] | is the maximum rate at which the sender can send cells. Type the PCR here.
Sustainable | The Sustain Cell Rate (SCR) setfs the average cell rate (long-term) that can be fransmitted. Type
Cell Rate the SCR, which must be less than the PCR. Note that system default is 0 cells/sec.
Maximum Maximum Burst Size (MBS) refers to the maximum number of cells that can be sent at the peak
[ngllts]sue rate. Type the MBS, which is less than 65535.
VLAN

Click this switch to enable or disable VLAN on this WAN interface. When the switch goes to the right <=l the
function is enabled. Otherwise, it's noft.

802.1p |IEEE 802.1p defines up to 8 separate traffic types by inserting a tag info a MAC-layer frame that
contains bits fo define class of service.
Select the |IEEE 802.1p priority level (from 0 to 7) to add to traffic through this connection. The
greater the number, the higher the priority level.

802.1q Type the VLAN ID number (from O to 4094) for traffic through this connection.

MTU

MTU Enter the MTU (Maximum Transfer Unit) size for this traffic.

IP Address (This is available only when you select IPv4 Only or IPv4 IPv6 DualStack in the IPv4/ IPv6 Mode field.)

Obtainan IP
Address
Automatically

A static IP address is a fixed IP that your ISP gives you. A dynamic IP address is not fixed; the ISP
assigns you a different one each time you connect to the Internet. Select this if you have a
dynamic IP address.

Static IP Address

Select this option If the ISP assigned a fixed IP address.

IP Address

Enter the stafic IP address provided by your ISP.

Subnet Mask

Enter the subnet mask provided by your ISP.

Gateway IP
Address

Enter the gateway IP address provided by your ISP.

DNS Server (This is

available only when you select IPv4 Only or IPv4 IPv6 DualStack in the IPv4/ IPv6é Mode field.)

Obtain DNS Info
Automically

Select this if you want the Zyxel Device to use the DNS server addresses assigned by your ISP.

Use Following
Static DNS
Address

Select this if you want the Zyxel Device to use the DNS server addresses you configure manually.

Primary DNS
Server

Enter the first DNS server address assigned by the ISP.
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Table 34 Network Setting > Broadband > Add/Edit New WAN Interface (Routing Mode) (continued)

TABEL DESCRIPIION
Secondary DNS | Enter the second DNS server address assigned by the ISP.
Server

Routing Feature (This is available only when you select IPv4 Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

NAT

Click this switch to activate or deactivate NAT on this connection. When the switch goes to the
right <M, the function is enabled. Otherwise, it is not.

IGMP Proxy

Internet Group Multicast Protocol (IGMP) is a network-layer protocol used to establish
membership in a Multicast group - it is not used fo carry user data.

Click this switch to have the Zyxel Device act as an IGMP proxy on this connection. When the
switch goes to the right <M, the function is enabled. Otherwise, it's not.

This allows the Zyxel Device to get subscribing information and maintain a joined member list for
each mulficast group. It can reduce multicast traffic significantly.

Apply as Default
Gateway

Click this switch to have the Zyxel Device use the WAN interface of this connection as the system
default gateway. When the switch goes to the right <=M, the function is enabled. Otherwise, it is
not.

Fullcone NAT

Click this switch to enable or disable full cone NAT on this connection. When the switch goes to

Enable the right ¢, the function is enabled. Otherwise, it's not.
This field is available only when you activate NAT
In full cone NAT, the Zyxel Device maps all outgoing packets from an internal IP address and port
to asingle IP address and port on the external network. The Zyxel Device also maps packets
coming fo that external IP address and port to the internal IP address and port.

6RD

The 6RD (IPvé rapid deployment) fields display when you set the IPv6/ IPv4 Mode field to IPv4 Only. See IPvé Rapid
Deployment on page 155 for more information.

Click this switch to tunnel IPvé traffic from the local network through the ISP’s IPv4 network. When the switch goes to
the right <M, the function is enabled. Otherwise, it is not.

Automatically
configured by

This option is configurable only when you set the method of encapsulation to IPoE.

DHCPC Select this fo have the Zyxel Device detect the relay server automatically through DHCP.
Manually Select this if you have the IPv4 address of the relay server.
Configured

Service Provider

Enter an IPvé prefix for tunneling IPvé traffic to the ISP’s border relay router and connecting to the

IPvé Prefix native IPvé Internet.
IPv4 Mask Enter the subnet mask number (1~32) for the IPv4 network.
Length

Border Relay
IPv4 Address

When you select Manually Configured, specify the relay server’s IPv4 address in this field.

DHCPC Options (This is available only when you select IPv4 Only or IPv4 IPv6é DualStack in the IPv4/IPv6 Mode field.)

Request Options

Select Option 42 to have the Zyxel Device get IP addresses of NTP time servers from DHCP
packets sent from the DHCP server.

Select Option 43 to have the Zyxel Device get vendor specific information from DHCP packets
sent from the DHCP server.

Select Option 120 to have the Zyxel Device get an IP address or a fully-qualified domain name of
a SIP server from DHCP packets sent from the DHCP server.

Select Option 121 to have the Zyxel Device get static route information from DHCP packets sent
from the DHCP server.

Sent Options

option 60

Select this and enter the device identity you want the Zyxel Device to add in the DHCP discovery
packets that go to the DHCP server.
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Table 34 Network Setting > Broadband > Add/Edit New WAN Interface (Routing Mode) (continued)

IABEL DESCRIPIION

Vendor ID Enter the Vendor Class Identifier, such as the type of the hardware or firmware.

option 61 Select this and entfer any string that identifies the device.

IAID Enter the Identity Association Identifier (IAID) of the device, for example, the WAN connection
index number.

DUID Enter the hardware type, a time value and the MAC address of the device.

option 125 Select this to have the Zyxel Device automatically generate and add vendor specific

parameters in the DHCP discovery packets that go to the DHCP server.

IPvé Address (This

is available only when you select IPv4 IPv6 DualStack or IPvé Only in the IPv4/IPv6 Mode field.)

Obtain an IPvé

Select this if you want o have the Zyxel Device use the IPv6 prefix from the connected router'’s

Address Router Advertisement (RA) to generate an IPvé address.

Automatically

Static IPvé Select this if you have a fixed IPvé address assigned by your ISP. When you select this, the
Address following fields appear.

IPv6 Address

Enter an IPvé IP address that your ISP gave to you for this WAN interface.

Prefix Length

Enter the address prefix length to specify how many most significant bits in an IPvé address
compose the network address.

IPvé Default
Gateway

Enter the IP address of the next-hop gateway. The gateway is a router or switch on the same
segment as your Zyxel Device's interface(s). The gateway helps forward packets to their
destinations.

IPvé DNS Server (This is available only when you select IPv4 IPv6 DualStack or IPvé Only in the IPv4/IPv6 Mode field.
Configure the IPvé DNS server in the following section.

Obtain IPvé DNS
Info
Automatically

Select this fo have the Zyxel Device get the IPvé DNS server addresses from the ISP automatically.

Use Following
Static IPvé DNS

Select this to have the Zyxel Device use the IPvé DNS server addresses you configure manually.

Address

Primary DNS Enter the first IPvé DNS server address assigned by the ISP.
Server

Secondary DNS | Enter the second IPvé DNS server address assigned by the ISP.
Server

IPvé Routing Feature (This is available only when you select IPv4 IPv6é DualStack or IPvé Only in the IPv4/ IPvé Mode
field. You can enable IPvé routing features in the following section.)

MLD Proxy Select this check box to have the Zyxel Device act as an MLD proxy on this connection. This

Enable allows the Zyxel Device to get subscription information and maintain a joined member list for
each multicast group. It can reduce multicast fraffic significantly.

Apply as Default | Select this option o have the Zyxel Device use the WAN interface of this connection as the

Gateway system default gateway.

Ds-Lite This is available only when you select IPvé Only in the IPv4/IPv6é Mode field. Enable Dual Stack
Lite to let local computers use IPv4 through an ISP’s IPvé network. See Dual Stack Lite on page
156 for more information.
Click this switch to let local computers use IPv4 through an ISP’s IPvé network. When the switch
goes to the right <M, the function is enabled. Otherwise, it is not.

DS-Lite Relay Specify the transition router’s IPvé address.

Server IP

IPv6 MAP This is available when you edit an IPvé WAN interface. Slide the switch to the right to create an

IPv6 map domain.

Transport Mode

Select MAP-T (Translation) or MAP-E (Encapsulation) based on the ISP deployment.
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Table 34 Network Setting > Broadband > Add/Edit New WAN Interface (Routing Mode) (continued)

IABEL DESCRIPIION

Setting Mode Select DHCP 846 or Manual to configure the following fields.

Note: The following Prefix/Address fields are used for the address mapping rule of MAP-T or MAP-E.

BR IPvé Prefix This is the IPvé network address/prefix assigned to the BR, including the prefix length.

Rule IPvé Prefix This is the IPvé network prefix, including the prefix length.

Rule IPv4 Prefix | This is the IPv4 network prefix, including the prefix length.

Note: The following PSID fields are used for the port mapping rule of MAP-T or MAP-E.

PSID Offset The Port Set Identifier (PSID) offset specifies the excluded port range. The default PSID Offset s 6;
port 0~1023 will be reserved for the system to use.

PSID Length This specifies the number of sharing ratio. When PSID Iength is setf fo 8, the ports will be separated
and assigned for 2A8 MAP CEs to use.

PSID A Port Set ID (PSID) identifies a set of ports assigned to a CE for mapping. PSID should be unique
for each CE sharing the IPv4 address.

DHCPvé Option (This is available only when you select IPv6 Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

IPvé Address Click the switch (to the right) to let the Zyxel Device send DHCP requests to the DHCPvé6 server to
From DHCPvé obtain an IPvé address.

Server

Other Click the switch (to the right) to have the Zyxel Device get other information, such as DNS
Information information, from DHCPvé packets sent from the DHCPvé server.

From DHCPvé o .

Server This will be enabled when IPv6 Address From DHCPv6 Serveris enabled.

Cancel Click Cancelfo exit this screen without saving.

Apply Click Apply fo save your changes.

8.2.1.2 The Bridge Mode

Click the Add new WAN Interface in the Netwoxk Se tting > Broadband screen or the Editicon next to the
connection you want to configure. Select Bidge as the encapsulation mode. The screen varies
depending on the interface type you select.

Note: For Zyxel Device that supports G.fast, select VDSLover PIM in the connection Type field
for G.fast connection.

If you select VDSLover PIM, ADSL/ VDSLover PIM or Ethemet as the interface type, the following screen
appears.
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Figure 93 Network Setfting > Broadband > Add/Edit New WAN Interface (ADSL/VDSL over PTM or
Ethernet-Bridge Mode)

b4
Add New WAN Interface

Generl L] YELAN &

Apply

The following table describes the fields in this screen.

Table 35 Network Setting > Broadband > Add/Edit New WAN Interface (ADSL/VDSL over PTM or
Ethernet-Bridge Mode)

TABEL DESCRIPIION

General Click this switch to enable or disable the interface. When the switch goes to the right <, the
function is enabled. Otherwise, it is not.

Name Entfer a service name of the connection.

Type Select VDSLover PIM or ADSL VDSLoverPIM as the interface that you want to configure. The Zyxel
Device uses the VDSL technology for data fransmission over the DSL port.

Mode Select Bddge when your ISP provides you more than one IP address and you want the connected
computers to get individual IP address from ISP's DHCP server directly. If you select Badge, you
cannot use routing functions, such as QoS, Firewall, DHCP server and NAT on fraffic from the
selected LAN port(s).

VLAN

Click this switch to enable or disable VLAN on this WAN interface. When the switch goes to the right <=l , the
function is enabled. Otherwise, it's not.

802.1p IEEE 802.1p defines up to 8 separate fraffic types by inserting a tag info a MAC-layer frame that
contains bits to define class of service.
Select the IEEE 802.1p priority level (from 0 to 7) to add to traffic through this connection. The greater
the number, the higher the priority level.

802.1g Type the VLAN ID number (from 0 to 4094) for traffic through this connection.

MTU

MTU Enter the MTU (Maximum Transfer Unit) size for this traffic.

Cancel Click Cancel fo exit this screen without saving.

Apply Click Apply to save your changes.

If you select ADSLover ATM as the interface type, the following screen appears.
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Figure 94 Network Setfting > Broadband > Add/Edit New WAN Interface (ADSL over ATM-Bridge Mode)
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The following table describes the fields in this screen.

Table 36 Network Setting > Broadband > Add/Edit New WAN Interface (ADSL over ATM-Bridge Mode)

IABEL DESCRIPIION

General Click this switch to enable or disable the interface. When the switch goes to the right <7l , the
function is enabled. Otherwise, it's not.

Name Enter a service name of the connection.

Type Select ADSLover ATM as the interface that you want to configure. The Zyxel Device uses the

ADSL technology for data transmission over the DSL port.

Mode In NAT mode, the Multy Device routes traffic between a local network and another network
such as the Internet. Choose NAT mode if you want the Multy Device to assign local IP addresses
to devices connected fo it (DHCP) and use routing features.

In Bridge mode, the Multy Device broadcasts traffic fo the local network from the Internet.
Choose Bridge mode if you have an existing router in your network and you don’t want to
reconfigure routing settings.

ATM PVC Configuration (These fields appear when the Type is set to ADSLover AT™M.)

VPI [0-255] The valid range for the VPl is 0 to 255. Enter the VPI assigned fo you.

VCI [32-65535] The valid range for the VClis 32 to 65535 (0 to 31 is reserved for local management of ATM
fraffic). Enter the VCI assigned to you.

Encapsulation Select the method of multiplexing used by your ISP from the drop-down list box. Choices are:

* IIC/ SNAP-BRIDGING: In LCC encapsulation, bridged PDUs are encapsulated by identifying the
type of the bridged media in the SNAP header.

* VC/MUX: In VC multiplexing, each protocol is carried on a single ATM virtual circuit (VC). To
fransport multiple protocols, the Zyxel Device needs separate VCs. There is a binding between a
VC and the type of the network protocol carried on the VC. This reduces payload overhead
since there is no need to carry protocol information in each Protocol Data Unit (PDU) payload.
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Table 36 Network Setting > Broadband > Add/Edit New WAN Interface (ADSL over ATM-Bridge Mode)

Rate [cells/s]

TABEL DESCRIPTION

Service Select UBR Without PCR for applications that are non-time sensitive, such as email.

Category Select CBR (Continuous Bit Rate) to specify fixed (always-on) bandwidth for voice or data traffic.
Select Non Realtime VBR (non real-time Variable Bit Rate) for connections that do not require
closely confrolled delay and delay variation.

Select Realtime VBR (real-time Variable Bit Rate) for applications with bursty connections that
require closely controlled delay and delay variation.
Peak Cell Divide the DSL line rate (bps) by 424 (the size of an ATM cell) o find the Peak Cell Rate (PCR). This

is the maximum rate at which the sender can send cells. Type the PCR here.

Sustainable | The Sustain Cell Rate (SCR) sets the average cell rate (long-term) that can be transmitted. Type
Cell Rate the SCR, which must be less than the PCR. Note that system default is 0 cells/sec.
Maximum Maximum Burst Size (MBS) refers to the maximum number of cells that can be sent at the peak
[ngllfs]sue rate. Type the MBS, which is less than 65535.

VLAN

Click this switch to enable or disable VLAN on this WAN interface. When the switch goes to the right <8, the
function is enabled. Otherwise, it's not.

802.1p IEEE 802.1p defines up to 8 separate traffic types by inserting a tag info a MAC-layer frame that
contains bits to define class of service.
Select the [EEE 802.1p priority level (from 0 to 7) to add to traffic through this connection. The
greater the number, the higher the priority level.

802.1g Type the VLAN ID number (from 0 to 4094) for traffic through this connection.

MTU

MTU Enter the MTU (Maximum Transfer Unit) size for this traffic.

Cancel Click Cancelto exit this screen without saving.

Apply Click Apply to save your changes.

8.3 The CellularBackup Screen

The USB port of the Zyxel Device allows you to attach a cellular dongle to wirelessly connect to a cellular
network for Internet access. You can have the Zyxel Device use the cellular WAN connection as a
backup to keep you online if the primary WAN connection fails for Conse cutive Fail times. Consult your
cellular service provider to configure the settings in this screen. Disconnect the DSL and Ethernet WAN
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ports to use the cellular dongle as your primary WAN connection, as the Zyxel Device automatically uses

a wired WAN connection when available.

Figure 95 Infernet Access Application: Cellular WAN
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Use this screen to configure your cellular settings. Click Network Se tting > Broadband > Cellular Backup.

The actual data rate you obtain varies depending on the cellular card you use, the signal strength to

the service provider’s base station, and so on.

Note: Entering a wrong PIN code three times will lock the SIM card in your cellular dongle.

Primary WAN is not in service when ping failed after consecutive times.
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Note: If you select Drop in the Cumrent Cellular Conne c tion field, the Zyxel Device will drop the
cellular WAN connection when the Time Budget Or Data Budgetis reached. It may take
some time for the cellular WAN connection to be disconnected when the Time Budget
or Data Budgetis reached.
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Figure 96 Network Setting > Broadband > Cellular Backup
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Figure 97 Network Setfing > Broadband > Cellular Backup (Budget Setup)
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The following table describes the labels in this screen.

Table 37 Network Setting > Broadband > Cellular Backup

IABEL

DESCRIPIION

General

Cellular Backup

Click this switch to have the Zyxel Device use the cellular connection as your WAN or a backup
when the wired WAN connection fails. When the switch goes to the right <=M, the function is
enabled. Otherwise, it is nof.

Ping Check Click this switch to ping check the connection status of your WAN. When the switch goes to the
right <=M, the function is enabled. Otherwise, it is not.
You can configure the frequency of the ping check and number of consecutive failures before
friggering cellular backup.

Check Cycle Enter the frequency of the ping check in this field.

Consecutive Fail | Enter how many consecutive failures are required before cellular backup is tfriggered.

Ping Default Select this to have the Zyxel Device ping the WAN interface’s default gateway IP address.

Gateway

Ping the Host

Select this to have the Zyxel Device ping the particular host name or IP address you typed in this
field.

Cellular Connection Settings
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Table 37 Network Setting > Broadband > Cellular Backup (continued)

TABEL DESCRIPTION

Card This field displays the manufacturer and model name of your cellular card if you inserted one in

description the Zyxel Device. Otherwise, it displays N/ A.

Username Type the user name (of up to 64 ASCII printable characters) given to you by your service
provider.

Password Type the password (of up to 64 ASCII printable characters) associated with the user name
above.

Authentication | The Zyxel Device supports PAP (Password Authentication Protocol) and CHAP (Challenge Type
Handshake Authentication Protocol). CHAP is more secure than PAP; however, PAP is readily
available on more platforms. Select an authentication protocol (Auto, CHAP or PAP). Contact
your service provider for the correct authentication type.

PIN A PIN (Personal Identification Number) code is a key to a cellular card. Without the PIN code,
you cannot use the cellular card.

If your ISP enabled PIN code authentication, enter the 4-digit PIN code (0000 for example)
provided by your ISP. If you enter the PIN code incorrectly, the cellular card may be blocked by
your ISP and you cannot use the account to access the Internet.

If your ISP disabled PIN code authentication, leave this field blank.

Dial string Enter the phone number (dial string) used to dial up a connection to your service provider's base
station. Your ISP should provide the phone number.

For example, *?9# is the dial string fo establish a GPRS or cellular connection in Taiwan.

APN Enter the APN (Access Point Name) provided by your service provider. Connections with
different APNs may provide different services (such as Intfernet access or MMS (Multi-Media
Messaging Service)) and charge method.

You can enter up to 32 ASCII printable characters. Spaces are allowed.
Connection Select Nailed UP if you do not want the connection to fime out.
Select on Demand if you do not want the connection up all the time and specify an idle time-
out in the Max Idle Tme out field.
Max Idle This value specifies the time in minutes that elapses before the Zyxel Device automatically
Timeout disconnects from the ISP.

Obtain an IP Select this option if your ISP did not assign you a fixed IP address.

Address

Automatically

Use the Select this option if the ISP assigned a fixed IP address.

following static

IP address

IP Address Enter your WAN IP address in this field if you selected Use the following static IP address.

Subnet Mask

Enter the subnet mask of the IP address.

Obtain DNS info
dynamically

Select this to have the Zyxel Device get the DNS server addresses from the ISP automatically.

Use the
following static
DNS IP address

Select this to have the Zyxel Device use the DNS server addresses you configure manually.

Primary DNS | Enter the first DNS server address assigned by the ISP.

server

Secondary Enter the second DNS server address assigned by the ISP.

DNS server
Enable Email Select this to enable the email nofification function. The Zyxel Device will email you a nofification
Notification when the cellular connection is up.

VMG/EMG/AM/GM Series User's Guide
172




Chapter 8 Broadband

Table 37 Network Setting > Broadband > Cellular Backup (continued)

IABEL

DESCRIPIION

Mail Account

Select an email address you have configured in Maintenance > Email Noftific ation. The Zyxel
Device uses the corresponding mail server to send nofifications.

You must have configured a mail server already in the Maintenance > Email Notific ation screen.

Cellular backup
Email Title

Type a title that you want to be in the subject line of the email noftifications that the Zyxel Device
sends.

Send
Notification to
Emaiil

Notifications are sent to the email address specified in this field. If this field is left blank,
notifications cannot be sent via email.

Click this #*! to show the advanced cellular backup settings.

Budget Setup

Enable Budget
Control

Click this switch to set a monthly limit for the user account of the installed cellular card. When the
switch goes to the right <7l the function is enabled. Otherwise, it is nof.

You can set a limit on the total traffic and/or call time. The Zyxel Device takes the actions you
specified when a limit is exceeded during the month.

Time Budget

Select this and specify the amount of fime (in hours) that the cellular connection can be used
within one month. If you change the value after you configure and enable budget control, the
Zyxel Device resets the statistics.

Data Budget
(Mbytes)

Select this and specify how much downstream and/or upstream data (in Mega bytes) can be
fransmitted via the cellular connection within one month.

Select Download/ Upload o set a limit on the total traffic in both directions.
Select Download to set a limit on the downstream traffic (from the ISP to the Zyxel Device).
Select Upload to set a limit on the upstream traffic (from the Zyxel Device to the ISP).

If you change the value after you configure and enable budget control, the Zyxel Device resets
the statistics.

Data Budget
(kPackets)

Select this and specify how much downstream and/or upstream data (in k Packets) can be
tfransmitted via the cellular connection within one month.

Select Download/ Upload o set a limit on the total traffic in both directions.
Select Download to set a limit on the downstream traffic (from the ISP to the Zyxel Device).
Select Upload to set a limit on the upstream traffic (from the Zyxel Device to the ISP).

If you change the value after you configure and enable budget control, the Zyxel Device resets
the stafistics.

Reset allbudget
counters on

Select the date on which the Zyxel Device resets the budget every month. Select 1astif you want
the Zyxel Device fo reset the budget on the last day of the month. Select specific and entfer the
number of the date you want the Zyxel Device to reset the budget.

Reset time and
data budget
counters

Click this button to reset the time and data budgets immediately. The count starts over with the
cellular connection’s full configured monthly time and data budgets. This does not affect the
normal monthly budget restart; so if you configured the time and data budget counters fo reset
on the second day of the month and you use this button on the first, the time and data budget
counters will still reset on the second.

Actions before
over budget

Specify the actions the Zyxel Device takes before the time or data limit exceeds.
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Table 37 Network Setting > Broadband > Cellular Backup (continued)

IABEL

DESCRIPIION

Data Budget

% of time
budget/data
budget
(Mbytes)/data
budget
(kPackets)

Select the check boxes and enter a number from 1 to 99 in the percentage fields. If you change
the value after you configure and enable budget confrol, the Zyxel Device resets the statistics.

Actions when
over budget

Specify the actions the Zyxel Device takes when the time or data limit is exceeded.

Current Cellular

Select Reep to maintain an existing cellular connection or Drop to disconnect it.

connection
Actions
Enable Email Click this switch to enable or disable the email notification function. When the switch goes to the
Notification right <M, the function is enabled. Otherwise, it is not.
The Zyxel Device will email you a notification whenever over budget occurs.
Mail Select an email address you have configured in Maintenance > Email Notific ation. The Zyxel
Account Device uses the corresponding mail server to send nofifications.
You must have configured a mail server already in the Maintenance > Email Notific ation screen.
Cellular Type a title that you want to be in the subject line of the email notifications that the Zyxel Device
Backup sends.
Email Title
Send Notifications are sent to the email address specified in this field. If this field is left blank,
Notification | notifications cannot be sent via email.
fo Email
Interval Type the interval of how many minutes you want the Zyxel Device to email you.
Enable Log Select this to activate the logging function atf the interval you set in this field.
Cancel Click cancelto return to the previous configuration.
Apply Click Apply to save your changes back fo the Zyxel Device.

8.4 The Broadband Advanced Screen

Use the Advanced screen to enable or disable ADSL over PTM, Annex M, DSL PhyR, and SRA (Seamless
Rate Adaptation) functions. The Zyxel Device supports the PhyR retransmission scheme. PhyR is a
retransmission scheme designed to provide protection against noise on the DSL line. It improves voice,
video and data fransmission resilience by utilizing a retransmission buffer. It also lists ITU-T G.993.2
standard VDSL profiles you can comply with.

ITU-T G.993.2 standard defines a wide range of settings for various parameters, some of which are
encompassed in profiles as shown in the next table.
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Note: If the settings in the screen are changed, the Zyxel Device will re-establish the DSL
connection(s).

Table 38 VDSL Profiles

MAX.
PROFILE ?ﬁggwmm g%M ?ﬁiﬁ%w POWER (DBM) | DO WNOTRERN
(MBIT'S)

8a 8.832 2048 43125 17.5 50

8b 8.832 2048 43125 205 50

8c 85 1972 43125 1.5 50

8d 8.832 2048 43125 145 50

120 12 2783 43125 14.5 68

126 12 2783 43125 14.5 68

170 17.664 4096 43125 14.5 100

355 35.328 8192 43125 17.0 300

Below is a comparison of xDSL standards VDSL2 and G.fast.

Table 39 VDSL vs G.fast

VDSI2 G.FAST

Frequency up to 30 MHz up to 212 MHz

Theoretical Data Up to 200/100 Mbps | 500 m 100 Mbps

Rate (Down/Up) 200 m 600 Mbops
100 m 900 Mbps
<100 m 1000 Mbps

Duplexing FDD TDD

ITU Standard G993.2 G.9701

Click Netwoik Setting > Broadband > Advanced to display the following screen.
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Figure 98 Network Setting > Broadband > Advanced
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Note: This screen only shows if you're using the VMG/XMG/GM series devices.

The following table describes the labels in this screen.

Table 40 Network Setting > Broadband > Advanced

TABEL

DESCRIPIION

DSL Capabilities

PhyR US

Enable or disable PhyRUS (upstream) for upstream fransmission fo the WAN. PhyR US should be
enabled if data being transmitted upstream is sensitive to noise. However, enabling PhyR US can
decrease the US line rate. Enabling or disabling PhyR will require the CPE to retrain. For PhyR fo
function, the DSLAM must also support PhyR and have it enabled.

PhyR DS

Enable or disable PhyR DS (downstream) for downstream transmission from the WAN. PhyR DS
should be enabled if data being fransmitted downstream is sensitive to noise. However,
enabling PhyR DS can decrease the DS line rate. Enabling or disabling PhyR will require the CPE
to retrain. For PhyR to function, the DSLAM must also support PhyR and have it enabled.
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Table 40 Network Setting > Broadband > Advanced (continued)

IABEL DESCRIPIION

Bitswap Select Enable to allow the Zyxel Device to adapt to line changes when you are using G.dmt.
Bit-swapping is a way of keeping the line more stable by constantly monitoring and redistributing
bits between channels.

SRA Enable or disable Seamless Rate Adaption (SRA). Select Enable to have the Zyxel Device

automatically adjust the connection’s data rate according to line conditions without
inferrupting service.

DSL Modulation

PTM over ADSL :

Select Enable to use PTM over ADSL. Since PTM has less overhead than ATM, some ISPs use this for
better performance.

G.dmt:

ITU G.992.1 (better known as G.dmt) is an ITU standard for ADSL using discrete multitone
modulation. G.dmf full-rate ADSL expands the usable bandwidth of existing copper telephone
lines, delivering high-speed data communications at rates up to 8 Mbit/s downstream and 1.3
Mbit/s upstream.

Glite:

ITU G.992.2 (better known as G.lite) is an ITU standard for ADSL using discrete multitone
modulation. G.lite does nof strictly require the use of DSL filters, but like all variants of ADSL
generally functions better with splitters.

T1.413:

ANSI T1.413 is a technical standard that defines the requirements for the single asymmetric
digital subscriber line (ADSL) for the interface between the telecommunications network and
the customer installation in terms of their interaction and electrical characteristics.

ADSL2 :

It optionally extends the capability of basic ADSL in data rates to 12 Mbit/s downstream and,
depending on Annex version, up to 3.5 Mbit/s upstream (with a mandatory capability of ADSL2
fransceivers of 8 Mbit/s downstream and 800 kbit/s upstream).

Annex L :

Annex L is an optional specification in the ITU-T ADSL2 recommendation G.992.3 titled Specific
requirements for a Reach Extended ADSL2 (READSL2) system operating in the frequency band
above POTS, therefore it is often referred to as Reach Extended ADSL2 or READSL2.The main
difference between this specification and commonly deployed Annex A is the maximum
distance that can be used. The power of the lower frequencies used for fransmitting data is
boosted up to increase the reach of this signal up to 7 kilometers (23,000 ft).

ADSL2+ :

ADSL2+ extends the capability of basic ADSL by doubling the number of downstream channels.
The data rates can be as high as 24 Mbit/s downstream and up to 1.4 Mbit/s upstream
depending on the distance from the DSLAM to the customer's premises.

Annex M :

Annex M is an optional specification in ITU-T recommendations G.992.3 (ADSL2) and G.992.5
(ADSL2+), also referred to as ADSL2 M and ADSL2+ M. This specification extends the capability of
commonly deployed Annex A by more than doubling the number of upstream bits. The data
rates can be as high as 12 or 24 Mbit/s downstream and 3 Mbit/s upstream depending on the
distance from the DSLAM to the customer's premises.

VDSL2

VDSL2 (Very High Speed Digital Subscriber Line 2) is the second generation of the VDSL standard
(which is currently denoted VDSL1).VDSL2 is defined in G.993.2.

G.fast

G.fast (Fast Access to Subscriber Terminals) is a DSL protocol standard where the letter G stands
for the ITU-T G series of recommendations. G.fast is a technology providing Gigabit speeds over
traditional copper twisted-pair wires. G.fast applies Fiber-To-The-distribution point (FTTdp)
structure, which reuses the deployed copper wire for the final meters.

VDSL Profile

VDSL2 profiles differ in the width of the frequency band used to fransmit the broadband signal. Profiles that use a
wider frequency band can deliver higher maximum speeds.

8a, 8b, 8c, 8d, The G.993.2 VDSL standard defines a wide range of profiles that can be used in different VDSL

120, 12b, 174a, deployment settings, such as in a central office, a street cabinet or a building.

30a, 35b USO . . . o . .
The Zyxel Device must comply with at least one profile specified in G.993.2. but compliance with
more than one profile is allowed.

Cancel Click Cancelto return to the previous configuration.

Apply Click Apply to save your changes back to the Zyxel Device.
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8.5 Ethemet WAN

Use this screen to have the fourth LAN port act as an Ethernet WAN port. You can restore it back from a
WAN port to a LAN port. Click the switch to set up the configuration. When the switch goes to the right,
the fourth LAN port act as an Ethernet WAN port. Otherwise, the fourth LAN port remains as a LAN port.
Click Apply to save your changes back to the Zyxel Device.

It's not enough to just enable the fourth LAN port as a WAN port here. You must also go to Ne twork

Se tting > Broadband screen and create a new interface for it with the Type as Fthemet and
Encapsulation as IPoE, and it's advisable to enable NAT.

Note: The Ethernet WAN connection has priority over the DSL connection.
Click Netwoik Se tting > Broadband > Ethemet WAN to display the following screen.
Figure 99 Network Setting > Broadband > Ethernet WAN

Broadband

Efrmirest Wik

Apply

8.6 Technical Reference

The following section contains additional fechnical information about the Zyxel Device features
described in this chapter.

Encapsulation

Be sure to use the encapsulation method required by your ISP. The Zyxel Device can work in bridge
mode or routing mode. When the Zyxel Device is in routing mode, it supports the following methods.

IPoverEthemet

IP over Ethernet (IPoE) is an alternative to PPPoE. IP packets are being delivered across an Ethernet
network, without using PPP encapsulation. They are routed between the Ethernet interface and the
WAN interface and then formatted so that they can be understood in a bridged environment. For
instance, it encapsulates routed Ethernet frames into bridged Ethernet cells.
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PPPover AT (PPPoA)

PPPoA stands for Point fo Point Protocol over ATM Adaptation Layer 5 (AALS). A PPPOA connection
functions like a dial-up Internet connection. The Zyxel Device encapsulates the PPP session based on
RFC1483 and sends it through an ATM PVC (Permanent Virtual Circuit) to the Internet Service Provider’s
(ISP) DSLAM (digital access multiplexer). Please refer to RFC 2364 for more information on PPPoA. Refer
to RFC 1661 for more information on PPP.

PPP overEthemet (PPPoE)

Point-to-Point Protocol over Ethernet (PPPOE) provides access control and billing functionality in a
manner similar to dial-up services using PPP. PPPoE is an IETF standard (RFC 2516) specifying how a
personal computer (PC) inferacts with a broadband modem (DSL, cable, wireless, etc.) connection.

For the service provider, PPPOE offers an access and authentication method that works with existing
access confrol systems (for example RADIUS).

One of the benefits of PPPoE is the ability to let you access one of multiple network services, a function
known as dynamic service selection. This enables the service provider to easily create and offer new IP
services for individuals.

Operationally, PPPoE saves significant effort for both you and the ISP or carrier, as it requires no specific
configuration of the broadband modem at the customer site.

By implementing PPPoOE directly on the Zyxel Device (rather than individual computers), the computers
on the LAN do not need PPPoE software installed, since the Zyxel Device does that part of the task.
Furthermore, with NAT, all of the LANs’ computers will have access.

RFC 1483

RFC 1483 describes two methods for Multiprotocol Encapsulation over ATM Adaptation Layer 5 (AALS).
The first method allows multiplexing of multiple protocols over a single ATM virtual circuit (LLC-based
mulfiplexing) and the second method assumes that each protocolis carried over a separate ATM virtual
circuit (VC-based mulfiplexing). Please refer to RFC 1483 for more detailed information.

Multiple xing

There are two conventions to identify what protocols the virtual circuit (VC) is carrying. Be sure to use the
multiplexing method required by your ISP.

VC-based Multiple xing

In this case, by prior mutual agreement, each protocol is assigned to a specific virtual circuit; for
example, VCI1 carries IP, etc. VC-based multiplexing may be dominant in environments where dynamic
creation of large numbers of ATM VCs is fast and economical.

IIC-based Multiple xing

In this case one VC carries multiple protocols with protocol identifying information being contained in
each packet header. Despite the extra bandwidth and processing overhead, this method may be
advantageous if it is not practical to have a separate VC for each carried protocol, for example, if
charging heavily depends on the number of simultaneous VCs.
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Tiaffic Shaping

Traffic Shaping is an agreement between the carrier and the subscriber to regulate the average rate
and fluctuations of data fransmission over an ATM network. This agreement helps eliminate congestion,
which is important for transmission of real fime data such as audio and video connections.

Peak Cell Rate (PCR) is the maximum rate at which the sender can send cells. This parameter may be
lower (but not higher) than the maximum line speed. 1 ATM cellis 53 bytes (424 bits), so a maximum
speed of 832Kbps gives a maximum PCR of 1962 cells/sec. This rate is not guaranteed because it is
dependent on the line speed.

Sustained Cell Rate (SCR) is the mean cell rate of each bursty traffic source. It specifies the maximum
average rate at which cells can be sent over the virtual connection. SCR may not be greater than the
PCR.

Maximum Burst Size (MBS) is the maximum number of cells that can be sent at the PCR. After MBS is
reached, cell rates fall below SCR unfil cell rate averages to the SCR again. At this fime, more cells (up to
the MBS) can be sent at the PCR again.

If the PCR, SCR or MBS is set to the default of "0", the system wiill assign a maximum value that correlates
to your upstream line rate.

The following figure illustrates the relationship between PCR, SCR and MBS.

Figure 100 Example of Traffic Shaping
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ATM Taffic Classes

These are the basic ATM traffic classes defined by the ATM Forum Traffic Management 4.0 Specification.

Constant Bit Rate (CBR)

Constant Bit Rate (CBR) provides fixed bandwidth that is always available even if no data is being sent.
CBR fraffic is generally fime-sensitive (doesn't tolerate delay). CBR is used for connections that
continuously require a specific amount of bandwidth. A PCR is specified and if fraffic exceeds this rate,
cells may be dropped. Examples of connections that need CBR would be high-resolutfion video and
voice.
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Varable Bit Rate (VBR)

The Variable Bit Rate (VBR) ATM traffic class is used with bursty connections. Connections that use the
Variable Bit Rate (VBR) traffic class can be grouped into real time (VBR-RT) or non-real time (VBR-nRT)
connections.

The VBR-RT (real-fime Variable Bit Rate) type is used with bursty connections that require closely
controlled delay and delay variation. It also provides a fixed amount of bandwidth (a PCR is specified)
but is only available when data is being sent. An example of an VBR-RT connection would be video
conferencing. Video conferencing requires real-time data fransfers and the bandwidth requirement
varies in proportion fo the video image's changing dynamics.

The VBR-nRT (non real-time Variable Bit Rate) type is used with bursty connections that do not require
closely controlled delay and delay variation. It is commonly used for "bursty" traffic typical on LANs. PCR
and MBS define the burst levels, SCR defines the minimum level. An example of an VBR-nRT connection
would be non-time sensitive data file transfers.

Unspecified Bit Rate (UBR)

The Unspecified Bit Rate (UBR) ATM traffic class is for bursty data transfers. However, UBR doesn't
guarantee any bandwidth and only delivers traffic when the network has spare bandwidth. An example
application is background file fransfer.

IP Address Assignment

A static IP is a fixed IP that your ISP gives you. A dynamic IP is not fixed; the ISP assigns you a different one
each time. The Single User Account feature can be enabled or disabled if you have either a dynamic or
static IP. However, the encapsulation method assigned influences your choices for IP address and
default gateway.

Introduc tion to VIANSs

A Virtual Local Area Network (VLAN) allows a physical network fo be partitioned info multiple logical
networks. Devices on a logical network belong to one group. A device can belong fo more than one
group. With VLAN, a device cannot directly talk to or hear from devices that are not in the same
group(s); the fraffic must first go through a router.

In Multi-Tenant Unit (MTU) applications, VLAN is vital in providing isolation and security among the
subscribers. When properly configured, VLAN prevents one subscriber from accessing the network
resources of another on the same LAN, thus a user will not see the printers and hard disks of another user
in the same building.

VLAN also increases network performance by limiting broadcasts to a smaller and more manageable
logical broadcast domain. In fraditional switched environments, all broadcast packets go to each and
every individual port. With VLAN, all broadcasts are confined to a specific broadcast domain.

Introduction to IEEE 802.1Q Thgged VIAN

A tagged VLAN uses an explicit tag (VLAN ID) in the MAC header to identify the VLAN membership of a
frame across bridges - they are not confined to the switch on which they were created. The VLANs can
be created statically by hand or dynamically through GVRP. The VLAN ID associates a frame with a

specific VLAN and provides the information that switches need to process the frame across the network.
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A tagged frame is four bytes longer than an untagged frame and contains two bytes of TPID (Tag
Protocol Identifier), residing within the type/length field of the Ethernet frame) and two bytes of TCI (Tag
Confrol Information), starts after the source address field of the Ethernet frame).

The CFI (Canonical Format Indicator) is a single-bit flag, always set to zero for Ethernet switches. If a
frame received at an Ethernet port has a CFl set to 1, then that frame should not be forwarded as it is to
an untagged port. The remaining twelve bits define the VLAN ID, giving a possible maximum number of
4,096 VLANs. Note that user priority and VLAN ID are independent of each other. A frame with VID
(VLAN Identifier) of null (0) is called a priority frame, meaning that only the priority level is significant and
the default VID of the ingress port is given as the VID of the frame. Of the 4096 possible VIDs, a VID of O is
used to identify priority frames and value 4095 (FFF) is reserved, so the maximum possible VLAN
configurations are 4,094.

TPID User Priority CFI VLAN ID
2 Bytes | 3 Bifs 1 Bit 12 Bits
Multic a st

IP packets are transmitted in either one of two ways - Unicast (1 sender - 1 recipient) or Broadcast (1
sender - everybody on the network). Multicast delivers IP packets to a group of hosts on the network -
not everybody and noft just 1.

Internet Group Multicast Protocol (IGMP) is a network-layer protocol used to establish membership in a
Multicast group - it is not used to carry user data. IGMP version 2 (RFC 2236) is an improvement over
version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would like to read more detailed
information about interoperability between IGMP version 2 and version 1, please see sections 4 and 5 of
RFC 2236. The class D IP address is used fo identify host groups and can be in the range 224.0.0.0 to
239.255.255.255. The address 224.0.0.0 is not assigned to any group and is used by IP mulficast
computers. The address 224.0.0.1 is used for query messages and is assigned to the permanent group of
all IP hosts (including gateways). All hosts must join the 224.0.0.1 group in order to participate in IGMP.
The address 224.0.0.2 is assigned to the multicast routers group.

At start up, the Zyxel Device queries all directly connected networks to gather group membership. After
that, the Zyxel Device periodically updates this information.

DNS Server Address Assignment
Use Domain Name System (DNS) to map a domain name fo its corresponding IP address and vice versa,
forinstance, the IP address of www.zyxel.com is 204.217.0.2. The DNS server is extremely important

because without it, you must know the IP address of a computer before you can access it.

The Zyxel Device can get the DNS server addresses in the following ways.

The ISP tells you the DNS server addresses, usually in the form of an information sheet, when you sign up.
If your ISP gives you DNS server addresses, manually enter them in the DNS server fields.

If your ISP dynamically assigns the DNS server IP addresses (along with the Zyxel Device's WAN [P
address), set the DNS server fields to get the DNS server address from the ISP.
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IPv6 Addressing

The 128-bit IPvé6 address is written as eight 16-bit hexadecimal blocks separated by colons (:). This is an
example IPvé address 2001 :0db8:1a2b:0015:0000:0000:1a2f:0000.

IPvé6 addresses can be abbreviated in two ways:

* Leading zeros in a block can be omitted. SO 2001:0db8:1a2b:0015:0000:0000:1a2£:0000 can be
writfen as 2001:db8:1a2b:15:0:0:1a2f: 0.

¢ Any number of consecutive blocks of zeros can be replaced by a double colon. A double colon can
only appear once in an IPvé address. SO 2001:0db8:0000:0000:1a2£:0000:0000:0015 can be
written as 2001:0db8::1a2£:0000:0000:0015, 2001:0db8:0000:0000:1a2f::0015,
2001:db8::1a2f:0:0:150r2001:db8:0:0:1a2f::15.

IPv6 Pre fix and Prefix Iength

Similar to an IPv4 subnet mask, IPvé uses an address prefix to represent the network address. An IPvé
prefix length specifies how many most significant bits (start from the left) in the address compose the
network address. The prefix length is written as “/x” where x is a number. For example,

2001:db8:1a2b:15::1a2f£:0/32

means that the first 32 bits (2001 : db8g) is the subnet prefix.
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C HAPTER 9
Wire le ss

9.1 Wireless Overview

This chapter describes the Zyxel Device's Ne twok Se tting > Wirele ss screens. Use these screens to set up
your Zyxel Device's WiFi network and security settings.

9.1.1 WhatYou Can Do in this Chapter

This section describes the Zyxel Device's Wirele ss screens. Use these screens to set up your Zyxel Device's
WiFi connection.

* Use the Generalscreen to enable the Wireless LAN, enter the SSID and select the WiFi security mode
(Section 9.2 on page 185)

* Use the Guest/ More AP screen to set up mulfiple WiFi networks on your Zyxel Device (Section 9.3 on
page 190).

¢ Use the MAC Authentication screen to allow or deny WiFi clients based on their MAC addresses from
connecting to the Zyxel Device (Section 9.4 on page 193).

* Use the WPS screen to enable or disable WPS, view or generate a security PIN (Personal Identification
Number) (Section 9.5 on page 194).

* Use the WMM screen to enable WiFi MultiMedia (WMM) to ensure quality of service in WiFi networks for
multimedia applications (Section 9.6 on page 196).

¢ Use the Others screen to configure WiFi advanced features, such as the RTS/CTS Threshold (Section 9.7
on page 197).

¢ Use the WIAN Schedulerscreen to create rules to schedule the fimes to permit Internet fraffic from
each wireless network interfaces (Section 9.8 on page 199).

¢ Use the Channel Status screen to scan the number of accessing points and view the results (Section
9.9 on page 202).

* Use the MESH screen to enable or disable MPro Mesh on your Zyxel Device (Section 9.10 on page
203).

9.1.2 WhatYou Need to Know

Wireless Basics

“"Wireless" is essentially radio communication. In the same way that walkie-talkie radios send and
receive information over the airwaves, wireless networking devices exchange information with one
another. A wireless networking device is just like a radio that lets your computer exchange information
with radios attached to other computers. Like walkie-talkies, most wireless networking devices operate
atf radio frequency bands that are open to the public and do not require a license to use. However,
wireless networking is different from that of most fraditional radio communications in that there are a
number of wireless networking standards available with different methods of data encryption.
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Finding Out More

See Section 9.11 on page 204 for advanced technical information on WiFi networks.

9.2 Wireless General Se tting s

Use this screen to enable the WiFi, enter the SSID and select the WiFi security mode. We recommend
that you select More Secure t0 enable WPA3-SAE data encryption.

Note: If you are configuring the Zyxel Device from a computer connected by WiFi and you
change the Zyxel Device's SSID, channel or security setftings, you will lose your WiFi
connection when you press Apply. You must change the WiFi settings of your computer
to match the new settings on the Zyxel Device.

Nofte: If upstream or downstream bandwidth is empty, the Zyxel Device sets the value
automatically.

Note: Setting a maximum upstream or downstream bandwidth will significantly decrease
wireless performance.

Click Netwoik Setting > Wireless fO open the General screen.
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Figure 101 Network Setting > Wireless > General
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The following table describes the general WiFi labels in this screen.

Table 41 Network Setting > Wireless > General
TABEL DESCRIPIION
Wireless
Wireless Select Keep the same settings for2.4G and 5G wireless networks and the 2.4 GHz and 5 GHz

wireless networks will use the same SSID and wireless security settings.

Wireless/WiFi Network Setup

Band This shows the WiFi band which this radio profile is using. 2.4GHz is the frequency used by IEEE
802.11b/g/n/ax WiFi clients while 5GHz is used by |IEEE 802.11a/n/ac/ax WiFi clients.

Wireless/WiFi Click this switch to enable or disable WiFi in this field. When the switch turns blue, the function is
enabled. Otherwise, it is not.

Channel Select a channel from the drop-down list box. The options vary depending on the frequency
band and the country you are in.
Use Auto to have the Zyxel Device automatically determine a channel to use.

Bandwidth Select whether the Zyxel Device uses a WiFi channel width of 20MHz, 40m Hz, 20/ 40MHz, 20/ 40/
80MHz Or 20/40/ 80/ 160MHz.
A standard 20 MHz channel offers fransfer speeds of up to 150 Mbps whereas a 40 MHz channel
uses two standard channels and offers speeds of up to 300 Mbps.
40 MHz (channel bonding or dual channel) bonds two adjacent radio channels to increase
throughput. The WiFi clients must also support 40 MHz. It is often better to use the 20 MHz setting in
a location where the environment hinders the WiFi signal.
An 80 MHz channel groups adjacent 40 MHz channels into pairs to increase bandwidth even
higher.
Select 20MHz if you want to lessen radio interference with other wireless devices in your
neighborhood or the WiFi clients do not support channel bonding.
Because not all devices support 40 MHz and/or 160 MHz channels, select 20/ 40MHz or 20/ 40/ 80/
160MHz to allow the Zyxel Device to adjust the channel bandwidth automatically.

Control This is available for some regions when you select a specific channel and set the Bandwid th field

Sideband fo 40MHz or 20/ 40MHz. Set whether the control channel (setf in the Channel field) should be in

the Iower or Upperrange of channel bands.

Wireless/WiFi Network Setfings

Wireless/WiFi
Network Name

The SSID (Service Set IDentity) identifies the service set with which a wireless device is associated.
Wireless devices associating to the access point (AP) must have the same SSID.

Enter a descriptive name (up to 32 English keyboard characters) for WiFi.

Max Clients Specify the maximum number of clients that can connect to this network af the same fime.
Hide SSID Select this check box to hide the SSID in the outgoing beacon frame so a station cannot obtain
the SSID through scanning using a site survey fool.
This check box is grayed out if the WPS function is enabled in the Ne twork Se tting > Wireless >
WPS screen.
Multicast Select this check box to allow the Zyxel Device to convert wireless multicast traffic into wireless
Forwarding unicast fraffic.

Max. Upstream

Max. Upstream Bandwidth allows you to specify the maximum rate for upstream wireless traffic

Bandwidth to the WAN from this wireless LAN in kilobits per second (Kbps).

Max. Max. Upstream Bandwidth allows you to specify the maximum rate for downstream wireless
Downstream tfraffic to this wireless LAN from the WAN in kilobits per second (Kbps).

Bandwidth

BSSID This shows the MAC address of the wireless interface on the Zyxel Device when WiFi is enabled.

Security Level
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Table 41 Network Setting > Wireless > General (confinued)

IABEL DESCRIPIION

Security Mode Select More Secure (Recommended) to add security on this WiFi network. The WiFi clients which
want to associate to this network must have same WiFi security settings as the Zyxel Device.
When you select to use a security, additional options appears in this screen.

Or you can select No Se curity to allow any client to associate this network without any data
encryption or authentication.

See the following sections for more details about this field.

Cancel Click Cancelto restore your previously saved settings.

Apply Click Apply to save your changes.

9.2.1 No Se c urity

Select No Security to allow wireless stations to communicate with the access points without any data
encryption or authentication.

Note: If you do not enable any WiFi security on your Zyxel Device, your network is accessible to
any wireless networking device that is within range.

Figure 102 Wireless > General: No Security
Securty Level
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The following table describes the labels in this screen.

Table 42 Wireless > General: No Security

TABEL DESCRIPIION

Security Level Choose No Se curity to allow all WiFi connections without data encryption or authentication.

9.2.2 More Secure (Recommended)

The WPA-PSK (WiFi Protected Access-Pre-Shared Key) security mode provides both improved data
encryption and user authentication over WEP. Using a pre-shared key, both the Zyxel Device and the
connecting client share a common password in order to validate the connection. This type of
encryption, while robust, is not as strong as WPA, WPA2 or even WPA2-PSK. The WPA2-PSK security mode
is a more robust version of the WPA encryption standard. It offers better security, although the use of PSK
makes it less robust than it could be.

Click Netwok Se tting > Wireless to display the Generalscreen. Select More Secure as the security level.
WPA2-PSK is the default Se curity Mode.
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Figure 103 Wireless > General: More Secure: WPA2-PSK
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The following table describes the labels in this screen.

Table 43 Wireless > General: More Secure: WPA2-PSK

IABEL

DESCRIPIION

Security Level

Select More Secure t0 enable data encryption.

Security Mode

Select a security mode from the drop-down list box.

Generate
password
automatically

Select this option to have the Zyxel Device automatically generate a password. The password
field will not be configurable when you select this option.

Password

Select Generate password automatically or enter a Password.

The password has two uses.

1. Manual. Manually enter the same password on the Zyxel Device and the client. Enter 8 — 63
ASCIl characters or exactly 64 hexadecimal (‘0-9’, ‘a - f') characters.

2. WPS. When using WPS, the Zyxel Device sends this password to the client.

Note: Enter 8 - 63 ASCII characters only. 64 hexadecimal characters are not
accepted for WPS.

Click the Eye icon to show or hide the password for your wireless network. When the Eye icon is
slashed =%, you'll see the password in plain text. Otherwise, it is hidden.

more...

Click this #2=_1 to show more fields in this section. Click this =47 to hide them.

Encryption

AES is the default data encryption type, which uses a 128-bit key.
Select the encryption type (AES or TKIP+AES) for data encryption.
Select AES if your WiFi clients can all use AES.

Select TKIP+AES o allow the WiFi clients to use either TKIP or AES.

Note: Not all models support TKIP+AES encryption.

Timer

This is the rate at which the RADIUS server sends a new group key out to all clients.
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9.3 Guest/ More APScreen

Use this screen to configure a guest WiFi network that allows access to the Internet through the Zyxel
Device. You can use one access point to provide several BSSs simultaneously. You can then assign
varying security types to different SSIDs. WiFi clients can use different SSIDs to associate with the same

access point.

Click Network Se tting > Wireless > Guest/ More AP.

The following table introduces the supported WiFi networks.

Table 44 Supported WiFi Networks

WIFI NEIW O RKS WHERE TO C ONHG URE

Main/1

Network Setting > Wireless > General screen

Guest/3

Network Setting > Wireless > Guest/More AP screen

The following screen displays.

Figure 104 Network Setting > Wireless > Guest/More AP
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The following table describes the labels in this screen.

Table 45 Network Setting > Wireless > Guest/More AP

IABEL

DESCRIPIION

#

This is the index number of the entry.

Status

This field indicates whether this SSID is active. A yellow bulb signifies that this SSID is active, while a
gray bulb signifies that this SSID is not active.

SSID

An SSID profile is the set of parameters relating to one of the Zyxel Device's BSSs. The SSID (Service
Set IDentifier) identifies the Service Set with which a wireless device is associated.

This field displays the name of the WiFi profile on the network. When a WiFi client scans for an AP to
associate with, this is the name that is broadcast and seen in the WiFi client utility.

Security

This field indicates the security mode of the SSID profile.

Guest WLAN

This displays if the guest WLAN function has been enabled for this WLAN.
If Home Guest displays, clients can connect to each other directly.
If Exte mal Guest displays, clients are blocked from connecting to each other directly.

N/ A displays if guest WLAN is disabled.

Modify

Click the Edit icon of an SSID profile to configure the SSID profile.

9.3.1 The Edit Guest/ More APScreen

Use this screen to create Guest and additional WiFi networks with different security settings.
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Note: If upstream/downstream bandwidth is empty, the Zyxel Device sets the value
automatically. Setting a maximum upstream/downstream bandwidth will significantly
decrease WiFi performance.

Click the Editicon next to an SSID in the Guest/ More AP screen. The following screen displays.

Figure 105 Network Setting > Wireless > Guest/More AP > Edit
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The following table describes the fields in this screen.

Table 46 Network Setting > Wireless > Guest/More AP > Edit

IABEL DESCRIPIION

WiFi/Wireless Network Setup

WiFi/Wireless Click this switch to enable or disable the WiFi in this field. When the switch turns blue “ B, the
function is enabled; otherwise, it is not.
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Table 46 Network Setting > Wireless > Guest/More AP > Edit (confinued)

IABEL

DESCRIPIION

WiFi/Wireless Network Settings

WiFi/Wireless
Network Name

The SSID (Service Set IDentity) identifies the service set with which a wireless device is associated.
Wireless devices associating to the access point (AP) must have the same SSID.

Enter a descriptive name (up to 32 English keyboard characters) for the WiFi.

Hide SSID Select this check box fo hide the SSID in the outgoing beacon frame so a station cannot obtain
the SSID through scanning using a site survey fool.
Guest WLAN Select this to create Guest WLANs for home and external clients. Select the WLAN type in the

Access Scenario field.

Access Scenario

If you select Home Guest, clients can connect to each other directly.

If you select Extemal Guest, Clients are blocked from connecting to each other directly.

Max. Upstream

Specify the maximum rate for upstream wireless fraffic to the WAN from this WLAN in kilobits per

Bandwidth second (Kbps).
Max. Specify the maximum rate for downstream wireless traffic to this WLAN from the WAN in kilobits
Downstream per second (Kbps).
Bandwidth
BSSID This shows the MAC address of the WiFi interface on the Zyxel Device when WiFi is enabled.
SSID Subnet Click on this switch to Enable this function if you want the wireless network interface fo assign
DHCP IP addresses to the associated WiFi clients.
This option cannot be used if the WPS function is enabled in the Ne twork > Wireless > WPS screen
orif the Keep 2.4G and 5G wireless network name the same check box is selected in Network >
Wireless > General
DHCP Start Specify the first of the contiguous addresses in the DHCP IP address pool.
Address
The Zyxel Device assigns IP addresses from this DHCP pool to WiFi clients connecting to the SSID.
DHCP End Specify the last of the configuous addresses in the DHCP IP address pool.
Address
SSID Subnet | Specify the subnet mask of the Zyxel Device for the SSID subnet.
Mask
LAN IP Specify the IP address of the Zyxel Device for the SSID subnet.
Address

Security Level

Security Mode

Select More Secure (Recommended) o add security on this WiFi network. The WiFi clients which
want to associate to this network must have the same WiFi security settings as the Zyxel Device.
After you select to use a security, additional options appears in this screen.

Or you can select No Se curity to allow any client fo associate this network without any data
encrypfion or authentication.

See Section 9.2.1 on page 188 for more details about this field.

Generate
password
automatically

Select this option to have the Zyxel Device automatically generate a password. The password
field will not be configurable when you select this option.

Password

WPA2-PSK uses a simple common password, instead of user-specific credentfials.

If you did not select Generate password automatic ally, you can manudlly type a pre-shared key
from 8 to 64 case-sensitive keyboard characters.

Click the Eye icon to show or hide the password of your WiFi network. When the Eye icon is
slashed #=%, you'll see the password in plain text. Otherwise, it's hidden.

Strength

This displays the current password strength — weak, me dium, strong .

Click this # to show more fields in this section. Click again to hide them.
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Table 46 Network Setting > Wireless > Guest/More AP > Edit (confinued)

IABEL DESCRIPIION

Encryption Select the encryption type (AES or TKIP+AES) for data encryption.
Select AES if your WiFi clients can all use AES.
Select TKIP+AES fo allow the WiFi clients to use either TKIP or AES.

Not all models support the TKIP+AES option.

Timer The Tmeris the rate at which the RADIUS server sends a new group key out to all clients.
Cancel Click Cancelto exit this screen without saving.
oK Click 0K to save your changes.

9.4 MAC Authentication

Use this screen to give exclusive access to specific connected devices (Allow) or exclude specific
devices from accessing the Zyxel Device (Deny), based on the MAC address of each connected
device. Every Ethernet device has a unique factory-assigned MAC (Media Access Confrol) address,
which consists of six pairs of hexadecimal characters, for example: 00:A0:C5:00:00:02. You need to know
the MAC addresses of the connected device you want to allow/deny to configure this screen.

Note: You can have up to 25 MAC authentication rules.

Use this screen to view your Zyxel Device's MAC filter settings and add new MAC filter rules. Click
Network Setting > Wireless > MAC Authentication. The screen appears as shown.

Figure 106 Netfwork Setting > Wireless > MAC Authentication

il air 12l

MAL aodreis Ll

i EAT Sddwm Lapdifs

BEply

The following table describes the labels in this screen.

Table 47 Network Setting > Wireless > MAC Authentication

IABEL DESCRIPIION
General
SSID Select the SSID for which you want to configure MAC filter settings.
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Table 47 Network Setting > Wireless > MAC Authentication (continued)

TABEL DESCRIPTION
MAC Restrict Define the filter action for the list of MAC addresses in the MAC Address table.
Mode
Select Disable to furn off MAC filtering.
Select Deny to block access to the Zyxel Device. MAC addresses not listed will be allowed to
access the Zyxel Device.
Select Allow to permit access to the Zyxel Device. MAC addresses nof listed will be denied
access to the Zyxel Device.
MAC address List
Add new MAC | This field is available when you select Deny or Allow in the MAC Restrict Mode field.
address
Click this if you want fo add a new MAC address entry to the MAC filter list below.
Enter the MAC addresses of the WiFi devices that are allowed or denied access to the Zyxel
Device in these address fields. Enter the MAC addresses in a valid MAC address format, that is,
six hexadecimal character pairs, for example, 12:34:56:78:9a:bc.
2 Add MAC address fo list
Ta odd a device, please enled devices MAC oddreiy
QK
# This is the index number of the entry.
MAC Address This is the MAC addresses of the WiFi devices that are allowed or denied access to the Zyxel
Device.
Modify Click the Editicon and type the MAC address of the peer device in a valid MAC address format
(six hexadecimal character pairs, for example 12:34:56:78:9a:bc).
Click the Delete icon to delete the entry.
Cancel Click Cancelfo exit this screen without saving.
Apply Click Apply fo save your changes.

9.5 WPS

Use this screen to configure WiFi Protected Setup (WPS) on your Zyxel Device.

WiFi Protected Setup (WPS) allows you to quickly set up a WiFi network with strong security, without
having to configure security settings manually. Select one of the WPS methods and follow the
instructions to establish a WPS connection.Your WiFi devices must support WPS to use this feature. We
recommend using Push Button Configuration (PBC) if your WiFi device supports it. See Section 9.11.8.1 on
page 209 for more information about WPS.

Note: The Zyxel Device applies the security settings of the main SSID (SSID1) profile to the WPS
WiFi connection (see Section 9.2.2 on page 188).
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Note: The WPS switch is unavailable if the WiFi is disabled.
If WPS is enabled, UPnP will automatically be turned on.

Click Network Se tting > Wireless > WPS. The following screen displays. Click this switch and it will turn blue.
Click Apply fo activate the WPS function. Then you can configure the WPS seftings in this screen.

Figure 107 Network Setting > Wireless > WPS
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The following table describes the labels in this screen.
Table 48 Network Setting > Wireless > WPS
TABEL DESCRIPIION
General
WPS Slide this to the right to enable and have the Zyxel Device activate WPS. Otherwise, it is
disabled.

Add a new device with WPS Method

Method 1 PBC Use this section to set up a WPS WiFi network using Push Button Configuration (PBC). Click this
switch to make it turn blue. Click Apply to activate WPS method 1 on the Zyxel Device.

WPS Click this button to add another WPS-enabled WiFi device (within WiFi range of the Zyxel
Device) to your WiFi network. This button may either be a physical button on the outside of a
WiFi device, or a menu button similar to the WPS button on this screen.

Note: You must press the other WiFi device's WPS button within 2 minutes of pressing
this button.

Method 2 PIN Use this section to set up a WPS WiFi network by entering the PIN of the client into the Zyxel
Device. Click this switch to make it turn blue. Click Apply to activate WPS method 2 on the Zyxel
Device.
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Table 48 Network Setting > Wireless > WPS (continued)

IABEL DESCRIPIION
Register Enter the PIN of the WiFi device that you are setting up a WPS connection with and click
Register fo authenticate and add the WiFi device to your WiFi network.
You can find the PIN either on the outside of the WiFi device, or by checking the WiFi device’s
settings.
Note: You must also activate WPS on that WiFi device within 2 minutes to have it
present its PIN fo the Zyxel Device.
Method 3 Use this section to set up a WPS WiFi network by entering the PIN of the Zyxel Device into the
client. Click this switch to make it turn blue. Click Apply to activate WPS method 3 on the Zyxel
Device.
Release The default WPS status is c onfigured.
Configuration
Click this button to remove all configured WiFi and WiFi security settings for WPS connections on
the Zyxel Device.
Generate If this method has been enabled, the PIN (Personal Identification Number) of the Zyxel Device is
New PIN shown here. Enter this PIN in the configuration utility of the WiFi device you want to connect to
using WPS.
The PIN is not necessary when you use the WPS push-button method.
Click the Generate New PIN button to have the Zyxel Device create a new PIN.
Cancel Click Cancel fo restore your previously saved settings.
Apply Click Apply to save your changes.

9.6 WMM

Use this screen to enable WiFi MultiMedia (WMM) and WMM Automatic PowerSave (APSD) in WiFi
networks for multimedia applications. WMM enhances data fransmission quality, while APSD improves
power management of WiFi clients. This allows delay-sensitive applications, such as voice and videos, to
run more smoothly.

Click Netwok Se tting > Wireless > WMM to display the following screen.

Figure 108 Network Setting > Wireless > WMM
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Note: WMM cannot be disabled if 802.11 mode includes 802.11n or 802.11ac.

Note: APSD only affects SSID1. For SSID2-SSID4, APSD is always enabled.

The following table describes the labels in this screen.

Table 49 Network Setting > Wireless > WMM

Delivery (APSD)

TABEL DESCRIPIION

WMM of SSID Select On to have the Zyxel Device automatically give the WiFi network (SSIDx) a priority level
according to the ToS value in the IP header of packets it sends. WMM QoS (WiFi MultiMedia
Quality of Service) gives high priority to video, which makes them run more smoothly.
If the 802.11 Mode in Network Se tting > Wireless > Others is setf to include 802.11n or 802.11ac,
WMM cannot be disabled.

WMM Select this option to extend the battery life of your mobile devices (especially useful for small

Automatic devices that are running multimedia applications). The Zyxel Device goes to sleep mode fo save

Power Save power when it is not transmitting data. The AP buffers the packets sent to the Zyxel Device until

the Zyxel Device "wakes up." The Zyxel Device wakes up periodically to check for incoming
data.

Note: This works only if the WiFi device to which the Zyxel Device is connected also
supports this feature.

Cancel

Click Cancelto restore your previously saved settings.

Apply

Click Apply to save your changes.

9.7 Others Screen

Use this screen to configure advanced WiFi settings, such as additional security settings, power saving,
and data fransmission settings. Click Ne twork Se tting > Wireless > O thers. The screen appears as shown.

See Section 9.11.2 on page 205 for detailed definitions of the terms listed here.

Figure 109 Network Setting > Wireless > Others
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The following table describes the labels in this screen.

Table 50 Network Setting > Wireless > Others

TABEL DESCRIPION
RTS/CTS Data with its frame size larger than this value will perform the RTS (Request To Send)/CTS (Clear
Threshold To Send) handshake.

Enter a value between 0 and 2347.
Fragmentation This is the maximum data fragment size that can be sent. Enter a value between 256 and 2346.
Threshold

Output Power

Set the output power of the Zyxel Device. If there is a high density of APs in an area, decrease
the output power to reduce interference with other APs. Select one of the following: 20%, 40%,
60%, 80% Or 100%.

Beacon Interval

When a wirelessly networked device sends a beacon, it includes with it a beacon interval. This
specifies the time period before the device sends the beacon again.

The interval tells receiving devices on the network how long they can wait in low power mode
before waking up to handle the beacon. This value can be set from 50 ms fo 1000 ms. A high
value helps save current consumpftion of the access point.

DTIM Interval Delivery Traffic Indication Message (DTIM) is the time period after which broadcast and
mulficast packets are transmitted fo mobile clients in the Power Saving mode. A high DTIM
value can cause clients to lose connectivity with the network. This value can be set from 1 to
255.

802.11 Mode For 2.4 GHz frequency WiFi devices:

Select 802.11b Only fo allow only IEEE 802.11b compliant WiFi devices to associate with the
Zyxel Device.

Select 802.11g Only fo allow only IEEE 802.11g compliant WiFi devices to associate with the
Zyxel Device.

Select 802.11n Only to allow only IEEE 802.11n compliant WiFi devices to associate with the
Zyxel Device.

Select 802.11b/ g Mixed fo allow either IEEE 802.11b or I[EEE 802.11g compliant WiFi devices
to associate with the Zyxel Device. The fransmission rate of your Zyxel Device might be
reduced.

Select 802.11b/g/n Mixed fo allow |EEE 802.11b, IEEE 802.11g or IEEE 802.11n compliant WiFi
devices to associate with the Zyxel Device. The transmission rate of your Zyxel Device might
be reduced.

Select 802.11b/ g/ n/ ax Mixed to allow IEEE 802.11b, IEEE 802.11g, IEEE 802.11n or IEEE

802.11ax compliant WiFi devices to associate with the Zyxel Device. The fransmission rate of
your Zyxel Device might be reduced.

For 5 GHz frequency WiFi devices:

Select 802.11a Only fo allow only [EEE 802.11a compliant WiFi devices to associate with the
Zyxel Device.

Select 802.11n Only to allow only IEEE 802.11n compliant WiFi devices to associate with the
Zyxel Device.

Select 802.11ac Only to allow only IEEE 802.11ac compliant WiFi devices to associate with
the Zyxel Device.

Select 802.11a/n Mixed to allow either IEEE 802.11a or IEEE 802.11n compliant WiFi devices
to associate with the Zyxel Device. The transmission rate of your Zyxel Device might be
reduced.

Select 802.11n/ac Mixed to allow either I[EEE 802.11n or [EEE 802.11ac compliant WiFi
devices to associate with the Zyxel Device. The transmission rate of your Zyxel Device might
be reduced.

Select 802.11a/n/ac Mixed to allow IEEE 802.11a, I[EEE 802.11n or IEEE 802.11ac compliant
WiFi devices to associate with the Zyxel Device. The fransmission rate of your Zyxel Device
might be reduced.

Select 802.11a/n/ac/ax Mixed to allow IEEE 802.11a, IEEE 802.11n, IEEE 802.11ac or IEEE

802.11ax compliant WiFi devices to associate with the Zyxel Device. The fransmission rate of
your Zyxel Device might be reduced.
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Table 50 Network Setting > Wireless > Others (continued)

IABEL DESCRIPIION

802.11 Protection | Enabling this feature can help prevent collisions in mixed-mode networks (networks with both
IEEE 802.11b and IEEE 802.11g traffic).

Select Auto to have the wireless devices fransmit data after a RTS/CTS handshake. This helps
improve IEEE 802.11g performance.

Select Off to disable 802.11 protection. The transmission rate of your Zyxel Device might be
reduced in a mixed-mode network.

This field displays O ff and is not configurable when you set 802.11 Mode t0 802.11b Only.

Preamble Select a preamble type from the drop-down list box. Choices are Iong or Short. See Section
9.11.7 on page 208 for more information.

This field is configurable only when you set 802.11 Mode fo 802.11b.

Protected WiFi with Protected Management Frames (PMF) provides protection for unicast and multicast
Management management action frames. Unicast management action frames are protected from both
Frames eavesdropping and forging, and mulficast management action frames are protected from

forging. Select Capable if the WiFi client supports PMF, then the management frames will be
encrypted. Select Re quired fo force the WiFi client to support PMF; otherwise the
authentication cannot be performed by the Zyxel Device. Otherwise, select Disabled.

Cancel Click Cancelto restore your previously saved settings.

Apply Click Apply fo save your changes.

9.8 WIAN Scheduler

Use the WIAN Sche dulerscreen to create rules to schedule the times o permit Internet traffic from each
wireless network interfaces. Select a specific time and day of a week for scheduling. You can also
create arule to automatically switch off all the WLAN together.

Click Netwoik Setting > Wireless > WIAN Scheduler.
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Figure 110 Network Setting > Wireless > WLAN Scheduler
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The following table describes the labels in this screen.

Table 51

Network Setting > Wireless > WLAN Scheduler

IABEL

DESCRIPIION

WLAN Scheduler
Access

Click this switch to enable the WLAN scheduler function. This serves as the main switch to
allow the individual rules to function. When the switch turns blue 58, the function is enabled.
Otherwise, it is not.

Add New Rule Click this to configure a new WLAN scheduler rule.

# This is the index number of the entry.

Active Click the check box to enable individual rules.
Note: Make sure to enable the WIAN SchedulerAccess switch for the individual

rules to work.

Rule Name This field displays the name of the rule.

SSID This is the descriptive name used to identify the wireless network interface that this rule applies
fo. Will show AILWIAN if you select All wirele ss ne tworks in the Add New Rule screen.

Day This field displays the days of the week that you wish to apply this rule.

Time This field displays the time of the day that you wish to apply this rule.

Description This field shows a description of the rule, usually to help identify it.

Modify Click the Editicon to configure the rule.

Click the Delete icon to remove the rule.

Note: If you enable a rule for a specific SSID, you will not be able to connect to other wireless

networks.
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9.8.1 Add orEdit Rules

Click Add New Rule in the WIAN Schedulerscreen, or click the Editicon next to a scheduling rule, and
the following screen displays.

Use this screen to create a scheduling rule to permit Internet traffic from each wireless network interface.

Figure 111 Network Setting > Wireless > WLAN Scheduler > Add New Rule

Add New Rule

]

The following table describes the labels in this screen.

Table 52 Network Setting > Wireless > WLAN Schedule > Add New Rule

TABEL DESCRIPIION

Active Slide the switch to the right (:_ B8 Jto enable this WLAN scheduler rule.

SSID Select All wirele ss ne twoxks if you want the rule to apply to all wireless network interfaces or
select a wireless network interface to apply the rule to.

Rule Name Enter a descriptive name for the rule.

Day Select the days of the week that you wish to apply this rule.

Time of Day Range | Specify the fime of the day that you wish to apply to this rule (format hh:mm).

Note: Click the check box for Alldays if you wish to apply the rule for the whole day

(24 hours).
Description Enter a description of the rule, usually to help identify it (its purpose).
OK Click 0K to save the changes back to the Zyxel Device.
Cancel Click Cancelto close the window with changes unsaved.
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9.9 Channel Status

Use this screen to scan for WiFi channel noise and view the results. Click Sean to start, and then view the
results in the Channel Sc an Result section. The value on each channel number indicates the number of
Access Points (AP) using that channel. The Auto-channel-selection algorithm does not always directly

follow the AP count; other factors about the channels are also considered. Click Ne twok Se tting >
Wireless > Channel Status. The screen appears as shown.

Note: If the current channel is a DFS channel, the warning ‘Channel scan process is denied

because current channel is a DFS channel (Channel: 52 — 140). If you want to run
channel scan, please select a non-DFS channel and try again.’ appears.

Note: The AP count may not be a real-fime value.

Figure 112 Network Setting > Wireless > Channel Status
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The following table describes the labels in this screen.

Table 53 Network Setting > Wireless > Channel Status

TABEL DESCRIPIION

Channel Monitor

Wireless Network Setup
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Table 53 Network Setting > Wireless > Channel Status (contfinued)

IABEL DESCRIPIION

Scan wireless Click the Scan button to scan WiFi channels.
LAN Channels

Channel Scan This displays the results of the channel scan.
Result
The blue bar displays the number of access points (AP c ount) in the WiFi channel.

The orange bar displays the WiFi channel that the Zyxel Device is now using.

9.10 MESH

The Zyxel Device supports MPro Mesh along with the MPro Mesh app to manage your WiFi network.
MPro Mesh is the Zyxel implantation of WiFi-Alliance Easy Mesh. It supports AP steering, band steering,
auto-configuration and other advances for your WiFi network.

The Zyxel Device can function as a controller to automatically configure WiFi settings on extenders in the
network as well as optimize bandwidth usage.

The Zyxel Device optimizes bandwidth usage by directing WiFi clients to an extender (AP steering) or a
2.4GHz/ 5GHz band (band steering) that is less busy.

See Section 6.1 on page 120 for the complete MPro Mesh feature introduction and the following
tutorials with the MPro Mesh app.

» Setting up your MPro Mesh network with the Zyxel Device and an MPro Mesh extender,
¢ setting up your general/guest WiFi,

¢ basic configurations.

9.10.1 MPro Mesh

Use this screen to enable or disable MPro Mesh on theZyxel Device.

Click Netwok Se tting > Wireless > MESH. The following screen displays.

Note: When MPro Mesh is enabled, the SSID and WiFi password of the main 2.4 GHz WiFi
network will be copied to the main 5 GHz WiFi network.

Figure 113 Network Setting > Wireless > MESH

Appty
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The following table describes the labels in this screen.

Table 54 Network Setting > Wireless > MESH

IABEL

DESCRIPIION

MPro Mesh

Click the button (to the right) to enable the MPro Mesh feature on the Zyxel Device
and set up your MPro Mesh network.

9.11 Technical Reference

This section discusses WiFi in depth.

9.11.1 WiFiNetwork Overview

WiFi networks consist of WiFi clients, access points and bridges.

e A WiFi client is a radio connected to a user's computer.

* An access point is a radio with a wired connection to a network, which can connect with numerous
WiFi clients and let them access the network.

* A bridge is a radio that relays communications between access points and WiFi clients, extending a

network’s range.

Normally, a WiFi network operates in an “infrastructure” type of network. An “infrastructure” type of
network has one or more access points and one or more WiFi clients. The WiFi clients connect to the

access points.
The following figure provides an example of a WiFi network.

Figure 114 Example of a WiFi Network
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The WiFi network is the part in the blue circle. In this WiFi network, devices A and B use the access point
(AP) to interact with the other devices (such as the printer) or with the Internet. Your Zyxel Device is the
AP.

Every WiFi network must follow these basic guidelines.

e Every WiFi device in the same WiFi network must use the same SSID.
The SSID is the name of the WiFi network. It stands for Service Set IDentifier.
* If two WiFi networks overlap, they should use a different channel.

Like radio stations or television channels, each WiFi network uses a specific channel, or frequency, to
send and receive information.

¢ Every WiFi device in the same WiFi network must use security compatible with the AP.

Security stops unauthorized devices from using the WiFi network. It can also protect the information
that is sent in the WiFi network.

9.11.2 Additional WiFi Termms

The following table describes some WiFi network terms and acronyms used in the Zyxel Device's Web
Configurator.

Table 55 Additional WiFi Terms

TERM DESCRIPIION

RTS/CTS Threshold In a WiFi network which covers a large area, WiFi devices are sometimes not aware of
each other’s presence. This may cause them to send information to the AP af the same
fime and result in information colliding and not getting through.

By setting this value lower than the default value, the WiFi devices must sometimes get
permission to send information to the Zyxel Device. The lower the value, the more often
the devices must get permission.

If this value is greater than the fragmentation threshold value (see below), then WiFi
devices never have to get permission to send information to the Zyxel Device.

Preamble A preamble affects the timing in your WiFi network. There are two preamble modes: long
and short. If a WiFi device uses a different preamble mode than the Zyxel Device does, it
cannot communicate with the Zyxel Device.

Authentication The process of verifying whether a WiFi device is allowed to use the WiFi network.
Fragmentation A small fragmentation threshold is recommended for busy networks, while a larger
Threshold threshold provides faster performance if the network is not very busy.

9.11.3 WiF Se curity Overview

By their nature, radio communications are simple to intercept. For WiFi data networks, this means that
anyone within range of a WiFi network without security can not only read the data passing over the
airwaves, but also join the network. Once an unauthorized person has access to the network, he or she
can steal information or infroduce malware (malicious software) intended to compromise the network.
For these reasons, a variety of security systems have been developed to ensure that only authorized
people can use a WiFi data network, or understand the data carried on it.

These security standards do two things. First, they authenticate. This means that only people presenting
the right credentials (often a username and password, or a “key” phrase) can access the network.
Second, they encrypt. This means that the information sent over the air is encoded. Only people with
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the code key can understand the information, and only people who have been authenticated are
given the code key.

These security standards vary in effectiveness. Some can be broken, such as the old Wired Equivalent
Protocol (WEP). Using WEP is better than using no security at all, but it will not keep a determined
aftacker out. Other security standards are secure in themselves but can be broken if a user does not use
them properly. For example, the WPA-PSK security standard is very secure if you use a long key which is
difficult for an attacker’s software to guess — for example, a twenty-letter long string of apparently
random numbers and letters — but it is not very secure if you use a short key which is very easy to guess —
for example, a three-letter word from the dictionary.

Because of the damage that can be done by a malicious attacker, it is not just people who have
sensitive information on their network who should use security. Everybody who uses any WiFi network
should ensure that effective security is in place.

A good way to come up with effective security keys, passwords and so on is to use obscure information
that you personally will easily remember, and to enter it in a way that appears random and does not
include real words. For example, if your mother owns a 1970 Dodge Challenger and her favorite movie is
Vanishing Point (which you know was made in 1971) you could use "70dodchal71vanpoi” as your
security key.

The following sections infroduce different types of WiFi security you can set up in the WiFi network.

9.11.3.1 SSID

Normally, the Zyxel Device acts like a beacon and regularly broadcasts the SSID in the area. You can
hide the SSID instead, in which case the Zyxel Device does not broadcast the SSID. In addition, you
should change the default SSID to something that is difficult to guess.

This type of security is fairly weak, however, because there are ways for unauthorized WiFi devices to get
the SSID. In addition, unauthorized WiFi devices can sfill see the information that is sent in the WiFi
network.

9.11.3.2 MAC Address Hiter

Every device that can use a WiFi network has a unique identification number, called a MAC address.! A
MAC address is usually written using twelve hexadecimal characters?; for example, 00A0CS5000002 or
00:A0:C5:00:00:02. To get the MAC address for each WiFi device in the WiFi network, see the WiFi
device's User’'s Guide or other documentation.

You can use the MAC address filter to tell the Zyxel Device which devices are allowed or not allowed fo
use the WiFi network. If a WiFi device is allowed to use the WiFi network, it still has to have the correct
information (SSID, channel, and security). If a WiFi device is not allowed to use the WiFi network, it does
not matter if it has the correct information.

This type of security does not protect the information that is sent in the WiFi network. Furthermore, there
are ways for unauthorized WiFi devices to get the MAC address of an authorized WiFi device. Then, they
can use that MAC address to use the WiFi network.

1. Some wireless devices, such as scanners, can detect WiFi networks but cannot use WiFi networks. These kinds
of wireless devices might not have MAC addresses.

2. Hexadecimal charactersare 0, 1,2,3,4,5,6,7,8,9,A,B,C,D,E, and F.
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9.11.3.3 Encryption

WiFi networks can use encryption to protect the information that is sent in the WiFi network. Encryption is
like a secret code. If you do not know the secret code, you cannot understand the message.

The types of encryption you can choose depend on the type of authentication. (See Section 9.11.3.3 on
page 207 for information about this.)

Table 56 Types of Encryption for Each Type of Authentication

NO AUHENTICATION RADIUS SERVER
Weakest No Security WPA
g'i_ WPA-PSK
é WPA2 WPA2
Strongest WPAS3-SAE WPAZ (server certificate validation)

For example, if the WiFi network has a RADIUS server, you can choose WPA, WPA2, or WPA3. If users do
not log in to the WiFi network, you can choose no encryption, WPA2-PSK, or WPA3-SAE.

Note: It is recommended that WiFi networks use WPA3-SAE, WPA2-PSK, or sfronger encryption.
The other types of encryption are better than none at all, but it is still possible for
unauthorized WiFi devices to figure out the original information pretty quickly.

Many types of encryption use a key to protect the information in the WiFi network. The longer the key,
the stronger the encryption. Every device in the WiFi network must have the same key.

9.11.4 Signal Problems

Because WiFi networks are radio networks, their signals are subject to limitations of distance, interference
and absorption.

Problems with distance occur when the two radios are too far apart. Problems with interference occur
when other radio waves interrupt the data signal. Interference may come from other radio
fransmissions, such as military or air traffic control communications, or from machines that are
coincidental emitters such as electric motors or microwaves. Problems with absorption occur when
physical objects (such as thick walls) are between the two radios, muffling the signal.

9.11.5 BSS

A Basic Service Set (BSS) exists when all communications between wireless stations go through one
access point (AP).

Intra-BSS traffic is traffic between wireless stations in the BSS. When Intra-BSS traffic blocking is disabled,
wireless station A and B can access the wired network and communicate with each other. When Intra-
BSS traffic blocking is enabled, wireless station A and B can still access the wired network but cannot
communicate with each other.
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Figure 115 Basic Service Set

9.11.6 MBSSID

Traditionally, you need to use different APs to configure different Basic Service Sets (BSSs). As well as the
cost of buying extra APs, there is also the possibility of channel interference. The Zyxel Device's MBSSID
(Multiple Basic Service Set IDentifier) function allows you to use one access point to provide several BSSs
simultaneously. You can then assign varying QoS priorities and/or security modes to different SSIDs.

Wireless devices can use different BSSIDs to associate with the same AP.

9.11.6.1 Notes on Multiple BSSs
* A maximum of eight BSSs are allowed on one AP simultaneously.

* You must use different keys for different BSSs. If two wireless devices have different BSSIDs (they are in
different BSSs), but have the same keys, they may hear each other's communications (but not
communicate with each other).

* MBSSID should not replace but rather be used in conjunction with 802.1x security.

9.11.7 Preamble Type

Preamble is used to signal that data is coming to the receiver. Short and long refer to the length of the
synchronization field in a packet.

Short preamble increases performance as less time sending preamble means more time for sending
data. All IEEE 802.11 compliant WiFi adapters support long preamble, but not all support short preamble.

Use long preambile if you are unsure what preamble mode other WiFi devices on the network support,
and to provide more reliable communications in busy WiFi networks.
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Use short preamble if you are sure all WiFi devices on the network support if, and to provide more
efficient communications.

Use the dynamic setting fo automatically use short preamble when all WiFi devices on the network
support it, otherwise the Zyxel Device uses long preamble.

Note: The WiFi devices MUST use the same preamble mode in order fo communicate.

9.11.8 WiFi Protected Setup (WPS)

Your Zyxel Device supports WiFi Protected Setup (WPS), which is an easy way to set up a secure WiFi
network. WPS is an industry standard specification, defined by the WiFi Alliance.

WPS allows you to quickly set up a WiFi network with strong security, without having fo configure security
settings manually. Each WPS connection works between two devices. Both devices must support WPS
(check each device's documentation to make sure).

Depending on the devices you have, you can either press a button (on the device itself, or in ifs
configuration utility) or enter a PIN (a unique Personal Identification Number that allows one device to
authenticate the other) in each of the two devices. When WPS is activated on a device, it has 2 minutes
to find another device that also has WPS activated. Then, the two devices connect and set up a secure
network by themselves.

9.11.8.1 Push Button Configuration

WPS Push Button Configuration (PBC) is initiated by pressing a button on each WPS-enabled device, and
allowing them to connect automatically. You do not need to enter any information.

Not every WPS-enabled device has a physical WPS button. Some may have a WPS PBC button in their
configuration ufilities instead of or in addition to the physical button.

Take the following steps to set up WPS using the button.

1 Ensure that the two devices you want to set up are within WiFi range of one another.

2 Look for a WPS button on each device. If the device does not have one, log into its configuration ufility
and locate the button (see the device's User's Guide for how to do this — for the Zyxel Device, see
Section 9.5 on page 194).

3 Press the button on one of the devices (it doesn’t matter which). For the Zyxel Device you must press the
WiFi button for more than 5 seconds.

4 Within 2 minutes, press the button on the other device. The registrar sends the network name (SSID) and
security key through a secure connection o the enrollee.

If you need to make sure that WPS worked, check the list of associated WiFi clients in the AP’s
configuration utility. If you see the WiFi client in the list, WPS was successful.

9.11.8.2 PIN Configuration

Each WPS-enabled device has its own PIN (Personal Identification Number). This may either be static (it
cannot be changed) or dynamic (in some devices you can generate a new PIN by clicking on a button
in the configuration interface).
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Use the PIN method instead of the push-button configuration (PBC) method if you want to ensure that
the connection is established between the devices you specify, not just the first two devices to activate
WPS in range of each other. However, you need to log info the configuration interfaces of both devices
to use the PIN method.

When you use the PIN method, you must enter the PIN from one device (usually the WiFi client) info the
second device (usually the Access Point or wireless router). Then, when WPS is activated on the first
device, it presents its PIN to the second device. If the PIN matches, one device sends the network and
security information to the other, allowing it to join the network.

Take the following steps fo set up a WPS connection between an access point or wireless router
(referred to here as the AP) and a client device using the PIN method.

Ensure WPS is enabled on both devices.

Access the WPS section of the AP’s configuration interface. See the device's User's Guide on how to do
this.

Look for the client’'s WPS PIN; it will be displayed either on the device, orin the WPS section of the client’s
configuration interface (see the device's User's Guide on how fo find the WPS PIN - for the Zyxel Device,
see Section 9.5 on page 194).

Enter the client’s PIN in the AP’s configuration interface.

If the client device's configuration interface has an area for entering another device's PIN, you can
either enter the client’s PIN in the AP, or enter the AP’s PIN in the client — it does not matter which.

Start WPS on both devices within two minutes.
Use the configuration utility to activate WPS, not the push-button on the device itself.

On a computer connected to the WiFi client, fry fo connect to the Internet. If you can connect, WPS
was successful.

If you cannot connect, check the list of associated WiFi clients in the AP's configuration utility. If you see
the WiFi client in the list, WPS was successful.

The following figure shows a WPS-enabled WiFi client (installed in a notebook computer) connecting to
the WPS-enabled AP through the PIN method.
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Figure 116 Example WPS Process: PIN Method
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9.11.8.3 How WPS Woiks

When two WPS-enabled devices connect, each device must assume a specific role. One device acts
as the registrar (the device that supplies network and security settings) and the other device acts as the
enrollee (the device that receives network and security settings. The registrar creates a secure EAP
(Extensible Authentication Protocol) tunnel and sends the network name (SSID) and the WPA-PSK or
WPA2-PSK pre-shared key o the enrollee. Whether WPA-PSK or WPA2-PSK is used depends on the
standards supported by the devices. If the registrar is already part of a network, it sends the existing
information. If noft, it generates the SSID and WPA2-PSK randomly.

The following figure shows a WPS-enabled client (installed in a notebook computer) connecting to a
WPS-enabled access point.
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Figure 117 How WPS Works
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The roles of registrar and enrollee last only as long as the WPS setup process is active (2 minutes). The
next time you use WPS, a different device can be the registrar if necessary.

The WPS connection process is like a handshake; only two devices participate in each WPS transaction.
If you want to add more devices you should repeat the process with one of the existing networked
devices and the new device.

Note that the access point (AP) is not always the registrar, and the WiFi client is not always the enrollee.
All WPS-certified APs can be a registrar, and so can some WPS-enabled WiFi clients.

By default, a WPS device is ‘un-configured’. This means that it is not part of an existing network and can
act as either enrollee or registrar (if it supports both functions). If the registrar is un-configured, the
security settings it fransmits to the enrollee are randomly-generated. Once a WPS-enabled device has
connected to another device using WPS, it becomes ‘configured’. A configured WiFi client can sfill act
as enrollee or registrar in subsequent WPS connections, but a configured access point can no longer act
as enrollee. It will be the registrar in all subsequent WPS connections in which it is involved. If you want a
configured AP to act as an enrollee, you must reset it to its factory defaults.

9.11.8.4 Example WPS Ne twork Se tup

This section shows how security settings are distributed in a sample WPS setup.

The following figure shows a sample network. In step 1, both AP1 and Client 1 are un-configured. When
WPS is activated on both, they perform the handshake. In this example, AP1 is the registrar, and Client 1
is the enrollee. The registrar randomly generates the security information to set up the network, since it is
un-configured and has no existing information.
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Figure 118 WPS: Example Network Step 1
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In step 2, you add another WiFi client o the network. You know that Client 1 supports registrar mode, but
it is better fo use AP1 for the WPS handshake with the new client since you must connect to the access
point anyway in order fo use the network. In this case, AP1 must be the registrar, since it is configured (it
already has security information for the network). AP1 supplies the existing security information fo Client
2.

Figure 119 WPS: Example Network Step 2
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In step 3, you add another access point (AP2) to your network. AP2 is out of range of AP1, so you cannot
use AP1 for the WPS handshake with the new access point. However, you know that Client 2 supports
the registrar function, so you use it to perform the WPS handshake instead.
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Figure 120 WPS: Example Network Step 3
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9.11.8.5 Limitations of WPS

WPS has some limitations of which you should be aware.

* When you use WPS, it works between two devices only. You cannot enroll multiple devices
simultaneously, you must enroll one after the other.

For instance, if you have two enrollees and one registrar you must set up the first enrollee (by pressing
the WPS button on the registrar and the first enrollee, for example), then check that it was successfully
enrolled, then set up the second device in the same way.

¢ WPS works only with other WPS-enabled devices. However, you can still add non-WPS devices to a
network you already set up using WPS.

WPS works by automatically issuing a randomly-generated WPA-PSK or WPA2-PSK pre-shared key
from the registrar device to the enrollee devices. Whether the network uses WPA-PSK or WPA2-PSK
depends on the device. You can check the configuration interface of the registrar device to discover
the key the network is using (if the device supports this feature). Then, you can enter the key into the
non-WPS device and join the network as normal (the non-WPS device must also support WPA-PSK or
WPA2-PSK).

* When you use the PBC method, there is a short period (from the moment you press the button on one
device to the moment you press the button on the other device) when any WPS-enabled device
could join the network. This is because the registrar has no way of identifying the ‘correct’ enrollee,
and cannot differentiate between your enrollee and a rogue device. This is a possible way for a
hacker to gain access to a network.

You can easily check to see if this has happened. WPS only works simultaneously between two
devices, so if another device has enrolled your device will be unable to enroll, and will not have
access to the network. If this happens, open the access point’s configuration interface and look at
the list of associated clients (usually displayed by MAC address). It does not matter if the access point
is the WPS registrar, the enrollee, or was not involved in the WPS handshake; a rogue device must sfill
associate with the access point to gain access to the network. Check the MAC addresses of your WiFi
clients (usually printed on a label on the bottom of the device). If there is an unknown MAC address
you can remove it or reset the AP.
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Home Networking

10.1 Home Networking Overview

A Local Area Network (LAN) is a shared communication system to which many computers are
attached. A LAN is usually located in one immediate area such as a building or floor of a building.

The LAN screens can help you configure a LAN DHCP server and manage IP addresses.

Figure 121 Home Networking Example
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10.1.1 What You Can Do in this Chapter

Use the IAN Se tup screen fo set the LAN IP address, subnet mask, and DHCP settings (Section 10.2 on
page 217).

Use the Static DHCP screen to assign IP addresses on the LAN to specific individual computers based
on their MAC addresses (Section 10.3 on page 222).

Use the UPnP screen to enable UPNP (Section 10.4 on page 224).
Use the Additional Subnet screen to configure IP alias and public statfic IP (Sectfion 10.5 on page 225).

Use the SIBVendorID screen to configure the Vendor IDs of the connected Set Top Box (STB) devices,
which have the Zyxel Device automatically create static DHCP entries for the STB devices when they
request IP addresses (Section 10.6 on page 227).

Use the Wake on IAN screen fo remotely turn on a device on the network. (Section 10.7 on page
228).

Use the TFIP Server Name screen to identify a TFTP server for configuration file download using DHCP
option 66. (Section 10.8 on page 228).

10.1.2 WhatYou Need To Know

The following terms and concepts may help as you read this chapter.
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10.1.2.1 AboutIAN

IP Address

Similar to the way houses on a street share a common street name, so too do computers on a LAN share
one common network number. This is known as an Internet Protocol address.

Subnet Mask

The subnet mask specifies the network number portion of an IP address. Your Zyxel Device will compute
the subnet mask automatically based on the IP address that you entered. You do not need to change
the subnet mask computed by the Zyxel Device unless you are instructed to do otherwise.

DHCP

DHCP (Dynamic Host Configuration Protocol) allows clients to obtain TCP/IP configuration at start-up
from a server. This Zyxel Device has a built-in DHCP server capability that assigns IP addresses and DNS
servers to systems that support DHCP client capability.

DNS

DNS (Domain Name System) maps a domain name to its corresponding IP address and vice versa. The
DNS server is extremely important because without it, you must know the IP address of a computer
before you can access it. The DNS server addresses you enter when you set up DHCP are passed to the
client machines along with the assigned IP address and subnet mask.

RADVD (Router Advertisement Daemon)

When an IPvé host sends a Router Solicitation (RS) request to discover the available routers, RADVD with
Router Advertisement (RA) messages in response to the request. It specifies the minimum and maximum
intfervals of RA broadcasts. RA messages containing the address prefix. IPvé hosts can be generated
with the IPvé prefix an IPvé address.

10.1.2.2 About UPnP

How do Iknow if Iam using UPnP?

UPNP hardware is identified as an icon in the Network Connections folder (Windows 7). Each UPnP
compatible device installed on your network will appear as a separate icon. Selecting the icon of a
UPnP device will allow you to access the information and properties of that device.

NATTaversal

UPnP NAT traversal automates the process of allowing an application to operate through NAT. UPnP
network devices can automatically configure network addressing, announce their presence in the
network to other UPnP devices and enable exchange of simple product and service descriptfions. NAT
fraversal allows the following:

* Dynamic port mapping

¢ Learning public IP addresses
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* Assigning lease times to mappings

Windows Messenger is an example of an application that supports NAT traversal and UPnP.

C autions with UPnP
The automated nature of NAT traversal applications in establishing their own services and opening
firewall ports may present network security issues. Network information and configuration may also be

obtained and modified by users in some network environments.

When a UPnP device joins a network, it announces its presence with a multicast message. For security
reasons, the Zyxel Device allows multicast messages on the LAN only.

All UPnP-enabled devices may communicate freely with each other without additional configuration.
Disable UPnP if this is not your intention.

UPnP and Zyxel

Zyxel has achieved UPnP certification from the Universal Plug and Play Forum UPnP™ Implementers
Corp. (UIC).

See Section 10.10 on page 231 for examples on installing and using UPNP.

10.1.3 Before You Begin

Find out the MAC addresses of your network devices if you infend to add them to the DHCP Client List
screen.

10.2 TAN Se tup

A LAN IP address is the IP address of a networking device in the LAN. You can use the Zyxel Device's LAN
IP address to access its Web Configurator from the LAN. The DHCP server settings define the rules on
assigning IP addresses fo LAN clients on your network.

Use this screen to set the Local Area Network IP address and subnet mask of your Zyxel Device.
Configure DHCP settings to have the Zyxel Device or a DHCP server assign IP addresses to devices. Click
Network Setting > Home Networking 10 open the IAN Se tup screen.

Follow these steps to configure your LAN settings.

1 Enter an IP address into the IP Address field. The IP address must be in dotted decimal notation. This will
become the IP address of your Zyxel Device.

2 Enter the IP subnet mask into the IP Subne t Mask field. Unless instructed otherwise it is best to leave this
alone, the configurator will automatically compute a subnet mask based upon the IP address you
entfered.

3 Click Apply to save your settings.
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Figure 122 Network Setting > Home Networking > LAN Setup
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The following table describes the fields in this screen.

Table 57 Network Setting > Home Networking > LAN Setup

IABEL

DESCRIPIION

Interface Group

Group Name

This displays the name of the group that your Zyxel Device belongs to.

LAN IP Setup

IP Address Enter the LAN IP address you want to assign to your Zyxel Device in dotted decimal notation,
for example, 192.168.1.1 (factory default).

Subnet Mask Enter the subnet mask of your network in dotted decimal notation, for example

255.255.255.0 (factory default). Your Zyxel Device automatically computes the subnet mask
based on the IP address you enter, so do not change this field unless you are instructed to
do so.

IGMP Snooping

See Section 15.1 on page 292 for more information on IGMP snooping.

Active

Select Enable to allow the Zyxel Device to passively learn multicast group.

IGMP Mode

Select Standard Mode to forward multicast packets to a port that joins the multicast group
and broadcast unknown multicast packets from the WAN to all LAN ports.

Select Blocking Mode to block all unknown multicast packets from the WAN.

DHCP Server State

DHCP

Select Enable to have your Zyxel Device assign IP addresses, an IP default gateway and DNS
servers to LAN computers and other devices that are DHCP clients.

If you select Disable, you need to manually configure the IP addresses of the computers and
other devices on your LAN.

If you select DHCP Relay, the Zyxel Device acts as a surrogate DHCP server and relays DHCP
requests and responses between the remote server and the clients.

When DHCP is used, the following fields need to be set:

DHCP Relay Server Address

This field is only available when you select DHCP Relay in the DHCP field.

IP Address

Enter the IPv4 IP address of the actual remote DHCP server in this field.

IP Addressing Values

The IP Addressing Values fields appear only when you select Enable in the DHCP field.

Beginning IP
Address

This field specifies the first of the contiguous addresses in the IP address pool.

Ending IP Address

This field specifies the last of the contiguous addresses in the IP address pool.

Auto reserve IP for
the same host

Enable this if you want to reserve the IP address for the same host.

DHCP Server Lease Time

This is the period of time DHCP-assigned addresses is used. DHCP automatically assigns IP addresses to clients when
they log in. DHCP centralizes IP address management on central computers that run the DHCP server program.
DHCP leases addresses, for a period of time, which means that past addresses are “recycled” and made available
for future reassignment to other systems.

This field is only available when you select Enable in the DHCP field.

Days/Hours/Minutes

DHCP server leases an address to a new client device for a period of time, called the DHCP
lease time. When the lease expires, the DHCP server might assign the IP address to a
different client device.
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Table 57 Network Setting > Home Networking > LAN Setup (contfinued)

IABEL

DESCRIPIION

DNS Values

This field appears only

when you select Enable in the DHCP field.

DNS

The Zyxel Device supports DNS proxy by default. The Zyxel Device sends out its own LAN IP
address to the DHCP clients as the first DNS server address. DHCP clients use this first DNS
server fo send domain-name queries to the Zyxel Device. The Zyxel Device sends a response
directly if it has a record of the domain-name to IP address mapping. If it does noft, the Zyxel
Device queries an outside DNS server and relays the response to the DHCP client.

Select DNS Proxy to have the DHCP clients use the Zyxel Device's own LAN IP address. The
Zyxel Device works as a DNS relay.

Select Static if you have the IP address of a DNS server. Enter the DNS server's IP address in
the field to the right.

Select rom ISP if your ISP dynamically assigns DNS server information (and the Zyxel Device's
WAN [P address).

LAN IPvé Mode Setup

IPv6 Active

Use this to enable or disable IPvé activation on the Zyxel Device.

When IPvé activation is used, the following fields need to be set.

Link Local Address
Type

A link-local address uniquely identifies a device on the local network (the LAN). It is similar to
a “private IP address” in IPvé. You can have the same link-local address on multiple
interfaces on a device. A link-local unicast address has a predefined prefix of f€80::/10. The
link-local unicast address format is as follows. Select BUI64 to allow the Zyxel Device to
generate an interface ID for the LAN interface’s link-local address using the EUI-64 format.
Otherwise, enter an interface ID for the LAN interface’s link-local address if you select

Manual
Lirk-locol Undcost Address Forms
11 | Fileroao

[[a0 =]} A EeF

EUI64 Select this to have the Zyxel Device generate an interface ID for the LAN interface’s link-
local address using the EUI-64 format.

Manual Select this to manually enter an interface ID for the LAN interface’s link-local address.

LAN Global Select EUI64 fo have the Zyxel Device generate an interface ID using the EUI-64 format for its

Identfifier Type global address. Select Manual to manually enter an interface ID for the LAN interface’s
global IPvé address.

EUI64 Select this to have the Zyxel Device generate an interface ID using the EUI-64 format for its
global address.

Manual Select this fo manually enter an interface ID for the LAN interface’s global IPvé address.

LAN IPvé Prefix Select Delegate prefix from WAN to automatically obtain an IPvé network prefix from the

Setup service provider or an uplink router. Select Static to configure a fixed IPvé address for the

Zyxel Device's LAN IPvé address.

Delegate prefix

Select this option to automatically obtain an IPvé network prefix from the service provider or

from WAN an uplink router.

Static Select this option to configure a fixed IPvé address for the Zyxel Device's LAN IPvé address.

MLD Snooping Multicast Listener Discovery (MLD) allows an IPvé switch or router to discover the presence of
MLD hosts who wish to receive multicast packets and the IP addresses of multicast groups
the hosts want to join on its network.

Active Click this switch to enable or disable MLD Snooping on the Zyxel Device. When the switch

goes to the right the function is enabled. Otherwise, it is not.

This allows the Zyxel Device to check MLD packets passing through it and learn the multicast
group membership. It helps reduce multicast traffic.
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Table 57 Network Setting > Home Networking > LAN Setup (contfinued)

IABEL

DESCRIPIION

MLD Mode

Select Standard Mode to forward multicast packets to a port that joins the multicast group
and broadcast unknown multicast packets from the WAN to all LAN ports.

Select Blocking Mode to block all unknown multicast packets from the WAN.

LAN IPvé Address
Assign Setup

Select how you want to obtain an IPvé address:

Stateless: The Zyxel Device uses IPvé stateless auto-configuration. RADVD (Router
Advertisement Daemon) is enabled to have the Zyxel Device send IPvé prefix information in
router advertisements periodically and in response to router solicitations. DHCPvé server is
disabled.

Sta te ful: The Zyxel Device uses IPvé stateful auto-configuration. The DHCPvé server is
enabled to have the Zyxel Device act as a DHCPvé server and pass IPvé addresses to
DHCPvé clients.

LAN IPvé DNS Assign
Setup

Select how the Zyxel Device provide DNS server and domain name information to the
clients:

From RA & DHCPv6 Server: The Zyxel Device provides DNS information through both router
advertisements and DHCPvé.

From DHCPv6 Server: The Zyxel Device provides DNS information through DHCPvé.

From Router Advertisement: The Zyxel Device provides DNS information through router
advertisements.

DHCPvé Configuratio

n

DHCPvé Active

This shows the status of the DHCPvé. DHCP Server displays if you configured the Zyxel Device
to act as a DHCPvé server which assigns IPvé addresses and/or DNS information to clients.

IPv6 Router Advertisement State

RADVD Active

This shows whether RADVD is enabled or not.

IPv6 Address Values

IPvé Start Address

This field specifies the first of the contiguous addresses in the IPvé address pool.

IPv6 End Address

This field specifies the last of the contiguous addresses in the IPvé address pool.

IPv6 Domain Name

The field specifies the domain name of the IPvé address.

IPv6 DNS Values

IPv6 DNS Server 1 -3

Specify the IP addresses up to three DNS servers for the DHCP clients to use. Use one of the
following ways to specify these IP addresses.

UserDefined — Select this if you have the IPvé address of a DNS server. Enter the DNS server
IPvé addresses the Zyxel Device passes to the DHCP clients.

From ISP - Select this if your ISP dynamically assigns IPvé DNS server information.

Proxy — Select this if the DHCP clients use the IP address of this inferface and the Zyxel Device
works as a DNS relay.

Otherwise, select None if you do not want to configure IPvé DNS servers.
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Table 57 Network Setting > Home Networking > LAN Setup (contfinued)

IABEL DESCRIPIION

DNS Query Scenario | Select how the Zyxel Device handles clients’ DNS information requests.

IPv4/ IPv6 DNS Sewer: The Zyxel Device forwards the requests to both the IPv4 and IPvé DNS
servers and sends clients the first DNS information it receives.

IPv6 DNS Server Only: The Zyxel Device forwards the requests to the IPvé DNS server and
sends clients the DNS information it receives.

IPv4 DNS SerwverOnly: The Zyxel Device forwards the requests to the IPv4 DNS server and
sends clients the DNS information it receives.

IPv6 DNS Server First: The Zyxel Device forwards the requests to the IPvé DNS server first and
then the IPv4 DNS server. Then it sends clients the first DNS information it receives.

IPv4 DNS Server First: The Zyxel Device forwards the requests to the IPv4 DNS server first and
then the IPvé DNS server. Then it sends clients the first DNS information it receives.

Apply Click Apply to save your changes.

Cancel Click Cancelto restore your previously saved settings.

10.3 Static DHCP

When any of the LAN clients in your network want an assigned fixed IP address, add a stafic lease for
each LAN client. Knowing the LAN client’s MAC addresses is necessary. This table allows you to assign IP
addresses on the LAN to individual computers based on their MAC addresses.

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address is assigned
atf the factory and consists of six pairs of hexadecimal characters, for example, 00:A0:C5:00:00:02.

10.3.1 Before You Begin

Find out the MAC addresses of your network devices if you intend to add them to the Static DHCP
screen.

Use this screen to change your Zyxel Device's static DHCP settings. Click Ne twork Se tting > Home
Networking > Static DHCP to open the following screen.

Figure 123 Network Setting > Home Networking > Static DHCP
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The following table describes the labels in this screen.

Table 58 Network Setting > Home Networking > Static DHCP

TABEL DESCRIPIION

Static DHCP Click this to configure a stafic DHCP entry.

Configuration

# This is the index number of the entry.

Status This field displays whether the client is connected to the Zyxel Device.

MAC Address

The MAC (Media Access Control) or Ethernet address on a LAN (Local Area Network) is
unigue to your computer (six pairs of hexadecimal notation).

A network interface card such as an Ethernet adapter has a hardwired address that is
assigned af the factory. This address follows an industry standard that ensures no other
adapter has a similar address.

IP Address

This field displays the IP address relative to the # field listed above.

Modify

Click the Edit icon to configure the connection.

Click the Delete icon to remove the connection.

If you click Static DHCP Configuration in the Static DHCP screen, the following screen displays. Using a
static DHCP means a LAN client will always have the same IP address assigned to it by the DHCP server.
Assign a fixed IP address to a client device by selecting the interface group of this client device and its IP
address type and selecting the device/computer from a list or manually entering its MAC address and
assigned IP address.

Figure 124 Network Setting > Home Networking > Static DHCP: Stafic DHCP Configuration
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The following table describes the labels in this screen.

Table 59 Network Setting > Home Networking > Static DHCP: Static DHCP Configuration

IABEL

DESCRIPIION

Active

Select Enable to activate static DHCP in your Zyxel Device.

Group Name

The Group Name is normally De fault.

IP Type

The TP Type is normally IPv4 (non-configurable).

Select Device Info

Select between Manual Input which allows you to enter the next two fields (MAC Address
and IP Address); or select an existing LAN device to show its MAC address and IP address.

MAC Address

Enter the MAC address of a computer on your LAN if you select Manual lmput in the previous
field.
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Table 59 Network Setting > Home Networking > Static DHCP: Static DHCP Configuration (continued)

IABEL DESCRIPIION

IP Address Enter the IP address that you want to assign to the computer on your LAN with the MAC
address that you will also specify if you select Manual lnputin the previous field.

oK Click OK fo save your changes.

Cancel Click Cancelto exit this screen without saving.

10.4 UPnP

Universal Plug and Play (UPnP) is an open networking standard that uses TCP/IP for simple peer-to-peer
network connectivity between networking devices or software applications which have UPnP enabled.
A UPnP device can dynamically join a network, obtain an IP address, advertise its services, and learn
about other devices on the network. A device can also leave a network automatically when it is no
longer in use.

See Section 10.10 on page 231 for more information on UPnP.

Note: To use UPnP NATT enable NATIn the Network Setting > Broadband > Edit or Add New
WAN Interface screen.

Use the following screen to configure the UPnP setftings on your Zyxel Device. Click Ne twork Se tting >
Home Networking > UPnP fo display the screen shown next.

Figure 125 Network Setting > Home Networking > UPnP
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The following table describes the labels in this screen.

Table 60 Network Settings > Home Networking > UPnP

TABEL DESCRIPIION
UPnP State
UPnP Select Enable to activate UPnP. Be aware that anyone could use a UPnP application to open

the Web Configurator's login screen without enfering the Zyxel Device's IP address (although
you must still enter the password to access the Web Configurator).

UPnP NAT-T State

UPNP NAT-T Select Enable to activate UPnP with NAT enabled. UPnP NAT traversal automates the process
of allowing an application to operate through NAT. UPnP network devices can automatically
configure network addressing, announce their presence in the network to other UPnP devices
and enable exchange of simple product and service descripfions.

# This field displays the index number of the entry.

Description This field displays the description of the UPnP NAT-T connection.

Destination IP This field displays the IP address of the other connected UPnP-enabled device.
Address

External Port This field displays the external port number that identifies the service.

Intfernal Port This field displays the internal port number that identifies the service.

Protocol This field displays the protocol of the NAT mapping rule. Choices are TCP or UDP.
Apply Click Apply fo save your changes.

Cancel Click Cancelto restore your previously saved settings.

10.5 TIAN Additional Subnet

Use this screen to configure IP alias and public static IP.

IP alias allows you to partition a physical network into different logical networks over the same Ethernet
interface. The Zyxel Device supports multiple logical LAN interfaces through its physical Ethernet
interface with the Zyxel Device itself as the gateway for the LAN network. When you use IP alias, you can
also configure firewall rules to control access to the LAN's logical network (subnet).

If your ISP provides the Public IAN service, the Zyxel Device may use a LAN IP address that can be
accessed from the WAN.

Click Netwoik Setting > Home Networking > Additional Subnet fo display the screen shown next.
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Figure 126 Network Setting > Home Networking > Additional Subnet

Home Networking
Suibimonol Jutnal
. —p rHoL oy 1 parh = 1 - I - =3 ram b e 11| atr
[} 15 2 o - a1 1o T i a =) 1 o
e » AF iyt Puislie LA e . Hr 8l T e L Gacalyh R - =] L !
[ Alos Setup
Putlic LAN
Apply

The following table describes the labels in this screen.

Table 61 Network Setting > Home Networking > Additional Subnet

TABEL DESCRIPTION

IP Alias Setup

Group Name Select the interface group name for which you want to configure the IP alias seftings.

Active Click this switch to configure a LAN network for the Zyxel Device. When the switch goes to the
right <7, the following fields will be configurable. Otherwise, they are not.

IPv4 Address Enter the IP address of your Zyxel Device in dotted decimal notation.

Subnet Mask Your Zyxel Device will automatically calculate the subnet mask based on the IPv4 address that
you assign. Unless you are implementing subnetting, use this value computed by the Zyxel
Device.

Public LAN

Active Click this switch to enable or disable the Public LAN feature. When the switch goes to the right

i, the function is enabled. Otherwise, it is not.

Your ISP must support Public LAN and static IP.
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Table 61 Network Setting > Home Networking > Additional Subnet (continued)

IABEL DESCRIPIION

IPv4 Address Enter the public IP address provided by your ISP.

Subnet Mask Enter the public IPv4 subnet mask provided by your ISP.

Offer Public IP Click this switch to enable or disable the Zyxel Device to provide public IP addresses by DHCP
by DHCP server. When the switch goes to the right «7lil, the function is enabled. Otherwise, it is not.
Enable ARP Click this switch to enable or disable the ARP (Address Resolution Protocol) proxy. When the
Proxy switch goes to the right 7, the function is enabled. Otherwise, it is not.

Cancel Click Cancelto restore your previously saved setftings.

Apply Click Apply to save your changes.

10.6 SIBVendorID

Use this screen to configure the Vendor IDs of connected Set Top Boxes (STBs) so the Zyxel Device can
automatically create static DHCP entries for them when they request IP addresses.

Click Netwoik Setting > Home Networking > SIB VendorID fo open this screen.

Figure 127 Network Setting > Home Networking > STB Vendor ID
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The following table describes the labels in this screen.

Table 62 Network Setting > Home Networking > STB Vendor ID

TABEL DESCRIPIION

VendorID 1-5 These are STB's Vendor Class Identifiers (DHCP option 60). A Vendor Class Identifier is usually
used to inform the DHCP server a DHCP client’s vendor and functionality.

Cancel Click Cancelto restore your previously saved settings.

Apply Click Apply fo save your changes.
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10.7 Wake on IAN

Wake on LAN (Wol) allows you to remotely turn on a device on the network, such as a computer,
storage device or media server. To use this feature, the remote hardware (for example the network
adapter on a computer) must support Wake on LAN using the ‘Magic Packet’ method.

You need to know the MAC address of the LAN device. It may be on a label on the LAN device.
Click Netwoik Setting > Home Networking > Wake on IAN to open this screen.

Figure 128 Network Setting > Home Networking > Wake on LAN
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The following table describes the labels in this screen.

Table 63 Network Setting > Home Networking > Wake on LAN

TABEL DESCRIPTION
Wake by Select Manual and enter the IP address or MAC address of the LAN device to turn it on remotely.
Address The drop-down list also lists the IP addresses that can be found in the Zyxel Device's ARP table. If

you select an IP address, the MAC address of the LAN device with the selected IP address then
displays in the MAC Address field.

IP Address Enter the IPv4 IP address of the LAN device to turn it on.

This field is not available if you select an IP address in the Wake by Address field.

MAC Address Enter the MAC address of the LAN device to turn it on. A MAC address consists of six
hexadecimal character pairs.

Wake Up Click this to send a WolL magic packet to wake up the specified LAN device.

10.8 TFIP Sexrver Name

Use the TFIP Server Name screen to identify a TFTP server for configuration file download using DHCP
option 66. RFC 2132 defines the option 66 open standard. DHCP option 66 supports the IP address or the
host name of a single TFTP server.

Click Network Se tting > Home Networking > TFIP Server Name t0 open this screen.
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Figure 129 Network Setting > Home Networking > TFTP Server Name
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The following table describes the labels in this screen.

Table 64 Network Setting > Home Networking > TFTP Server Name

IABEL DESCRIPIION

TFTP Server Enter the IP address or the host name of a single TFTP server.
Name

Cancel Click Cancelto restore your previously saved settings.
Apply Click Apply to save your changes.

10.9 Technical Reference

This section provides some technical background information about the topics covered in this chapter.

IANs, WANSs and the Zyxel Device

The actual physical connection determines whether the Zyxel Device ports are LAN or WAN ports. There
are two separate IP networks, one inside the LAN network and the other outside the WAN network as
shown next.

Figure 130 LAN and WAN IP Addresses

- e == e e Wl iy

o
e
4@_

VMG/EMG/AM/GM Series User's Guide

229



Chapter 10 Home Networking

10.9.1 DHCP Se tup

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual clients to obtain
TCP/IP configuration at start-up from a server. You can configure the Zyxel Device as a DHCP server or
disable it. When configured as a server, the Zyxel Device provides the TCP/IP configuration for the
clients. If you turn DHCP service off, you must have another DHCP server on your LAN, or else the
computer must be manually configured.

IP Pool Se tup

The Zyxel Device is pre-configured with a pool of IP addresses for the DHCP clients (DHCP Pool). See the
product specifications in the appendices. Do not assign static IP addresses from the DHCP pool to your
LAN computers.

10.9.2 DNS ServerAddresses

DNS (Domain Name System) maps a domain name to its corresponding IP address and vice versa. The
DNS server is extremely important because without it, you must know the IP address of a computer
before you can access it. The DNS server addresses you enter when you set up DHCP are passed to the
client machines along with the assigned IP address and subnet mask.

There are two ways that an ISP disseminates the DNS server addresses.

* The ISP tells you the DNS server addresses, usually in the form of an information sheet, when you sign
up. If your ISP gives you DNS server addresses, enter them in the DNS Server fields in the DHCP Se tup
screen.

* Some ISPs choose to disseminate the DNS server addresses using the DNS server extensions of IPCP (IP
Confrol Protocol) after the connection is up. If your ISP did not give you explicit DNS servers, chances
are the DNS servers are conveyed through IPCP negotiation. The Zyxel Device supports the IPCP DNS
server extensions through the DNS proxy feature.

Please note that DNS proxy works only when the ISP uses the IPCP DNS server extensions. It does not
mean you can leave the DNS servers out of the DHCP setup under all circumstances. If your ISP gives
you explicit DNS servers, make sure that you enter their IP addresses in the DHCP Se tup screen.

10.9.3 IANTCP/IP

The Zyxel Device has built-in DHCP server capability that assigns IP addresses and DNS servers to systems
that support DHCP client capability.

IP Address and Subnet Mask

Similar to the way houses on a street share a common street name, so too do computers on a LAN share
one common network number.

Where you obtain your network number depends on your particular situation. If the ISP or your network
administrator assigns you a block of registered IP addresses, follow their instructions in selecting the IP
addresses and the subnet mask.

If the ISP did not explicitly give you an IP network number, then most likely you have a single user
account and the ISP will assign you a dynamic IP address when the connection is established. If this is
the case, it is recommended that you select a network number from 192.168.0.0 to 192.168.255.0 and
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10.10

you must enable the Network Address Translation (NAT) feature of the Zyxel Device. The Internet
Assigned Number Authority (IANA) reserved this block of addresses specifically for private use; please do
not use any other number unless you are fold otherwise. Let's say you select 192.168.1.0 as the network
number; which covers 254 individual addresses, from 192.168.1.1 to 192.168.1.254 (zero and 255 are
reserved). In other words, the first three numbers specify the network number while the last number
identifies an individual computer on that network.

Once you have decided on the network number, pick an IP address that is easy fo remember, for
instance, 192.168.1.1, for your Zyxel Device, but make sure that no other device on your network is using
that IP address.

The subnet mask specifies the network number portion of an IP address. Your Zyxel Device will compute
the subnet mask automatically based on the IP address that you entered. You do not need to change
the subnet mask computed by the Zyxel Device unless you are instructed to do otherwise.

Private IP Addresses

Every machine on the Internet must have a unique address. If your networks are isolated from the
Internet, for example, only between your two branch offices, you can assign any IP addresses to the
hosts without problems. However, the Internet Assigned Numbers Authority (IANA) has reserved the
following three blocks of IP addresses specifically for private networks:

* 10.0.0.0 —10.255.255.255
* 172.16.0.0 — 172.31.255.255
* 192.168.0.0 — 192.168.255.255

You can obtain your IP address from the IANA, from an ISP or it can be assigned from a private network.
If you belong to a small organization and your Internet access is through an ISP, the ISP can provide you
with the Internet addresses for your local networks. On the other hand, if you are part of a much larger
organization, you should consult your network administrator for the appropriate IP addresses.

Note: Regardless of your particular situation, do not create an arbitrary IP address; always
follow the guidelines above. For more information on address assignment, please refer
to RFC 1597, "Address Allocation for Private Internets” and RFC 1466, "Guidelines for
Management of IP Address Space”.

Tum on UPnPin Windows 10 Example

This section shows you how to use the UPnP feature in Windows 10. UPnP server is installed in Windows 10.
Activate UPnP on the Zyxel Device by clicking Ne twork Se tting > Home Networking > UPnP.

Make sure the computer is connected to the LAN port of the Zyxel Device. Turn on your computer and
the Zyxel Device.

Click the start icon, Se ttings and then Network & Inte met.
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3 Click Change advanced sharing settings.
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4 UnderDomain, seleCct Tum on network discovery and click Save Changes. Network discovery allows your

computer to find other computers and devices on the network and other computers on the network to
find your computer. This makes it easier to share files and printers.
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10.10.1 Auto-discoverYourUPnP-enabled Network Device

Before you follow these steps, make sure you already have UPnP activated on the Zyxel Device and in
your computer.
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Make sure your computer is connected to the LAN port of the Zyxel Device
Open Hle Explorer and click Ne two k.

Right-click the Zyxel Device icon and select Properties.
Figure 131 Network Connections
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3 Inthe Intemet Connection Properties window, click Settings fo see port mappings.

Figure 132 Infernet Connection Properties
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4 You may edit or delete the port mappings or click Add to manually add port mappings.
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Figure 133 Internet Connection Properties: Advanced Settings
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Figure 134 Internet Connection Properties: Advanced Settings: Add
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Note: When the UPnP-enabled device is disconnected from your computer, all port
mappings will be deleted automatically.

Click OK. Check the network icon on the system fray to see your Internet connection status.

Figure 135 System Tray Icon

To see more details about your current Internet connection status, right click the network icon in the
system fray and click Open Network & Intemet se ttings. Click Network and Sharing Center and click the
Connections.
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Figure 136 Infernet Connection Stafus
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10.11 Web Configurator Easy Access in Windows 10
Follow the steps below to access the Web Configurator.

1 Open Fle Explorer.

2 Click Netwouxk.
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Figure 137 Network Connections

5 leHwies
Hergun P

; L

2

e lirtsei e
Dharng Crme

- T P MNieiib
I'fm mEwrery ik ferrmd sl Yo ewieod compulam il serem rmght =of 2o nninie. Lct o cenga

Homywen IR irec runs (1)
i [Asck sccem " I

ik Crelibas -
& Tha P
B B Chacn
W ey
+ Dorwmem
& Drwromh
B b
. Peihaie

B wifees

e Ll sk §

i Mimarh

3 Anicon with the description for each UPnP-enabled device displays under Ne twork Infra struc ture .
4 Right-click the icon for your Zyxel Device and select View device webpage. The Web Configurator login
screen displays.
Figure 138 Network Connections: Network Infrastructure
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Right-click the icon for your Zyxel Device and select Properties. Click the Network Device tab. A window
displays information about the Zyxel Device.
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Figure 139 Network Connections: Network Infrastructure: Properties: Example
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Routing

11.1 Routing Overview

The Zyxel Device usually uses the default gateway to route outbound traffic fromm computers on the LAN
to the Internet. To have the Zyxel Device send data to devices not reachable through the default
gateway, use static routes.

For example, the next figure shows a computer (A) connected to the Zyxel Device's LAN interface. The
Zyxel Device routes most traffic from A to the Internet through the Zyxel Device's default gateway (R1).
You create one static route to connect to services offered by your ISP behind router R2. You create
another static route to communicate with a separate network behind a router R connected to the
LAN.

Figure 140 Example of Static Routing Topology
A

K1

11.2 Configure Static Route

Use this screen to view and configure static route rules on the Zyxel Device. A static route is used to save
time and bandwidth usage when LAN devices within an Intranet are transferring files or packets,
especially when there are more than two Internet connections in your home or office network. Click
Network Setting > Routing f0 open the Static Route screen.
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Figure 141 Network Sefting > Routing > Static Route
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The following table describes the labels in this screen.

Table 65 Network Setfting > Routing > Static Route

IABEL DESCRIPIION

Add New Static | Click this to set up a new static route on the Zyxel Device.

Route

# This is the number of an individual static route.

Status This field indicates whether the rule is active (yellow bulb) or not (gray bulb).
Name This is the name of the static route.

Destination IP

This parameter specifies the IP network address of the final destination. Routing is always based
on network number.

Subnet Mask/
Prefix Length

This parameter specifies the IP network subnet mask of the final destination.

Gateway This is the IP address of the gateway. The gateway is a router or switch on the same network
segment as the device's LAN or WAN port. The gateway helps forward packets to their
destinations.

Interface This is the WAN interface through which the traffic is routed.

Modify Click the Editicon fo go to the screen where you can set up a static route on the Zyxel Device.

Click the Delete icon fo remove a static route from the Zyxel Device.

11.2.1 Add orEdit Static Route

Use this screen to add or edit a static route. Click Add New Static Route in the Static Route screen, the
following screen appears. Configure the required information for a static route.

Note: The Gateway IP Address must be within the range of the selected interface in Use
Interface.
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Figure 142 Network Setting > Routing > Static Route > Add New Static Route
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The following table describes the labels in this screen.

Table 66 Network Setting > Routing > Static Route > Add New Static Route

IABEL

DESCRIPIION

Active

Slide the switch button o the right fo activate static route. Otherwise, click to disable.

Route Name

Assign a name for your static route (up to 15 ASCII characters). The following special characters
are not allowed: (), (*). (). (<), (>). (7). ($). (1). (&), ().

IP Type

Select between Pv4 or IPv6. Compared fo IPv4, IPv6 (Internet Protocol version é), is designed to
enhance IP address size and features. The increase in IPvé address size to 128 bits (from the 32-
bit IPv4 address) allows up to 3.4 x 1038 IP addresses. The Zyxel Device can use IPv4/IPvé dual
stack to connect to IPv4 and IPvé networks, and supports IPv6 rapid deployment (6RD).

Destination IP
Address

This parameter specifies the IP network address of the final destination. Routing is always based
on network number. If you need to specify a route to a single host, use a subnet mask of
255.255.255.255 in the subnet mask field to force the network number to be identical to the host
ID.

Subnet Mask

If you are using IPv4 and need to specify a route to a single host, use a subnet mask of
255.255.255.255 in the subnet mask field to force the network number to be identical to the host
ID. Enter the IP subnet mask here.

Use Gateway IP
Address

The gateway is a router or switch on the same network segment as the device's LAN or WAN
port. The gateway helps forward packets to their destinations.

Click this switch to enable or disable the gateway IP address. When the switch goes to the right,
the function is enabled. Otherwise, it is not.

Gateway IP
Address

Enter the IP address of the gateway.

User Interface

Select the WAN interface you want to use for this stafic route.

OK

Click this to save your changes.

Cancel

Click this to exit this screen without saving.

11.2.1.1 An Example of Adding a Static Route

In order to extend your Intranet and confrol fraffic flowing directions, you may connect a router to the
Zyxel Device's LAN. The router may be used to separate two department networks. This tutorial shows
how to configure a static routing rule for two network routings.

In the following figure, router Ris connected to the Zyxel Device's LAN. Rconnects to two networks, N1
(192.168.1.x/24) and N2 (192.168.10.x/24). If you want to send traffic from computer A (in N1 network) to
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computer B (in N2 network), the fraffic is sent to the Zyxel Device’'s WAN default gateway by default. In
this case, B will never receive the fraffic.

v

e o e

- e

You need to specify a static routing rule on the Zyxel Device to specify Ras the router in charge of
forwarding traffic to N2. In this case, the Zyxel Device routes fraffic from A to Rand then Rroutes the

traffic to B.

v

|

S -
=

— .
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This tutorial uses the following example IP setfings:

Table 67 IP Settings in this Tutorial

DEVICE/ COMPUIER IP ADDRESS
The Zyxel Device's WAN 172.16.1.1
The Zyxel Device's LAN 192.168.1.1

IP Type IPv4

Use Inferface VDSL

A 192.168.1.34
R's N1 192.168.1.253
R's N2 192.168.10.2
B 192.168.10.33

To configure a static route to route traffic from N1 to N2:

Log into the Zyxel Device's Web Configurator.
Click Netwoik Setting > Routing .

Click Add new Static Route in the Static Route screen.
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Configure the Static Route Setup screen using the following settings:

4a Click the Active button to enable this static route. When the switch goes to the right, the function is
enabled. Enter the Route Name as R

4b SefIPType O IPv4.

4c Enfer the Destination IP Address 192.168.10.0 and IP Subne t Mask 255.255.255.0 for the destination,
N2.

4d Clickthe Use Gateway IP Address butfon to enable this function. When the switch goes to the right,
the function is enabled. Enter 192.168.1.253 (R's N1 address) in the Gateway IP Address field.

4e Select VDSLas the Use Interface.
4f Click OK

Now B should be able to receive traffic from A. You may need to additionally configure B's firewall
settings to allow specific traffic to pass through.
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Add New Slalic Roule

11.3 DNS Route

Use this screen to view and configure DNS routes on the Zyxel Device. A DNS route entry defines a policy
for the Zyxel Device to forward a particular DNS query to a specific WAN interface. Click Ne twok Se tting
> Routing > DNS Route fO open the DNS Route screen.

Figure 143 Network Setting > Routing > DNS Route
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The following table describes the labels in this screen.

Table 68 Network Setfting > Routing > DNS Route

IABEL DESCRIPIION

Add New DNS Click this to create a new enfry.

Route

# This is the number of an individual DNS route.

Status This field indicates whether the rule is active (yellow bulb) or not (gray bulb).

Domain Name This is the domain name to which the DNS route applies.

WAN Interface This is the WAN interface through which the matched DNS request is routed.
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Table 68 Network Setting > Routing > DNS Route (continued)

TABEL DESCRIPIION
Subnet Mask This parameter specifies the IP network subnet mask.
Modify Click the Edit icon fo configure a DNS route on the Zyxel Device.

Click the Delete icon fo remove a DNS route from the Zyxel Device.

11.3.1 Add orEdit DNS Route

You can manually add the Zyxel Device'’s DNS route entry. Click Add New DNS Route in the DNS Route
screen, use this screen to configure the required information for a DNS route.

Figure 144 Network Setting > Routing > DNS Route > Add New DNS Route
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The following table describes the labels in this screen.

Table 69 Network Setting > Routing > DNS Route > Add New DNS Route

IABEL DESCRIPTION
Active Enable DNS route in your Zyxel Device.
Domain Name Enter the domain name you want to resolve.

You can use the wildcard character, an "*" (asterisk) as the left most part of a domain name,
such as *.example.com. The Zyxel Device forwards DNS queries for any domain name ending in
example.com to the WAN interface specified in this route.

Subnet Mask Enter the subnet mask of the network for which to use the DNS route in dotted decimal
notation, for example 255.255.255.255.

WAN Interface Select a WAN interface through which the matched DNS query is sent. You must have the WAN
interfaces already configured in the Broadband screen.

OK Click this to save your changes.

Cancel Click this to exit this screen without saving.

11.4 Policy Route

By default, the Zyxel Device routes packets based on the shortest path to the destination address. Policy
routes allow you to override the default behavior and route packets based on other criteria, such as the
source address. For example, you can use policy-based routing to direct traffic from specific users
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through specific connections or distribute fraffic across multiple paths for load sharing. Policy-based

routing is applied to outgoing packets before the defaulf routing rules are applied.

The Policy Route screen let you view and configure routing policies on the Zyxel Device. Click Ne twork

Se tting > Routing > Policy Route t0 open the following screen.

Figure 145 Network Setting > Routing > Policy Route
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The following table describes the labels in this screen.

Table 70 Network Setting > Routing > Policy Route

IABEL DESCRIPTION

Add New Policy | Click this to create a new policy forwarding rule.

Route

# This is the index number of the entry.

Status This field displays whether the DNS route is active or not. A yellow bulb signifies that this DNS route
is active. A gray bulb signifies that this DNS route is not active.

Name This is the name of the rule.

Source IP This is the source IP address.

Source Subnet This is the source subnet mask address.

Mask

Protocol This is the transport layer protocol.

Source Port

This is the source port number.

Source MAC This is the source MAC address.

Source This is the interface from which the matched traffic is sent.
Interface

WAN Interface | This is the WAN interface through which the traffic is routed.
Modify Click the Edit icon to edit this policy.

Click the Delete icon fo remove a policy from the Zyxel Device. A window displays asking you to
confirm that you want to delete the policy.

11.4.1 Add orEdit Policy Route

Click Add New Policy Route in the Policy Route screen or click the Editicon next to a policy. Use this
screen to configure the required information for a policy route.
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Figure 146 Network Setting > Routing > Policy Route: Add or Edit
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The following table describes the labels in this screen.

Table 71 Network Setting > Routing > Policy Route: Add or Edit
TABEL DESCRIPIION
Active Click this to enable (turns blue) activation of the policy route. Otherwise, click to disable (turns

gray).

Route Name

Enter a descriptive name of up to eight printable English keyboard characters, not including
spaces.

Source IP
Address

Enter the source IP address.

Source Subnet
Mask

Enter the source subnet mask address.

Protocol

Select the transport layer protocol (TCP, UDP, or None ).

Source Port

Enter the source port number.

Source MAC

Enter the source MAC address.

Sourcelnterface
(example: br0 or
LANT - LAN4)

Enter the name of the interface from which the matched traffic is sent.

WAN Interface

Select a WAN interface through which the traffic is sent. You must have the WAN interfaces
already configured in the Broadband screens.

Cancel

Click cancelto exit this screen without saving.

OK

Click OK to save your changes.
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11.5 RIPOverview

Routing Information Protocol (RIP, RFC 1058 and RFC 1389) allows the Zyxel Device to exchange routing
information with other routers. To activate RIP for the WAN interface, select the supported RIP version
and operation.

11.5.1 RIP

Click Netwoik Se tting > Routing > RIP fO open the RIP screen. Select the desired RIP version and
operation by clicking the check box. To stop RIP on the WAN interface, clear the check box. Click the
Apply bufton to start or stop RIP and save the configuration.

Figure 147 Network Setting > Routing > RIP
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The following table describes the labels in this screen.

Table 72 Network Setting > Routing > RIP

TABEL DESCRIPIION

# This is the index of the interface in which the RIP setfting is used.

Interface This is the name of the interface in which the RIP setting is used.

Version The RIP version controls the format and the broadcasting method of the RIP packets that the

Zyxel Device sends (it recognizes both formats when receiving). RIPv1 is universally supported
but RIPv2 carries more information. RIPv1 is probably adequate for most networks, unless you
have an unusual network fopology. When set to Both, the Zyxel Device will broadcast its routing
table periodically and incorporate the RIP information that it receives

Operation Select Passive o have the Zyxel Device update the routing table based on the RIP packets
received from neighbors but not advertise its route information to other routers in this interface.

Select Active to have the Zyxel Device advertise its route information and also listen for routing
updates from neighboring routers.

Enable Select the check box to activate the settings.

Disable Default | Select the check box to set the Zyxel Device to not send the route information to the default
Gateway gateway.

Cancel Click Cancelfo exit this screen without saving.

Apply Click Apply to save your changes back to the Zyxel Device.
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CHAPTIER 12
Quality of Service (QoS)

12.1 QoS Overview

Quality of Service (QoS) refers to both a network’s ability to deliver data with minimum delay, and the
networking methods used to control the use of bandwidth. Without QoS, all fraffic data is equally likely
to be dropped when the network is congested. This can cause a reduction in network performance and
make the network inadequate for time-critical applications such as video-on-demand.

Configure QoS on the Zyxel Device to group and prioritize application fraffic and fine-tune network
performance. Setting up QoS involves these steps:

1 Configure classifiers to sort fraffic into different flows.
2 Assign priority and define actions to be performed for a classified fraffic flow.

The Zyxel Device assigns each packet a priority and then queues the packet accordingly. Packets
assigned a high priority are processed more quickly than those with low priority if there is congestion,
allowing fime-sensitive applications to flow more smoothly. Time-sensitive applications include both

those that require a low level of latency (delay) and a low level of jitter (variations in delay) such as
Voice over IP (VolIP) or Internet gaming, and those for which jitter alone is a problem such as Internet
radio or streaming video. There are eight priority levels, with 1 having the highest priority.

This chapter contains information about configuring QoS and editing classifiers.

12.1.1 What You Can Do in this Chapter
* The Generalscreen lets you enable or disable QoS and set the upstream bandwidth (Section 12.3 on
page 251).
* The Queue Setup screen lefs you configure QoS queue assignment (Section 12.8 on page 2646).
* The Classification Se tup screen lets you add, edit or delete QoS classifiers (Section 12.5 on page 256).

¢ The ShaperSetup screen limifs outgoing fraffic transmission rate on the selected interface (Section
12.6 on page 261).

* The PolicerSetup screen lets you control incoming fraffic transmission rate and bursts (Section 12.7 on
page 263).

12.2 WhatYou Need to Know

The following terms and concepts may help as you read through this chapter.
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QoS versus CoS

QoS is used to prioritize source-to-destination traffic flows. All packets in the same flow are given the
same priority. CoS (class of service) is a way of managing fraffic in a network by grouping similar types of
tfraffic fogether and tfreating each type as a class. You can use CoS to give different priorities to different
packet types.

CoS technologies include IEEE 802.1p layer 2 tagging and DiffServ (Differentiated Services or DS). IEEE
802.1p tagging makes use of 3 bits in the packet header, while DiffServ is a new protocol and defines a
new DS field, which replaces the eight-bit ToS (Type of Service) field in the IP header.

Tagging and Marking

In a QoS class, you can configure whether to add or change the DSCP (DiffServ Code Point) value, IEEE
802.1p priority level and VLAN ID number in a matched packet. When the packet passes through a
compatible network, the networking device, such as a backbone switch, can provide specific
freatment or service based on the tag or marker.

Taffic Shaping
Bursty traffic may cause network congestion. Traffic shaping regulates packets to be transmitted with a
pre-configured data transmission rate using buffers (or queues). Your Zyxel Device uses the Token Bucket

algorithm to allow a certain amount of large bursts while keeping a limit at the average rate.

Traffic Rate Traffic Rate

Traffic

L -

Time Time

(Before Traffic Shaping) (After Traffic Shaping)

Tra ffic Policing

Traffic policing is the limiting of the input or output fransmission rate of a class of traffic on the basis of
user-defined criteria. Traffic policing methods measure traffic flows against user-defined criteria and
identify it as either conforming, exceeding or violating the criteria.

Traffic Rate Traffic Rate

Time Time

(Before Traffic Policing) (After Traffic Policing)
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The Zyxel Device supports three incoming traffic metering algorithms: Token Bucket Filter (TBF), Single
Rate Two Color Maker (srTCM), and Two Rate Two Color Marker (frTCM). You can specify actions which
are performed on the colored packets. See Section 12.8 on page 266 for more information on each
metering algorithm.

Stric tly Prio rity

Strictly Priority (SP) services queues based on priority only. As traffic comes into the Switch, traffic on the
highest priority queue, Q7 is fransmitted first. When that queue empties, fraffic on the next highest priority
queue, Q6 is transmitted until Q6 empties, and then traffic is fransmitted on Q5 and so on. If higher
priority queues never empty, then fraffic on lower priority queues never gets sent. SP does not
automatically adapt to changing network requirements.

Weighted Round Robin Sc hedule (WRR)

Round Robin Scheduling services queues on a rotating basis and is activated only when a port has more
fraffic than it can handle. A queue is given an amount of bandwidth irrespective of the incoming fraffic
on that port. This queue then moves o the back of the list. The next queue is given an equal amount of
bandwidth, and then moves to the end of the list; and so on, depending on the number of queues
being used. This works in a looping fashion until a queue is empty.

Weighted Round Robin Scheduling (WRR) uses the same algorithm as round robin scheduling, but
services queues based on their priority and queue weight (the number you configure in the queue
Weight field) rather than a fixed amount of bandwidth. WRR is activated only when a port has more
traffic than it can handle. Queues with larger weights get more service than queues with smaller

weights. This queuing mechanism is highly efficient in that it divides any available bandwidth across the
different traffic queues and returns to queues that have not yet emptied.

12.3 Quality of Service General Settings

Use this screen to enable or disable QoS and set the upstream bandwidth or assign traffic priority. See
Section 12.1 on page 249 for more information.

When one of the following situations happens, the current WAN linkup rate will be used instead:

1 WAN Managed Upstream Bandwidth is sef to 0

2 WAN Managed Upstream Bandwidth is empty

3 WAN Managed Upstream Bandwidth is higher than the current WAN interface linkup rate
Note: Manually defined QoS is ignored when Upstream Thaffic Prority is selected.

Note: Upstream Taffic Prority automatically assigns a traffic priority level based on the
selected criteria.

Note: To have your QoS settings configured in other QoS screens take effect, select None in
the Upstre am Taffic Prority Assigned by field.

Click Network Setting > QoS > General o open the screen as shown next.
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Figure 148 Nefwork Setting > QoS > General
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The following table describes the labels in this screen.

Table 73 Network Setting > QoS > General

IABEL DESCRIPIION

QoS Select the switch to turn on QoS to improve your network performance.

WAN Managed | Enter the amount of upstream bandwidth for the WAN interfaces that you want to allocate using
Upstream QoS.

Bandwidth

The recommendation is to sef this speed to match the interfaces’ actual fransmission speed. For
example, set the WAN interfaces’ speed to 100000 kbps if your Internet connection has an
upstream transmission speed of 100 Mbps.

You can also set this number lower than the interfaces’ actual transmission speed. This will cause
the Zyxel Device to not use some of the interfaces’ available bandwidth.

If you leave this field blank, the Zyxel Device automatically sets this number to be 95% of the
WAN interfaces’ actual upstream transmission speed.

LAN Managed
Downstream
Bandwidth

Enter the amount of downstream bandwidth for the LAN interfaces (including WLAN) that you
want to allocate using QoS.

The recommendation is to set this speed to match the WAN interfaces’ actual transmission
speed. For example, sef the LAN managed downstream bandwidth to 100000 kbps if you use a
100 Mbps wired Ethernet WAN connection.

You can also set this number lower than the WAN interfaces’ actual transmission speed. This will
cause the Zyxel Device to not use some of the interfaces’ available bandwidth.

If you leave this field blank, the Zyxel Device automatically sets this to the LAN interfaces’
maximum supported connection speed.
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Table 73 Network Setting > QoS > General (confinued)

TABEL DESCRIPTION

Upstream traffic | Select how the Zyxel Device assigns priorities to various upstream fraffic flows.

priority Assighed . o . . .

by * None: Disables auto priority mapping and has the Zyxel Device put packets into the queues
according to your classification rules. Traffic which does not match any of the classification
rules is mapped into the default queue with the lowest priority.

* Bthemet Prority: Automatically assign priority based on the IEEE 802.1p priority level.

e TIPPrecedence: Automatically assign priority based on the first three bits of the TOS field in the
IP header.

* PacketIength: Automatically assign priority based on the packet size. Smaller packets get
higher priority since control, signaling, VolP, Internet gaming, or other real-time packets are
usually small while larger packets are usually best effort data packets like file transfers.

Cancel Click Cancelto restore your previously saved settings.
Apply Click Apply to save your changes.

12.4 Queue Setup

Click Network Setting > QoS > Queue Setup t0 open the screen as shown next.
Use this screen to configure QoS queue assignment to decide the priority on WAN or LAN interfaces.

Traffic with higher priority gets through faster than those with lower priority. Low-priority traffic is dropped
first when the network is congested.

Note: Configure the priority level for a QoS queue from 1 fo 8. The smaller the number in the
Priority column, the higher the priority.

Note: The corresponding classifiers will be removed automatically if a queue is deleted.
Note: Rate limit 0 means there is no rate limit on a queue.

Figure 149 Network Setting > QoS > Queue Setup
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The following table describes the labels in this screen.

Table 74 Network Setting > QoS > Queue Setup

TABEL DESCRIPIION

Add New Click this button to create a new queue entry.

Queue

Quevue Setting Select between SP (Strict Priority), SP+WRR, or WRR (Weighted Round Robin). SP scheduling
singles out the highest priority queue and ensures all queued traffic in this queue is transmitted
before servicing the lower priority queues. WRR scheduling services queues on a rotating basis
based on their queue weight (the number you configure in the queue Weight field. Queues with
larger weights get more service than queues with smaller weights. If you choose SP+WRR, the first
and second queue will be SP, and the third and fourth queue will be WRR.

# This is the index number of the entry.

Status This field displays whether the queue is active or not. A yellow bulb signifies that this queue is
active. A gray bulb signifies that this queue is not active.

Name This shows the descriptive name of this queue.

Interface This shows the name of the Zyxel Device's interface through which traffic in this queue passes.

Discipline This shows the discipline of the queue. The discipline is changed according to the option chosen
in Queue Setting. If you choose SP, the discipline will be SP. If you choose SP+WRR, the discipline
of the first and second queue will be SP, and the third and fourth queue will be WRR. If you
choose WRR, the discipline will be WRR. Strict Priority scheduling services the remaining queues
using WRR.
WRR scheduling services queues on a rotating basis based on their queue weight (the number
you configure in the queue Weight field). Queues with larger weights get more service than
queues with smaller weights.
Note: Queue weights can only be changed when Weighted Round Robin is selected.

Priority This shows the priority of this queue. The lower the number, the higher the priority level.

Weight This shows the weight of this queue.

Buffer This shows the queue management algorithm used for this queue.

Management . . .
Queue management algorithms determine how the Zyxel Device should handle packets when
it receives foo many (network congestion).

Rate Limit This shows the maximum fransmission rate allowed for traffic on this queue.

Modify Click the Editicon to edit the queue.
Click the Delete icon to delete an existing queue. Note that subsequent rules move up by one
when you take this action.

12.4.1 Add a QoS Queue

Click Add New Queue or the Editicon in the Queue Setup screen to configure a queue.
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Figure 150

Network Setting > QoS > Queue Setup > Add New Queue/Edit

Add New Queus

LK

The following table describes the labels in this screen.

Table 75 Network Setting > QoS > Queue Setup > Add New Queue/Edit

TIABEL DESCRIPIION

Active Click this switch to enable or disable the queue. Slide the switch button to the right to enable.

Name Enter the descriptive name of this queue.

Interface Select the interface to which this queue is applied.
This field is read-only if you are editing the queue.

Priority Select the priority level (from 1 to 8) of this queue.
The smaller the number, the higher the priority level. Traffic assigned to higher priority queues
gets through faster while traffic in lower priority queues is dropped if the network is congested.

Weight Select the weight (from 1 fo 8) of this queue.
If two queues have the same priority level, the Zyxel Device divides the bandwidth across the
queues according fo their weights. Queues with larger weights get more bandwidth than
queues with smaller weights.

Buffer This field displays Drop Tail (DD. Drop Tail (DD is a simple queue management algorithm that

Management allows the Zyxel Device buffer to accept as many packets as it can until it is full. Once the buffer
is full, new packets that arrive are dropped until there is space in the buffer again (packets are
transmitted out of it).

Rate Limit Specify the maximum transmission rate (in Kbps) allowed for traffic on this queue. If you enter 0
here, this means there's no rate limit on this queue.

Cancel Click Cancel fo exit this screen without saving.

oK Click OK to save your changes.
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12.5 QoS Classification Se tup

Use this screen to add, edit or delete QoS classifiers. A classifier groups traffic into data flows according
to specific criteria such as the source address, destination address, source port number, destination port
number or incoming interface. For example, you can configure a classifier to select traffic from the
same protocol port (such as Telnet) to form a flow.

You can give different priorities to traffic that the Zyxel Device forwards through the WAN interface. Give
high priority o voice and video to make them run more smoothly. Similarly, give low priority fo many
large file downloads so that they do not reduce the quality of other applications.

Click Netwoik Setting > QoS > Classification Setup fo open the following screen.

Figure 151 Network Setting > QoS > Classification Setup
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The following table describes the labels in this screen.

Table 76 Network Setting > QoS > Classification Setup

TABEL DESCRIPTION

Add New Click this to create a new classifier.

Classification

Order This is the index number of the entry. The classifiers are applied in order of their numbering.

Status This field displays whether the classifier is active or not. A yellow bulb signifies that this
classifier is active. A gray bulb signifies that this classifier is not active.

Class Name This is the name of the classifier.

Classification

This shows criteria specified in this classifier, for example the interface from which fraffic of

Criteria this class should come and the source MAC address of traffic that matches this classifier.
DSCP Mark This is the DSCP number added to traffic of this classifier.

802.1P Mark This is the IEEE 802.1p priority level assigned to traffic of this classifier.

VLAN ID Tag This is the VLAN ID number assigned to traffic of this classifier.

To Queuve This is the name of the queue in which traffic of this classifier is put.

Modify Click the Edit icon to edit the classifier.

Click the Delete icon to delete an existing classifier. Note that subsequent rules move up by
one when you ftake this action.
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12.5.1 Add orEdit QoS Class

Click Add Ne w Classific ation in the Classific ation Se tup screen or the Editicon next to a classifier to open
the following screen.
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Figure 152 Network Setting > QoS > Classification Setup > Add New Classification/Edit
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The fol