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Warranty and liability

Warranty and liability

Note

Security
informa-
tion

The Application Examples are not binding and do not claim to be complete
regarding the circuits shown, equipping and any eventuality. The Application
Examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for ensuring that
the described products are used correctly. These Application Examples do not
relieve you of the responsibility to use safe practices in application, installation,
operation and maintenance. When using these Application Examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
Application Examples at any time without prior notice.

If there are any deviations between the recommendations provided in these
Application Examples and other Siemens publications - e.g. Catalogs - the
contents of the other documents have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
(“wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change of the burden of
proof to your detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of the Siemens AG.

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.

Customer is responsible to prevent unauthorized access to its plants, systems,
machines and networks. Systems, machines and components should only be
connected to the enterprise network or the internet if and to the extent necessary
and with appropriate security measures (e.g. use of firewalls and network
segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.
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Preface

Introduction

There are various automation systems available for the SIMATIC PCS 7 process
control system which differ in performance, quantity structure, communications
interfaces and scalability, among other things. These include:

e AS 410 automation systems
e Complementary S7-400 systems (AS 412 to AS 417)

Depending on the automation performance requirements, CPU 412 to CPU 417
may be used on the complementary S7-400 systems. If the performance limit of
one of the CPUs being used is reached, e.g., as a result of necessary modifications
to the user program, the hardware must be exchanged to increase the
performance, or a higher performance S7-400 system used.

The AS 410 offers a CPU — the innovative CPU 410-5H Automation — which is
versatile in use. The automation performance is scaled without having to change the
CPU and is effected by means of the number of PCS 7 process objects. In this case
the best performance is always available regardless of the area of application.

The reduction of types on the AS 410 to a single CPU brings numerous benefits.

It simplifies considerably the selection, configuration and planning of the automation
system, as well as replacement parts holding and plant expansion.

Document contents

validity

In this document, scenarios are described which explain relevant functions of the
CPU 410-5H Process Automation in the AS 410 and illustrate advantages compared
to the complementary S7-400 systems. Additionally you will gain an overview of
important configuration steps and hints.

You will find information on the following topics in the document:
e General information on the CPU 410-5H Process Automation
e Advantages of the CPU 410-H

e Configuring the communications interface and establishing the connection
between the ES and the AS

e Type Change in RUN (TCIR) function
e Configuration of the PN/Ethernet interfaces
e Online upgrade of process objects

This application applies to:
e CPU 410-5H Process Automation, Firmware Version 8.1
e SIMATIC PCS7V8.2

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
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1 CPU 410-5H at a glance

In this chapter you will find general information on the CPU 410-5H, its functions
and areas of application.

1.1 Introduction

The CPU 410-5H is a controller specially designed for process automation which is
versatile in use. With its robust, high performance hardware, the CPU 410-5H
covers the entire performance spectrum of the AS 412 to AS 417 complementary
systems.

Scalable performance

The performance range of the CPU 410-5H can be individually scaled according to
the size and type of the PCS 7 applications. This is done by means of the PO
volume, which is determined by the System Expansion Card (SEC). The volume
extends from 100 PO to unlimited, at which point other performance data of the
CPU acts as the limiting factor.

The PO quantity structure of an SEC can be conveniently extended from the PCS 7
V8.1 by means of CPU 410 expansion packs. It is not necessary to dismantle the
CPU or the SEC. There are CPU 410 expansion packs available for 100 POs and
500 POs. You have the following options when ordering CPU 410 expansion packs:

e Online via http://www.siemens.com/industrymall

e Through your Siemens contact person (www.siemens.com/automation/partner)

Communication

The CPU has two 10/100 MBit/s PN/Ethernet interfaces, which can be configured
as follows:

e 2x PROFINET, e.g., for redundant configurations without the use of external CPs

e 1xIndustrial Ethernet and 1x PROFINET, e.g., for connecting to the plant bus
and the process bus without the use of external CPs.

e 2x Industrial Ethernet, e.g., to design redundancy into the plant bus

Additionally, the CPU has a 12 MBit/s PROFIBUS interface and allows the
connection of up to 96 nodes. The distributed process I/O can be linked either
directly (PROFIBUS DP) or via a subordinate process bus (PROFIBUS PA).

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
Entry ID: 96839331, V2.2, 11/2016 5
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The PROFINET interfaces can be used for connecting or expanding the 1/0
devices. 250 devices can be connected for each PROFINET interface.
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Process safety functions

The SIMATIC PCS 7 CPU 410 is set up as standard for integrated process safety
functions and offers all the functions required for safety-oriented applications. The
controller is TUV certified and meets all safety requirements up to SIL 3. The CPU is
capable of multitasking, meaning that several programs can run simultaneously -
both Basic Process Control Applications (BPCS) and safety-oriented applications.
The programs are also reaction-free, with the result that potential errors in the BPCS
applications have no effect on the safety-oriented applications and vice versa.

General information

Two redundant, galvanically isolated controllers are used to guarantee maximum
availability. They can be mounted on a common rack or also operated
synchronously at a distance of up to ten kilometers from one another. In this case,
one of the two CPUs functions as the master and the other as the reserve. In each
case two synchronization submodules are used for redundant coupling, the two
CPUs being synchronized by means of fiber-optic cables. The modules can be
exchanged during operation.

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
Entry ID: 96839331, V2.2, 11/2016 6
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1.2 Advantages of the CPU 410-5H

General information

The CPU 410-5H offers, among others, the following advantages:

A hardware platform for all application uses, application sizes and performance
ranges.

Consequently the selection, configuration and planning of the automation
system are simplified.

Lower costs for spare or replacement part inventories, as only one CPU type is
used in the project.

Flexible expansion of the automation performance without replacing hardware

Lower investment costs and greater possibilities for use in regions with coating
requirements, due to the protective coating of the CPU 410-5H

Reduction of plant downtime due to the possibility of type updating of AS
blocks in RUN mode (TCIiR).

System planning

The advantages of the CPU 410-5H come into their own above all when planning a
new plant:

When planning the automation performance necessary for your plant, you will
no longer have to consider different CPU variants, as the CPU 410-5H can be
used for all purposes (e.g. as an H or an F system, as well as for all application
sizes).

The required automation performance (PO volumes) can be ordered according
to the application size after the engineering phase is complete.

The automation performance can be conveniently expanded as required at any
time by means of the CPU System Expansion Card (SEC), without any
exchange of hardware or plant downtime.

The planning of the CPU spares is simplified considerably by the use of
standardized hardware. In this case you will only need one CPU 410-5H
without SEC as a replacement part, since the SEC can be transferred if the
CPU is exchanged.

Due to networking with PROFINET (PN), switchgear and drives can be
reached by every CPU without expensive cabling. Should program relocations
to another CPU arise in the course of the implementation, it will not be
necessary to rewire the station or the device.

Note The PN communication which spans the CPUs can influence the performance
capability of all the CPUs in the PN network.

Process automation
Entry ID: 96839331,

with the SIMATIC PCS 7 CPU 410-5H controller
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Application scenarios

Configuring the communications interface and
establishing the connection between the ES and the AS

In order to implement the application scenarios described in this chapter, a
connection must be set up between the Engineering Station (ES) and the
Automation System. The configuration procedure depends on the communications
interface used. A distinction is made between:

e AS with additional CP
e Internal PN/Ethernet interfaces of the CPU

Establishing a connection using an additional CP in the AS

The following will describe how to establish a connection between ES and AS
using the CP 443-1.

Requirement

In order to establish a connection between the ES and the AS (via the CP), the
modules must be fitted in the rack as shown in the operating manual.

Preliminary considerations

Before establishing communication, you must define whether you want to use
TCP/IP or ISO. Addressing (IP address, MAC address) is carried out on the basis
of the interface selection.

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
Entry ID: 96839331, V2.2, 11/2016 8
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2 Application scenarios

2.1 Configuring the communications interface and
establishing the connection between the ES and the AS

Connection via ISO interface

The following points are a step-by-step description of how to establish the
connection between the AS and the ES.

1. Configure the AS in the HW Config. and assign the address for the CP
(MAC address) accordingly.

Properties - Ethernet interface CP 443-1 (RD/55) x|

" General Parameters |

¥ | Set it addess /use 150 protocal

MALC address: IDEFDD-DB-D'I-D'I-EH

[ IP protocol is being used

IP address: [192.168.0.1 Gateway
€ [onot use router
Subnet mask: |255.255.255.0
) ze router
Address: I
Subnet:
— not networked — Now

Properties... |
Delete |

Carcel |t |

Save and compile the configuration.

3. Inthe SIMATIC Manager, use menu command "Tools > Set PG/PC station..."
to set the "Interface parameter setting used" to "ISO" (e.g., CP1623.1S0.1).

4. Switch back to the HW Config.
5. Execute the menu command "Target system > Load in module...".

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
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2 Application scenarios

2.1 Configuring the communications interface and
establishing the connection between the ES and the AS

6. Inthe "Select Target Module" dialog window, select the relevant module and
click on "OK".

select Target Module x|

Target modules:

kModule | Racksz Slat

Select &l |

Cancel Help

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
Entry ID: 96839331, V2.2, 11/2016
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2 Application scenarios

2.1 Configuring the communications interface and
establishing the connection between the ES and the AS

7. If you have not changed the MAC address for the CP (configured MAC

address is the same as the factory-set MAC address), click on the "OK" button

in the "Select Node Address" dialog window.

Select Node Address

Ovwer which station addresz ig the programming device connected to the module CP 410-56H7

B

Rack: IEI _lj
Slat; IG

T arget Station: % |ocal

{"| Can be reached by mearns of gateway

Enter connechion to karget station:

MAC address | Module type | Station name | Module name | Plant designation

03-00-06-01-01-21

Acceszible Modes

e

Cancel Help

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
Entry ID: 96839331, V2.2, 11/2016
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2 Application scenarios

2.1 Configuring the communications interface and
establishing the connection between the ES and the AS

Note

If you have configured a different MAC address, then click on the "View" button.

Then in the "Accessible Nodes" box, select the CP from which you want to load the

configuration. Now click the "OK" button.

x

Owver which station address iz the programming device connected to the module CPU 410-5H7

Rack: 1] _:I
Slot; |3 _l:
Target Station: & |ocal

{ Lan be reached by means of gateway

Enter connection to karget station: |
MAC address | Module type | Station name | Module name
08-00-06-01-00-00 CP 443-1

4| | |

Aocezsible Modes

00-18-18-7E-35-0D SIMATIC-PC

[J5-00-06-07 -00-00

02-00-06-01-01-22 CP 44231
02-00-06-3E-73-AE INC

4| | i

Update

Cancel Help

8. The configuration has now been loaded into the AS.

After an address change, always load the configuration via the HW Config or

NetPro. The accessible nodes to which you can make assignments by loading a
new address are only shown here. When loading from the SIMATIC Manager, an
attempt will be made to load via the configured address. Since this cannot be
accessed, the loading procedure will be aborted, accompanied by an appropriate
message.

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
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2.1 Configuring the communications interface and
establishing the connection between the ES and the AS

Connection via TCP/IP interface

The following points are a step-by-step description of how to establish the
connection between the AS and the ES.

1. Configure the AS in the HW Config. and assign the IP parameters for the CP
(IP address, subnet mask) accordingly.

Properties - Ethernet interface CP 443-1 (RD/55) x|

" General Parameters |

[T Set MAC address / use 150 protocal

MAL address: I

¥ | IF protocal iz being used

IP address: [7210131 Gateway
= Do not use router
Subnet mask: |255.255.255.D
" Use router
Address: I
Subnet:
— not networked — Mew...

Properties... |
Delete |

Carcel |t |

Save and compile the configuration.

3. Inthe SIMATIC Manager, use menu command "Tools > Set PG/PC station..." to
set the "Interface parameter setting used" to "RFC1006" or "TCPIP" (e.g.,
CP1623.RFC1006.1).

4. Switch back to the HW Config.
5. Execute the menu command "Target system > Edit Ethernet Node".

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
Entry ID: 96839331, V2.2, 11/2016 13
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2 Application scenarios

2.1 Configuring the communications interface and
establishing the connection between the ES and the AS

6. Click on the "Browse" button in the "Edit Ethernet Node" dialog window.

Edit Ethernet Node

x|

— Ethernet node
Modes accezsible anline

MAL address:

—5Set I[P configuration

& se |P parameters

[Fateway
IP address:
- I %" Do not use router
Subnet maszk: | ™ Use router

Srldress: I

" Obtain IP address from a DHCP server

— ldentified by

= Client D ) WAL address  Device name

Client [D;

dEgzign | Configuratian |

—Azzign device name

Device name: Szzign Hame |

— Reset to factary zettings

Beset |

Cloze |

Help |

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
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2 Application scenarios

2.1 Configuring the communications interface and

establishing the connection between the ES and the AS

7. Inthe "Browse Network" dialog window, select the CP by means of the MAC
address and click on the "OK" button.

Browse Network - 13 Nodes

Start |

|

B

Stop | 172.10.0.209 08-00-05-9E-73-4E  INC
172.10.0.208 00-1B-1B-46-40-79  SCALAMNCE..  hrack-12
172.10.0.203 00-1B-1B-06-1B-72  SCALANCE... laborl-s2
[ | Fast search 172.20 66,202 08-00-06-94-60-26  INC UPD-Terr
169.254.210195  00-1B-1B-7E-95-..  SIMATICPC  es13
172.10.0.204 00-1B-1B-06-1B-CC SCALANCE... laborl-s2
172.10.0.202 00-1B-1B-89-02-3F  SCALANCE..  labor2-s21
172.10.0.201 08-00-06-97-1B-BE  SCALANCE... labor2-sd1
172.20 66,201 08-00-06-96-4E-4E  INC UPD-Terr
172.10.50.201 O0-0E-BC-D3E34E  SCALANCE...  platzB0ar
1592.168.0.21 00-1B-1B-85-2511  57-400 prio
172.10.0.206 00-1B-1B-46-40-00  SCALAMNCE...  hrack-10
« | o
Elazh | AL address: 00-0E-8C-90-C8-92
Cancel Help

Note

Process automation with the SIMATIC PCS 7 CPU 410-5H controller

Entry ID: 96839331, V2.2, 11/2016
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2 Application scenarios

2.1 Configuring the communications interface and
establishing the connection between the ES and the AS

8. The MAC address and the IP parameters for the CP are entered in the
"Edit Ethernet Node" dialog window. Adapt the IP parameters according to
your configuration in HW Config (see Step 1). Next click on the "Assign IP
Configuration" button and then on the "Close" button.

x

— Ethernet node
Modes accessible online

MAL address: 00-0E-2C-90-C8-38 Browse. . |

— Set IP configuration

¥ Lsze |FP parameters

[Fateway
IP address:
AT Rl |1?2'1D'1'32 {+ Do nat use rauter
Subrnet mask: |255.255.0.0 " Use router
AR E
rrei—
" Obtain IP address from a DHCP server
|dentified by
% Client I ) AL address = Device name
ClentID: |

| Azzign P Configuration ||

—Azzign device name

Device name: 57-400 CF:00.0E.8C.30.C5.94 Azsian Mame |

— Reset ta factary zethings

Rezet |

Note If you start the search again, you can check to see if the parameters have been
correctly accepted.

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
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2.1 Configuring the communications interface and
establishing the connection between the ES and the AS

9. Execute the menu command "Target system > Load in module...".

10. In the "Select Target Module" dialog window, select the relevant module and
click on "OK".

Select Target Module x|

Target modules;

M odule | Rackz St

CPL 410-5H 1] 3

Select Al |

Cancel Help

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
Entry ID: 96839331, V2.2, 11/2016
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2.1 Configuring the communications interface and
establishing the connection between the ES and the AS

11. In the "Enter connection to target station" box in the "Select Node Address"
dialog window, select the relevant IP address and click on the "OK" button.

select Node Address x|

Owver which station address iz the programming device connected to the module CPU 410-5H7

Rack: 1] _:I
Slot; |3 _l:
Target Station: & |ocal

{ Lan be reached by means of gateway

Enter connection to karget station: |
IF address | MAC address | Module type | Station name | Module name :l

192,168, 1.1
172.10.1.32 0 ) M ~
[ | [

Aocezsible Modes

L=

Cancel Help

12. The configuration has now been loaded into the AS.

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
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2 Application scenarios

2.1 Configuring the communications interface and
establishing the connection between the ES and the AS

2.1.2 Establishing a connection via internal PN/Ethernet interfaces of the CPU

The following describes how to establish a connection between the ES and the AS
using the internal PN/Ethernet interfaces of the CPU 410-5H.

Requirement

In order to establish a connection between the ES and the AS using the internal
interfaces of the CPU 410-5H, the CPU 410-5H must be fitted in the rack as shown
in the operating manual and be connected to the ES via the network (Ethernet).

Preliminary considerations

Before configuring, define which interface is to be used to connect the CPU to the
plant bus. An IP address from the address range of the plant bus must be used for
the interface.

Note The ISO protocol is not supported by the internal PN/Ethernet interfaces.

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
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2.1 Configuring the communications interface and
establishing the connection between the ES and the AS

Connection via PN/Ethernet interface

The following points are a step-by-step description of how to establish the initial
connection between the CPU 410-5H and the ES.

1. Configure the AS in the HW Config. and assign the IP parameters (IP address,
subnet mask) on the PN/Ethernet interface.

Properties - Ethernet interface PN-IO-X5 (RDf53.5) 5[

" General  Parameters |

IP address: 172.10.1.32 Gateway
* Do not use router
Subnet mask: 2h5.255.0.0
™ Use router
Address: I
Subnet:
— not networked — New...

Properties... |
Delete |

Corcel_| b |

Save and compile the configuration.

3. Inthe SIMATIC Manager, use menu command "Tools > Set PG/PC station..." to set
the "Interface parameter setting used" to "RFC1006" or "TCPIP" (e.g.,
CP1623.RFC1006.1).

4. Switch to the HW Config.
5. Execute the menu command "Target system > Edit Ethernet Node".

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
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2 Application scenarios

2.1 Configuring the communications interface and
establishing the connection between the ES and the AS

6. Click on the "Browse" button in the "Edit Ethernet Node" dialog window.

Edit Ethernet Node

x|

— Ethernet node
Modes accezsible anline

MAL address:

—5Set I[P configuration

& se |P parameters

[Fateway
IP address:
- I %" Do not use router
Subnet maszk: | ™ Use router

Srldress: I

" Obtain IP address from a DHCP server

— ldentified by

= Client D ) WAL address  Device name

Client [D;

dEgzign | Configuratian |

—Azzign device name

Device name: Szzign Hame |

— Reset to factary zettings

Beset |

Cloze |

Help |

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
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2 Application scenarios

2.1 Configuring the communications interface and

establishing the connection between the ES and the AS

7. Inthe "Browse Network" dialog window, select the CPU by means of the MAC

address and click on the "OK" button.

X

Start | | | |P addrezs | AL address | Device type | I ame
17210.0.208 00-1B-1B-46-40-79  SCALAMCE.. h-rack-12
Stop | 172100203 00-1B-1B-06-1B-72  SCALAMCE.. laborl-x2
172 20.66.202 03-00-06-34-E0-26  IMC PD-Ter
169.254.210.195 00-1B-1B-7E-95-..  SIMATIC-PC  exl3
¥ Fast search 172100204 00-1B-1B-06-1B-CC  SCALAMCE...  laborl-x2
172100202 00-1B-1B-85-02-3F  SCALAMCE..  labor2-x2i
17210020 03-00-06-97-1B-BE  SCALAMCE... labor2-wdl
172 20.66.20 03-00-06-96-4E-4E  IMC PD-Ter
172105020 O0-0E-BC-D3-63-4E  SCALAMCE.. platzb0ar
172101, 22 [18-00-06- EI1 -00-22 erdd

1?21nnzn5

10-1B-1B

00-1E-1B- 4E4EIEID

57-FC

CCALANCE. .

| | |
Elash | MAC address: 00-1B-1B-85-25-11
Cancel Help
Note If not all or none of the connected nodes are displayed, check the settings for the

used network components (switches,...).
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2 Application scenarios

2.1 Configuring the communications interface and
establishing the connection between the ES and the AS

8. The MAC address and the IP parameters for the Ethernet interface are entered
in the "Edit Ethernet Node" dialog window. Adapt the IP parameters according
to your configuration in HW Config (see Step 1). Next, click on the "Assign IP
Configuration" button and then on the "Close" button.

x

— Ethernet node

Modes accessible online

AL address: 00-1B-1B-85-25-11 Browsze. .. |

—Set IP configuration

[Fateway

IP address:

AT Rl |1?2'1D'1'32 {+ Do nat uze rauter
Subrnet mask: |255.255.0.0 " Use router

e II*."‘Z.*."].EI.21

" Obtain IP address from a DHCP server

|dentified by

% Client 1o ) WAL address {© Device name

ClentID: |

| Azzign P Configuration ||

—Azzign device name
Device name: pri-io Agzzign Mame |

— Reset ta factary zettings

Rezet |

Note If you start the search again, you can check to see if the parameters have been
correctly accepted.
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2.1 Configuring the communications interface and
establishing the connection between the ES and the AS

9. Execute the menu command "Target system > Load in module...".

10. In the "Select Target Module" dialog window, select the relevant module and
click on "OK".

Select Target Module x|

Target modules;

M odule | Rackz St

CPL 410-5H 1] 3

Select Al |

Cancel Help

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
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2 Application scenarios

2.1 Configuring the communications interface and
establishing the connection between the ES and the AS

11. In the "Enter connection to target station" box in the "Select Node Address"
dialog window, select the relevant IP address and click on the "OK" button.

Select Node Address x|

Ower which ztation address is the programming device connected to the module CRU 410-5HY

Rack: IEI _I?
Slat; 3 _:I
T arget Station: = Local

{ Can be reached by means of gateway

Enter connection to karget station: |
IF address | MAC address | Module type | Station name | Module name | F

00-1B-16-85-25-11 _[57400 | [ | |

192,168.1.1

4| | i

Accezsible Nodes

Wi |
Cancel Help

12. The configuration has now been loaded into the AS.
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2 Application scenarios

2.2 Loading interface changes from AS blocks in RUN mode (TCIR)

2.2

Loading interface changes from AS blocks in RUN
mode (TCIiR)

Introduction

The CPU 410-5H V8.1 supports type updating with interface changes in RUN

mode (Type Change in RUN (TCIR)). It is thus possible to update the instances
after an interface change to block types and load them into the target system in
RUN mode. With the TCIiR function you can, for example, also update a library

without having to put the CPU in the STOP state (see Chapter 2.3).

CAUTION

Note that you must create new blocks (new number) for the instances of
the changed block types that were loaded into the CPU by means of TCiR.
The system deactivates the blocks in WinCC until the OS server has be
been re-compiled and loaded.

In the case of a redundant OS server, you can do this before loading AS
TCiR and loading one of the servers. This means that the plant can be
operated before and after AS TCiR loading.

Note, however, that when doing this data can be lost in the area of
archiving.

CAUTION

The following changes to the block can only be loaded in STOP mode:

e Changed name of an input with configured message
("Message Event ID")

Note

You can find a detailed description of TCiR in the CFC online help system and in
the “SIMATIC Process Control System PCS 7 CFC for SIMATIC S7 (V8.2)”
function manual.

This chapter will describe as an example how to add a new connection to the block
and then load this change into the CPU 410-5H in RUN mode.

Requirements

The following requirements apply:

A PCS 7 multiproject is open in the SIMATIC Manager.
The automation program has been compiled and loaded into the CPU 410-5H PA.

Loading of the automation program was carried out with a CFC of Version V8.1
(or above)

The firmware of the CPU 410-5H PA is V8.1 (or above)
There is enough storage space on the CPU for modified blocks
There are enough reserve POs on the CPU

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
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2 Application scenarios

2.2 Loading interface changes from AS blocks in RUN mode (TCIR)

Making interface changes

Open the master data library for the project in component view.

1. Open the "Sources" folder.

2. Open the SCL source for the desired block type.

¥ TUWES_MP (Component view) -- D:\Project\TUWES\TUWE_MP

2 TUwAS
TUWES_Pii

=@ CPU 1054

57 Program(1)
(B0 Sources
gH Blocks

afff CP 4431
Lk CP 4435 Ent

ol 45417

-8 ESG0

-7 Shared Declarations
-6 TUWES_Lib

=-E1 57 Program(1)

(B Fources

-{gH Blocks

-] Shared Declarations

3. Carry out the desired changes.

SCL source
SCL source

SCL source

E‘@ TUWES_MP Ohjsct narmne I Symbilic narne I Type
: MOTOR
1 MyMOTOR

In this example, the connection "LOCK_2" will be added for an additional

interlock on the block.

EfiSCL - [seMOTOR -- TUWES_Lib\S7 Program(1)]

Fle Edit Insert PLC Debug View Options Window Help ===l
D|&|8| & =] 4|ss|e enfoelsals| | 1| [T =(S|m| M|
i=( @ [2€] 05> 2] o
Al
VAR INPUT 2]
00S {S7_visible:='false'; iy

57_link:='fa
57_m e:='t
57_string O:
57 string 1:
LOCK {57_dynamic:='tr

LDCK_z_{E‘l_aynaJr.;c: ‘true’';
57_m c:='true'} : BOOL :

o T—
57_m c:='true'} 1

AUTO_ON ({57_dynamic:=' H
S7_contacc:='true') : BOOL :

1]

[4[ 4] » >} Error 3, Info

Press F1 for help.

|tn &2 Cal 29

[ns [moD |

4

4. Save the changes and compile the SCL program.

5. Close the SCL source.
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2 Application scenarios

2.2 Loading interface changes from AS blocks in RUN mode (TCIR)

Loading interface changes in RUN mode
1. Select the "Blocks" folder in the master data library.

2. Carry out command "Extras > Charts > Update block types".
The "Update block types" dialog opens.

3. Select the check box in the "Download in RUN" column and click on the
"Calculate" button in the "Resources" column.

Update block types

"\Q Select the 57 program to be checked. 1[3]
Download in RUN Program Resources Status
[v TUWAS\AS410_B\CPU 410-5H\S7-Programmi1) ]
[v TUWES_Lib\S7 Program(1i) ]
v | I WES_Prj\AS410\CPU 410-5H\S7 Program(1) ing o
a TUWES_Pri\AS417\CPU 417-5 H PN/DP\S7 Program(2) i

Lag file: ID:\Proiect'\TUWES\T LwE_LibhECentralB sthctualize. TXT Other file... |
Back I Hext I Cancel | Help |

The "Resource information” dialog opens. This contains information about resource
requirements for type changing in the automation system in which the type change
is carried out.

Resource information Ed |

Temporany work. memory and communication job instances are uzed when downloading a CPU
4105 in operating made. The required rezources can anly be estimated prior ta the type impart.

A exact calculation iz pozzible anly immediately prior bo the download. |k some cazes. only a
complete download is poszsible.

Fleaze read the information in the help.

T emporarily reguired work. memorny in butes: IT-"44 Bytez
Tempararily required communication job instances: I2

; Help |

Note If not enough resources are available, loading is only possible via STOP.
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2 Application scenarios

2.2 Loading interface changes from AS blocks in RUN mode (TCIR)

4. Close the "Resource information" dialog.

5. Inthe "Update block types” dialog, click on the “Next” pushbutton.
In this step, the display shows whether the type change can be carried out in
the RUN state on the basis of the calculation in the "Consequence" field.

Update block types

-’K:é Select the block types to be updated. 23]
| Block type | Program Consequence | Status |
|seMoTOR |TUWES_Pri\A5410\CPU 410. .. [ Download in RUN is possible after adapting all instances | O
Back I Finigh I Cancel | Help |

6. Click "Finish". Wait until the updating procedure has completed successfully.
A log file is displayed at the end of the procedure.

7. Select the "Charts" folder for the AS program and open a CFC chart.

[ Chart Edit Insert CPU Debug View Options Window Help — |E |i|
NSS4 28 |[BE Ee| 3 | 6t
e =5 Boh =aa BEMN
[0}y Mew Chart = M1 ;|
----- New Text 2eMOTOR T
-6 All blocks seMotor 2372
-y @SYSTEM —ﬁ- QMsSS_ST —
[]---Q BIT_LGC E ’ QMON_ERR|—
-y COMPARE LOCK_ON QGR_ERR
-y CONTROL —|a0TO_ON QRN —
- CONVERT —|1_RESET QSTOP |—
[+ Channel —luss QSTART |
[]—--Q Drives sy QC QSTAR
[+ FLIPFLOP | —rm on QMAN AUT |
E]---Q Genrator . Tr?.q on EHTK |
[]—--Q Interlck - E; o
-y LogicDi B it
i @y MATH_FP —|Lrop sEL
[+ MATH_INT ] =
-8 MULTIPLY =l S
. 1 |MONITOR
:ﬁ- o 4 TIME_MON
I Ty EN_CHIX
L i( MONITOR2 ;I
[~ Find initial letter < mu I 5
Press F1 for help. L TCiR: Download required. |—;
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2.2 Loading interface changes from AS blocks in RUN mode (TCIR)

8. Click the "Load" button on the toolbar.
The "Compile program/Download to target system" dialog opens.

9. Select the "Entire program" option on the "Compile charts as program" tab.

Compile Program | Download to Target System B

Compile Charts as Program | 57 Download I

CPU: CPU 410-5H
Program name: AS410NCPU 410-5HMST Programii)h

i

. Changes only

¥ Generate module drivers Block Driver Settings..

[~ Geperate 5CL source

Crcel_| b

10. Open the "S7 download" tab and select the "Changes only" option.
Compile Charts as Program 57 Download |

CPL: CPU 410-5H
Program name AS410MCPU 410-5HMS7 Program(1)

Download mode

" Entire program
o :

{entire program)

Shaw Changes

¥ Include user data blocks

Download 57 program?

Read the notes in the online help about possible effects
r Auto-archiving

Versionsprojekt durchsuchen ...

D:\Project \ TUWES\TUW
™ Archive project after successful download

Crea |t

11. Click the "OK" button.
The interface changes are downloaded into the CPU 410-5H in RUN mode.
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2 Application scenarios

2.3 Using TCIR to update a library

2.3

Using TCiR to update a library

Requirements

Note

When updating an entire library, the same conditions and rules apply as to
updating of an individual block.

In general, upgrading using TCIR should have the aim of not stopping the AS but
not demand migration of the project (the plant) to Run Time.

CAUTION

Note that you must create new blocks (new number) for the instances of
the changed block types that were loaded into the CPU by means of TCiR.
The system deactivates the blocks in WinCC until the OS server has be
been re-compiled and loaded.

In the case of a redundant OS server, you can do this before loading AS
TCiR and loading one of the servers. This means that the plant can be
operated before and after AS TCiR loading.

Note, however, that when doing this data can be lost in the area of
archiving.

Note

You can find a detailed description of TCiR in the CFC online help system and in
the “SIMATIC Process Control System PCS 7 CFC for SIMATIC S7 (V8.2)"
function manual.

The procedure for updating a library is described in the “Information and brief
instructions for updating/upgrading PCS 7 software” manuals
(https://support.industry.siemens.com/cs/ww/en/view/39980937).

License check

Note

Note that at updating, more AS RT POs may be needed temporarily. This is the
case if counting of AS RT PO is carried out in the CPU by the assigned memory.

To ensure that enough POs are available, proceed as described below.
1. Right-click the multiproject.
2. Select the “PCS 7 license information” menu item.

3. Make a note of the number of configured and booked POs and the maximum
number of POs.

4. Check whether the AS RT counts the POs according to the assigned memory.

You can find detailed information on PO counting in the FAQ entitled “How are
the licenses for the AS and OS counted in PCS 7 V7.0 onwards?“ in the Industry
Online Support system.

If AS RT POs are not counted according to the assigned memory or if adequate
spare POs are available, continue with “Resource Checking” in this chapter.
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2 Application scenarios

2.3 Using TCIR to update a library

If the AS RT counts the POs according to the assigned memory, load the program
via STOP.

CAUTION If not enough AS RT POs are available on the CPU, downloading is not
carried out. It is then only possible to update the user program by overall
loading in STOP mode.

Resource checking
After updating the blocks in the master data library, proceed as described below.
1. Select the "Blocks" folder in the master data library.

Carry out command "Extras > Charts > Update block types".
The "Update block types" dialog opens.

2. Select the check box in the "Download in RUN" column and click on the
"Calculate" button in the "Resources" column.

Update block types

"g{ Select the 57 program to be checked. 13

Download in RUN Program Resources
TUWAS\AS410_B\CPU 410-5H\57-Programm{1)
TUWES_Lib\S7 Program(1)

I WES_Pri\AS410\CPU 410-5H\S7 Program{1) ing
TUWES_Pri\AS417\CPU 417-5 H PN/DP\S7 Program(2)

||||%r

RUEEVER|

Log file: ID:\Proiect'\TUW’E SHTUWE _Lib\ECentralBstactualize. TAT Dther file... |
Back I Mext I Cancel | Help |

The "Resource information” dialog opens. This contains information about resource
requirements for type changing in the automation system in which the type change
is made.
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2.4 Configuring the PN/Ethernet interfaces of the CPU 410-5H

Resource information |

Tempaoran work, memony and communication job instances are used when downloading a CPU
410-5 in operating mode. The required resources can only be estimated prior to the type import.

A exact caloulation i possible only immediately prior to the download. 1n some cases, only a
complete download is poszsible.

Fleaze read the information in the help.

T empararily required work, memaon in bytes: |?44 Bytes
Temporarily required communication job instances: I2

; Help |

3. Check whether the there are adequate resources:
If there are, proceed as described in chapter 2.2 from step 4 onward.

Note If not enough resources are available, loading is only possible via STOP.

2.4 Configuring the PN/Ethernet interfaces of the CPU 410-5H

In this chapter you will find information about configuration options for the PN/Ethernet
interfaces of the CPU 410-5H.

24.1 Configuring the interfaces for connection to the plant bus and the
process bus without using an external CP

Due to its two PN/Ethernet interfaces, the CPU 410-5H can provide the option of
implementing a connection to the plant bus and the process bus without using an
external CP. This yields the following benefits:

e Reduction of hardware costs

e More space due to the use of compact mounting racks

The configuration procedure is carried out in the following steps:
e Adding a new AS station to the project

e Configure the interface for the plant bus

e Configuring the interface for the process bus

The following figure shows the configuration schematically:
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2 Application scenarios

2.4 Configuring the PN/Ethernet interfaces of the CPU 410-5H

B Terminalbus E

Cperator Station Clients

Engineering Station

B Anlagenbus

Requirements

— AS 410

I
[o

M PrROFIBUS DP

E1fN O&

B PROFINET IO
ET 200M

ET 200M

PA Link

W PROFIBUS PA

ET Z00m

The following requirements must be met:

There is a PCS 7 multiproject present.
A CPU 410-5H is connected.

Adding a new AS station to the project

1.
2.
3.

Open a PCS 7 multiproject in the SIMATIC Manager.
Insert a new sub-project using the "File > New project" command.

Right-click on the sub-project and choose the "Insert new object >
Preconfigured station“ command from the context menu.
The "PCS 7 Wizard: Expand project" dialog opens.

Select the CPU 410-5H without CP and insert the station. In this example, the
procedure is explained using the example of a single station (AS410-Single (1H)).

Open the AS station with the CPU 410-5H in HW Config.

Configure the interface for the plant bus

1.

Open the properties for the "PN-10-X5" interface of the CPU 410-5H in the HW
Config.
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2 Application scenarios

2.4 Configuring the PN/Ethernet interfaces of the CPU 410-5H

L2 HW Config - [SIMATIC 400(1) (Configuration) -- 01_Plant]
BY Station Edt Jnsert PIC Mew Ootions Window Help

-ioix
M

IDFe2 &&= e dds[ DD R N2

1 [ Fs 207 108 =
3 @ cPu a105H
X7 i z¢ PROFIBUS(1): DP-Mastersys

IF1
IF2

ol

Eindt nﬂ AH

Proflec [ Staredaid =
FOUNDATION FIELDEUS

c2) PROFIBUS DP

PROFIBUS-PA

PROFINET 1O

=
#{ SIMATIC 300
@ SIMATIC 400
]
=)

=

+

=
1

BB
(!

#

SIMATIC PC Based Control
SIMATIC PC Station

&

=

| —]

:|=| (0] URZALU
Skt | @ Moduie

... | Ondermwamt.. | Fi M. |1 |G | |

Press F1 to get Help.,

FOUNDATION FIELDBUS E

2. Enter a device name in the "General" tab.

x
| Media Redundancy I Time-of-Day Synchronization | Options I
General |  Addesses | PROFNET |  Synchromization

Short description: PN-10-¥5
Device nams: |.P¢SCI1
¥ Support device replacement without exchangeable medium
- Interface
Type: Ethemet
Device number: 0
Address: 192.168.0.1
Networked: No Properties... |
Comment:
s | |
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2 Application scenarios

2.4 Configuring the PN/Ethernet interfaces of the CPU 410-5H

3. Click on the "Properties..." button.
4. Enter a valid IP address and subnet mask for the plant bus.

Properties - Ethernet interface PN-IO-X5 (RD/53.5) x|

' General  Parameters |

f & subnet is selected,
the next available addresses are suggested.

IP address: [192.168.1.1 e
' Do not use router
Subnet mask: |255.255.255.I}
™ |se router
Address: I
Subnet:

New...

Froperties... |
Delete |

e ||

5. Assign an existing subnet to the interface or create a new subnet for it.
In this example, a new subnet is created for the plant bus and assigned to
the interface.

Properties - Ethernet interface PN-IO-X5 (RD/53.5) x|

' General  Parameters |

f & subnet is selected,
the next available addresses are suggested.

IP address: [192.168.1.1 e
' Do not use router
Subnet mask: |255.255.255.I}
™ |se router
Address: I
Subnet:
— not networked —

0K | Cancel | Hep |

6. Click the "OK" button to confirm the settings.
The interface is connected to the plant bus.
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2.4 Configuring the PN/Ethernet interfaces of the CPU 410-5H

Configuring the interface for the process bus

1. Open the properties for the "PN-10-X8" interface of the CPU 410-5H in the HW
Config.

2. Right-click the "PN-10-X8" interface and select the "Insert PROFINET IO
system" command from the context menu.

@L; HW Config - [SIMATIC 400(1) (Configuration) -- 01_Plant] - | Ellll
Eﬂ] Station Edit Insert PLC \View Options Window Help _|ﬁ||1|
DE:R & &) %e daDo B e

Al—————ox

i {QNIRZAL . =

1 PS5 407 10A Al Eind: | mlﬂ,l

3 CPU 21050 Prafile: IStandard 'l

; %? FOUNDATION FIELDBUS

PROFIBUS(1): DP-Mastersys 22 PROFIBUS DP

22 PROFIBUS-PA

22 PROFINET IO

B SIMATIC 300

SIMATIC 400

SIMATIC PC Based Contral
[-dB SIMATIC PC Station

4| | _’lll 4 1

:IZI FOUNDATIOM FIELDEUS &
) UR2ALU

St | @ Moduls O T o I e e =
Press F1 to get Help. | s

B

The "Properties..." dialog opens.

3. Enter a valid IP address and subnet mask for the process bus.

4. Assign an existing subnet to the interface or create a new subnet for it.
In this example, a new subnet is created for the process bus and assigned to
the interface.

Properties - Ethernet interface PN-I0-X8 (RO/S3.8) 1[

' General  Parameters |

i & subnet is selected,
the next available addresses are suggested.

Gateway

: 52.168.0
|P address: 1 01 ¥ Do not use router

Subnet mask: |255.255.255.D

" Use router

Address: I
Subnet:

— ot networked — New...

Properties... |
Delete |

Cancel | Hep |
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2 Application scenarios

2.4 Configuring the PN/Ethernet interfaces of the CPU 410-5H

5. Click the "OK" button to confirm the settings.
A PROFINET IO system for connecting the PROFINET IO modules is created.

@_; HW Config - [SIMATIC 400(1) (Configuration) -- 01_Plant]

E“] Station Edit Insert PLC View Options Window Help

=[5
==l x|

D282 & & e daba DD B
Al —— gl
i {0} UR2ALY - Hail
1 PS 407 10A -] Ent | il
5 — Frofile: IStandard 'I
TR FOUNDATION FIELDEUS
X7 T oF PROFIBLIS(1): DP-Mastersystem (1) 2% COOFIBUS DP
F1 AR PROFIBUS-PA
IF2 8% PROFINET ID
X3 ASOT SIMATIC 300
X5FIR Port 1 SIMATIC 400
i ﬁ’oz " ::ﬁéx:? Processbus: PROFINET-I0-System (100) o8 g:ml:g EE gf;'?odncmm'
XPIR Part 1
X8PZR Part 2
5
6
7
8 [

2l

oy -

Device Number

:I:I Processbus: PROFIMET -I0-System [100)
| IP addre... | Device Mame I Order num... | Fi... I L. | |n...| 5. | [ |

FOUNDATIOM FIELDELIS T.Sl

Press F1 to get Help.

| [cha

Further information on planning the PROFINET interface can be found in the
application example "SIMATIC PCS 7 with PROFINET — Typical Configurations"
(Chapter 4, "Configuration, Planning and Parameter Setting").
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2 Application scenarios

2.4 Configuring the PN/Ethernet interfaces of the CPU 410-5H

2.4.2 Configuring two separate PROFINET interfaces for connection to the
process bus

When there is a large number of devices, the CPU 410-5 offers the option of
configuring two PROFINET interfaces for connection to the process bus. In this
case, the connection to the plant bus is made via an external CP.

The configuration procedure is carried out in the following steps:
e Adding a new AS station to the project

e Configure the interface for the plant bus

e Configuring two PROFINET interfaces for the process bus
The following figure shows the configuration schematically:

Ciperator Station Clients

Engineering Station

W Terminalbus ;q |' 3 '—I—_'

[ Anlagenbus

— AS 410
a
[n] a a
B FrROFIBUS DR B FROFINET 1O
12
=
£l
ol
W FROFINET IO
ET 200M
ET 200m
Pa Link
=| [T || M PROFIBUS PA
—| ET 200mM

Requirements
The following requirements must be met:
e There is a PCS 7 multiproject present.
e A CPU 410-5H is connected.
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2.4 Configuring the PN/Ethernet interfaces of the CPU 410-5H

Adding a new AS station to the project
Proceed as follows to configure two PROFINET interfaces for the process bus:
1. Open a PCS 7 multiproject in the SIMATIC Manager.
2. Insert a new sub-project using the "File > New project" command.

3. Right-click on the sub-project and choose the "Insert new object >
Preconfigured station“ command from the context menu.
The "PCS 7 Wizard: Expand project” dialog opens.

4. Select the CPU 410-5H with a CP and insert the station. In this example, the
procedure is explained using the example of a single station (AS410-Single
(1H)) with a CP 443-1.

Configure the interface for the plant bus
5. Open the AS station with the CPU 410-5H in the HW Config.
6. Open the properties for the "PN-10" interface of the CP 443-1.

[ HW Config - SIMATIC 400(2) =Of x|
Station Edit Insert PLC View Options Window Help

[D@e® ga|ee daalDo| %8

Hll] sStTMATIC 400(2) (Configuration) — 01_Plant o=l
Find: I dt o
i () RZAL —fl—{'l
1 d P5 407 10A Brofle: | Standard =l
B FOUNDATION FIELDEUS
3 E| CPU 4105H
E -4 PROFIBUS DP
X7 G -3 PROFIBUS-PA

B2 PROFINET ID

E-Fl SIMATIC 300

E-Fl SIMATIC 400

& SIMATIC PC Based Contral 300400
E-J8 SIMATIC PC Station

4 |

:|2| [0) URZALU

Slot I; Module | Order number | Firmmwar
|1 |1 Ps 407 104 |EES7 407-0KRD2-04A0 | FOUNDATION FIELDELS £
Press F1 to getHelp. [ [z
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7. Open the "General" tab and enter a meaningful device name.

Properties - PN-10 (R0/S5.1) X

General IMdresses I IP Corffiguration | PHOFINI:—I'I Synchronization I Media Hedundancyl

Short description: PM-I0

Device name: |A5D2

Iv Support device replacement without exchangeable medium;

rInterface
Type: Ethemet

Device number: 0

Address: 192.168.0.1
Networked: No Properties. . |
Comment:

el |t

8. Click on the "Properties..." button.
9. Enter a valid IP address and subnet mask for the plant bus.
10. Assign an existing subnet to the interface or create a new subnet for it.

Properties - Ethernet interface PN-IO (RO/55.1) x|

' General  Parameters |

[ Set MAC address / use 150 protocol

. f & subnet is selected,
LAETL I the next available addresses are suggested.

¥ IP protocal s being used

Gateway

IP address: 152.168.12
4 I ' Do not use router

Subnet mask: |255.255.255.I}

™ |se router

Address: I

New...

Properties... |
Delete |

e ||

11. Click the "OK" button to confirm the settings.
The interface of the CP443-1 is connected to the plant bus.
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2.4 Configuring the PN/Ethernet interfaces of the CPU 410-5H

Configuring the PROFINET interfaces for the process bus

12.
13.

14.

15.
16.

Properties - Ethernet interface PN-I0-X5 (RO/53.5) x|

' General  Parameters |

IP address: [192.168:2.1 e
' Do not use router
Subnet mask: |255.255.255.I}
™ |se router
Address: I

Open the HW Config.
Open the properties for the "PN-10-X5" interface of the CPU 410-5H in the
HW Config.

Right-click the "PN-10-X5" interface and select the "Insert PROFINET 10O
system" command from the context menu.
The “Properties” dialog of the interfaces opens.

Enter a valid IP address and subnet mask.

Assign an existing subnet to the interface or create a new subnet for it. In this
example, a new subnet ("Processbus_AS02_1") is created for the process bus
and assigned to the interface.

f & subnet is selected,
the next available addresses are suggested.
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17. Click the "OK" button to confirm the settings.
PROFINET IO system "Processbus_AS02_ 1" is assigned to the interface.

=10l x|

! HW Config - SIMATIC 400(2)
Station Edit Insert PLC \‘iew Options Window Help

D=9 § &) 2e | dalDo 2 el

Tl STMATIC 400(2) (Configuration) - 01_Plant ————— o
Find: it i
i UR2ALU I_ —‘ri—"l
1 { Ps 407 10A Profile: IPCSF_VE -[
W COUNDATION F
3 B CPU 410-5H
i B2 PROFIBUS DP
PROFIBUS(2): DP master system (1) B2 PROFIBUS-PS,
X1 bP
= I B8 PROFINET IO
2 SIMATIC 400
X5 PNHOXE Processbus ASO2 1: PROFINET-0-Syst || B SIMATICPL Sta
X5PIR Port 1
X5F2R Port 2
XE PN-I0-XE
XEPTR Port 1
X8P2R Port 2
5 CP 4431
X1 Asg2
X1PIR Port 1
X1P2R Port 2
&
7
]
9
1 |
:I:I Processbus_AS02 1: PROFIMET-0-Spstem [100]
Drevice Number I IF addre... | Device Mame | Order rurnber I Firreare I Diagnastic || 4] |
| . . . : . FOUNDATION 3
FIELDEUS =
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Press F1 to get Help.
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18. Right-click the "PN-10-X8" interface and select the "Insert PROFINET IO
system" command from the context menu.
The “Properties” dialog of the interfaces opens.

[ hw Config - SIMATIC 400(2) N [l F|
Station Edit Insert PLC View Options Window Help
D22 g g weaa D28 W
Tl SIMATIC 400(2) (Configuration) - 01_Plant Bl
Find: dt ol
i (P UR2ALY I_ —fl—‘LI
1 ; PS 407 10A Prafile: IPES?_VE *I
[+ FOUMDATION F
3 & CPU 410-5H *
52 PROFIBUS DP
X7 E DP PROFIBUS(Z): DP master system (1) f'ﬁ’ﬁl FROFIBUS o

Processbus_AS02_1: PROFINET-I0-Syst

:|2| (0] UR2&LU

S PROFINET IO
; SIMATIC 400
-8, SIMATIC PC Sta

Press F1 to get Help,

Slat I rdodule I Order number I Firmare | MPI address || 4| | ﬂ
| 1 |14 Ps 407 104 [BEST 407-DKRO2-0AM0 [ [ mﬂ
FIELDEUS =

19. Enter a valid IP address and subnet mask.

20. Assign an existing subnet to the interface or create a new subnet for it.
In this example, a new subnet ("Processbus_AS02_2") is created for the
process bus and assigned to the interface.
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2.4 Configuring the PN/Ethernet interfaces of the CPU 410-5H

21. Click the "OK" button to confirm the settings.
PROFINET IO-System “Processbus_AS02_2” is assigned to the interface.

[l HW Config - SIMATIC 400(2) o ] 4
Station Edit Insert PLC \View Options Window Help
D258 § S| e dada DD %R K
Al SIMATIC 400(2) (Configuration) -- 01_Plant ol =l
Find: #t| g
il 0P SIRZALEH I_ JJI
1 § PS 407 10A Profile:  |PCS7_vew
3 ] CPU 4105H (- FOUMDATION F
- FROFIBUS DP
X7 G 5(2): DP master system {1} =-¥ PROFIBUS-PA
IF1 2 PROFINET IO
IF2 SIMATIC 400
X5 PNHOXT bus_AS02_1: PROFINETO-System (100) B SIMATICPC Sta
X5PTR Part T
X5P2R Port 2
Xg PN-O-XE
XEPT R Part T Processbus_AS02_2: PROFINET-I0-System (101)
XEP2R Port 2
5 CP 4431
X1 As02
X1PTR Part 7
X1P2R Port 2
3
7
[
]

ﬂ:l Processbus_AS02_2: PROFIMET-10-System [101)

Device Mumber I IP addre... | Device Mame IDrder nurnber IFirmware IDiagnostic

< i H

Press F1 to get Help.

FOUMDATION T.(l
FIELDEUS =

Further information on planning the PROFINET interface can be found in the
application example "SIMATIC PCS 7 with PROFINET — Typical Configurations”
(Chapter 4, "Configuration, Planning and Parameter Setting").
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2.5 Online upgrading of CPU 410-5H process objects
2.5 Online upgrading of CPU 410-5H process objects

2.5.1 Introduction

When you load a PCS 7 project into the CPU, the system checks that the project
can run with the current number of process objects (POs) in the CPU.

If the number is not sufficient, starting with PCS 7 V8.1 you have the option of
increasing the PO volume by means of an online upgrade of the CPU 410-5H
system expansion card (SEC).

Prerequisites for an online upgrade
e SIMATIC PCS 7 V8.1 or higher
e CPU 410-5H firmware V8.1 or higher
e The CPU 410-5H is configured with firmware V8.1 or higher in the HW Config
e The SEC of the CPU 410-5H has the product version 2 or higher

CPU 410 expansion packs

You will need at least one CPU 410 expansion pack for the online upgrade of the
process objects of a CPU 410-5H.

The CPU expansion packs are available in the following sizes:
e 100 POs
e 500 POs

The expansion packs can be combined in any way up to the maximum size. Note,
however, that with a redundant system (2 CPUSs), the CPU 410 expansion packs
must be distributed symmetrically between the CPUs.

The volume of a CPU expansion pack must always be assigned in its entirety to a
CPU or SEC of the CPU. Distribution between several CPUs or SECs is not possible.

After a PO upgrade, the POs that are assigned to an SEC/CPU can no longer be
relocated.

Example

If the number of POs in the CPU is not sufficient to load the engineering project,
you can increase the PO volume of the CPU by means of an online upgrade.

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
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Table 2-1

Expanding by 300 PO (from 400 PO to 700 PO)

PCS7ES

Project

Online Upgrade

PCST7ES

Project
700 PO

!ﬂﬂﬂﬁr

Load
—

Single AS (CPU 410-5H)
—
400 PO

Single AS (CPU 410-5H)
= .

700 PO

i i

With a single AS, to increase the number of POs by
300 you need 3 CPU 410 expansion packs with 100

POs each.

PCSTES

Project
700 PO

Load

Online Upgrade

PCST7ES

Project

CICI | —
Load
N

Redundant AS (2 x CPU 410-5H)
]
400 PO 400 PO

B

Redundant AS (2 x CPU 410-5H)
_—
700 PO 700 PO

With a redundant AS (2 CPUs), to increase the
number of POs by 300 you need 6 CPU 410
expansion packs, with 100 POs each. This is
necessary, since both CPUs must be expanded by
300 POs.

In this case, you cannot combine expansion packs
with 500 POs and 100 POs, since the PO volume of
an expansion pack cannot be subdivided.

The table below contains further examples:

Table 2-2
PO expansion CPU 410 expansion packs needed
by
Single AS Redundant AS

400 POs 4 x 100 POs 8 x 100 POs

500 POs 1 x 500 POs or 2 x 500 POs or
5 x 100 POs 10 x 100 POs

600 POs 1 x500 POs + 1 x 100 POs or 2 x 500 POs + 2 x 100 POs or
6 x 100 POs 12 x 100 POs

1000 POs 2 x 500 POs or 4 x 500 POs or
10 x 100 POs 20 x 100 POs
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Unlimited POs
The number of POs can be upgraded to unlimited. In this case you can load as
many POs until the physical memory is reached. To upgrade the POs to an
unlimited amount there are two ways:

e Purchase of a CPU410-5H bundle with 2K+ PO as license.
(Article number: 6ES7654-5CQ00-0XF0)

e Upgrade the existing number of POs with CPU expansion packs 100 and
500 until there are 2600 POs on the SEC. With 2600 POs on a SEC you
can load unlimited POs to a CPU410-5H.

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
Entry ID: 96839331, V2.2, 11/2016

48



© Siemens AG 2016 All rights reserved

2 Application scenarios

2.5 Online upgrading of CPU 410-5H process objects

25.2 Overview of the steps

The online upgrade is carried out in the following main steps:

Table 2-3

Schematic representation

Step

Order the CPU 410 expansion packs.

— ALM |

m  SIMATIC PCS 7 AS 410
m  CPU 410-5H: PO 400

Upgrade...

Activation File

700 PO <:| Activation SEC PO 400 -> PO 700

In the SIMATIC Automation License Manager
(ALM), transfer the CPU 410 expansion packs to
the CPU and create a PO activation file.

| Industry Online Support
Activation File

Support Request Create Support Request
[

L | — &
T00 PO
Relass File Relase File PO 700
= —

700F0 <: e

| nttps:iisupport.industrysiemens.com

Send the PO activation file for checking and
activation by means of a support request.

Within 48 hours, you will receive by e-mail a PO
release file (for each PO activation file sent) as
confirmation of checking.

- ALM

Relase File = SIMATIC PCS 7 AS 410
= m  CPU 410-5H: PO 700

L —

Online Activation

W —
1L

Transfer the PO release file to the SEC of the
CPU using the ALM.

NOTE With a redundant configured AS only one CPU is selected. The distribution of the
POs on both CPUs automatically occurs.
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CAUTION  When performing an online upgrade of the process objects, pay attention
to the information and notes in the manual "SIMATIC PCS 7 Service
Support and Diagnostics (V8.2)".

2.5.3 Order the CPU 410 expansion packs

You have the following options when ordering CPU 410 expansion packs:
e Through your Siemens contact person (www.siemens.com/automation/partner)

e Online via www.siemens.com/industrymall

SIEMENS

Mg
Home b German » Site Explorer
> Home > Searchfor: cpu 410 expansion pack (3 Catalog
[cpu 410 expansion pack | [7] Help
Product IDs/Descriptions (4) | Product Categories (0) | Documents (28)
Product No. | Product Description Listprice / Your price
> BESTE53-2CA00-0XED > Show prizes Filter your search results
E, CPU 410 EXPANSION Safety-related automation sy... (4
OPTION F.1
N ouT 5 DOCU .
LICENSE KEY OF STICK, CLASS A, REFERENCE Resetalfiters  Apply Fiter
H: PCS 7 IFC Bl

¥ BESTG53-2CA00-0XK0 > Show prices
SIMATIC PCS 7, SOFTWARE, CPU 410 EXPANSION

PACK (PO 10 PG
INSTALLATION R-SW, WITHOUT SW AMD DOCU.
LICENSE KEY D AD, GLASS A, REFERENGE
HW: PCS T IPC BLNDLE Herttesttrmsssectrra et £_
MAIL ADDRESS IS MANDATORY FOR DELIVERY

DE OPTION F.1

), This product is downloadable only

> Show prices

N 17| 3
ICENSE KEY ON USE STICK, CLASS A, REFERENCE
HW: PCS 7 IPC BUNDLE

> BEST653-2CC00-0XKD ¥ Show prices
SIMATIC PCS 7, SOFTWARE, CPU 410 EXPANSION
DE OPTION

NSE KEY Dt
HW: PCS 7 IPC BUNDLE
MAIL ADDRESS IS MANDA

®, This preduct is downloadable only.

After you have received the CPU 410 expansion packs (by e-mail or USB stick),
transfer them to a disk drive that can be accessed by the Engineering Station.

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
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254

Creating the PO activation file using the Automation License Manager

(ALM)

1. Store the CPU 410 expansion packs on a drive that can be accessed in the
Automation License Manager (ALM).

LICER

e Automation License Manager

File Edit License Key Wiew Help

J_'|’ = 49| X =X HEH it ||License keys |
E||;I My Desktop

Eg My Computer

P H Diskettenlaufwerk (A:)
SYSWTHGS (C:)
Data (D:)
CPU_410_ExpansionPacks

E
(]

2. Select menu command "Edit > Connect target system > Connect/disconnect
AS 410...".

Y5 Automation License Manager

File Lioense Key View Help

J_—p Lndo Chrl+Z License keys j W =
= Reda Zhr[
E...I
Connect Computer...
New Folder...

Connect target system Connect/disconnect AS 410... l

Discommeck barget systenm

ot (%
Paste CErl
Rename F2
Delete Del
Delete Log

Select Al Cirl+A

Reverse Selection

The "Connect Target System" dialog opens.
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3. Click on the "Add" button to establish an on-line connection to a CPU 410-5H.

Connect Target System x|

Set up access to the automation syztem and online connection to the automation system iz
established. The cohnection can be set up.

Connected automation systems:

Add...

Remowe |

Settingz

The zecurity functions of the upgrade are deactivated in expert mode, Additional failed attempts
could put the automation system into STOP.

[ Enable expert mode

4. Inthe PCS 7 project, select the CPU to which you want to transfer the CPU
410 expansion packs or PO. Then click on the "OK" button.

B¢ In<K1_MP> = | [ 57 Program(1)
=3B K1_MP_Pyj £ Connections
251
= [ [CPU 4105H
T 57 Pioga

 meflitPaszr
s # onere
| I ;IJ

The CPU is displayed in the ALM.
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5. Drag the license keys for the CPU 410 expansion packs and drop them on to
the automation system for which you want to perform the PO upgrade.

LICER

iis Automation License Manager (preliminary)
File Edit Licensekey View Help

(P2 9% = X% # i |k ~]
E||;I My Desktop
I_——_Il;| My Computer
- svsTEM (C2)
B pata o)
|;| Master License( s )
 kancsTon (F:)
E"D SIMATIC PCS 7 AS 410
E| i As410..CPU 410-5H

|_!
Q
")

|License key | License number | standard licen...
9ADDD175225 Upgrade
9999999999A000175226  Upgrade
HOSEC41099991 9999999999A000175227  Upgrade
SIUOSEC41099991 2999999999A000175228  Upgrade
AR Web License Key Download | SIUOSEC41099391  9999999999A000175229  Upgrade
SIUOSEC41099991 9999999999A000175230 Upgrade
SIUOSEC41099991 2999999999A000175231  Upgrade

Kl

Press F1 for Help [1License key(s) selected |§§f Unkne

Note If you have selected the wrong automation system, you can move the license
keys for the CPU 410 expansion packs by dragging and dropping.
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6. Open the "Online" folder in tree view for the automation system.
7. Select the license and then select the "License Key > Upgrade" menu command.

CAUTION When you initiate the upgrade, the selected CPU 410 expansion packs are
assigned to the SEC. Moving to another AS is no longer possible.

© Siemens AG 2016 All rights reserved

'{i} Automation License Manager (preliminary) _lol x|
File Edit | License Key Miew Help
J_—Ib = Transfer... - Sng?
m Zﬂ;;;;f:hrc;nize II_:icense Requirerments.. .
Eg e Transker., .
" Check
Recaver, .,

Recayver Wizard, .,

! Upgrade...

e H Online
4? Web License Key Download
— []
Upagrades the selected license keys to a later software version |_ v

The license keys for the selected CPU 410 expansion packs are deleted and a PO
activation file is created in the "Your document > Siemens > Automation > PCS 7 >
Activations" folder.

The ALM indicates that the PO activation file contains a volume expansion
(in this example, from 600 to 700).

LICER

iis Automation License Manager (preliminary)

File Edit LicenseKey View Help

| = §s| ¥ =X HEH '] ||LiCEI'ISEk,E'5|'s
Ell;I My Desktop
Ell;| My Computer
[ sysTEM (C2)
B oata ) Product | vers... |Mumber... |
|;| Master License(s )
- JH xinGsTOM (F:)
=[] SIMATIC PCS 7 AS 410
=l As410..CPU 410-5H
- H Online
4§ Web License Key Download

L4
-
0
-~

Activation SEC PO 600 -> PO 700 = 1

Press F1 for Help 1 License Key(s),
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255

Process automation with the SIMATIC PCS 7 CPU 410-5H controller

Sending the PO activation file via a Support Request

The Activation File is now sent to the Technical Support via Support Request in

order to receive a Release File:

1. First start a Support Request via the website
https://support.industry.siemens.com/cs/my/src?lc=en-WW.

Abbildung 2-1

» Industry Online Support Germany  » Deutsch

> Home > mySupport > Support Request

Create New Support Request

Product search ~~ Problem description

Product search

About which product do have a technical question?

2. Step "Search product":

» Contact » Help » Support Request

[SEEREAN search in Oniine Support

Q|

& Product Support | ™ Services | # Forum | B mySupport

Summary and contact data

Confirmation

Creation of a Support request

With the "Support Request” form you can transmit your request
directly to the Technical Support. Describe your issue in just a few
steps, and while doing so already receive proposed solutions from
our comprehensive range of information.

For contract customers
As a contract customer you have the option during your request to
make use of extended Support services.

2 More information here

Your service contracts
Atthe moment no contractinformation s assigned to you
2 More information here

- Enter "CPU 410" in the entry field "Product/Order number" and click on the

button "Find" (1).
- Click on the "Next" button (2).

Create New Support Request

Product search Problem description

Product search

About which product do have a technical question?

\

Select one of the following products

Summary and contact data

] 4 oo

0 Activation File

6EST 653-2C

121 SINUMERIK 8100

[ SIMATIC PCS 7 SMART
SIMATIC PCS 7 V8.2

[ SIMATIC PCS 7 <= V8.1
SIMATIC PCS 7 V9.x
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Confirmation

Creation of a Support request

With the "Support Request” form you can transmit your request
directly to the Technical Support. Describe your issue in just a few
steps, and while doing o already receive proposed solutions from

our comprehensive range of information.

For contract customers

As a contract customer you have the option during your request to

> use of extended Support services.
o + information here

+our service contracts

At the moment no contract information is assigned to you

7 More information here

o=
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3. Inthe register "Problem description”, in the area "First help for the selected
product”, you will find contributions which can help you with your problem (1).

4. Describe the problem.
- Make the entries in the mandatory fields (2).

- Enter the text "Request Release-File" in the entry field "Details of the
Request" (3).

- - Insert the activation file as a zip file by clicking or by dragging & dropping
the activation file on the area "Move your files ("Drag and drop") into this
field or click to select files" (4).

- Click on the "Next" button (5).

Create New Support Request

Problem description

First help for the selected product Description Details and attachments

e Details of the request *

CPU 410 Activation File o

Note Activation files are automatically created in the following Upgrade directory in the
Engineering Station:
"Documents > Siemens > Automation > PCS7 > Activations"
("C:\Users\\Documents\Siemens\Automation\PCS 7\Activations") stands for your
Windows username

Note You can send several activation files with one support request.

5. "Specify contact data" step: Specify your contact data, then click on the "Next"
button.

6. "Summary and send" step: Check your details, then click on the "Send" button.
Within 48 hours you will receive an e-mail containing a release file for each
activation file sent.

Process automation with the SIMATIC PCS 7 CPU 410-5H controller
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2.5.6

Transferring the PO release file to the SEC of the CPU

1. Transfer the received PO release files to the Upgrade directory in the Engineering
Station:
"Your documents > Siemens > Automation > PCS7 > Activations".

2. Open the Automation License Manager (ALM).
The automation systems that are connected to the Automation License
Manager are shown in the list in the "Connect AS 410" dialog box.

3. Click on the "Add" button to connect a further automation system. In the PCS 7
project, select the CPU to which you want to transfer the PO release file. Then
click on the "OK" button.
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=B K1_MP_Pij " Connections
BRI

- [§ (CPU 4105H
[H-5:8 2 Frogra

-iig CP 4431 -
o R omee
d | _'I_I

The CPU is displayed in the ALM.

4. Drag the PO release file and drop it on to the "Online" folder of the desired
automation system.

Ut Automation License Manager (preliminary)
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The upgrade is carried out. The time that is taken depends on the loading of the
automation system.

After an upgrade is completed, the files (PO release file and PO activation file) that
are used in the Upgrade directory are deleted.
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2 Application scenarios

2.6 Additional information

Note

2.6

2.6.1

2.6.2

The Automation License Manager shows the new number of POs for the updated SEC.
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You can also call up the volume of the SEC, as well as the process objects that
are subject to license, in the SIMATIC Manager under "Extras > PCS 7 license
information".

Additional information

Replacing an existing CPU with the CPU 410-5H

An existing CPU in the S7-400 series can be replaced by the CPU 410-5H with
little effort. In addition to the replacing the hardware, some adaptations must also
be made to the hardware configuration of the PCS 7 project. You will find extensive
information about this at
https://support.industry.siemens.com/cs/ww/en/view/85014617.

Extending availability

With the standard SIMATIC PCS 7 AS 410 automation system, you already have
the option of selectively increasing the availability by means of redundant
configuration of the Industrial Ethernet communications module.

With its redundant CPUs, the Type AS 410H redundancy station offers
considerably greater availability. It works on the 1 of 2 principle, where the reserve
system is switched in if there is a failure of the active subsystem. Starting from
here, you can double the power supply or the Industrial Ethernet communications
module for each subsystem and combine these measures.

You can find extensive information about the procedure for expanding a Single
Station to a Redundancy Station at
https://support.industry.siemens.com/cs/ww/en/view/82523363.
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