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1. Solution Overview

1.1. Description

The Water Level Monitoring Sensor Solution is an ideal tool for monitoring
water levels. It comprises the RAK Sensor Hub and ULB16 water level sensor,
which is suitable for use in various settings, such as hydrology exploration,
water tank level measurements, and sewage.

With the plug-and-play feature of the Sensor Hub, the Water Level Solution
comes with pre-installed components ready for easy installation and
connection. The sensor provides highly accurate water level readings, with the
Sensor Hub collecting and transmitting the data via LoRaWAN or NB-loT/CAT
M1.

The Sensor Hub's connectivity function allows for versatile data transmission to
the cloud using the two most used communication protocols in loT. This
versatility ensures that data is readily available for storage, visualization, and
in-depth analysis, enabling informed decision-making based on comprehensive

knowledge of water levels.

1.2. Features

e Support LoRaWAN and NB-IoT/LTE CAT-M wireless communication modes

e Support LoRa frequency band: CN470, EU868, IN865, RU864, US915,
AU915, KR920, AS923-1/2/3/4

o Wide measurement range: 0~200 mH,O

e Resolution: 0.25% FS

e Easy to install and configure

e Configurable network access with the WisToolBox mobile app

e Pressure diaphragm in the probe

e Reverse polarity and current limiting protections

e Robust structure with IP68 protection rating
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2. Hardware Introduction

2.1. Device List

cx 1

| |
| %
1 [ !
&

Mounting kit for

SensorHub Sensor Hub
F
—

Sensor ProbelO and

Cable tie for wiring or fixing Water Level Sensor

Power adapter for Sensor Hub
+ Power cord

Figure 1: Solutions package inclusion

Table 1: Package Inclusion

DEVICE LIST DESCRIPTION

1 x Sensor Hub

i ; nsor H nsor Hub Installation Ki
1 x Mounting Kit Sensor Hub + Sensor Hub Installation Kit

1 x Water Level Sensor

1x Sensor Probe 10 Sensor Probe IO + Water Level Sensor

1 x Power Adapter

1x Power Cable Sensor Hub Power Adapter + Power Cable

1x Cable Tie For wiring or fixing

2.2. Hardware Specifications
2.2.1. Sensor Hub Datasheet

e For details, refer to the Sensor Hub Datasheet.
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2.2.2. Sensor Probe 10 + Water Level Monitoring Sensor Datasheet

Sensor Probe 10 Datasheet

e For details, refer to the Probe |0 Datasheet.

ULB16 Water Level Sensor Datasheet

Table 2: Water Level Sensor Datasheet

PARAMETER TECHNICAL SPECIFICATIONS

DC Power Supply (default) 12 - 36 V¢

Electrical Connection ®7.6 mm shielded cable with vent hose
Measurement Precision 0.25~0.5% FS

Measurement Range 0~1mH,0 - 200 mH,0O

Long-Term Stability < 0.1% FS/year

Output Signal 4~20 mA, 0~5 Vpe, 0~10 Vpe, 1~5 Ve
Operating Temperature 0-70°C

Material of Housing 304 Stainless Steel

2.2.3. Solar Cell System Datasheet

2.2.3.a. Definition of Terms
Table 3. List of Abbreviations

ABBREVIATION DEFINITION

BMS Battery Management System
BMU Battery Management Unit
BOL Begin of Life
Bus-bar Battery Pole Connecting Rod
CMC Cell Manager Circuit
EOL End of Life
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HV High Voltage

LV Low Voltage

ocv Open Circuit Voltage
SOC Stage of Charge

Table 4. Terminologies

TERMINOLOGY DEFINITION

Battery Cell Commonly known as a battery. It is the fundamental unit of
energy storage, which converts chemical energy to
electrical energy.

Battery Module Intermediate energy storage unit, comprising several
individual cells and circuitry components, along with
electrical and communication interfaces.

Battery Pack A comprehensive power system consisting of multiple
battery modules and circuits working together to supply
power to electrical devices.

Rated Voltage Refers to the approximate voltage value that a battery is
designed to operate at or provide.

Capacity The amount of electrical charge that a fully charged
battery can store and subsequently provide to a device or
system. It is typically measured in ampere-hours (Ah)

Energy The total amount of energy that a fully charged battery can
Capacity deliver under specific conditions. It is typically measured
in watt-hours (Wh) or kilowatt-hours (kWh).

Rated Capacity = The minimum capacity that a fully charged battery can
deliver at the beginning of its life (BOL), typically
measured under specific conditions such as a discharge
rate of 1C (discharge C-rate).

Unit V: Volt, voltage

A: Ampere, current

Shenzhen RAKwireless Technology Co., Ltd. RYITHRBHRREAERLAT .RAKwireless.com

Room 506, Bldg B, New Compark, Pingshan First Road, Taoyuan Street, Nanshan District, ™ inquiry@RAKwireless.com
Shenzhen, Guangdong Provice, The People’s Republic of China . +86-755-86108311



& ® wireless
Gy RAK® Raxwrees Page 9 of 105

Ah: Ampere-hour, charge

Wh: Watt-hour, electrical energy
Q: Ohm, resistance

°C: degrees Celsius, temperature
mm: millimeter, length

s: seconds, time

kg: kilogram, weight

Hz: Hertz, frequency

2.2.3.b. Main Specifications

Table 5. Technical Parameters

PARAMETER TECHNICAL SPECIFICATIONS DESCRIPTION

Battery Model RAK9154

Battery Cell Model Rechargeable cylindrical H18650CH or
lithium-ion battery H18650CH  equivalent product

Rated Capacity 5200 mAh
Rated Voltage 10.8 V Single cell voltage 3.6 V

Operating Voltage 9V ~12.6V

Range
Rated Power 56.16 Wh
SOC 50 %
Transportation
Range
Charging temperature:
Operating 0°C~45°C
Temperature Discharge temperature:
-20°C ~060°C
Shenzhen RAKwireless Technology Co., Ltd. RYITHRBHRREAERLAT www.RAKwireless.com

Room 506, Bldg B, New Compark, Pingshan First Road, Taoyuan Street, Nanshan District, ™ inquiry@RAKwireless.com
Shenzhen, Guangdong Provice, The People’s Republic of China . +86-755-86108311



& RAK

Storage
Temperature

Working Humidity
PV Input

Maximum PV
Input Voltage

Maximum
Continuous
Charging Current

Maximum
Continuous
Discharge Current

AVoltage

Weight

Dimensions

2.2.3.c. Interfaces

-20°C~60°C

20 ~ 80%RH
18V/1.0A

30V

0.2C (1.0 A)

0.4 C(2.0A)

=20 mV

0.85 kg

Length: 180 (+ 3) mm
Width: 130 (£ 3) mm
Height: 60 (x 3) mm

Battery System Structure

Page 10 of 105

More than three months
@ 25°C

Typical

Open circuit voltage

Limited by solar charger

SOC 30% ~ 60%; rest
for at least 2 hours after
charging or discharging

As shown in Figure 2, the RAK9154 battery system comprises two sets of three

2600 mAh battery units connected in series. The system also incorporates one

(1) BMS board integrated with an 18 V input solar charger.

Shenzhen RAKwireless Technology Co., Ltd.

Shenzhen, Guangdong Provice, The People’s Republic of China

RYITRNBRNRERL R

Room 506, Bldg B, New Compark, Pingshan First Road, Taoyuan Street, Nanshan District,

RAKwireless.com

= inquiry@RAKwireless.com
S +86-755-86108311



= wircless
Gy RAK® RKwieles Page 11 of 105

L |
I
L

|
PV Input  Output1  Qutput2
DC18v DC12v DC9~12.6V

130.0 600
- N T
@]
o
@
_ w, |
Unit: mm
Figure 2: RAK9154 battery system
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2.2.3.d. Electrical Characteristics

Current 'S
Protection ] PV+
Solar
Charger -
i PV-
Load +
Load-
(] RS485A
2PB35ttLi-ion n
attery
(LPF) (L] RS485B
Master [
Control —
() 12vout+
] 12Vout-
5V Power (] av3In
One-Wire
I~
A
3.3V Power -

Figure 3: RAK9154 electrical diagram

‘ aln.tg::’av % Gitg;\:’ay

PV RAK9154

INPUT | Battery

‘ SensorHub % i SensorHub
Load Load

Figure 4: System circuit diagram
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Table 6. Battery System Panel Connector
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REMARK

CONNECTOR | CONNECTOR
CONNECTOR SOCKET
MODEL

Gateway SP1110/P4 SP1110/P4-
Load N

Sensor Hub  SP1110/P5 SP1110/P5-
Load N

PV Input SP1110/P2 SP1110/P2-
N

2.2.3.e. Sensor Characteristics

Table 7. Sensor Data Definition

DEFINITION

Pin1: P+

Pin2: P-

Pin3: R485A
Pin4: RS485B
Pin1: P+

Pin2: P-

Pin3: TXD
Pin4: 3V3_In
Pin5: RXD
Pin1: PV+

Pin2: PV-

SP11

IP67

Rated Current:
2A

Contact diameter:
0.75mm * 4

SP1

IP67

Rated Current:
2A

Contact
Diameter: 0.75
mm *5

SP11

IP67

Rated Current:
TA

Contact
Diameter: 1.0
mm * 2

SENSOR SENSOR TYPE DATA LENGTH SCOPE | UNIT

Water Level Sensor @ 0x01

Table 8. Data Format

WATER LEVEL SENSOR DATA UNIT

ID (CHANNEL) TYPE

DATA

Shenzhen RAKwireless Technology Co., Ltd. EYITHHRBEBRRBERLA S
Room 506, Bldg B, New Compark, Pingshan First Road, Taoyuan Street, Nanshan District,
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1 byte 1 byte 2 bytes

Data Sample:
Payload (hex) received data: 0102 01e0

Table 9. Water Level Sensor Data

WATER LEVEL SENSOR DATA UNIT

ID (CHANNEL) TYPE DATA

01 02 01e0

Convert the sensor data from hexadecimal to decimal:
0102 (Water Level) - Data 01e0

e 01e016 = 48010

e 0x0.01 (conversion factor) = 4.8 mA

Data Conversion

Sample:

A current range of 4~20 mA corresponds to a measurement depth range of
O0~5m. The water level is converted using a proportional factor of 3.2 mA
((20-4) mA / (5-0) m) increasing the current for every 1-meter increase in
depth. The monitored current value is 4.8 mA, and the current increases by 4.8

- 4 =0.8 mA. Thus, the calculation method is as follows:
Water Level Depth = 0.8 mMA/3.2 mAxm =0.25m

2.2.3.f. Environmental Requirements

Transportation Requirements

A\ WARNING

e When transporting the battery, avoid severe vibrations, shaking, and
exposure to sunlight or rain.

e Do not invert the battery to prevent potential short circuits.
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e During loading and unloading, exercise caution to prevent the
battery from falling, rolling, enduring heavy pressure, or being

inverted.

Storage Requirements
Store the module in a partially charged state, typically around 40% state of
charge (SOC). Ensure the storage environment meets the following

requirements:

1. Temperature and Humidity

Table 10. Storage temperature and humidity

PARAMETER VALUE REMARK
-30°Cto 50°C Time period < 3 months
Temperature
0°Cto25°C Time period > 3 months
Humidity 2%RH to 90%RH < 85% Recommended

e Storage Environment: Store the product in a clean, ventilated, and cool
environment, avoiding direct sunlight, high temperatures, corrosive
gases, severe vibration, mechanical shaking, and heavy pressure. Keep
the product away from heat sources and store it at an altitude below
1500 meters, maintaining atmospheric pressure between 86 kPa and 106
kPa.

e Maintenance: Charge and discharge the device once a month while
storing it at room temperature or in a dry and ventilated environment. If
storing the device takes more than 30 days, adjust the SOC to 40% after
charging.

The operation of the product must adhere to the operating instructions.
Installation, maintenance, and use of the product must strictly comply with

relevant safety regulations.

Shenzhen RAKwireless Technology Co., Ltd. RYITHRBHRREAERLAT 'ww.RAKwireless.com
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A\ WARNING

e Avoid storing or using the product in high-temperature
environments and keep it away from heat sources. Temperatures
outside the safe range can significantly reduce the performance
and lifespan of the product and may even cause serious
consequences such as combustion and explosion.

e Do not store or use the product in environments with high static
electricity or high electromagnetic radiation. Doing so may damage
the electronic components of the battery, leading to safety hazards.

e Avoid exposing the battery to water or immersing it in water.
Otherwise, it may result in internal short circuits, loss of function, or
abnormal chemical reactions, leading to fire, smoke, explosions,
and other accidents.

e If you notice any signs of smoking, heating, discoloration,
deformation, or any abnormalities during the use, storage,
transportation, or servicing process, contact a professional
immediately for assistance.

e Do not discard waste batteries in fires or incinerators. Waste
batteries should be recycled by professional institutions or
organizations.

e |t is strictly prohibited to place heavy objects on the product or
stack them on top of each other.

e Although this module is not a high-voltage energy storage device,
improper operation and use of the device may lead to serious
conseqguences such as combustion and explosion.

e Only professional technicians must handle the installation and
maintenance of the battery system. All operations must strictly
adhere to relevant safety regulations. Non-professionals are strictly
prohibited from installing, maintaining, and misusing the battery

system.

Shenzhen RAKwireless Technology Co., Ltd. RYITHRBHRREAERLAT www.RAKwireless.com

Room 506, Bldg B, New Compark, Pingshan First Road, Taoyuan Street, Nanshan District, ™ inquiry@RAKwireless.com
Shenzhen, Guangdong Provice, The People’s Republic of China . +86-755-86108311



@ RAK : Page 17 of 105

3. Prerequisites

Before proceeding with each step of using the Water Level Monitoring

Solutions, ensure that you have the necessary items.

3.1. Hardware

e Sensor Hub Water Level Monitoring Solution

e Solar Battery Lite for Sensor Hub (Optional)
e Additional accessories: Probe Cable, Probe Splitter, Power Supply,

and others (numbers and variations depending on the use case)
e An Android or iOS mobile device with Bluetooth and NFC

3.2. Software

e \WisToolBox

4. Solution Configuration

4.1. Sensor Hub Setup
41.1. SIM Card Installation

If the selected solution utilizes the NB-1oT/LTE CAT-M wireless communication
mode, follow these steps to insert a SIM card. If you opt for the LoRaWAN

wireless communication mode, skip this section, as a SIM card is not required.

1. Remove the back cover by unscrewing the four screws with a cross

screwdriver.

Shenzhen RAKwireless Technology Co., Ltd. SEYIHERIBEBRRBE AR T RAKwireless.com
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Figure 5: Remove the back cover

2. Insert the SIM card into the groove, then gently push it into the card slot.

Figure 6: Insert the SIM card

4.1.2. Sensor Hub Mounting
4.1.2.a. Wall Mounting

1. Use a 5 mm drill bit to drill holes in the wall, then insert the screw

anchors into the holes.
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Figure 7: Installation preparation

2. Secure the mounting bracket to the wall by using self-tapping screws.

Figure 8: Install the bracket

3. Align the device's hanging tab with the slots on the bracket, and then

insert the tab into the slots. Pull the device downwards until it snaps into

place.
Shenzhen RAKwireless Technology Co., Ltd. RYIHRERIBEKBEERA T www.RAKwireless.com
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Figure 9: Align the device with the hanging tabs

41.2.b. Pole Mounting

1. Secure the mounting bracket to the pole using a steel strap.

L =y

Figure 10: Fix the mounting bracket
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Mount the bracket on a pole with a 50-80 mm diameter. For larger
poles, use a bigger steel strap. The standard kit does not include a

larger steel strap. Purchase separately if needed.

2. Align the hanging tab of the device with the slots on the bracket, then
insert the tab into the slots. Gently pull the device downwards until it

securely shaps in place.

Figure 11: Device installation

3. Insert a security screw at the top to fasten the device and the bracket

together.
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T

N

Figure 12: Fasten the device and the bracket

4.2. RAK2560 WisNode Sensor Hub + Water Level Sensor Setup

4.21. Sensor Probe 10 + Water Level Sensor Installation

The Water Level Sensor comes pre-assembled with the Sensor Probe 10 by

default at the factory, so no additional assembly is required.
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C & RAK

Figure 13: Sensor Probe 10 and Water Level Sensor

4.2.2. Sensor Hub + Sensor Probe |0 + Water Level Sensor
Installation

1. Connect the Sensor Probe 10 to the Sensor Hub using the SPT1
connector.

2. Align the white dot mark on the Sensor Probe 10 SP11 connector plug
with the white dot mark on the Sensor Hub SP11 connector socket and
push the plug firmly into the socket.

3. Once connected, tighten the locking nut to secure the SP11 connector.

The Sensor Probe 10 can be linked to any Sensor Hub SP11 connector

port.
Refer to the actual use and connect to the appropriate port as illustrated
in Figure 14.
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Figure 14: Connect the Sensor Probe 10

Figure 15: Installation completed

4.3. Power Supply Setup

The Sensor Hub relies on the Sensor Probe IO for connectivity to the Water
Level Monitoring sensors. Consequently, it cannot be powered by batteries
alone and requires a connection to either a solar panel or a 12 V. power supply

for operation.
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4.3.1. RAK9154 Solar Battery Installation

Q NotE

Mount the bracket on a pole with a 50-80 mm diameter. For larger
poles, use a bigger steel strap. The standard kit does not include a

larger steel strap. Purchase separately if needed.

1. Secure the mounting bracket to the pole using two steel straps.

Figure 16: Secure the mounting bracket

2. Attach the mounting plate to RAK9154 using two (2) M3 screws.
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Figure 17: Attach the mounting plate

3. Install the RAK9154 to the back of the solar panel using four (4) screws

and nuts.

Figure 18: Attach RAK9154 to solar panel

4. Connect the cable of the solar panel to the PV Input connector of
RAK9154. Install two (2) M6 screws on the mounting plate with a

clearance of about 3 mm.
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Figure 19: RAK9154 and Solar Panel Connection

5. Suspend the solar panel on the mounting bracket, adjust its angle and
direction, and then tighten the two (2) M6 screws along with the

remaining two screws.

Figure 20: Install the solar panel combination

6. Connect the Sensor Hub to the RAK9154. Use a cable to link the
remaining connection ports of the Sensor Hub to the lithium battery
Output 1 SP11 connection port of the RAK9154.
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When connecting to RAK9154, ensure that the Sensor Hub is

connected to the Output 1 connection port.

Connect RAK2560

Connect RAK7289
or RAK7240 etc.

Figure 21: Connect Sensor Hub and RAK9154

7. Once the connection is complete, the Sensor Hub is ready to be powered

up.
4.3.2.12 Ve Power Supply Installation

1. Connect the power adapter and the external power cable of the Sensor

Hub through the circular DC interface.
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Figure 22: Power Adapter Connection

2. Connect the external power cable of the Sensor Hub to the Sensor Hub
through the SP11 connector.

3. Align the white dot mark on the SP11 connector plug of the external
power cable with the white dot mark on the Sensor Hub SP11 connector
socket and push the plug firmly into the socket.

4. After the plug and socket are connected, tighten the locking nut to
secure the SP11 connector. The external power cable can connect to any

Sensor Hub connection port.

External power cable
SP11connector plug

) @

Figure 23: Connect the external power cable

\;\ RAK

5. Software Configuration Guide

5.1. Sensor Hub Configuration

5.1.1. Power Up Sensor Hub
After installing all hardware components, connect the power supply. If the
power supply consists of a solar panel and a battery, the device will power on

automatically once all hardware has been installed.
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To prevent damage to the device, refrain from powering up the Sensor
Hub before connecting it to the sensor. It is advisable to use the 12 V¢

adapter provided with the Sensor Hub for optimal performance.

5.1.2. Connect Sensor Hub to WisToolBox
1. Download and install the WisToolBox app on your smart mobile device.
The WisToolBox app is available for download from the Apple App Store

and the Android Google Play Store.
2. Initiate the app and confirm that NFC and Bluetooth are enabled on your

mobile device. Click on START.

O

Get started

View and configure your RAK
device with WisToolBox

¢ START

-
Figure 24: Start the App

3. On the Select connection mode menu, choose NFC Activation.
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<

Select connection mode

Select the pairing mechanism supported by your device.

@ NFC Activation

BLE Pairing

Quick

How to choase connection mode

Figure 25: Select NFC Activation

Select the Sensor HUB option in the device

establish a connection.

<

Select RAK device

Select type of RAK device you want to connect.

Sensor Hub >

Figure 26: Select Sensor Hub
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5. Click the CONNECT button to initiate the scanning process for devices.

<

NFC activation

Please make sure to enable NFC and Bluetooth
madules on your phene

Position your phone near NFC Tag on the device
and select “Connect” to wake up your device.

Wait for confirmation that device is awaken and
synchronization has been started

My phone does not support NFC

CONNECT

Figure 27: Click on the CONNECT button

6. Hold your mobile device close to the N symbol on the Sensor Hub

device.
Ready to scan
Place the phone on the ‘N’ symbol
Figure 28: Scanning in progress
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Q NotE

The detection of the Sensor Hub device indicates that the device has

been successfully powered up.

Scan successful

Figure 29: Scan Successful

7. After the connection is established, there will be a synchronization of

device data. This process may take some time.
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Getting device information

You paired with the Sensor Hub
Please wait for device information to be retrieved

Figure 30: Sync Device

Q NotE

e By default, if no connection is established within 30 seconds, the
BLE broadcast of the Sensor Hub will automatically shut down. To
establish a connection, connect the RAK device immediately after
turning on the power or restart the power.

e Certain Android smartphones may necessitate enabling GPS to
connect to BLE. Enabling GPS does not involve the use or sharing of

sensitive information with the app.

8. Upon completion of data synchronization, the app will automatically
transition to the SENSOR HUB INFO page.
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Documentation

Learn more about Sensor HUB Module and it's

functionalities.

Product documentation [

Disconnect device

By removing the device you will lose
access to ituntil you connect it again.

DISCONNECT DEVICE
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Qg

m)

Figure 31: SENSOR HUB INFO page

9. While on the SENSOR HUB INFO page, configure the Uplink Settings

according to the selected network.
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Uplink Settings X
@ LORAWAN

LTE-M

SAVE SELECTION

Figure 32: Uplink Setting option

10.0Once configured, click SAVE SELECTION and then the APPLY button to

implement the configuration options.
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Sensor Hub
RA & LORAWAN PARAMETERS
@ Global settings ~
Join mode
OTAA

Active region

Us915 v
Channels

Enable All v

(i) LoRaWAN keys, D, EUI v
(i) Data on LoRa® network v

o Commands in queue

Figure 33: Apply the configuration options

After a few seconds, the synchronization progress will be completed,

concluding this process.
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Sensor Hub

Synchronization in progress

take up to

(@ All commands applied successfully. X

.
Figure 34: Commands applied successfully

5.1.3. Sensor Hub Network Configuration
5.1.3.a. LoRaWAN Configuration

This section focuses on configuring LoRaWAN parameters and joining the
network. Before proceeding with the following steps, ensure that both the

gateway and Sensor Hub are successfully connected to the server.

Refer to the Connect Gateway to TTN and Connect Sensor Hub to TTN

sections for detailed instructions.

1. Click on the LORA & LORAWAN PARAMETERS tab. Configure the

following parameters:
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Global Settings

(i) Global settings A

Join mode

OTAA

Active region

Use15 v

Figure 35: Global Settings
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e Join Mode: Configure the Join mode based on the device's network

access mode: Over-The-Air Activation (OTAA) or Activation By

Personalization (ABP). Make sure it matches the join mode registered

on the network server.

e Active Region: Set the Active region to the device's frequency plan.

Ensure that it is consistent with the gateway and device frequency

plan registered on the network server.

Supported frequency bands include CN470, RU864, IN865, EU86S,

US915, AU915, KR920, AS923-1/2/3/4.

LoRaWAN keys, ID, EUI
e For the OTAA join mode, configure the following

Application EUI, Application key, and Device EUI.

() LoRaWAN keys, ID, EUI ~

GENERATE KEY

I..‘;‘.'?.:

e

Figure 36: LoRaWAN parameters
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e Application EUI: Confirm that it matches the device's Application
EUI as registered in the network server.

e Application Key: Verify its alignment with the device's
Application key registered in the network server. Click
GENERATE KEY to create a new key if needed.

e Device EUIL: Confirm that it matches the Device EUI registered in
the network server.
e For the ABP join mode, configure the following parameters:

Application session key, Device address, and Network session

key.
() LoRaWAN keys, ID, EUI A~
Application session key 32/32
00000000000000000000000000000000
Device address
00000000
00000000000000000000000000000000
Figure 37: LoRaWAN parameters
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Data on LoRa® network

(i) Data on LoRa® network ~

Join network ~

JOIN NETWORK

Figure 38: Data on LoRa® network

e Confirm mode: Message confirmation mode.

e Enable Auto Join: Determine whether to activate automatic
network access. When enabled, the device will join the network
automatically upon powering up.

e Network Status: Indicates the status of the network connection. It
will be activated automatically once successfully connected to the
network.

e ADR: Adaptive Data Rate. Click the button to toggle between
enabling and disabling it.

e JOIN NETWORK: Once the network parameter configuration is
finished, click the JOIN NETWORK button to instruct the device to
execute the join network command.

2. After clicking JOIN NETWORK, a message Message sent will appear,

indicating that the join network command has been sent.
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RAK2560 (

O Global settings v
(D) LoRaWAN keys, ID, EUI v
O Data on LoRa® network ~
nfirm mode
Join network v
s ~
J NETWORK
ADR
o
¥ Message sent X

L=
Figure 39: Join the network

5.1.3.b. NB-IoT/LTE CAT-M1 Configuration

This section primarily introduces the configuration of LTE-M network
parameters. If you are using the NB-IoT/LTE CAT-M1 network, after connecting
the device, select LTE-M in the Uplink Settings options on the SENSOR HUB
INFO interface to display the LTE-M PARAMETERS configuration tab.

1. Click the LTE-M PARAMETERS tab. Check the following parameters to

ensure the normal use of the network.
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RAK2560

Sensor Hub
(D LTE-M Network ~
STATUS wl Good 3
IME|
O IP Network ~

IP ADDRESS

Destination IP

PING TEST

S
Figure 40: View the NB-IOT PARAMETERS tab parameters

NB-loT Network
e OPERATOR: Shows the Network operator. If the operator's name is
displayed, it indicates that the device has recognized the SIM card.

For example, T-Mobile.

IP Network
e STATUS: If the status is Activated, it signifies that the network of
the SIM card is functioning normally.

2. Select the Application option to set up the cellular network parameters.
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Shenzhen RAKwireless Technology Co., Ltd. SEYIHERIBEBRRBE AR T
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off

broker.hivemg.com Enable SS

Publish Topic

Downlink

Data Format

Uplink

off Connection Status disconnected

0 Commands in queue 0 Commands in queue

a L=
Figure 41: Configure the cellular network parameters

Service: Choose a service, either AWS loT Core or Generic MQTT.
Let's take Generic MQTT as an example.

Server address: Input the server address. Using the external
MQTT broker as an example, enter broker.hivemq.com. Enter the
address based on your specific use case.

Server Port: Specify the server port according to vyour
configuration.

Client ID: Set the client ID for your device.

Enable user auth: Decide whether to activate user authentication
for your device.

Enable SSL: Decide whether to activate SSL (Secure Sockets
Layer) for secure communication.

Publish Topic: Specify the topic for publishing messages.

Data Format: Select JSON as the preferred format for data
transmission.

Subscribe Topic: Subscribe to the topic for receiving incoming

messages, as illustrated in this example.
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3. Following the configuration, click APPLY in the command list at the
bottom of the interface to implement the changes. If the message All
commands applied successfully appears, it indicates a successful

configuration modification.

Sensor Hub Sensor Hub
ARAMETE LTE-M PARAMETERS
Applying commands in progress Synchronization in progress

Applying commands could take up to Synchronizing data could take up to

a minute. Please be patient aminute. Please be patient

Applying Commands

AND &

———
() Allcommands applied successfully. X

Figure 42: Apply the modified configuration

4. When configured correctly and successfully connected to the server, the

Connection Status will show as connected.

Connection Status connected

Figure 43: Successfully connected to the server

5.1.4. Sensor Configuration

This section details the configuration process of the Water Level sensor. It
shows how to access the monitoring data and device details of the Water Level
sensor. Additionally, there's an option to configure other information for each

monitoring parameter, such as the uplink data sending period and threshold.
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1. To start with, click the SENSOR PROBE tab to display the connected

water level sensor.

Sensor Hub

gg Water level
= (00269)

Figure 44: Water Level sensor

2. Click the dropdown arrow to expand the details of the water level sensor.

Sensor Hub
G CGLE
oo Water level -
(00269)
Y Wwater level 0.103125 meter
- "
( FETCH DATA \\
. A
Device details v
br Water level
v
Sensor 1
. ~
,/ REMOVE SENSOR PROBE )
N v
e ™
l RESTORE TO DEFAULT SETTINGS )
N J
./ N\

Figure 45: Sensor Information
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Water level
FETCH DATA: Update the monitoring data from the sensor.

Device details: Device details of the Water Level sensor.

Device details A
Probe ID 1

Hardware vC

Firmware V1.2.6

Hardware model RAK2560-io0

Probe serial 00269

Probe type MAO1

Figure 46: Sensor details

3. Configure the periodic uplink data sending, threshold, and other

pertinent information of the sensor.
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{

\['j' Water level P
Sensor 1
Sensor data 0.103125 meter
'd ™
| FETCH DATA

N A

el

60
Send periodic uplink

ower threshold, mete 0

0 5
Send uplink if below threshald

Ipper th C t 0

0 5
Send uplink if above threshold
Thresholds, meter 0.000000 - 0.000000

Send uplink if between thresholds

Sensor name

Figure 47: Set the sensor parameters

e Sensor Data: Information provided by the sensor.

e FETCH DATA: Update the latest sensor data.

e Send uplink if value changes: Send uplink data if the sensor data
changes.

e Sensor interval(s): The payload sending interval in seconds. It
determines how often the sensor sends uplink data to the server,
with a range interval from 60~86,400 seconds. Set this parameter
when the Send periodic uplink is enabled.

e Send periodic uplink: Send uplink data periodically based on the
sensor interval.

e Lower threshold, meter: Specifies the minimum acceptable water
level.

e Send uplink if below threshold: Send uplink data if the value falls

below the lower threshold.
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e Upper threshold, meter: Maximum acceptable value.

e Send uplink if above threshold: Send uplink data if the value

exceeds the upper threshold.
e Threshold, meter: Range of acceptable values.

e Send uplink if within threshold: Send uplink data if the value falls

within the specified threshold range.

4. After completing the modifications, a message Commands in queue will
appear at the bottom of the interface. Click APPLY to send the parameter

update commands.

RAK2560 ((

Water level
Sensor1

Sensor data 0.103125 meter

FETCH DATA

Send uplink if below threshold

Upper threshold, meter ]

o Command in queue

a8
Figure 48: Apply commands

5. When the message All commands applied successfully appears on the
interface, it indicates that the parameter update commands have been

successfully sent.
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Sensor Hub

Synchronization in progress

Synchronizing data could take up to

» minute. Please be patient

(@ All commands applied successfully.

Figure 49: Commands applied successfully

Other Operations

o REMOVE SENSOR PROBE: Detach the sensor.

Page 50 of 105

e RESTORE TO DEFAULT SETTINGS: Reset the Sensor Probe to its default

settings.

e UPGRADE SENSOR PROBE: Upgrade the firmware of the Sensor Probe.
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6. Network Server and Visualization Configuration

This section outlines the operational steps for connecting the device to the

network server in both the LoRaWAN and NB-loT application scenarios.

Cloud Network Server Data Visualization

@E —
~ = B
=00

Node LoRal4N

......

——— r —n
_—— y —
‘ ~ S & . ?E‘
\| = L& o]
| :
i MQTT— ThingsBoard
I :
1
1
[ 1
l' ! MQTT Server Data Visualization
1
1
1
\ NB-1oT/LTE CAT-M1 (4G) \0?;/ on=
____________________________________ - \// . =E\
\ ~ —

MQTT — Datacake

Figure 50: LoRaWAN application scenario

6.1. LoRaWAN Application
6.1.1. Cloud Network Server Setup

The cloud network server deployment scenario involves connecting the
gateway and devices to third-party cloud network servers. This setup

integrates visualization applications to manage real-time Water Level data.

This section provides instructions on creating a Datacake visualization

application using the TTN v3 cloud network server.
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Node ~ Gateway Cloud Network Server Data Visualization

b
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i

s
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Figure 51: Cloud network server deployment solution

6.1.1.a. Connect Gateway to TTN
For this example, you will use the TTNv3 cloud server and RAK7289V2

WisGate Edge Lite 2 to demonstrate how to connect the RAK business gateway
to a cloud server.

Register the Gateway
1. Register an account and log in to the TTN v3 website. If you already have

a TTN account, you can log in using your The Things ID credentials.

@ THE THINGS ID

((( THE THINGS STACK
SANDBOX
Sign in with The Things ID

Don't have an I1D? Sign up for free

Email

N

Password

Login with The Things ID

Forgot password

Figure 52: Log in to the TTN website

2. Once logged into the site, click on Register a gateway to begin the

registration process for a new gateway.
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Welcome to the Console!

Get started right away by creating an application or registering a gateway.

Meed help? Have a look at our @l Documentation & or Get support @.

00

AV

(o]

o |

Create an application Register a gateway

Figure 53: TTN home page
3. Input the Gateway EUI and then click on Confirm to proceed.

The Gateway EUI serves as a distinct 64-bit extended identifier for the
gateway, accessible from the Overview page of the gateway

management platform or from the label situated behind the gateway.

'l'll «(‘ E’:_BU'.!";Z:'D‘::W B3 Overview O applications o Gateways X\ Organizations
nnnnnnnnn
uuuuuuuuuu

Register gateway

Register your gateway to enable data traffic between nearby end devices and the network.

Learn more in our guide on &l Add ng Gateways [,

Gateway EUI (D

Confirm

To continue, please confirm the Gateway EUI so we can determine onboarding options

Figure 54: Enter the Gateway EUI

4. Choose the frequency plan utilized by the gateway and click Register

gateway to complete the registration process of the gateway.

Shenzhen RAKwireless Technology Co., Ltd. RYITHEREBHRMEERAF www.RAKwireless.com

Room 506, Bldg B, New Compark, Pingshan First Road, Taoyuan Street, Nanshan District, = inquiry@RAKwireless.com
Shenzhen, Guangdong Provice, The People’s Republic of China . +86-755-86108311



]
G RAK Page 54 of 105

Register gateway

Register enable data traffic between nearby end devices and the network.

Learn m

Gateway EUID

Gateway ID® *

Figure 55: Configure the gateway frequency

Your gateway dashboard should look the same with Figure 56.

W g e o @ s st &
*

- . RAKT268V2

[ ——

@ Lo . ©

Jrp— .

L ol seiing (]

Figure 56: Successfully registered the gateway

Generate a Token
TTNv3 supports TLS server authentication and client tokens, which require
trust files and keys to configure the gateway and successfully connect to the

network.

1. To generate a key file, navigate to API keys from the Overview page of

the registered gateway. then click on Add API key.
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Figure 57: Add API keys

2. In the Add API key, set the Name field, tick off the checkboxes, then
click Create API key.

M g o o

& wom =

Add API key

Figure 58: Configure the API Key

3. A new window pops up with the generated key. Copy the new API key by
clicking the icon and then the | have copied the key button.

Please copy newly created API key

Youwon't be able to view the key afterward

Granted rights Your AP| key has been created

successfully. Note: After closing this
~ Link as Gateway to a Gateway Server for traffic exchange, i.e. )
window, the value of the key secret
write uplink and read downlink . .
will not be accessible anymore.
Make sure to copy and storeitin a

safe place now.

APl key

............... & e

+ 1 have copied the key

Figure 59: Copy and save the APl Key
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Configure the Gateway

1. Navigate back to the gateway management platform Web UI. Click on the

left navigation bar to access the LoRa > Configuration tab. Complete the

following settings and save them.

Basics Station Server Type: LNS Server

Server URL: wss://eul.cloud.thethings.network

Server Port: 8887

Authentication Mode: TLS server & Client Token Authentication
Trust (CA Certificate): Download the cerificate

Client Token: Copied API Keys

Configuration

==

Figure 60: Configure the gateway

2. After saving the changes, return to the TTN gateway interface, and

navigate to the Gateways tab to confirm that the gateway is now

connected to TTNv3 as a Basics Station.
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Figure 61: Gateway connected successfully

6.1.1.b. Connect Sensor Hubto TTN

1. Return to the TTNv3 homepage and select Create an application to add

a node.
Welcome to the Console!
Get started right away by creating an application or registering a gateway.
Need help? Have a look at our @l Documentation @ or Get support @.
f~\
f OOO‘
- o]
O —
|‘Create an application Register a gateway

Figure 62: Select Create an application

2. Click on +Create application to initiate the process of creating a node.

R Y TR TR — e N

Figure 63: Create a new application
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3. Enter the desired Application ID in the provided field, then click on
Create application.

Ml g, Bowe o S a5 orpnag LT E—

&

Create application

Figure 64: Enter the application ID

4. Click on the +Register end device button to add a new end device to the

application.
Wb g nmmn, Howe © s P -
o - - sersor .
“ m sensor Hub

- |

Figure 65: Add the end device

5. Set the parameters of the end device as illustrated in Figure 66.

[
==
Figure 66: End device parameters
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e JoinEUI, DevEUI, and AppKey can be automatically generated by

clicking Generate on the TTN web page or customized by the user.

Q NotE

Ensure that the three parameters - JoinEUI, DevEUI, and AppKey - are

consistent with the parameters set in the WisToolBox application.

6. After completing the settings, return to the WisToolBox app, and click

JOIN NETWORK to send the end device network access request.

RAK2560 (cc)

an 1 minago

O Global settings v
() LoRaWAN keys, ID, EUI v
(i) Data on LoRa® network ~
Confirm mode

Join network v
// ‘\‘
( JOIN NETWORK )
AN /
ADR

[
¥ Message sent X

-
Figure 67: Sending end device network join request

7. As depicted in Figure 68, the Sensor Hub has successfully joined the

TTNv3 network server.
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Figure 68: Successfully joined the TTNv3 network server

6.1.1.c. Visualize Data Through Datacake

Datacake is a versatile loT platform. It offers a range of features tailored for
effective data visualization and management, making it a preferred choice for

loT projects requiring efficient monitoring and analysis.

Create Datacake Integration

1. In the TTN console, navigate to Integrations on the sidebar, proceed to

the Webhooks section, and then click +Add Webhooks to set up an
integration.

P mp—

A I I T AL I

Figure 69: Adding an integration

2. From the list of webhook templates, select the Datacake template.
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Figure 70: Select the Datacake template

3. Generate an API key for webhook authentication on Datacake. To get

started, register a Datacake account, and then log in.

Figure 71: Datacake loT platform main page
4. Navigate to the Datacake workspace. Select Members on the sidebar,

switch to the APl Users tab, and then click the Add API User button.

]

Figure 72: Add API User

5. Enter the name of the API User, for instance, TTS API. Set the relevant

parameters accordingly and click Save to finalize the creation process.
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Add API User

Name

TTS API

Workspace Permissions

Basics Members
Can manage basics like name and logo Can manage members
Billing Cake Red
Can manage billing Can manage and view Cake Red
.~ Devices Rules
Can add / remove devices Can manage rules
White label Reports
Can manage white label sites Can manage reports
Dashboards

Can manage dashboards

Device Permissions

All devices in workspace

Can edit device metadata

Can edit the device definition ~ | Can record measurements

Figure 73: Set Parameters

6. Click the Copy button to copy the generated Datacake APl Token.

Figure 74: Copy the generated Datacake APl Token

7. Back on the TTN website, enter sensorhub in the Webhook ID field (as
an example), and paste the Datacake APl Token you previously copied
into the Token field. Click the Create Datacake Webhook button to
generate the Datacake Webhook.
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Figure 75: Create the Datacake Webhook

Add Sensor Hub to Datacake
1. To add a new device, select Devices in the sidebar and click the +Add

Device button.

Figure 76: Add a device
2. Choose LoRaWAN from the options and click Next to proceed.

Add Device
First, choose the connectivity type of your device.

@ LoRaWAN
o ; Choose from 16 LoRaWAN networks

Particle
parTicLe  COnnect your Particle devices

API
Generic API device with support for MQTT and HTTP connectivity

Pincode Claiming
Claim an existing device by pincode

== loT Creators
Jf 0 'If iy
J NB-loT and LTE-M connectivity by Deutsche Telekom

Cj' Dragino NB-loT

ormeme  CoOnnect Dragino NB-loT devices

INCE
f'-\
Ince. connect INCE devices

Next
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Figure 77: Choose LoRaWAN connectivity
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3. As the Sensor Hub is a new device, there is no pre-existing template.

Create a template by clicking New Product, enter the Product Name, and

click Next to proceed.

Add LoRaWAN Device

STEP 1 STEP 2 STEP 3
Product Network Server Devices

Datacake Product

You can add devices to an existing product on Datacake, create a new empty product or start with one of the templates. Products

allow you to share the same configuration (fields, dashboard and more) between devices

New Product from template Existing Product New Product
Create new product from a Add devices to an existing preduct Create new empty product
template

New Product

If your device is not available as a template, you can start with an empty device. You will have to create the device definition (fields,

dashboard) and provide the payload deceder in the device's configuration

Product Name

Sensor Hub

Figure 78: Create a New Product

4. Choose a network server for your device. In this guide, select The

Things Stack V3, then click Next to continue.
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= Technology C

=

Add LoRaWAN Device
STEP 1 STEP 2 STEP3 STEP 4
Product Network Server Devices Plan
Network Server
Please choose the LoRaWAN Network Server that your devices are connected to.
[«] WHHILELERE Uplinks ~ Downlinks
TTN V3 / Things Industries g
Helium 5 q
@helium Uplinks Downlinks
Use your own console
@‘@' @ Managed Helium TS
Powered by loT Creators B
LORIOT Uplinks Downlinks
LORIO T
Aenpens ChirpStack Uplinks Downlinks
Showing 1to 5 of 16 results Previous Next
Back Next

Figure 79: Select the Things Stack V3

5. In the Step 3 Devices tab, enter the device DEVEUI and NAME fields,

and click Next to continue.
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Technology Co., Ltd.

Add LoRaWAN Device

STEP 1 STEP 2 STEP 3 STEP 4
Product Network Server Devices Plan
Add Devices

Manual Import from The Things Stack

Please provide one or multiple LoRaWAN device EUIs along with the corresponding names they should have on Datacake

Alternatively, you can choose to upload a CSV file that contains the DevEUI, device Name, location, and a set of tags. For more
information on how to format the file, please refer to our documentation

@ Drag and drop a .csv file here or click to choose one

DEVEUI NAME LOCATION TAGS
” s

+ Add another device

Back |

Figure 80: Add DEVEUI and Name

6. In Step 4 Plan, select the preferred subscription plan, and click Add 1

device to add the device. For this example, choose Free.

Add LoRaWAN Device

STEP 1 STEP 2 STEP 3 STEP 4

Product Network Server Devices Plan
Free Light Standard Plus
€0.00/ month €1.00 / month €3.00 / month €5.00 / month
7 days data retention 1 month data retention 3 months data retention 12 months data retention
500 datapoints / day 1,000 datapoints / day 2,500 datapoints / day 7,500 datapoints / day
max 5 per workspace Cancel any time Cancel any time Cancel any time

Cancel any time

Looking for a way to consolidate your billing or a more affordable package pricing?

Explore our package and enterprise pricing options

Have a code?

Apply

Back Add 1 device

Figure 81: Select a subscription plan

7. The registered device can now be viewed on the Devices tab.
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Derices

Figure 82: Registered device

Create a Payload Decoder
1. Click the successfully registered device and go to the Configuration tab.

Scroll down to the Payload Decoder field, then copy and save the

decoder code.
gensor Hub

General Configuration

Figure 83: Configuration tab

e Things stack v3
RAKwirsless L et

Payload Decoder

ppppppp

Figure 84: Decoder code

function Decoder (bytes, port) {
var decoded = {};

function value (bytes) {
var value = (bytes[l] << 8) | bytes[0];
value = twosComplement (value, 16);
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return value;

}

var offset = 0;

while (offset < bytes.length ) {
var channel id = bytes[offset++];
var channel type = bytes[offset++];

if ( channel id === 0x01 && channel type === 0x02) {
var current = (bytes[offset++] * 256 + bytes[offset++]) / 100;
// Measuring ranges: 0-5m, output signal: 4-20mA
decoded.water level = (0.3125 * current - 1.25). toFixed (3) ;
} else {
break;

}
}

return decoded;

}

2. Displace the menu bar with the +Add Field section and click +Add Field.

RaKuirciess

Figure 85: Add field

3. The Add Field window appears. Fill out the fields shown in Figure 85 to

configure the stored data in the device.
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Technology Co., Ltd.

Add Field X

Fields define the schema of the data the device stores.

Type

Float -

Name

Water Level

Identifier
ANALOG_IN 1

The field identifier is a unigue string that can consist of uppercase letters, numbers and underscores. Once a field
has been created, the identifier can not be changed.

Unit Optional
M

Role
None >

You can define the role of a field, which are unigue per product and can be used to add context to global
visualisations and reports.

Formula Optional

Formulas can be used to perform calculations on values from other fields. Fields that have a formula can not be
written to from a decoder or via the APL.

Use Formula

Cancel Add Field

Figure 86: Configuration fields

Q NotE

Enter an appropriate name in the Name field.

The Identifier field will be automatically filled in based on the name.
When an uplink is received, refresh the page and the CURRENT
VALUE field will be updated.

Leave everything else as default and click Add Field to complete

the setup.

4. When completed, it will look the same, as shown in Figure 86.
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Figure 87: Successfully added fields
Create a Dashboard
1. To create a dashboard, toggle the edit mode switch (
Dashboard tab.

Rakirless L ]

Sensor Hub

Deices

Figure 88: Turn on the edit mode switch

2. Click +Add Widget to add a visualization widget.

Sensor Hub

bercer

L

Figure 89: Add visualization widget

3. Select Value from the menu to create a new dashboard.
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) on the device
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Boolean
Displays a boolean state

Headline
Displays a headline

Map
Displays a map

©)

Value
Displays a measurement

th

Slider
Displays a slider

Image
Displays a static image

Iframe
Displays an Iframe

Chart
Displays a chart

| ul Histogram
! Displays a histogram
q'I' Text

Displays a text widget

O Switch
Displays a switch widget

@ Downlink
Button that sends a message to a device

m Image Map
Display floor plans or interactive diagrams

= Device Fields
m == Displays a table with device fields

Page 71 of 105

Q NotE

Figure 90: Select Value to create a new dashboard

You can select different types of widgets to accommodate various data

formats.

4. In the Title field under the Basics tab, name the widget as Water Level.
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Edit Value Widget

Water Level
No data

0.00

Basics Data Appearance Gauge Timeframe

Title

English | Water Level

+ Add Translation

Cancel +/ Save

Figure 91: Name the widget

5. Under the Data tab, click the Water Level field and set the unit to M.
Edit Value Widget

Water Level
23 seconds ago

M4.31

Basics Data Appearance Gauge Timeframe

Field

Water Level

Unit
English | M

+ Add Translation

Decimal Places

2

Cancel «/ Save

Figure 92: Setting Parameters

6. Under the Gauge tab, select the gauge type and color, set the range of

values for the widget, and then click Save.
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Edit Value Widget

Water Level
23 seconds ago

431
M
Basics Data Appearance Gauge Timeframe
Gauge Type
O None Linear Vertical Circular Fill Level Compass

Values Color

Add

Cancel / Save

Figure 93: Set Gauge

7. When you finish adding the widgets, turn off the edit mode switch to

save the edits.

Sensor Hub

oevices

Figure 94: Added Widget

6.1.2. Built-In Network Server Setup

The RAK gateway comes with a built-in NS, which eliminates the need to
deploy NS in the cloud or locally. This gateway is suitable for small-sized
industrial application scenarios and offers various advantages such as cost
savings, reduced R&D investment, high execution efficiency, and shorter

delays.

The built-in network server of the RAK gateway provides MQTT and HTTP
integration that allows for post-processing data and implementing solutions

based on the needs.
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This section will use the public MQTT broker integration as an example to

demonstrate how to use the built-in network server to create a visualization
application on ThingsBoard.

Node Gateway Gateway Built-in Server Data Visualization
LoRa pn m—
I T — W =&

Figure 95: Gateway built-in NS application scenario

6.1.2.a. Configure ThingsBoard

1. Log in to ThingsBoard. If you don't have an account yet, create one
before proceeding.

ThingsBoard

Cloud Platform

s Login with Google
ﬁ Login with Facebook

) Login with Github

OR

ﬂ Password

Forgot Password?

Do not have an account? Sign up

Figure 96: ThingsBoard authentication page

2. After successfully logging in, you will be directed to the ThingsBoard
homepage.
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Figure 97: ThingsBoard homepage

3. Navigate to the Integration center > Integration > Data converters in the

left navigation tree to create a data converter for the uplink.

Figure 98: Create a data converter

4. Click the Add Data Converter icon (+) and choose the Create new

converter option.

Figure 99: Create a data converter
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5. Enter the name of the decoder in the Name field (for example, Uplink
decoder), leave the Type field as Uplink, and select the JavaScript

option.
Add data converter ® X

Uplink Decoder

Type*
Uplink

&) Debug mode

function Decoder(payload, metadata) { Tidy £ @ i

J/** Decoder *%/

// decode payload to string

var payloadStr = decodeToString (payload);

var data = JS0N.parse(payloadStr).data;

var bytes = atob(data).split{'').map(function (c) {
return c.charCodeAt(8);

3

W N R W
4

var values = {};
18 let i = @;

A4 = 2Tl a £ s babnr Tt T

}

Test decoder function

Description

4

Figure 100: Add the decoder code

6. Edit the decoder code by copying the following code into the edit box.
Click Add to include the uplink decoder.

/** Decoder **/

//decode payload to string

var payloadStr = decodeToString (payload);

var data = JSON.parse ( payloadStr ).data;

var bytes = atob (data).split('') .map (function (c) {
return c.charCodeAt (0);

1) ;
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var values = {};

let 1 = 0;

while ( i < bytes.length ) {

var channellId = (bytes[ 1 ] << 8) | bytes[ i + 1];

var value = (bytes[ 1 + 2] * 256 + bytes[ i + 3]) / 100;
i += 4;

switch ( channelId ) {
case 0x0102:

values.waterlevel = (0.3125 * value - 1.25). toFixed (3);
break;

default:

break;

}

}

var integrationName = 'MQTT Integration';

var deviceName = ' water level ';

var result = {

deviceName : deviceName ,

attributes: {

integrationName : metadata[' integrationName '],
waterlevel : values.waterlevel ,

}I

}:

/** Helper functions **/
function decodeToString (payload) {

return String.fromCharCode.apply (String, payload);
}

return result;

7. Navigate to the Integration Center > Integrations menu and click the

Add Integration icon (*) to add the MQTT integration.

-

Figure 101: Add the MQTT integration
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8. Enter the name of the integration (for example, MQTT Integration) in the
Name field and select MQTT in the Type drop-down menu. Click Next to

continue.

Add integration ® X

o 2] o o

Basic settings

mQTT

MQTT Integration

% Enable integration
%) Debug mode

%) Allow create devices or assets

Figure 102: Fill in the integration name
9. In the Uplink data converter options, click Select existing to choose the

previously created decoder (Uplink Decoder), then click Next.

www.RAKwireless.com
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Add integration 9 X
o (2] © (4]

Basic settings Uplink data converter Downlink data converter Connectio

Uplink data converter eate ne

Uplink Decoder X

=

Figure 103: Select the created decoder

10.In the Downlink data converter interface, no configuration is necessary.

Simply click Skip to bypass this setup.

11. Configure connection options. Host is the MQTT broker address used for
messages. The Host of the external MQTT broker used in this example is
broker.hivemqg.com. YoUu can choose to use other brokers with a different
Host.

12. Enter the address broker.hivemqg.com in the Host field, with the port
number 1883. Click the Add topic filter button to configure the

subscription topic:
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Add integration ® X

Basic settings Uplink data converter Downlink data converter Connection
broker.hivemg.com 1883
Credentials
Anonymous N
@ Enable ssL
Topic filters
application/SensorHub/device/! 0 - At most once - b'Y
application/SensorHub/device/! 0 - At most once - be
application/SensorHub/device// 0 - At most once - X
application/SensorHub/device// 0 - At most once - X
Back Check connection m

Figure 104: Configure the connection options

Configure the subscription topic

application/{{application name}}/device/{{device EUI}}/Jjoin
application/{{application name}}/device/{{device EUI}}/rx
application/{{application name}}/device/{{device EUI}}/tx
application/{{application name}}/device/{{device EUI}}/ack

application/{{application name}}/device/{{device EUI}}/status

e application_name: the application ID created in the gateway.
e device_EUI: the device EUI of the end device.
13. Modify the parameter values corresponding to the topics based on the
actual application created and the device used.
Q NoTE

The values in the subscription topic must be all lowercase. For

example, application/1/device/0123456789%abcdef/join.
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Add integration

o © o 4]

Basic settings Uplink data converter Downlink data converter Connection
application/SensorHub/device// 0 - At most once v b
application/SensorHub/device// 0 - At most once - X
application/SensorHub/device// 0 - At most once M h'd
application/SensorHub/device/ 0 - At most once v X

devices/+/telemetry or +/devices/+/attributes |

t De the last sym the topic. Ex.. # v1/devices/me/#

Add topic filter

@  Execute remotely v

Advanced settings

Back Check connection m

Figure 105: Add Integration
14. After configuring the details, click the Add button to save and complete

the settings.

@Thinggﬁgﬂg B integrations center > S Integrations C“"&"mmg:“:: _4 I A e eSS e
f Home
B Plan and billing Integrations + c Q
A Alarms D Created time & Name Type Daily activity Status Remote
28 Dashboards
[ 2023-12:2714:43:02  MQTT integration maTT Active O & 8

Solution templates
da Entities
B Profiles
22 Customers
O users
B Integrations center

&) Integrations

11 Data converters

Figure 106: Configuration completed
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6.1.2.b. Configure Gateway
This section will use the RAK7268V2 WisGate Edge Lite 2 as an example.

1. To access the gateway web management platform, refer to the

WisGateOS V2 user manual for details.

i

Simple access to your gateways

Figure 107: WisGate OS Web Ul

2. After successfully logging in, navigate to the LoRa® menu in the left
navigation tree and set the Work mode of the gateway to Built-in

network server.

RAK7268CV2

Figure 108: Set the Work mode of the gateway

Shenzhen RAKwireless Technology Co., Ltd. RYITHRABHRRNEERLT RAKwireless.com

Room 506, Bldg B, New Compark, Pingshan First Road, Taoyuan Street, Nanshan District, ™ inquiry@RAKwireless.com
Shenzhen, Guangdong Provice, The People’s Republic of China . +86-755-86108311


https://store.rakwireless.com/products/rak7268-8-channel-indoor-lorawan-gateway?variant=42316475924678
https://docs.rakwireless.com/Product-Categories/Software-APIs-and-Libraries/WisGateOS-2/Overview/#overview

N

» RAK Page 83 of 105

—4

=
(]

3. Once done with the setting, click the Applications tab, then the Add
application button. You can also click add one now text link to add a

new application.

RAK7268CV2

==l

Figure 109: Applications tab

4. Configure the following information: Application name, Application

Description, and Application Type.

e Unified Application Key: Choose this option if all devices will use the
same application key. Once selected, a field for the application key
appears, where you can manually type in an application key or click

the Autogenerate button to generate one.
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Enable HTTP/HTTPS Integration Parameters
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Figure 110: Unified Application Key

e After enabling the Auto Add Device option, configure the Application

EUI option. The value needs to be consistent with the node value.

Once you have verified the application EUI and key, the device will be

added automatically to the application.

@ ~uto Add Device

Application Key

( Autogenerate

Application EU

( Autogenerate

Figure 111: Auto Add Device
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Q NotE

You can obtain the values by either querying the end device or
generating it automatically and modifying the corresponding value of

the device synchronously.

e Separate Application keys: Each device has its own application key.

Add the key when registering the device.

New application
Applications are used for instructing how to collect data from your
end devices.
Application settings
SensorHub
Sensor Hub
Unified Application key -

@ ~uto Add Device

Ty
| Autogenerate )
e ,_/

4 ™\
{ Autogenerate ]
- J

Payload format

None A

Only forward data object

Integration Parameters Decode Type

@ revort Lora Radio Information

Enable HTTP/HTTPS Integration Parameters

Cance Save application

Figure 112: Add Application Key

5. Once you've completed the configuration, click on Save Application to
add the new application.

6. In the application list, locate the newly created application and navigate
to the End devices tab. If you've enabled the Auto Add Device function,

the device will be automatically registered upon the addition request.
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Sensortub
® | co
End devices Configuration
O\ DE

SensorHub OTAA CLASS A m8s a. 02115525 0dB ® Charging

Figure 113: End devices tab

7. Click the Add end device button. In the End device information

interface, fill in the following information:

e Activation Mode: Select the device's activation mode: OTAA or ABP.
o Choosing ABP mode creates two additional fields: Application

Session Key and Network Session Key.

o Inthis example, use OTAA activation mode.

e End device (group) name: Enter the name of the end device or the
group it belongs to.

e End device description (optional): Optionally provide a description
for the end device.

e Class: Select Class A for the device's operating mode.

e Frame Counter Width: Keep the default value.

e LoRaWAN MAC Version: The protocol version (V1.0.3) of the node.
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Cancel Add end devices

Figure 114: Add new end devices

8. After completing, click Add end devices to proceed to the next step.
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New end device

End devices can be uploaded from a CSV file or added manually in
End device EUl input fiald.

N — Jyo———
Upload a list of end devices Manually add new end devices
1 Ena Devie EU1 s
v file here o |

|
|
! or
' Step (Cptional) ? Count (Optional)
J

(7) Save time with our OTAA downioad it here.

Add to “End Devices list®

End devices list 0 cf 1 devices are selected End devices with error Dend devices

Skip adding

Figure 115: Add the device to the device list

9. In the Adding end devices interface, enter the device EUI in the End
Device EUI (main) field and click the Add to End Devices list button.

Then click Add end devices to complete adding the end device.

Q NotE

e The device EUI configured here must match the end device. You
can either obtain it by querying the end device or entering one (1)
EUI and synchronously updating the corresponding value of the end
device.

e |[f the EUl is correct, the device will appear in the End devices list.

e |If the EUI is incorrect, the device will be displayed in the End

devices with an error section.
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New end device

End devices can be LIMCE)L'DH from a CSV file or added manuall y in
levice EUl input field.

° Adding end devices

Upload a list of end devices Manually add new end devices

End Device EUI (Mai

End devices list 10f 1devices are selected End devices with error 0 end devices
EU STATUS £u sTaTUs

Skip adding Add end devices

Figure 116: Complete the end device addition

10. Click the Add button to confirm adding the device.

Add end device(s) pd

N
kl) Selected end device(s) will be added to the application if confirm.

Add Cancel

Figure 117: Confirm to add the end device

11. When finished, enter the End devices interface, where you can see the

created end device.
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6.1.2.c. Connect Sensor Hub to Built-In Network Server

For specific configuration on how to connect Sensor Hub to the server, refer to

Sensor Hub Network Configuration > LoRaWAN Application Scenario.

Once completed, the device will join the network. As shown in Figure 118, the

end device SensorHub has successfully connected to the gateway's built-in

server.
SensorHub

End devices Configuration
Q B8
NAME ~

SensorHub OTAA CLASS A Tm8sa.. 0215525 0dB @ Charging 0%

Figure 118: End device has been connected

6.1.2.d. Configure MQTT Integration
1. Navigate to the LoRa® > Configuration > Integration Interface
Parameters section.
2. Toggle the Enable Integration Interface option and select Generic MQTT

as the Integration mode.
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o Enable Integration Interface

[ Generic MQTT AWS loT Core

MQTT Broker Address

broker hivemg.com

MQTT Broker Port MQTT Version

1883 v3a -

1- At Least Once ~ 10

() Clean session Retain

Client ID

Enable User Authentication

S5L/TLS Mode

None -
Join Topic

application/SensorHub/device/ {join
HJa;;vp_lui;;tiona'SensorHubfdevicee’. rx
_WE.:uI)pIic_;tiona'SensorHubfdevicee’ x

Figure 119: Set up MQTT integration

3. In the MQTT Broker Address option, enter broker.hivemqg.com, then
click Save changes.

4. After the device has joined and has been sending uplink data, check the
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Technology Cx

uplink data in ThingsBoard > Integrations > Your Integration > Events.

MQTT Integration
Integration detais

Figure 120: View the gateway uplink data

6.1.2.e. Visualize Data Through ThingsBoard
1. After creating the data converter, integrating, and obtaining some data in
the Event tab, check the automatically created devices based on the

decoder in the Entities > Devices > Groups tab.

Figure 121: Check the device

2. Click the group named All in the Device groups menu to automatically

create a decoder device.
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Figure 122: Automatically created decoder device

3. Click the device, navigate to the Attributes tab, and check on the node
data.

&, ThingsBoard

water_level

1 attribute selected

Figure 123: Node data

4. To visualize the data, simply select the values you wish to display, then
click the Show on widget button.

5. On the next page, select the desired widget for the data from the

Current bundle drop-down menu. In this example, choose Tables.
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water_level
Device detsls

Tables

s 0o +@EN

Figure 124: Select Widget

6. After selecting the widget, click Add to dashboard to proceed. By
default, the profile does not have a dashboard, so you need to select
Create new dashboard and enter a name for the dashboard in the New
dashboard title field.

e In this guide, name the dashboard SensorHub_Waterlevel.

Add widget to dashboard X

Select existing dashboard Create new dashboard

New dashboard title*

O ®  sensor Hub|

[ open dashboard Cancel m

Figure 125: Enter the dashboard name

7. After setting the dashboard name, click the Add button to add more
widgets. Alternatively, check the Open dashboard option to

automatically open the created dashboard after adding the widget.
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Q NotE

If the Open dashboard option is not selected, users can still easily view

the added widgets via Dashboard groups > All > [Group Name].

Figure 126: Dashboard created

6.2. NB-1oT/LTE CAT-M1 Application
6.2.1. Connect Sensor Hub to MQTT Server

In the Network Server and Visualization Configuration section, the server in
the example has been set as a public MQTT broker: broker.hivemg.com. You
can also choose other brokers or servers, such as AWS loT Core (optional),

according to actual usage scenarios.

Node MQTT Server Data Visualization

ALl
s

G
i |
o |I

Il €

Figure 127: NB-IoT/LTE CAT-M1 application scenario

6.2.2. Visualize Data Through Datacake
In this example, you will use Datacake as the visualization platform. Datacake is

a versatile loT platform designed to visualize data from nodes in a user-friendly

manner.
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To get started, create an account on the official website and log in.

6.2.2.a. Add SensorHub to Datacake

1. After logging in to your account, navigate to the Devices tab and click +

Add Device to proceed with adding the Sensor Hub end device.

Figure 128: Devices page
2. Select the API option and click Next to proceed.

Add Device
First, choose the connectivity type of your device.

LoRaWAN

[@] Choose from 17 LoRaWAN networks

Particle
parmicLe  ‘Connect your Particle devices

API
o Generic API device with support for MQTT and HTTP connectivity

Pincode Claiming
Claim an existing device by pincode

7T loT Creators
ol re. : i
NB-loT and LTE-M connectivity by Deutsche Telekom

@' Dragino NB-loT

ommemo  Connect Dragino NB-loT devices

1NCE

r\
INce  connect INCE devices

Figure 129: Select API

3. As the device is new and there's no ready-made template, choose New
Product from the Datacake Product options. Enter the device name in

the Product Name field, then click Next to proceed.
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Add API Device

STEP1 STEP 2 STEP 3
Product Devices Plan

Datacake Product
You can add devices to an existing product on Datacake, or create a new empty product. Products allow you to share the same

configuration (fields, dashboard and more) between devices

Existing Product New Product New Product from template

Add devices to an existing product Create new empty product Create new product from a
template

New Product
If your device is not available as a template, you can start with an empty device. You will have to create the device definition (fields,

dashboard) and provide the payload decoder in the device’s configuration.

Product Name

SensorHub

Back m

Figure 130: Select New Product

4. The SERIAL NUMBER field can be left blank. Datacake will randomly

generate a serial number for the device, then click Next.

Add API Device

STEP 1 STEP 2 STEP 3
Product Devices Plan
|rdd Devices

You can add one or more API devices at a time. Serial numbers are used to identify devices when ingesting data. You can provide your
own or let us auto-generate one. It can be changed later.
SERIAL NUMBER NAME LOCATION TAGS

i B SensorHub Add

+ Add another device

-

Figure 131: Add Devices

5. Select the preferred subscription plan, then click Add 1 device. For this

example, choose Free.
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Add API Device ~
STEP 1 STEP 2 STEP 3
Product Devices Plan
Free Light Standard Plus
€0.00 / menth £1.00/ month £3.00 / month €5.00 / month
7 days data retention 1 month data retention 3 months data retention 12 months data retention
500 datapoints / day 1,000 datapoints / day 2,500 datapoints / day 7,500 datapoints / day
max 5 per workspace Cancel any time Cancel any time Cancel any time
Cancel any time
4 3

Looking for a way to consalidate your billing or a more affordable package pricing?

Explore our package and enterprise pricing options

Have a code?

Apply

Figure 132: Select a subscription plan

6. The registered device can now be viewed on the Devices tab.

° RAKwireless @

Devices o+ [ )

oming 1101 of 1 results Sperpage v | Presiows | Next

Figure 133: Registered device

6.2.2.b. MQTT Configuration

1. Click the name of the device you just created in the list to enter the

interface, then select the Configuration tab.

Raxwreiess L
0==: | ..
Sensor Hub

Figure 134: Configuration tab
Shenzhen RAKwireless Technology Co., Ltd. RYITHRABHRRNEERLT www.RAKwireless.com
Room 506, Bldg B, New Compark, Pingshan First Road, Taoyuan Street, Nanshan District, = inquiry@RAKwireless.com

Shenzhen, Guangdong Provice, The People’s Republic of China S +86-755-86108311



@ RAK Page 99 of 105

2. Scroll down to the API Configuration option and copy the Serial number.

Save it locally for later use.

AP Configuration

HTTF Payload Decoder

Figure 135: Copy the serial number

3. Continue scrolling down to the MAQTT Configuration option and
configure the external MQTT Broker.

4. Click +Add new MQTT server and configure the relevant parameters.

RAKmireloss MQTT Configuration

Figure 136: Configure the external MQTT Broker

5. Fill in the relevant information based on the actual server used, then click
Test Connection to verify whether Datacake can successfully connect to
the MQTT Broker.
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E4

Technology Co., Ltd.

Add new MQTT Broker X
Enter the connection details of your MQTT broker.
Protocol Version
MQTT 2 311 -
Hostname Port
broker.hivemg.com 1883

SSL/ TLS mode

None

<>

Use Authentication

Test Connection Add MQTT Server

Figure 137: Configure the external MQTT Broker

Q NotE

If SSL/TLS encryption and authentication are set for more secure
communication, ensure to configure them accordingly in this section.

However, for this example, you can skip this option.

6. If the connection is successful, you will see the message Connection
successful. Click Add MQTT Server to complete the addition of the
MQTT server.

Add new MQTT Broker
Eer e connecton detas 1 o

Figure 138: Connection established successfully

7. After successfully adding the MQTT server, click on +Add Uplink Decoder to

add a decoder.
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RAKwireless MQTT Canfiguration

Figure 139: Add MQTT Server

8. A new window will appear and fill in the fields according to your project.

Add Uplink Decoder

Add topics to subscribe to and a JavaScript function that decodes the payload.
Subscribe to topics

Uplink
Single level wildcard: + , multi level wildcard: #

+ Add Topic

Decoder function

1~ f unction Decoder(topic, paylead) l{
2 wvar decoded = [];

( payload .replace (/\s%/g,"") );

13 return decoded;
14 3

Try Decoder Function ~ Show

Add Uplink Decoder

Figure 140: Add Uplink Decoder

e Subscribe to topics: Configure the subscription topics, that is, the value
of the Publish Topic configured in the Network Server and

Visualization Configuration section.
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e Decoder function: Copy the following decoding code and paste it into

the Decoder function space.

function Decoder (topic, payload) {
var decoded = [];
var data = JSON.parse ( payload .replace (/\s*/g,"") );
for (var key in data) {
decoded. push (
{
device: "cfdac42a-b7ac-4a94-ab77-fb5090150aa6",
field: key,
value: datalkey]
}
)
}
return decoded;

}

Q NotE

In the above code, make sure that the parameter serial_number
(device: cfdac42a-b7ac-4a94-ab77-fb5090150aa6) matches the

serial number saved locally earlier.

9. Once completed, click Add uplink decoder.
10.In the Fields option, click +Add Field to show the monitoring values of
the devices. Each device can create a certain number of fields, also

known as data points.

Figure 141: Add Field

11. Set the necessary parameters of the Fields. For Fields with multiple data

points, add them one by one. Once done, click Add Field.
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Add Field X

Fields define the schema of the data the device stores.

Type

Float >

Name

Water Level

Identifier
ANALOG_IN 1

The field identifier is a unigue string that can consist of uppercase letters, numbers and underscores. Once a field
has been created, the identifier can not be changed.

Unit Optiona

M

Role

None

<)

You can define the role of a field, which are unigue per preduct and can be used to add context to global
visualisations and reports.

Formula Optiona

Formulas can be used to perform calculations on values from other fields. Fields that have a formula can not be
written to from a decoder or via the API

Use Formula

Cancel Add Field

Figure 142: Set the related parameters of the field

Q NotE

The Identifier field will be automatically filled based on the name.

12.0nce the uplink data is received, the Current value column in the Fields

list will display the current monitoring value from the sensor.

Flelds + Add Field

water Level aisL06 10 1 Floa

Figure 143: Added sensor monitoring values
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Dashboards can be customized depending on the specific needs and

preferences of a project. Follow the steps below to add widgets and visualize

the data.

1. On the device details page, navigate to the Dashboard tab, then toggle

on the edit mode switch (

2. Click on the + Add Widget button to add a widget for visualizing data.

Sensor Hub

)

Figure 144: Open the edit mode

. [Emo

3. Choose what type of widgets you want to display. For this example,

select Value.

@

Boolean

Displays a boolean state

Headline
Displays a headline

Map
Displays a map

Value
Displays a measurement

Slider
Displays a slider

Image
Displays a static image

Iframe
Displays an Iframe

Chart
[

Displays a chart

Histogram
|l||| . : e

Displays a histogram
q-l- Text

Displays a text widget
0 Switch

Displays a switch widget

@ Downlink
Button that sends a message to a device

Image Map
Display floor plans or interactive diagrams

s — Device Fields
N o— _
= Displays a table with device fields

Figure 145: Select and add widgets for visualizing data
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4. Go to the Data tab and choose the data you want to visualize from the
available Field options. For this example, select Water Level and set the

unit to m.

Edit Value Widget

Water Level
23 seconds ago

4.31

Basics Data Appearance Gauge Timeframe

Field

Water Level

Unit
English | M

+ Add Translation

Decimal Places

2

Cancel  Save

Figure 146: Select the visualization data field

5. After configuring the widget, click Save. You should now see the
successfully created water level widget on the Dashboard interface.
6. Once done with the dashboard configuration, turn off the edit mode

switch (@) to save the settings.

pe— %
éensor Hub
@ s )]
5.28
Figure 147: Close edit mode to save the settings
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