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1.0.Preparation

This section provides instructions on how to install the following test passes on your mobile device.

[=]
=

Google Demo Pass#1 Google Demo Pass#2 Apple Demo Pass

Simply scan the above QR code to save the pass to your Google/Apple Wallet

1.1. Downloading the ACS Apple Test Pass in Apple Wallet

The following steps outline the procedure for downloading and storing the ACS Apple Test Pass in
Apple Wallet:

1. Open the Camera application on your iPhone and scan the Apple Demo Pass QR Code.
2. Click on the corresponding bit.ly link.

L S ——
3. If the bit.ly link fails to open, ensure that Safari is set as the default browser and attempt

again.
4. Click "Next" to save the ACS Test Pass to Apple Wallet.
< Camera & 4:45 PM 7 38% %

Cancel Membership Demo Card Next
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5. The pass can now be accessed via the Wallet application.

CinePlex

POINTS

50

Poderits App Staim

POINTS®

W My Coke Rewards

=\ ;
S SpringCard
i prng

@ VISITOR mathew

1.2. Downloading the Google Test Pass in Google Wallet

The following steps outline the procedure for downloading and storing the Google Test Pass in Google
Wallet:

1. Open the Camera application on your Android device or use a QR code scanning application
to scan one of the following QR codes:
Google Demo Pass#1 QR Code (the Basic loyalty demo pass, expected payload 2018) or
Google Demo Pass#2 QR Code (a Long loyalty demo pass which get additional data,
expected payload {"data-0":"data_hereQ", ... "data-49":"data_here49"}).

2. Both demo passes may be saved if required.

Click on the displayed web link after scanning the QR code.

B2 Web address

hips.//bitly/3BQFpGg

Show options

4. Click "Add" to store the Google Test Pass in Google Wallet.
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1.3. Apple ECP 2.0 Test Pass Preparation

1.31. Downlaod the Test Pass to Apple Wallet
Follow Apple's instructions to add the ECP 2.0 Pass to the Apple Wallet.
Notes: Due to an NDA with Apple, we cannot provide the ECP 2.0 Apple Demo Pass to customers.

1.3.2. Adjust the code of VAS Test Tool (IMPORTANT)

The demo scenario involves Access Control. The goal is to read Desfire, File 1, and File 3. Access is
granted if the files are read correctly.

Get VAS Data

HW type & sub-type: 9101

Select application 200002 successful

Authenticatel response: 05237BAE7DF707CC38BFF93D1257F3B0
Authenticate2 response: 26A28D863B0AEO3A7C5F7510F9FB1B7D
Authentication successful

Session key generation successful

UID: 11223344556677

Select application 200004 successful

Authenticatel response: 7865346BC261D615F3D61955FB718A6E

Authenticate2 response: DCOF03C8DES189522781276FCDFBYACT
Authentication successful

Session key generation successful

File 1 data: 4444ty

File 3 data: 66666666666666666666666666666666

Transaction complete

The following steps outline the procedure for adjust the code of VAS Test Tool for your Apple ECP 2.0
Pass:

1. Get the DESFIRE Pass information from the Pass issuer:

AID of the UID file

Key of the UID file

AID of the Data file

Key of the Data file

Terminal Info of the Pass

Terminal type of the Pass

TCl value of the Pass

Data of the Pass (if have)

2. Accordmg to the information, modify the ProcessDesfireDemoPass function(line 661) in
Worker.cs of the VAS Test Tool source code.
Since the file structure may not be the same, please refer to line 709 for UID file and line 742
for Data file.

Semsaoge

ProcessDesfireDemoPass()

ErrorCode res = ErrorCode.VasNoError;
isApple = :

[]1 aide Utils.HexToBytes("2
[] key® ils.HexToBytes(

if (! AuthentlcateDesFlre(keyO 0, aid
break;

Page 5 of 15

ACS VAS Test Tool USB/Serial User Manual info@acs.com.hk

Version 0.03 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

[] aidl = Utils.HexToBytes("2¢
[] keyl = Utils.HexToBytes("

if (!AuthenticateDesFire(keyl, ©, aidl))
break;

3. Rebuild the VAS Test Tool
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2.0.ACS VAS Test Tool

The ACS VAS Test Tool is a proprietary software solution developed by Advanced Card Systems
Ltd. (ACS), designed to facilitate the testing of NFC-enabled Google Pay passes using the
WalletMate Il reader. Currently, the ACS VAS Test Tool is exclusively supported on Windows
operating systems.

21.1. Activating the Escape Command

Due to ongoing driver development, it is necessary to manually activate the Escape Command by
following the steps outlined below:

Notes: Each Reader needs to be enabled once per USB port.

1. Insert the WalletMate Il Reader into the computer.
= A

vo [ ] [ b

2.  Launch the Enable Smart Card Reader Escape Command V100.exe application.

3. Click the "Enable™ button.

4. After approximately 30 seconds, a confirmation message will be displayed, indicating
successful activation.

@ Enable smart card reader escape command V100 == X
o
Device Name: Microsoft Usbccid Smartcard Reader (WUDF) A

Vendor ID: 072F

Product ID: 2401&MI_00

Escape command is enabled

Device Name: Microsoft Usbccid Smartcard Reader (WUDF)
Vendor ID: 072F

Product ID: 2401&MI_01

Escape command is enabled

Device Name: Microsoft Usbccid Smartcard Reader (WUDF)
Vendor ID: 072F

Product ID: 2401&MI_02

Escape command is enabled
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21.2, Launching the ACS VAS Test Tool
To initialize and configure the ACS VAS Test Tool, proceed with the following steps:

1. Extract the VASTestToolSerial-XXXXXX.zip file provided by ACS.Connect your WalletMate Il
Reader to your PC via USB cable.

2. Establish a USB connection between the WalletMate Il Reader and the computer.

3. Navigate to the \VASTestToolSerial-XXXXXX\VASTestToolSerial\bin\Debug folder and
double-click VASTestToolSerial.exe to launch the application.

4. If prompted with a dialog box requesting the installation of missing Microsoft Windows
Components, follow the on-screen instructions to install them.

5. Upon successful connection and recognition of the WalletMate Il Reader, its name will be
displayed in the upper left corner of the application interface.

6. Click the "Connect" button. If the firmware version is displayed, the connection has been
successfully established.
**If the firmware version is not displayed, ensure that Activating the Escape Command has
been completed.

=) ACS VAS Test Tool - USB/Serial v1.0.0 - m} X

Reader Information

Readers: I]ACS WalletMate Il 2S CL Reader PICC v] Not connected Baud Rate {9600 | Connect ® uss @

FW Version [ ] O Serial
Demo  Config VAS ~ Slot inf ion Download Test Pass Settings Support
Slot List ECP Version Number of Polling Polling Timeout(s)
o M1 02030405 06 O7 [10 ol [t =] [30 -
9 OwOnOrOBOWOS urL | | O urL only
ECP 20 = = - : . ; .
Terminal Info |C3|  Terminal Type |0200 TCI |03FFFF Data Save Default
Get VAS Data Log
s ACS VAS Test Tool - USB/Serial v1.0.0 - 0 X

Reader Information

Readers: |ACS WalletMate || 25 CL Reader PICC | Connected Baud Rate [9600 v [Disconnect | @

FW Version |ACR1552 W FW 5.00.02 [ Change Baud Rate

Demo  Config VAS = Slot information Download Test Pass  Settings Support

Slot List ECP Version Number of Polling Polling Timeout(s)
BoMEdi10203040s5 06 07 [10 v s o :
8 B 10 n 12 13 14 15 URL [ ] O uRL Only
ECP2.0 — - = = = = .
Terminal Info |C3|  Terminal Type 0200 | TCI |O3FFFF | Data | | Save Default
L__Get VAS Data log
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21.3. Testing ACS Apple and Google Passes

This section provides a step-by-step guide for testing ACS Test Passes stored in Apple Wallet and
Google Wallet using the ACS VAS Test Tool:

1. Navigate to the Slot Information tab.
e Slot 0 is pre-configured for Google Pass parameters.

e Slot 1 is pre-configured for ACS Apple Pass.

) ACS VAS Test Tool - USB/Serial v1.00 - a] X

Reader Information

Readers:  ACS WalletMate il 25 CL Reader P Connected Baud Rate 115200 Disconnect @)

FW \Version  ACR1S52 W FW 5.00.04 Change Baud Rate

Demo ConfigVAS Slotinformation Download Test Pass Settings  Support

e

0 Google 20180608 ACS
1 Apple pass.com.acs.membership.demo ACS Membership
2 Unused

3 | Unused

4 Unused

s Unused

6 Unused

7 | Unused

8 Unused

9 Unused

10 | Unused

1 Unused

12 |Unused

13 | Unused

14 | Unused

15 | Unused

2. Return to the Demo Tap section. Adjust the Number of Polling and Polling Timeout (in
seconds) as needed.

Demo  Config VAS  Slot information Download Test Pass  Settings Support

Slot List ECP Version Number of Polling 'olling Timeout(s)
B0 31 2 304 0s 06 O7 [10 ™ (] o )
8 U9 Uwlnlnlniuis URL | O urL only
ECP20 _
Terminal Info [C3|  Terminal lype (0200 Y1 |03FFFF Data Save Default
Get VAS Data Log

2025-01-28 11:45:38.414 : Get data - doAppleVas: True, doGoogleVas: True, config index
list: 01

Start Abort Clear Export

3. Click the "Start" button to commence testing.
4. Place the mobile device on top of the WalletMate Il Reader.
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5. If the test is successful:
e The acquired data will be displayed under “Get VAS Data” box.

e The mobile device screen will display a blue tick mark, signifying successful
authentication.

Get VAS Data Leg

ATR: 3BEFE00TAAL34F 50332041 S45320434841525326 2025-02-03 10:44:41.923 : Get dats - doApplevas: True, doGooglevas: True, config index
ATR: 382FE0014A434F S0332041 545320434841 525 326 e 01

Please check the phone for instruction 2025-02-03 10:44:42.005 : ATR: JB8F80014A434F S0332041 545 320434841525326

03 10:44:42.028 : Send APOU Command > > FFCA00000
-03 10:44:42.029 : The APDU Response < < O43858C81958809000
<03 104445166 Get data done

lsswer byte: SenvicelssuerByteWalletissued 2025
Tsswer 10: 1503786353 2005-

Service type: cus 2025-02-03 104445170 : Get data - doApplelos: True, doGoogleVas: True, confg index
Custemerid: 00000030000000000000000000000000 01

vquelipid: TIAE 24 20250203 10:44:46.099 : ATR: J62FE0014ALI4F 50332041 543 320434841526326
PreferresianguageCode en 2025-02-03 104446102 : Send APDU Command >> FFCAI00000

403 10:4446.103 : The APDU Response << O43858C8958805000

lsser byte: SenicelssuerByteMeschantissued 03 10:44:5426 : Get data done

tsswer I0:0 2025-02-03 104453426 Get data - doAppleVas: True, doGooglevas: True, config index
Servce type by 01
Otyectid: TE3EBHR0IIFI654 20250203 10:44:55.558 : Please chack the phone for instruction
ServiceNumber: 2018 20250203 104505454 : Get data done
2025-02-03 10:4505.458 : Get data - doApplevas: True, doGoogleVas: True, config index
W01
St Abot Clear Expont
esmes i e
Get VAS Data 123-456-789-0 1Dec 2020
ACS-MEMBERSHIP-DEMO 112436398 : Get data - doAppleVas: True, doGeagleVas: True, config index

201 : Get data - dodppleVas: True, doGoogleVas: True, config index

5 : Message: ACS-MEMBERSHP-DEMO

3532200 : Timestamp: 2/3/2025 11:35:45 AM

1:35:33.663 : Get data done

113533663 : Get data - doAppheVas: True, doGooglevas: True, confug ndex
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21.4. Testing Custom NFC-Enabled Google Passes

If a custom NFC-enabled Google Pass has been developed and the requisite Public and Private
Keys have been generated (with the Public Key uploaded to the Google Wallet API Issuer
Account), the following steps should be followed to conduct testing using the ACS VAS Test Tool:

1. Navigate to the Config Google Smart Tap tab and enter the Collector ID, Location ID,
Terminal ID, Merchant Name, Merchant Category, LTPK Version.
2. Select the Pass Type to be received (default: All Services).
3. Click Browse and select the .pem file (private key) that was generated.
4. Prior to saving, ensure that the correct slot number is selected (e.g., Slot 2).
e Caution: Selecting an occupied slot may result in overwriting the slot data

Demo Config VAS Slot information Download Test Pass  Settings Support
@ GoogleSmart Top O Apple VAS (O KEK  LTPK/Priv Key PEM I | Browse | " Slot |0 v] l
U Common
Collector ID LTPK Version
] | Select a private key file X
Location 1D * <« VASTestToolSerial-b... > pem v earch per P
System Organize v New folder - ™ @
[ Standslone ] A Name : Date modified e
T 11D v
ferminal (] Semi-integrated This PC »
J ] Unattended B 30 Objects ApplePass.pem 1
Merchant Name S Offline I Desitop
1 ] Mmp %) Documents
(] zlib support & Downloads v < >
Merchant Category = - [ v] PEM Files (*.pem) v
Service Type
9 All services [ Gift card [ Cloud-based wallet
[ All services except PPSE [ Private label card (] Mobile marketing platform
[ ppse [ Event ticket [ Generic
O Loyaity [ Flight [J Generic private pass
[ Offer [ Transit [ Wallet customer

5. Return to the Demo Tap section and configure the Polling Count and Polling Timeout (in

seconds).

Demo  Config VAS Slot information Download Test Pass  Settings  Support

Slot List ECP Version -Polimg- Potmg

B0 @1 2 3 4 s B 7 10 l 1 30

s U9 UwlnUnrUnUwulls wRL | | O urL only

P20

Terminal Info |C3 Terminal Type 0200 I |O3FFFF Data Save Default

Get VAS Data Log
20250128 11:45:38.414 : Get data - doAppleVas: True, doGoogleVas: True, config index
st 01

Start Abort Clear Export

Page 11 of 15

ACS VAS Test Tool USB/Serial User Manual info@acs.com.hk

Version 0.03 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

6. Click "Start" to initiate the custom Google Pass test.

2.1.5. Testing Custom NFC-Enabled Apple ECP 1.0 Passes

To authenticate a custom NFC-enabled Apple ECP 1.0 Pass using the ACS VAS Test Tool, follow
the steps below:
1. Navigate to the Config VAS tab and select Apple VAS.

Demo Config VAS H 7 Download Test Pass Settings Support
(@) Google Smart Tap O KEK  LTPK/Priv Key PEM lC:\Users\vickytse\DownIoads\VASTestTooISerial-binary-Z50 Browse Slot ‘0 v

Pass Type Identifier

lpass.com.acs.membevship.demo l

2. Click Browse and select the .pem file (private key) that was generated.

3. Enter the Pass Type Identifier.
4. Prior to saving, ensure that the correct slot number is selected (e.g., Slot 3).
e Caution: Selecting an occupied slot may result in overwriting the slot data

Demo Config VAS  Siot information Download Test Pass Settings Support
O Google Smart Tap @ Apple VAS (O KEK  LTPK/Priv Key PEM 'C:\Usevs\vickytse\l" loads\VASTestToolSerial-binary 2‘0} I Browse | l lSlol o v
Pass Type Identifier b

pass.com.acs.membership.demo

) Select 3 private key file X
t <« VASTestToolSerial-b... > pem v 0 Search pem Lr
Organize v New folder
B This PC A Name -
- 30 Objects | ApplePass.pem
B Desktop | GooglePass.pem
%) Documents

& Downloads v <

File name: (| v | [PEM Files (".pem) v
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5. Return to the Demo Tab, adjust the Polling Count and Polling Timeout (in seconds), and
then click "Start".
Demo  Config VAS  Slot information Download Test Pass  Settings  Support

Slot List ECP Version Number of Polling 'olling Timeout(s)
Mo 1201301405 1617 10 v| 100 3§ po =

wee | | O urL only

ECP2.0

Terminal Info (C3 Terminal Type | 0200 ! |03FFFF Data Save Default

Get VAS Data Log

6. Tap the iPhone on top of the WalletMate 1| NFC Reader.

e If the iPhone is locked (Face ID/Touch ID/Passcode), an authentication prompt will
be displayed.

123-456-789-0 1Q

7. Tap the iPhone or Apple Watch once again on the WalletMate Il NFC Reader.

e If successful, a tick mark will be displayed on the screen, and the pass will
automatically close.
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2.1.6. Testing Custom Apple ECP 2.0 Passes

After Adjust the code of VAS Test Tool (IMPORTANT), to authenticate a custom Apple ECP 2.0 Pass
using the ACS VAS Test Tool, follow the steps below:

1. Navigate to the Demo tab, change ECP Version to 2.0
2. Enter the following parameters (from Apple) in the ECP 2.0 section:
a. Terminal Info of the Pass
b. Terminal type of the Pass
c. TCl value of the Pass
d. Data of the Pass (if have)
3. Adjust the Polling Count and Polling Timeout (in seconds), and then click "Start".

Demo  Config VAS = Slot information Download Test Pass  Settings  Support

Slot List ECP Version MumbBer of Polling Falling Timecut(s]
ER— 3 o :
8 9 LN 120113 141 15 URL | | [] URL Only
ECP 2.0

Terminal Info Terminal Type Tl Data | Save Default

4. Tap the iPhone or Apple Watch once again on the WalletMate 1| NFC Reader.
e If successful, a tick mark will be displayed on the screen, and the pass will
automatically close.

Get VAS Data Log

HW type & sub-type: 9101 4 2025-02-1116:07:49.678: Send APDU Command >> 9051000000
Select application 200002 successful 2025-02-11 16:07:49.685 : The APDU Response <<
Authenticatel response: 05237BAETDF707CC38BFF93D1257F380 1CS9BEBBESAEDALTFB2CACOSEGAOBFCO100
response: 2 70 2025-02-11 16:07:49.701 : Send APDU Command >> S05A00000320000400
Authentication successful 2025-02-11 16:07:49.717 : The APDU Response << 9100
Session key generation successful 2025-02-11 16:07:49.732 : Send APDU Command > > S0AA0000010000
UID: 1223344556677 2025-02-11 16:07:49.732 : The APDU Response <<
Select application 200004 successful 7865346BC261D615F3D61955FB71BAGESTAF
Authenticate] response: 7865346BC261D615F3D61955FB718AGE 2025-02-11 16:07:49.763 : Send APDU Command >>
Authenticate? response: DCOFO3CEDES189522781276FCDFBIACT 799AD6269CD1969C: 32FFOC
Authentication successful 1400
Session key generation successful 2025-02-11 16:07:49.778 : The APDU Response <<
File 1 data: 4444444044404440444044044A0444 DCOF03C8DES189522781276FCDFBIACISN00
File 3 data: 66666666666666666666666666666666 2025-02-11 16:07:49.811 : Send APDU Command >> 90AD0000070100000010000000
Transaction complete 2025-02-11 16:07:49.811 : The APDU Response <<

3CD1AY
2025-02-1116:07:49.842 : Send APDU Command >> 90AD0000070300000010000000
2025-02-11 16:07:49.842 : The APDU Response <<
6666666666666666666666666666666675DES85975CE0BC39100
2025-02-11 16:07:49.873 : Send APDU Command >> S0EE000000
2025-02-1116:07:49.879 : The APDU Response << 9100
2025-02-11 16:07:51.599 : Start ECP 2.0 polling

Start Abort Clear Export
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3.0.FCC Warning Statement

Any Changes or modifications not expressly approved by the party responsible for compliance could
void the user's authority to operate the equipment.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:

—Reorient or relocate the receiving antenna.
—Increase the separation between the equipment and receiver.
—Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

—Consult the dealer or an experienced radio/TV technician for help.

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with minimum distance 20cm between the radiator&
your body.
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