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Introduction to Cisco Secure Workload SaaS, Release 3.10.1.5

This document describes resolved caveats for Cisco Secure Workload Agent Software.
Release Information

Version: 3.10.1.5

Date: February 11, 2025

Resolved and Open Issues

Resolved Issues

The resolved issues for this release are accessible through the Cisco Bug Search Tool. This web-based tool
provides you with access to the Cisco bug tracking system, which maintains information about issues and
vulnerabilities in this product and other Cisco hardware and software products. There is no open issues available
here.
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Note

register for an account.

You must have a Cisco.com account to log in and access the Cisco Bug Search Tool. If you do not have one,

For more information about the Cisco Bug Search Tool, see the Bug Search Tool Help & FAQ.

The following table lists the resolved issues in this release. Click an ID to access Cisco’s Bug Search Tool to
see additional information about that bug.

Identifier Headline

CSCwn84711 SPAN agent may stop reporting flows on ¢l9 based virtual Appliance when using
eBPFMeta Data

CSCwn15698 Customer requested a change in the permissions of the file "/etc/audit/rules.d/taau.rules"

CSCwn63364 tet-sensor may crash on AIX during start

CSCwn71968 Agent rehome from onprem to CSW SaaS fails when agent needs proxy to resolve
WSS FQDN
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. Compatibility Information

Identifier Headline

CSCwn75469 TetSen.exe crashes on Windows Server 2008 R2 when PID Lookup/User Lookup Is
Enabled

CSCwng89514 tet-sensor process on AIX workloads may crash while exporting cached flows

CSCwn85205 Agent shows flow export stopped anomaly

CSCwo00446 Race Condition in csw-agent might lead to tet-main using old config server URL until
next upgrade

Compatibility Information

For information about supported operating systems, external systems, and connectors for Secure Workload
agents, see the Compatibility Matrix.

Contact Cisco Technical Assistance Centers

If you cannot resolve an issue using the online resources listed above, contact Cisco TAC:
* Email Cisco TAC: tac@cisco.com
* Call Cisco TAC (North America): 1.408.526.7209 or 1.800.553.2447

* Call Cisco TAC (worldwide): Cisco Worldwide Support Contacts
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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)
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