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WAN Edge with the Session Smart Router —Juniper
Validated Design (JVD)

Juniper Networks Validated Designs provide you with a comprehensive, end-to-end blueprint for
deploying Juniper solutions in your network. These designs are created by Juniper's expert engineers
and tested to ensure they meet your requirements. Using a validated design, you can reduce the risk of
costly mistakes, save time and money, and ensure that your network is optimized for maximum
performance.

About this Document

When building a modern software-defined WAN (SD-WAN) environment to overlay existing networks
and transport technologies for an enterprise, there are several important design considerations. Juniper
WAN edge for Juniper® Session Smart® Routers provides a solution to meet the specific demands of
the enterprise. Before implementing a robust VPN with sophisticated SD-WAN path selection features
for the enterprise and leveraging these individual designs, some choices need to be made.

This JVD describes the various ways of WAN edge for Session Smart Router integration and the test
cases that are performed to ensure proper integration in an example network design. We provide
information about the different topologies and features tested. Additionally, complete configuration
examples, using the Juniper Mist™ portal, are provided in the appendix for your reference.
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I Introduction to Juniper Mist WAN Assurance

Juniper Mist™ WAN Assurance is a cloud-managed solution designed to optimize and simplify wide area
network (WAN) operations. It is part of Juniper Mist's Al-Native networking platform, providing high
performance, tunnel-free forwarding, enhanced Al operations, and automation for WAN management.
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The network links providing site to datacenter, cloud, and public connectivity paths are joined by WAN
edge devices to form the fabric of the WAN. The WAN edges are transformed with Juniper’s Al-driven
SD-WAN solution and act as your distributed policy enforcement points managed centrally from the
cloud. Juniper Mist WAN Assurance solves many of the legacy SD-WAN solutions' security, monitoring,
and troubleshooting challenges. Integrate Juniper Mist™ Wired Assurance, Juniper Mist™ Wireless
Assurance, and now Juniper Mist WAN Assurance into a unified Mist AI™ dashboard to streamline
deployment, monitoring, and troubleshooting across your network. Juniper Mist WAN Assurance
securely connects branch offices with Session Smart Routers as WAN edges.
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Watch the following video for an overview of the Juniper Mist WAN Assurance feature.

Site-to-Site Connectivity (SD-WAN)

Your WAN edge transforms when integrated with Juniper® SD-WAN driven by Mist Al. Your edge
device becomes fast, secure, and application-aware with Juniper Mist WAN Assurance. Through an
abstracted overlay, SD-WAN traffic is efficiently routed across a variety of cost-effective broadband
service providers, offering a modern alternative to costly legacy MPLS solutions. The architecture
ensures uninterrupted service with stateful failovers between diverse connection types such as MPLS,
broadband, satellite, and LTE, ensuring seamless transitions for critical applications that are virtually
undetectable to end-users. Moreover, Juniper Mist WAN Assurance enriches the WAN edge experience
by providing deep visibility into network health, tunnel activity, connectivity, and active session metrics.
This strategic insight empowers administrators to fine-tune the network, influencing traffic at the
application level to ensure optimal access and enhanced security measures. Such integration epitomizes
the shift towards a more agile, intelligent, and cost-effective network infrastructure capable of adapting
to the growing demands of modern business landscapes.


https://youtu.be/8KPzqjZmzXs
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Juniper Mist WAN Assurance SLEs

Juniper Mist™ captures, analyzes, correlates, and classifies event and performance data from your
network and devices. It then provides you with an assessment of the quality of users' experiences on
your network. Many factors contribute to positive or negative user experiences. Juniper Mist organizes
these factors into Service-Level Expectations (SLEs). When user experiences fail to meet your SLE
success thresholds, Juniper Mist identifies the root cause of each poor experience and provides
complete details so that you can address the issues.

By employing WAN SLE metrics such as WAN Edge Health, WAN Link Health, and Application Health,
Juniper Mist WAN Assurance adeptly pinpoints the underlying causes of WAN disruptions that
negatively impact user experiences. This innovative approach facilitates streamlined operations,
enhances visibility into end-user interactions, and simplifies the complexities of monitoring and
troubleshooting your network, ultimately driving towards optimal network performance and user
satisfaction.
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I Mist Management Model

Juniper's Al-driven SD-WAN solution unifies the management of branch wireless, wired, and SD-WAN
networks within a single, intuitive platform. Experience the simplicity of zero-touch provisioning, life
cycle management, and configuration—all seamlessly orchestrated through the comprehensive Juniper
Mist dashboard. This integration streamlines operations, enhances network agility, and enables a
smarter, more efficient network infrastructure tailored to the modern enterprise.
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In this chapter, we describe an example of SD-WAN implementation in a typical hub-and-spoke scenario
that leverages different transport technologies to show how it is implemented. A similar lab was built to
test this JVD which you can see in the test report.

Keep the following design goals in mind:

Design for a hub-and-spoke scenario from day one on. Mesh designs always have scale limitations
and are not usually friendly to cheap broadband Internet and LTE connections.

Ensure your hubs have the right connectivity so that the spokes can reach them using the transport
network.

e If you have an MPLS network, your service provider usually provides a routed private IP address
to you, or the end-customers manage their own private IP address range (VPLS).

e When the device has any broadband or LTE connection, you can assume that there is a kind of
source NAT applied on the path or the IP addresses on the local router are not permanent. In this
case, the hub must have a statically assigned public IP address that is reachable from the spoke
trying to make a secure vector routing (SVR) connection.

Local country regulations should not filter or restrict communication on destination UDP port 1280.
Because these ports must be at least open for spokes and hubs to establish secure vector routing for
the overlay network.

Consider allowing only VPN traffic inside your SD-WAN to lower the overall traffic. All traffic to
services outside your VPN should use local breakout at the spoke.

Use Session Smart Routers for their secure vector routing (SVR) capability, specifically the adaptive-
encryption feature. This feature identifies HTTPS traffic that is already encrypted and avoids re-
encrypting it for VPN transmission, conserving processing resources. As a result, the more VPN
traffic that is already encrypted, the fewer resources need to be provisioned.
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A lab that simulates the real world, having two underlay paths, each with different behavior:

e You can emulate an MPLS path (without the MPLS framing in-between) with private IP addresses
that are visible end-to-end. In a real-world environment, those private IP addresses are managed and
distributed by the MPLS service provider’s route reflector. Hub-and-spoke interfaces are assigned
static IP addresses.

¢ An Internet path that is subject to a lot of NAT might make the connection of devices difficult.
However, this tends to be what you see in production environments today.

e Spoke devices get a DHCP address lease from an emulated local broadband router. The emulated
router applies symmetric source NAT, especially if the device is connected through Dual-Stack
Lite (DS-Lite). This forces the spoke to open a tunnel toward the public IP address of the hub
using secure vector routing (UDP destination port 1280).

e Hub devices get a private static IP address that is assigned to the local interface. In front of the
hub, there is an emulated public IP where all spokes must send the traffic to if they want to
connect to the hub or the Internet. We then emulate a router or firewall that applies 1:1 NAT
forwarding to the private interface IP address of the hub. This emulates the exact behavior you
would see when the hub is a VM inside a public cloud. A public cloud provider would not give you
the option of assigning a public IP directly to an interface on your hub device.

e The LTE modem connection of a spoke device is expected to have the same topology
requirements. Typically, the mobile service provider (MSP) does some kind of carrier-grade NAT
(CGNAT) in its network. However, simulating an LTE Network is tricky as privately owned LTE
networks and frequencies are rare. Hence, the simulated broadband router should implement a
similar behavior where CGNAT is done in the network before traffic appears on the Internet.



e Both paths are assumed to be completely isolated from each other using an internal firewall. Any
intentional cross-path communication needs to leverage the hub which has interfaces on both paths
for failover.

Based on these two different path designs, we have implemented and tested five different topologies in
this JVD:

e A base hub-and-spoke design with two independent hubs and three spokes. This serves as the
foundational topology. The other topologies are extensions or changes to the base topology to
achieve other goals. See "Base SD-WAN Topology with Three Spokes and Two Hubs" on page 9.

e A topology where the servers at the hub are not directly attached to the LAN interface and there is a
router that is placed between the hub and server. This router then exchanges routes using BGP with
the hub to advertise its servers and its VPN-reachable networks. We also enabled a hub-to-hub
overlay using the hubs’ WAN interfaces to implement a kind of hub redundancy on Layer 3 (L3). See
"Extended Topology with Hub Overlay and BGP Peering" on page 12.

e A topology where we form redundant high-availability hub and spokes using the Session Smart
Router cluster feature. Those clusters need local Layer 2 (L2) adjacency between the two devices.
See "High Availability Hub-and-Spoke Using SSR Chassis Cluster Pairs Topology" on page 12.

e A topology where we add a Juniper Networks® EX Series Switch and a Juniper® Series High-
Performance Access Point (AP) at the spoke. This is the most common scenario at a branch where
Juniper provided the full-stack networking environment with all components controlled by a single Ul
in the Juniper Mist™ cloud. The Juniper EX Series Switch can be attached to the Session Smart
Router using a single uplink or multiple uplinks via LAG. See "Full Stack Topology with Juniper EX
Switch and Juniper Mist AP" on page 155.

e A topology where we extended the above full-stack networking environment with a Juniper EX
Series Switch Virtual Chassis and Session Smart Router high-availability cluster. See "Extended Full-
Stack Topology with Juniper EX Switch as Virtual Chassis and SSR HA Cluster" on page 14.

Base SD-WAN Topology with Three Spokes and Two Hubs

This lab represents the default structure where we set up the following:
e Installation of three spoke devices
¢ Installation of two hub devices

e Two underlay paths with different behavior. In the lab, the underlay address range is 192.168.0.0/16.

e MPLS path with private IP addresses.

¢ Internet path, subjected to NAT.



e An overlay network managed by the enterprise. It is implemented on the LAN side of hub and

spokes. In the lab, the overlay address range is 10.0.0.0/8.

Table 1: Interfaces and IP Addresses Used in this Lab

Device

Spokel

Spokel

Spokel

Spoke2

Spoke2

Spoke2

Spoke3

Spoke3

Spoke3

Hub1

Hub1

Hub1

Interface

ge-0/0/0

ge-0/0/1

ge-0/0/3

ge-0/0/0

ge-0/0/1

ge-0/0/3

ge-0/0/0

ge-0/0/1

ge-0/0/3

ge-0/0/0

ge-0/0/1

ge-0/0/3

IF-Type

WAN

WAN

LAN

WAN

WAN

LAN

WAN

WAN

LAN

WAN

WAN

LAN

Path

INET

MPLS

VPN

INET

MPLS

VPN

INET

MPLS

VPN

INET

MPLS

VPN

IP Address

192.168.173.1
XX

192.168.170.2

10.99.99.1/24

192.168.133.1
XX

192.168.130.2

10.88.88.1/24

192.168.153.1
XX

192.168.150.2

10.77.77.1/24

192.168.191.2
54

192.168.190.2
54

10.66.66.1/24

Assigned

DHCP

static

static

DHCP

static

static

DHCP

static

static

static

static

static

NAT

symmetric

none

N/A

symmetric

none

N/A

symmetric

none

N/A

Full Cone
(1:2)

192.168.12
9.191

none

N/A



Table 1: Interfaces and IP Addresses Used in this Lab (Continued)

Device

Hub2

Hub2

Hub2

NOTE: In this lab, the emulated public IP addresses are 192.168.129.191 for Hub1 and

Interface IF-Type
ge-0/0/0 WAN
ge-0/0/1 WAN
ge-0/0/3 LAN

Path IP Address

INET 192.168.201.2
54

MPLS 192.168.200.2
54

VPN 10.55.55.1/24

192.168.129.201 for Hub2. The spokes connect to these addresses.
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I Extended Topology with Hub Overlay and BGP Peering

This is a topology where the servers at the hub are not directly attached to the LAN interface. There is a
router that is placed between the hub and the server. This router exchanges routes over BGP with the
hub to advertise its servers and the VPN-reachable networks. We also enabled a hub-to-hub overlay,
using the WAN interfaces of the hubs, as a means of hub redundancy at L3. This prevents a direct
connection between the datacenter routers in case services from Hub1 Datacenter need to
communicate to services in Hub2 and vice versa. Instead, those communication can be now established
through the WAN interfaces of the two hubs.

The two MX routers attached to the LAN interfaces and the following additional networks:
e 10.44.44.0/24 attached to the router of Hub1.
e 10.33.33.0/24 attached to the router of Hub2.

These networks are additionally defined. The hub overlay is an added configuration in the Juniper Mist
portal.

- MIST Cloud
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High Availability Hub-and-Spoke Using SSR Chassis Cluster Pairs
Topology

In this topology, we form redundant high-availability, hub-and-spokes using the Session Smart Router
cluster feature. Each cluster is built using the same Session Smart Router device model plus local (L2



adjacency and two additional cables for HA control/fabric. Note that the LAN interfaces are shared with
the same IP address and only one link is active at a time using VRRP. On the WAN interfaces, a similar
setup is done for MPLS Links as they have a shared static IP address which is not the case for the

Internet links.
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NOTE: This type of deployment for a hub is impossible in most public clouds since you might
have a VM-based hub. This is because the strict rules governing public clouds usually do not

allow MAC address moves between interfaces. Consider hub overlay instead.

Full Stack Topology with Juniper EX Switch and Juniper Mist AP

In this topology, we are adding Juniper EX Series Switches and Juniper Mist APs to provide an end-to-
end, full stack solution to the branch. To boot the EX Series Switch up behind the Session Smart Router

as WAN router, we also utilize:

e A DHCP server on the spoke to hand out DHCP address leases to the EX Series Switch, Juniper Mist

AP, and all wired and wireless clients.

e One uplink interface between the EX Series Switch and WAN router only.

e Two uplink interfaces between the EX Series Switch and WAN router with LAG and active LACP.
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e Support for force-up is required on one of the uplink ports of the WAN router because initially,
the LAG configuration on the EX Series Switch is not present. This configuration allows in-band
management of the switch through its revenue ports. Without the force-up feature, you would
need a dedicated cable from the management port of the switch to the WAN router or a more
complex staging method to form the LAG without losing device management.
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Extended Full-Stack Topology with Juniper EX Switch as Virtual Chassis
and SSR HA Cluster

In this Topology, we extended the above full-stack topology using Juniper EX Switches forming a Virtual
Chassis with a minimum of two members. To achieve the same redundancy on the WAN router side, we
again formed a high-availability cluster using two Session Smart Routers. Also, a LAG was used from
each Session Smart Router WAN router node towards the primary and backup nodes of the Virtual
Chassis resulting in four uplinks from the Virtual Chassis.
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In a production network, all hubs would need public IP addresses to be reachable for traffic from

broadband or LTE networks as their traffic moves through the Internet as transport.

Figure 1 on page 16 shows a lab topology that provides all needed functionality locally without using
the Internet for Juniper Mist cloud management and services that are hard to simulate locally such as
Outlook 365, Facebook, and so on. A similar lab was built to test the five major topologies and the

additional functions that WAN edge provides for Session Smart Routers.



Figure 1: Lab Topology of this JVD
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Platforms / Devices Under Test (DUT)

To review the software versions and platforms on which this JVD was validated by Juniper Networks,
see the Validated Platforms and Software section in this document.

Test Bed Configuration

We are sharing information about exactly how some of the tests were performed in the appendix
section of this document. Contact your Juniper representative to obtain the full archive of the test bed
configuration used for this JVD.
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https://www.juniper.net/documentation/us/en/software/jvd/jvd-wan-edge-for-ssr/validated-platforms.html
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Test Goals

The testing for this JVD was performed with the following goals. For more information, see the test
report of this JVD.

The goal was to test the following features and functions:

e Testing was performed and passed on all five major topologies:

e Base SD-WAN topology with 3 Spokes and 2 Hubs

e Extended topology with hub overlay and BGP peering

e High-availability hub-and-spoke using SSR chassis cluster pairs topology

e Full-stack topology with Juniper EX Switch and Juniper Mist AP

e Extended full-stack topology with Juniper EX Switch as Virtual Chassis and SSR HA cluster

e WAN link-related features:
e Multiple WAN links

e MTU

e Auto-negotiation

¢ Interface static IP

e Interface DHCP IP

o WAN source-NAT interface
e WAN SLEs

e Failover when WAN link interface was lost



LAN link-related features:
e VLAN tagging

e DHCP server

e DHCP-Relay

e Multiple LANs on same interface (trunk)

e |EEE 802.3ad LAG with active LACP

e Using force-up option on one interface for EX Series Switch behind zero-touch provisioning (ZTP).

VPN overlay features:

e Spoke-to-hub overlay

e Hub-to-spoke overlay

e Spoke-to-spoke overlay (through hub)
e Hub-to-hub overlays

Traffic steering and forwarding features:

e Central breakout at hub

e Local breakout at spoke

e Static route at spoke

e Static route at hub

o BGP route at hub

¢ Failover when remote peer is unavailable (SVR internal BFD to remote)

e Failover when WAN links no longer meet SLA (latency, jitter, and packet loss)
e Secure Edge Connector-JSE

Application policy features:

e Source-attached LAN

e Source non-attached user

e Various applications as defined in the next section
e |DP-enabled

e Imported organization application policies



Applications are defined using the following parameters:

e Applications defined by IP prefixes

e Applications defined by protocol and port
e Applications defined by DNS-FQDN

e Applications defined by predefined app

e Applications defined by app categories

Redundancy and high availability options:

e Two or more independent hubs with failover at spoke
e Chassis clustered hub

e Chassis clustered spoke

e Hub redundancy using hub overlay

Security features:

o Stateful firewalling

e Application Tracking (AppTrack)
e Web filtering

e URL Subcategory

¢ |DP engine service chaining

e Secure Edge Connector

General options and features:

e EX Series Switch behind a Session Smart Router as WAN router
e Juniper AP behind EX Series Switch

o Site variables

o Application path visibility

o WAN edge insights

Scale testing (see Test Report)



Test Non-Goals

Testing for this JVD was not performed, for various reasons, on the following items:
e No LTE and PPPoE testing were performed. This was a lab limitation.

e Cradlepoint integration. This was a lab limitation.

e Satellite link testing. This was a lab limitation.

e Integration into Campus Fabric as WAN router. It's intended to deliver this in a future version of the
JVD-extension for Campus Fabric WAN Router Integration.

Recommendations

e Design for a hub-and-spoke topology from day one. It's the most scalable topology with the least
connectivity issues.

e Hubs that need to be reachable through broadband connections, LTE, or other Internet services must
have static and public IP addresses (directly or indirect assigned).

e Consider local breakout at the spoke for all services that are reachable on the Internet. Do not
burden your VPN with that traffic.

e Check local regulations as they must not filter or restrict communication on destination port 1280
UDP towards the hub. This port is the minimum one needed to set up the secure vector routing
between spokes and hubs.

¢ Avoid creating too many versions of your templates to account for small changes. Instead, make use
of site variables to change settings.

e It's recommended to use the first interface of a Session Smart Router (ge-0/0/0) to obtain the IP
address using a DHCP lease and then to be able to contact the Juniper Mist cloud through the
Internet for device management. This will help to simplify the ZTP and onboarding process. Static
interface configurations can then follow, if needed.

e Should you change the name of a hub profile after deployment then you also need to edit the WAN
Interface configuration on your spoke templates. This is because the names of the VPN endpoints
change as well that are needed to establish the VPN.


https://www.juniper.net/documentation/us/en/software/jvd/jvd-campus-fabric-wan-router-integration/index.html
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This appendix provides a step-by-step guide for creating the base SD-WAN topology, which serves as
the foundation for deriving the four additional tested topologies. The base topology addresses common
challenges frequently encountered in SD-WAN deployments, such as the use of site variables for scaling
and the management of multiple paths typical in modern SD-WAN VPNs.

After the five different topologies, we describe how to build and test all additional features you may or
may not use in an SD-WAN design.

If you need help getting a full description of configuration items, please refer to the WAN-Edge for SSR
description on the Juniper website which has all this detailed information.

General WAN Edge Workflow

This overview illustrates how to use the Juniper Mist portal to provision a simple hub-and-spoke
network using Session Smart Routers. Conceptually, you can think of the network as an enterprise with
branch offices connecting over a provider WAN to on-premises data centers. Examples include an auto
parts store, a hospital, or a series of point-of-sale kiosks—anything that requires a remote extension of
the corporate LAN for services such as authentication or access to applications.

We assume that before you begin configuring WAN Assurance in your sandbox, you have onboarded
your hardware to the Juniper Mist cloud. We also assume and that the physical connections (cabling)
needed to support the configuration are in place and that you know the interfaces, and VLANSs are valid
for your sandbox.

The figure below illustrates the workflow for configuring SD-WAN using the Juniper Mist portal.


https://www.juniper.net/documentation/us/en/software/mist/mist-wan/topics/concept/ssr-configuration-wan-overview.html
https://www.juniper.net/documentation/us/en/software/mist/mist-wan/topics/concept/ssr-configuration-wan-overview.html
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The sequence of configuration tasks in this example:

1.

Create Sites and Variables—Create a site for the hubs and spokes. Configure site variables for each
site. You use these variables later in the templates for WAN edge devices and the hub profile.

Configure Applications—Applications are destinations that you define using IP prefixes.
Applications represent traffic destinations.

Setup Networks—Define the networks. Networks are the source of traffic defined through IP
prefixes.

Create Application Policies—Application policies determine which networks or users can access
which applications, and according to which traffic steering policy.

Create hub profiles—You assign hub profile to standalone or clustered devices to automate overlay
path creation.

Create WAN edge templates—WAN edge templates automatically configure repetitive information
such as an IP address, gateway, or VLAN when applied to sites. See Configure WAN Edge
Templates.

Assign Spoke Templates—Each spoke template needs to be assigned to a site where you intend to
launch a spoke.

Onboard devices—Onboard your devices so that they appear in the Juniper Mist cloud inventory.

Assign devices to Sites—From the inventory, each device must be assigned to its site. For spokes,
after this is performed, the template assigns, and the site variables enable the configuration of the
spoke to be pushed to the device from Juniper Mist cloud.



10. Complete the onboarding by attaching hub profiles. For each hub profile using the site variables.

Feel free to do additional tasks after this phase like configuring additional features, device updates or
Day 2 monitoring of networks, devices and applications.

Appendix: Building a base SD-WAN Topology with
Three Spokes and Two Hubs
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We are repeating here the topology and IP address information from above for ease of use.
This lab represents the default structure where we emulate the following:

e |[nstallation of three spoke devices

¢ Installation of two hub devices

e Two underlay paths with different behavior. In the lab, the underlay address range is 192.168.0.0/16.

e MPLS path with private IP addresses.

¢ Internet path, subjected to NAT.



¢ An overlay network managed by the enterprise. It is implemented on the LAN side of hubs and

spokes. In the lab, the overlay address range is 10.0.0.0/8.

Table 2: Interfaces and IP Addresses Used in this Lab

Device

Spokel

Spokel

Spokel

Spoke2

Spoke2

Spoke2

Spoke3

Spoke3

Spoke3

Hub1

Hub1

Hub1

Interface

ge-0/0/0

ge-0/0/1

ge-0/0/3

ge-0/0/0

ge-0/0/1

ge-0/0/3

ge-0/0/0

ge-0/0/1

ge-0/0/3

ge-0/0/0

ge-0/0/1

ge-0/0/3

IF-Type

WAN

WAN

LAN

WAN

WAN

LAN

WAN

WAN

LAN

WAN

WAN

LAN

Path

INET

MPLS

VPN

INET

MPLS

VPN

INET

MPLS

VPN

INET

MPLS

VPN

IP Address

192.168.173.1
XX

192.168.170.2

10.99.99.1/24

192.168.133.1
XX

192.168.130.2

10.88.88.1/24

192.168.153.1
XX

192.168.150.2

10.77.77.1/24

192.168.191.2
54

192.168.190.2
54

10.66.66.1/24

Assigned

DHCP

static

static

DHCP

static

static

DHCP

static

static

static

static

static

NAT

symmetric

none

N/A

symmetric

none

N/A

symmetric

none

N/A

Full Cone
(1:2)

192.168.12
9.191

none

N/A
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Table 2: Interfaces and IP Addresses Used in this Lab (Continued)

Device Interface IF-Type
Hub2 ge-0/0/0 WAN
Hub2 ge-0/0/1 WAN
Hub2 ge-0/0/3 LAN

Path IP Address Assigned NAT
INET 192.168.201.2 | static Full Cone
54 (1:2)
192.168.12
9.201
MPLS 192.168.200.2 | static none
54
VPN 10.55.55.1/24  static N/A

NOTE: In this lab, the emulated public IP addresses are 192.168.129.191 for Hub1 and
192.168.129.201 for Hub2. The spokes connect to these addresses.

Lab Network Topology for SSR
with 3 Spokes and 2 Hubs
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The intent of this lab is to build a VPN between the branch spoke and the hubs with the following

design rules:

1. All traffic from the branch spokes that is towards the Internet must go to the hub. On the hub, we
enable central breakout using source NAT towards the Internet.



2. Branch spokes must be able to access services and servers located at the hub in the DMZ. This must
be bi-directional.

3. Branch spokes can send traffic to other branch spokes but this traffic must be relayed though a hub.

4. Services and servers located at the hub in the DMZ who need to send traffic toward the internet can
also use the central breakout using source NAT on the hub.

DMZ

Internet‘/_,
I 4

Branch 2 < > HQ or DC
Secure VPN

jn-000606

Creating Sites and Site Variables

A site is a subset of your organization in the Juniper Mist cloud. You need a unique site for each physical
(or logical) location in the network. Users with required privileges can configure and modify sites. The
configuration changes in the sites are automatically applied to (or at least available to) all your Session
Smart Routers included in the site.

Site variables provide simplicity and flexibility for deployment at a large scale.

Site variables are configured on a per-site basis. When planning a network design, you can create
standard templates for specific WAN edge devices and use variables in templates or the WAN edge
configuration page.

Site variables allow you to use tags (for example, “WAN1_PUBIP”) as placeholders for actual values (for
example, 192.168.200.254), enabling context-specific configuration. For instance, you can assign
WAN1_PUBIP the value 192.168.200.254 at Site 1 and 192.168.190.254 at Site 2. These tags can then be used
in Juniper Mist cloud configurations, such as within a WAN edge template. When the template is applied
to different sites, the Juniper Mist cloud automatically substitutes the correct IP address for each site
during configuration deployment.

First, you need to create five sites for the spokes and hubs. Go to Organization -> Site Configuration and
add five sites like the ones you see in the below example.



Q

Name 5 Country RF Temnplate Timae Zone Address Site Groups Motes Insights

hubl-site Germany Europe/Berlin Amsterdam, Metherlands

Site Insights

hub2-site Germany

spoket-site r Gerrr

p

spoke2-site Germany ankfurt, Germany 3 1 t
spoke3-site Germany 5 T, Gerr Sive Insight

Optional: In each site, we recommend configuring the switch and WAN edge device password.

Switch Management
Root Password

sEsEREERES o

WAN Edge Management

FEAEEEEREE @

Then, you need to configure the site variables for each site that are referenced within the templates and
profiles.

In our case, the site variables are configured in the following way:

e The variables such as {{SPOKE_LAN1_PFX}}, {{HUB1_LAN1_PFX}}, {{HUB2_LAN1_PFX}}, {{WANO_PFX}} and {{WAN1_PFX}}
represent the first three octets of an IP address or a prefix.

e The variables such as {{SPOKE_LAN1_VLAN}}, {{HUB1_LAN1_VLAN}}, {{HUB2_LAN1_VLAN}} contain the individual

VLAN IDs. In this example, use VLAN tagging to break up the broadcast domain and separate the
traffic.

e The variables {{WAN@_PUBIP}} and {{WAN1_PUBIP}} defined for the WAN interfaces of hubs use the public
IP address:

e The IP address of interfaces on the Internet path is in 192.168.129.x format. You can set up NAT
rules for the interface.

e The IP address of interfaces on the MPLS path is in 192.168.x.254.

e Use the /24 subnet mask and do not create a variable for this field.



The full table for all sites matching our above topology is:

Site Name

spokel-site

spokel-site

spokel-site

spokel-site

spoke2-site

spoke2-site

spoke2-site

spoke2-site

spoke3-site

spoke3-site

spoke3-site

spoke3-site

hub1-site

hub1-site

hub1-site

hub1-site

hub1-site

Variable

{{SPOKE_LAN1_PFX}}

{{SPOKE_LAN1_VLAN}}

{{WANO_PFX}}

{{WAN1_PFX}}

{{SPOKE_LAN1_PFX}}

{{SPOKE_LAN1_VLAN}}

{WANO_PFX}}

{WAN1_PFX}}

{{SPOKE_LAN1_PFX}}

{{SPOKE_LAN1_VLAN}

{WANO_PFX}}

{WAN1_PFX}}

{{HUB1_LAN1_PFX}}

{{HUB1_LAN1_VLAN}

{WANO_PFX}}

{WANO_PUBIP}}

{WAN1_PFX}}

Value

10.99.99

1099

192.168.173

192.168.170

10.88.88

1088

192.168.133

192.168.130

10.77.77

1077

192.168.153

192.168.150

10.66.66

1066

192.168.191

192.168.129.191

192.168.190

Remark

Not used in template yet

Not used in template yet

Not used in template yet



(Continued)

Site Name Variable Value

hub1-site {{WAN1_PUBIP}} 192.168.190.254
hub2-site {{HUB1_LAN1_PFX}} 10.55.55
hub2-site {{HUB1_LAN1_VLAN} 1055

hub2-site {{WANO_PFX}} 192.168.201
hub2-site {{WANO_PUBIP}} 192.168.129.201
hub2-site {{WAN1_PFX}} 192.168.200
hub2-site {{WAN1_PUBIP}} 192.168.200.254

For spokel-site, configure the following site variables:

Site Variables Add Variabie mgiort Variabbes

Q

Wariables #  walues

For spoke2-site, configure the following site variables:

Site Variables Add Varlable mpost Variables
Q
Variables A Values
of L Pr B

Remark

Same as private interface
IP

Same as private interface
IP



For spoke3-site configure the following site variables:

Site Variables Add Variable Impart Variables

q

Variables

Varinbles A Values
HSPORE_LANT_PFX}} 10.737.77
H{SPOKE_LANT _WLANY} 1077
{{WAND_PFXY} 192,168.153
{WANT_PFX)) 192.168.150

For hub1-site configure the following site variables:

Site Varlables i Variabie Impart Variatiles

a

Variables

Wariablas 2 Valeed
{{HUB1_LANT_PFX}} 10.66.66
{{HUB1_LAN1_VLAN}} 1066

[OWAND_PFX}} 192,168.191
[{WAND_PUBIP}) 192,168.129,191
VAN1_PFX) 52, 168190

WAN1T_PFX}} 18 8.1
[{WAN1_PUBIPY) 192,168.190.254

For hub2-site, configure the following site variables:

Site Variables Acld Varlable Impart Varlables

a 6

Variahles

Variables A  waluss
{HUB2_LANT PRX} 10.55.55
{{HUB2_LANT _WLAN}} 1055

{WANO_PFI)}
{{WAND_PUBIPH

HWANT_PFX)}

{{WANT_PUBIPY}

Configure Applications

Applications represent traffic destinations. On the Session Smart Router, applications create services in
the background for SVR. Applications can be ports, protocols, prefixes, custom domains, or app names
from the built-in AppID library.



Applications are the services or apps that your network users will connect to in a Juniper Mist WAN
Assurance design. You can define these applications manually in the Juniper Mist portal. You define
applications by selecting the category (such as social media) or by selecting individual applications (such
as Microsoft Teams) from a list. Another option is to use the predefined list of common traffic types. You
can also create a custom application to describe anything that is not otherwise available.

For users to access applications, you must first define the applications and then use application policies
to permit or deny access. That is, you associate these applications with users and networks and then
assign a traffic-steering policy and access rule (allow or deny).

All applications we are going to use here for now are only IP address destination prefix based
applications. Those are the minimum required ones for building a VPN.

Go to Organization -> Applications. Then, check if there is a predefined application with the name “any”
defining a custom 0.0.0.0/0 IP address range. If that is not the case yet, define it yourself.

@D
Secondly, we configure a match criterion for all IP addresses inside the corporate VPN used. Those are
typically assigned directly or indirectly to all LAN interfaces of our hubs and spokes. Add an application
with the name set to “SPOKE1-LAN" and under IP addresses, just configure the single IP prefix
10.0.0.0/8. At the start, we only use the 3 IP prefixes 10.77.77.0/24, 10.88.88.0/24, and 10.99.99.0/24 and we

could only configure those, but such a wildcard match criteria would allow easy extensions in the future
with no need to change a ruleset to all devices in your environment.
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Third, we configure a match criterion for all IP addresses attached at the LAN interface of Hub1. Add an
application with the name set to “HUB1-LAN1" and under IP addresses, just configure the single IP
prefix 10.66.66.0/24 for now.

Fourth, we configure a match criterion for all IP addresses attached at the LAN interface of Hub2. Add
an application with the name set to “HUB2-LAN1" and under IP addresses, just configure the single IP
prefix 10.55.55.0/24 for now.




Fifth, we again configure a catch-up for all IP addresses. Add an application with the name set to “ANY-
HUB-DMZ" and under IP addresses, just configure the single IP prefix 0.6.0.0/6. You might wonder why
we do this here again as we already define the same in the first rule with the name “any”. This is a trick
we do if you have the same traffic forwarding desire, but the origin of the traffic comes from different
Interfaces into the system.

The result should look like the figure below:

MNAME & TYPE TRAFFIC TYPE

Configure Networks

Networks are sources of the request in your Juniper WAN Assurance design. On the Session Smart
Router, networks create tenants in the background for SVR and the Session Smart Router identifies
tenants at the logical interface (network interface). LAN and WAN interface configurations identify your
tenants.

Once you have created networks in the Juniper Mist portal, you can use networks across the entire
organization in the portal. WAN Assurance design uses networks as the source in the application policy.

Go to Organization -> Networks. Configure the first network in the following way:

o Name=SPOKE-LANT



Subnet IP Address={{SPOKE_LAN1_PFX}}.0 this will substitute the value from the referenced site variable
that contains the first three octets.

Prefix Length=24 (we only use /24 netmask in our example for ease of use).

VLAN ID={{SPOKE_LAN1_VLAN}} to automatically use the right tag via the site variable.

Access to Mist Cloud=Checked/Enabled. We want possible future devices to be able to be managed by
the Juniper Mist cloud and have the right policy set.

Advertised via Overlay=Checked/Enabled

Then, configure the second network in the following way:

Name=HUB1-LAN1

Subnet IP Address={{HUB1_LAN1_PFX}}.0 this will substitute the value from the referenced site variable
that contains the first three octets.

Prefix Length=24 (we only use /24 netmask in our example for ease of use).

VLAN ID={{HUBT_LAN1_VLAN}} to automatically use the right tag via site variable.

Access to Mist Cloud=Checked/Enabled. We want possible future devices to be able to be managed by
the Juniper Mist cloud and have the right policy set.

Advertised via Overlay=Checked/Enabled
Then configure the third network in the following way:
e Name=HUB2-LAN1

e Subnet IP Address={{HUB2_LAN1_PFX}}.0 this will substitute the value from the referenced site variable
that contains the first three octets.

e Prefix Length=24 (we only use /24 netmask in our example for ease of use).



o VLAN ID={{HUB2_LAN1_VLAN}} to automatically use the right tag via site variable.

e Access to Mist Cloud=Checked/Enabled. We want possible future devices to be able to be managed by
the Juniper Mist cloud and have the right policy set.

e Advertised via Overlay=Checked/Enabled

The result should look like the figure below:

vJatwnrke
Networks
MAME # SUBNET VLAN 1D USERS  ADVERTISE TO THE OVERLAY
F W
A W
SF M T 1 CIKE a

Create the Hub Profile for the First Hub

Each hub device in a Juniper Mist cloud topology must have its own profile. Hub profiles are a
convenient way to create an overlay and assign a path for each WAN link on that overlay in Juniper Mist
WAN Assurance.

The key difference between a hub profile and a WAN edge template lies in their scope and application.
A hub profile is applied to a specific device at a hub site, while a WAN edge template is used across
multiple spoke sites, each potentially with multiple devices, all sharing the same template. Each WAN
interface on a hub creates an overlay endpoint for spoke connections, and the spoke WAN interfaces
map to the appropriate hub interfaces, thereby defining the topology. Hub profiles control the creation
and removal of overlay paths.

A hub profile comprises a set of attributes that associate with a particular hub device. Hub profiles
include name, LAN, WAN, traffic steering, application policies, and routing options. You can assign the
hub profile to a hub device and after a hub profile is loaded onto the site, the device assigned to the site
picks up the attributes of that hub profile.

Go to Organization -> Hub Profiles.
Here, you have two options:

1. Create the hub profile by importing an existing JSON definition. This is the best way to repeat this
example without making errors or forgetting a setting.

2. Create your own profile and do all the needed configuration in the Juniper Mist portal.



Should you choose to use the import option, click on Import Profile and import the below JSON as a file.

"dhcpd_config": {
"enabled": true
Vs
"ntpOverride": true,
"dnsOverride": true,
"service_policies": [
{
"name": "spoke-to-hub-dmz",
"tenants": [
"SPOKE-LAN1"
1
"services": [
"HUB1-LAN1"
1
"action": "allow",
"path_preference": "HUB-LANS",
"idp": {
"enabled": false

"name": "hub-dmz-to-spoke",
"tenants": [
"HUBT-LAN1"
1
"services": [
"SPOKE-LAN1"
1
"action": "allow",
"local_routing": true,
"idp": {
"enabled": false

"name": "spoke-to-spoke-hairpin",
"tenants": [

"SPOKE-LAN1"
1



"services": [
"SPOKE-LAN1"

1

"action": "allow",

"local_routing": true

"tenants": [
"HUBT-LAN1"
1
"services": [
"ANY-HUB-DMZ"
1
"action": "allow",
"path_preference": "CB0",
"name": "hub-dmz-to-internet",
"idp": {
"enabled": false

"tenants": [
"SPOKE-LAN1"

:|)

"services": [

1

"action": "allow",

any

"name": "spokes-traffic-cbo-on-hub",
"path_preference": "CB0",
"idp": {

"enabled": false

}
1
"ip_configs": {
"HUBT-LANT": {
"type": "static",
"ip": "{{HUBT_LAN1_PFX}}.1",
"netmask": "/24"
}
3,

"dns_servers": [



"8.8.8.8",
"9.9.9.9"
1
"port_config": {
"ge-0/0/0": {
"name": "INET",

"usage": "wan",
"wan_type": "broadband",
"aggregated": false,
"redundant": false,
"traffic_shaping": {
"enabled": false
Vs
"wan_ext_ip": "{{WANO_PUBIP}}",
"ip_config": {
"type": "static",
"ip": "{{WANQ_PFX}}.254",
"netmask": "/24",
"gateway": "{{WANO_PFX}}.1"
3,
"vpn_paths": {
"hub1-INET.OrgOverlay": {
"role": "hub"

}

1,

"ge-0/0/1": {
"name": "MPLS",

"usage": "wan",
"wan_type": "broadband",
"aggregated": false,
"redundant": false,
"traffic_shaping": {

"enabled": false
Vs
"wan_ext_ip": "{{WAN1_PUBIP}}",
"ip_config": {

"type": "static",

"ip": "{{WAN1_PFX}}.254",

"netmask": "/24",

"gateway": "{{WANT_PFX}}.1"
3,
"vpn_paths": {



"hub1-MPLS.OrgOverlay": {
llrolell: llhubll

}

1,

"ge-0/0/3": {
"usage": "lan",
"networks": [

"HUBT-LAN1"

}
b
"bgp_config": {3,
"routing_policies": {3},
"extra_routes": {},
"path_preferences": {

"HUB-LANS": {
"strategy": "ordered",
"paths": [

{
"type": "local",
"networks": [
"HUBT-LAN1"
]
}
]
Y
"CBO": {
"strategy": "ordered",
"paths": [
{
"name": "INET",
"type": "wan"
}
]
}

1,

"ospf_areas": {},

"vrf_instances": {3,

"tunnel_configs": {3},

"oob_ip_config": {
"type": "dhcp",
"node1": {



"type": "dhcp"
}

1,

"tunnel_provider_options": {
"jse": {3,
"zscaler": {}

1,

"ospf_config": {
"enabled": false,
"areas": {}

1,

"name": "hub1",

"type": "gateway"

Should you decide to configure everything manually in the Juniper Mist portal, then use the following
steps:

Edit the DNS Settings:

e DNS Servers=8.8.8.8, 9.9.9.9

DS SETTINGS

Configure a first WAN interface as follows:

e Name=INET this indicates which topology it's going to use.
o WAN Type=Ethernet

e Interface=ge-0/0/0

o |P Address={{WAN0_PFX}}.254

e Prefix Length=24

o Gateway={{WANO_PFX}}.1

e Source NAT=Interface

e Override for Public IP=Checked/Enabled

o Public IP={{WAN0_PUBIP}}

e The Overlay Hub Endpoint will be automatically generated and should be “hub1-INET".



Description FL0)

WAMN Type
ernet DsL O

Interface * [0}

Dizabled
Port Aggregation

Redundant

00¢1-5 ar rethd, comma separated values supported for

Enable "Up/Down Port* Alert Type ©

(Manage Alert Types in Alerts ngu;.

vian i0 B3

IP Address * 203
Gateway { va |
Source MAT

erface Pool @

Traffic Shaping (55
Enabled '® Disabled

Auto-Negotiation
® Enabled Disabled

mTu [

Public 1p EIEY

({[WAND_PUBIFY

prefix Length * 001

'@

Disabled

@”n e

Configure a second WAN interface as follows:

¢ Name=MPLS this indicates which topology it's going to use.

o WAN Type=Ethernet

e [nterface=ge-0/0/1

o |P Address={{WAN1_PFX}}.254

e Prefix Length=24

o Gateway={{WAN1_PFX}}.1
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e Source NAT=Interface
e Override for Public IP=Checked/Enabled

o Public IP={{WAN1_PUBIP}}

e The Overlay Hub Endpoint will be automatically generated and should be “hub1-MPLS".

The result should look like the figure below:

WAN A
o 2 WAN:
NAME & INTIRFACE WAM TYPE iP CONFIGURATION ENABLED HUD T SFOXT EINDPOINTS
IMET  ge-/0f0  Ethernet v hub1-IMET
MPLS  ge-0i0f1 Ethernet  {{WAN1_PFX}}1.254/24 hub1-MPLS

Add a LAN IP config now with the following configuration:

e Network=HUB1-LAN1
o |P Address={{HUB1_LAN1_PFX}}.1

e Prefix Length=24

Edit IP Config

The result should look like the figure below:

IP CONFIG

NETWORK AP GATEWAY

HUB1-LAN1T {{HUBT_LANT_PFX}1/24

Add a LAN interface now with the following configuration:
o |Interface=ge-0/0/3

o Networks=HUB1-LAN1

HURTO HUD TNDPOINTS
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e Untagged VLAN=None

Intagped VLAN Network (3

The result should look like the figure below:

INTERFACE NETWORKS UNTAGGED VLAMN NETWORK ENABLED

ge-0f0/3 HUBT-LANT jHusY_LAN1 VLAN)) L

Traffic steering is where you define the different paths that application traffic can take to traverse the
network. The paths that you configure within traffic steering determine the destination zone. For any
traffic steering policy, you need to define the paths for traffic to traverse and strategies for utilizing
those paths. Strategies include:

e Ordered—Starts with a specified path and failover to backup path(s) when needed.

o Weighted—Distributes traffic across links according to a weighted bias, as determined by a cost that
you input.

e Equal-cost multipath—Load balances traffic equally across multiple paths.

Now we need to define two traffic steering rules. The first rule has the following configuration:
e Name=HUB-LANS

e Strategy=0rdered

e Paths

e Path1 Type=LAN: HUB1-LAN1



The second rule has the following configuration:

e Name=(B0
e Strategy=0rdered

e Paths

e Path1 Type=WAN: INET
The result should look like the figure below:

TRAFFIC STEERING

NAME # STRATEGY PATHS

Application policies are where you define which network end users can access which applications, and
according to which traffic-steering policy. The settings in Networks/Users determine the source zone.
The Applications and Traffic Steering path settings determine the destination this traffic should be sent
to. Additionally, you can assign a policy action—permit or deny—allowing or blocking traffic.. In our case,
the following application policies are needed to implement the design rules of the VPN.

NOTE: Some rules do not include a Traffic Steering policy, as it is not required for Session Smart
Routers—unlike when managing a Juniper Networks® SRX Series Firewall. In these cases, the
routing destination is determined by the automatically installed BGP routes within the overlay
VPN.

Configure or import the following application policies:

e Number=1

o Name=spoke-to-hub-dmz

o Network=SPOKE-LAN1



o Action=Pass
e Application=HUB1-LAN1
o Traffic Steering=HUB-LANS

Number=2

e Name= hub-dmz-to-spoke
e Network=HUB1-LAN1

e Action=Pass

e Application=SPOKE-LAN1
o Traffic Steering=N/A

Number=3

o Name= spoke-to-spoke-hairpin
o Network=SPOKE-LAN1

e Action=Pass

e Application=SPOKE-LAN1

o Traffic Steering=N/A

Number=4

e Name=hub-dmz-to-internet
e Network=HUB1-LAN1

e Action=Pass

e Application=ANY-HUB-DMZ
o Traffic Steering=CB0

Number=5

o Name= spokes-traffic-cbo-on-hub
o Network=SPOKE-LAN1
e Action=Pass

e Application=any



e Traffic Steering=CB0

The result should look like the figure below:

APPLICATION POLICIES ~

Displaying 5 of & total Application Policies

HO.  NAME ORG IMPORTED  NETWORK / USER. (MATCHING ANY)

O 1 spoketo-hub-dmz + 2l
hub-dmz-to-spoke + m

[} 3 spoke-to-spoke-hairpin + m
4 hub-dmz-te-internet + m

[ 5  spokestrafficcho-on-hub + E2IE

-
g

<L L <KL

P

coticy | [ da sppicationratiy | [ i applicavions |

APPLICATION / DESTINATION (MATCHING ANY)  1DP

HUB14ANT |« 3
ez -
SPOXE-LANT | « B
.
om -

None

None

None

Mone

None

ADVANCED SECURITY SERVICES (SRX ONLY)  TRAFFIC STEERING

+ +
+ +
.
.

NOTE: The order of application policies has no impact on Session Smart Router configurations.
However, as a best practice, it's recommended to place global rules at the end of the policy rule
list. Assigning a traffic steering policy to each application rule is not mandatory for Session Smart
Routers. These routers use iBGP-based route distribution to advertise all routes across LAN
interfaces automatically. In Session Smart Router deployments, consistent network naming is
required for traffic to flow between a hub and a spoke. The network name also functions as a
security tenant for traffic isolation, so it must be identical on both sides to ensure proper

connectivity.

Save your results.

Create the Hub Profile for the Second Hub

Go to Organization -> Hub Profiles.

Should you choose to use the import option, click on Import Profile and import the below JSON as a file.

"dhcpd_config": {
"enabled": true
Vs
"ntpOverride": true,
"dnsOverride": true,
"service_policies": [
{
"name": "spoke-to-hub-dmz"
"tenants": [



"SPOKE-LAN1"
1
"services": [

"HUB2-LAN1"
1
"action": "allow",
"path_preference": "HUB-LANS",
"idp": {

"enabled": false

"name": "hub-dmz-to-spoke",
"tenants": [
"HUB2-LAN1"
1
"services": [
"SPOKE-LAN1"
1
"action": "allow",
"local_routing": true,
"idp": {
"enabled": false

"name": "spoke-to-spoke-hairpin",
"tenants": [
"SPOKE-LAN1"
1
"services": [
"SPOKE-LAN1"
1
"action": "allow",

"local_routing": true

"tenants": [
"HUB2-LAN1"

1

"services": [
"ANY-HUB-DMZ"

1



"action": "allow",
"path_preference": "CB0",
"name": "hub-dmz-to-internet",
"idp": {

"enabled": false

"tenants": [
"SPOKE-LAN1T"
1

"services": [

"action": "allow",
"name": "spoke-traffic-cbo-on-hub",
"path_preference": "CB0",
"idp": {
"enabled": false

}
}
A
"ip_configs": {
"HUB2-LAN1": {
"type": "static",
"ip": "{{HUB2_LAN1_PFX}}.1",
"netmask": "/24"
}
Vs
"dns_servers": [
"8.8.8.8",
"9.9.9.9"
1
"port_config": {
"ge-0/0/0": {
"name": "INET",

"usage": "wan",

"wan_type": "broadband",

"aggregated": false,

"redundant": false,

"traffic_shaping": {
"enabled": false

Y



"wan_ext_ip": "{{WANO_PUBIP}}",
"ip_config": {
"type": "static",
"ip": "{{WANO_PFX}}.254",
"netmask": "/24",
"gateway": "{{WANO_PFX}}.1"
1,
"vpn_paths": {
"hub2-INET.OrgOverlay": {
"role": "hub"

}

1,

"ge-0/0/1": {
"name": "MPLS",

"usage": "wan",
"wan_type": "broadband",
"aggregated": false,
"redundant": false,
"traffic_shaping": {
"enabled": false
3,
"wan_ext_ip": "{{WAN1_PUBIP}}",
"ip_config": {
"type": "static",
"ip": "{{WANT_PFX}}.254",
"netmask": "/24",
"gateway": "{{WANT_PFX}}.1"
1,
"vpn_paths": {
"hub2-MPLS.Org0Overlay": {
"role": "hub"

}

Y

"ge-0/0/3": {
"usage": "lan",
"aggregated": false,
"redundant": false,
"networks": [

"HUB2-LAN1"



1,

"bgp_config": {3},
"routing_policies": {3,
"extra_routes": {},

"path_preferences": {

"HUB-LANS": {
"strategy": "ordered",
"paths": [

{
"type": "local",
"networks": [
"HUB2-LAN1"
]
}
]
1,
"CBO": {
"strategy": "ordered",
"paths": [
{
"name": "INET",
"type": "wan"
}
]
}
3,

"ospf_areas": {},
"vrf_instances": {3},
"tunnel_configs": {3},
"oob_ip_config": {

"type": "dhcp",
"node1": {

"type": "dhcp"
}

1,

"tunnel_provider_options":
"jse": {3,
"zscaler": {}

1,

"ospf_config": {
"enabled": false,
"areas": {}

3,



"name": "hub2",

n typell . "gateway n

Should you decide to configure everything manually in the Juniper Mist portal, then use the following
steps. We've decided to clone the profile from hub1 and change the clone to hub2 for faster results. So,
go to “hub1” profile and click on “clone”.

h U b-] Delete Hub Profile Maore W’ i

JFO APPLIES TO DEVICES HUB GROUI

e Applies To Group
L} husb CYRp.

Name the clone “hub2”.

After you are on the clone profile, check that the WAN Endpoints have changed as well to hub2-INET and
hub2-MPLS similar to the figure below:

WAN A
n‘ 2 WANS
MAME & INTERFACE WAN TYPE IP CONFIGURATION ENABLED HUB TO SPOKE ENDPOINTS
INET -0 Ethernet {{WANO_PFX).254/24 L' hub2-INET
MPLS Ee T Ethernet {WANT_PEX)254/24 W

Change the IP address configuration to Hub2.

e Network=HUB2-LAN1

o |P Address={{HUB2_LANT_PFX}}

Edit IP Config

The result should look like the figure below:



IP CONFIG

1 1P Config Add 1P Config

NETWORK #& IP

HUB2-LANT {{HUB2 LANT_PFX}}.1/24

Change the LAN interface network:
e Networks=HUB2-LAN1

Edit LAN Configuration

Interface * [0

ge-0i0/3

/041 or ge-04071-5 or reth0, comma separatec
aggregation)

Disabled
Paort Aggregation
Redundant

Enable "Up/Down Port™ Alert Type O

@ Alert Types in Alerts Page)

Description FT0Y

Metworks

IHUB?U«NI:- AN VLANY X |

(Sefect an existing Metwork or Create Network)
Untagged VLAN Network [SRX Only)

Mone

The result should look like the figure below:

1 LANS Add LANS
INTERFACE NETWORKS UNTAGGED YLAN NETWORK ENABLED
ge-0rr3 HUB2:LAMNT {[Hua2z_LANY_VLAN)} LV

Change the application policies from HUB1-LANT to HUB2-LAN1 as indicated in the figure below:

APPLICATION POLICIES ~ &

zone in SRX is determined by the Traff

Q Search
| \ import Application Palicy || Add Application Palicy || Edit Applications |

Displaying 5 of 5 total Application Policies

NO.  NAME ORGIMPORTED  NETWORK / USER (MATCHING ANY) ACTION APPLICATION / DESTINATION (MATCHING ANY)  1pp ADVANCED SECURITY SERVICES (SRX ONLY)  TRAFFIC STEERING

T ]
Do <] + .

(] 1 spoke-to-hub-dmz +

O 2 hub-dmzto-spoke

SPOKE-LAN +

(] 3 spoke-to-spoke-hairpin + ‘ Nona v | + + s
. =R
. e ]+

O 4 hub-dmzto-internet

(] 5 spoke-traffic-cho-on-hub +

AR R

Save your results.
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Create the WAN Edge Template for Spokes

Go to Organization -> WAN Edge Templates.
Here, you have two options:

1. Create the template by importing an existing JSON definition. This is the best way to repeat this
example without making errors or forgetting a setting.

2. Create a template and make all the necessary configuration changes in the Juniper Mist portal.

Should you choose to use the import option, click on Import Profile and import the below JSON as a file.

"type": "spoke",
"dhcpd_config": {
"enabled": true,
"SPOKE-LAN1": {
"type": "local",
"ip_start": "{{SPOKE_LAN1_PFX}}.10",
"ip_end": "{{SPOKE_LAN1_PFX}}.250",
"gateway": "{{SPOKE_LAN1_PFX}}.1",
"dns_servers": [
"8.8.8.8",
"9.9.9.9"
1
"options": {3},
"lease_time": 86400,
"fixed_bindings": {}
}
3,
"ntpOverride": true,
"dnsOverride": true,
"service_policies": [
{
"name": "spoke-to-hub-dmz",
"tenants": [
"SPOKE-LAN1"
15
"services": [
"HUBT-LAN1"
"HUB2-LAN1"
15



"action": "allow",
"idp": {
"enabled": false
3,
"path_preference": "VPN"

"name": "hub-dmz-to-spoke",
"tenants": [
"HUBT-LAN1"
"HUB2-LAN1"
1
"services": [
"SPOKE-LAN1"
1
"action": "allow",
"path_preference": "LAN",
"idp": {
"enabled": false

"name": "spoke-to-spoke-via-hub",

"tenants": [
"SPOKE-LAN1"

1

"services": [
"SPOKE-LAN1"

1

"action": "allow",

"idp": {
"enabled": false

Vs

"local_routing": true

"tenants": [
"SPOKE-LAN1"

1

"services": [
"any"

1

"action": "allow",



"name": "internet-via-hub-cbo",
"idp": {
"enabled": false
3,
"path_preference": "VPN"
}
1
"ip_configs": {
"SPOKE-LAN1": {
"type": "static",
"ip": "{{SPOKE_LANT_PFX}}.1",
"netmask": "/24"
}
3,
"dns_servers": [
"8.8.8.8",
LOMIMONGE
1
"port_config": {
"ge-0/0/0": {
"name": "INET",

"usage": "wan",
"wan_type": "broadband",
"aggregated": false,
"redundant": false,
"traffic_shaping": {
"enabled": false
3,
"ip_config": {
"type": "dhcp"
Vs
"vpn_paths": {
"hub1-INET.OrgOverlay": {
"bfd_profile": "broadband",
"role": "spoke"
1,
"hub2-INET.OrgOverlay": {
"bfd_profile": "broadband",
"role": "spoke"

}
}!
"ge-0/0/1": {



"name": "MPLS",

wan",

"usage":
"wan_type": "broadband",
"aggregated": false,
"redundant": false,
"traffic_shaping": {
"enabled": false
3,
"ip_config": {
"type": "static",
"ip": "{{WAN1_PFX}}.2",
"netmask": "/24",
"gateway": "{{WANT_PFX}}.1"
3,
"vpn_paths": {
"hub1-MPLS.OrgOverlay": {
"bfd_profile": "broadband",
"role": "spoke"
Y
"hub2-MPLS.OrgOverlay": {
"bfd_profile": "broadband",

"role": "spoke"

}

1,

"ge-0/0/3": {
"usage": "lan",
"networks": [

"SPOKE-LAN1"

}
3,
"bgp_config": {3,
"routing_policies": {3},
"extra_routes": {},
"path_preferences": {
"VPN": {
"strategy": "weighted",
"paths": [
{
"name": "hub1-INET.OrgOverlay",
"cost": 10,

n type" . llvpn n



"name": "hub2-INET.OrgOverlay",
"cost": 20,

"type": "vpn

"name": "hub1-MPLS.OrgOverlay",
"cost": 30,

n typell . n

vpn

"name": "hub2-MPLS.OrgOverlay",

"cost": 40,
"type": "vpn"
}
]
1,
"LAN": {
"strategy": "ordered",
"paths": [
{
"type": "local",
"networks": [
"SPOKE-LAN1"
]
}
]
}
3,

"ospf_areas": {3},
"vrf_instances": {3},
"tunnel_configs": {3},

"oob_ip_config": {

"type": "dhcp",
"node1": {

"type": "dhcp"
}

e
"tunnel_provider_options": {
"jse": {}y
"zscaler": {}

3,



"ospf_config": {
"enabled": false,
"areas": {}

3,

"name": "Spokes"

Should you decide to configure everything manually in the Juniper Mist portal, then use the following
steps.

Edit the DNS Settings

e DNS Servers=8.8.8.8, 9.9.9.9

DNS SETTINGS

Configure a first WAN interface as follows

e Name=INET this indicates which topology it's going to use.
o WAN Type=Ethernet

e Interface=ge-0/0/0

e [P Configuration=DHCP

e Source NAT=Interface

e Overlay Hub Endpoints

e Endpoint1=hub1-INET
e BFD Profile1=Broadband
e Endpoint2=hub2-INET

e BFD Profile2=Broadband



Edit WAN Configuration

{ vas |

Description [T

WAN Type
hernet DsL O LTE

Interface * [0}

01 or ge-07071-5 or rethd, comma separated values supported for

aggregation)
Disabled
Porn Aggregation
Redundant

Enable "UpDown Port™ Alert Type Q

[Manage Alert Types In Aleris Page)

vLAN 1D TR

1P Configuration

{CP Static PPPoOE
Source MAT
erface Pool O Disabled

Traffic Shaping (S5R Only)

Enabled @ Disabled
Auto-Negotiation

® Enabled Dizabled

mTU 3

OVERLAY HUB ENDPOINTS

Endpaint BFD Profile
hub1-INET - Broadband b
mub2-INET w Broadband w

Configure the second WAN interface as follows:

e Name=MPLS this indicates which topology it's going to use.

o WAN Type=Ethernet

e [nterface=ge-0/0/1

e |P Configuration=Static
e IP Address={{WAN1_PFX}}.2

e Prefix Length=24
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o Gateway={{WANT_PFX}}.1
e Source NAT=Interface

e Overlay Hub Endpoints

e Endpoint1=hub1-MPLS
e BFD Profile1=Broadband
e Endpoint2=hub2-MPLS
e BFD Profile2=Broadband

The result should look like the figure below:

WAMN
Q 2 WANS
NAME # INTERFACE WAMTYPE  IF CONFIGURATION ENABLED OVERLAY HUB ENDPOINTS
INET ge-0A00 Ethernet DHCP W hub2-INET, hub1-INET
MPLS ge-0/ Ethernet {PWANT _PFX).2/24 W hub2-MPLS, hubl1-MPLS

Add a LAN IP config now with the following configuration:

o Network=SPOKE-LAN1
o |P Address={{SPOKE_LANT_PFX}}.1

o Prefix Length=24

Edit IP Config

The result should look like the figure below:
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LAN

Fliter by Port or Network v
IP CONFIG
1 1P Config
NETWORK & IF GATEWAY

SPOKE-LANT {{SPOKE_LAN1_PFX}}.1/24

Add a DHCP server configuration like the one below:

o Network=SPOKE-LAN1

o DHCP=Server

o |P Start={{SPOKE_LANT_PFX}}.10
o [P End={{SPOKE_LANT_PFX}}.250

o Gateway={{SPOKE_LAN1_PFX}}.1
e Maximum Lease Time=86400

e DNS Servers=8.8.8.8, 9.9.9.9

Edit DHCP Config

Metwork *

|I SPOKE-LANT I

[Select an existing Metwork or
DHCP

@Ene' Relay

IP Seart* TR

IPEnd * [EZ1

Gateway * [0

Maximum Lease Timea

26400

DMS Sarvers [T

858859999

The result should look like the figure below:



DHCP CONFIG
QHCP Config
c: abled () Dizabled
1 DHCP Config Add DHCP Config
METWORK # DHCP
SPOKE-LANT Server

Add a LAN interface now with the following configuration:
e Interface=ge-0/0/3

o Networks=SPOKE1-LAN1

e Untagged VLAN=None

Edit LAN Configuration

Interface * G

@

(ge-0/01 or ge-0/0/1-5 or reth(, comma separated values supported for
aggregation)

[C] Disabled
[C] Port Aggregation
[ Redundant

D Enable "Up/Down Port” Alert Type &

(Manage Alert Types in Alerts Page)

Drescription [ iar |

Networks

| SPOKE-LANT {{SPOKE_LANT_WLAN}} X wooow |

(Select an existing Metwork or Create MNetwork)

Untagged VLAM Metwork (SR Only)

| Mona w |

The result should look like the figure below:

1 LANs Add LANS
INTERFACE NETWORKS UNTAGGED VLAN NETWORK. ENABLED
ge-0/0/3 SPOKE-LANT j{SPOKE_LANT_VLAN}} - v

Now we need to define two traffic steering rules. The first rule has the following configuration:

o Name=VPN

o Strategy=Weighted
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e Paths

o Path1 Type=0verlay: hub1-INET
e Pathl Cost=10

o Path2 Type=0verlay: hub2-INET
e Path2 Cost=20
e Path3 Type=0verlay: hub1-MPLS
e Path3 Cost=30
e Path4 Type=0verlay: hub2-MPLS
e Path4 Cost=40

Edit Traffic Steering

Owerlay: hub1-INET
Owverlay: hub2-INET

Owerlay: hub1-MPLS

Owerlay: hubZ-MPLS

NOTE: In typical scenarios with two different hubs, assigned weights ensure that all "any"
(0.0.0.0/0) traffic destined for central Internet breakout is routed through only one active hub at
a time. Avoid using Equal Cost Multi-Path (ECMP) in this setup due to the source NAT being
performed at each hub for Internet-bound traffic. For consistent behavior, traffic should originate
from the same public IP address to maintain application session integrity. If traffic is load-
balanced across hubs, applications on the internet may observe different source IPs for each
flow, potentially causing issues.

The second rule has the following configuration:
e Name=LAN

e Strategy=0rdered



e Paths

e Pathl Type=LAN: SPOKE-LANI

The result should look like the figure below:

TRAFFIC STEERING ~

2 Traffic Steering

MAME #  STRATEGY PATHS
LAN Ordered SPOKE-LANT
WP Weighted hul1-INET[10], hub2-INET[20], hub1-MPLS[30], hub2-MPLS{40]

Configure or import the following Application Policies

¢ Number=1

¢ Name=spoke-to-hub-dmz

o Network=SPOKE-LAN1

e Action=Pass

e Application=HUB1-LANT + HUB2-LAN1
o Traffic Steering=VPN

e Number=2

o Name= hub-dmz-to-spoke

o Network=HUB1-LANT + HUB2-LANT
e Action=Pass

e Application=SPOKE-LAN1

o Traffic Steering=LAN

e Number=3

o Name=spoke-to-spoke-via-hub
o Network=SPOKE-LAN1

e Action=Pass

e Application=SPOKE-LAN1

o Traffic Steering=N/A



e Number=4

o Name= internet-via-hub-cbo
o Network=SPOKE-LAN1

e Action=Pass

e Application=any

o Traffic Steering=VPN

The result should look like the figure below:

APPLICATION POLICIES A

=1
=

Application Palicies

spoke-to-hub-dmz

hub-dmz-to-spoke

spoke-to-spokevia-hub

4 internet-via-nub-cbo

ORG IMPORTED NETWORK / USER (MATCHING ANY)
+ 2R

+

+ 2R

+ EEER

:

LS S

APPLICATION / DESTINATION {MATCHING ANY) 0P

ADVANCED SECURITY SERVICES (SRX ONLY)  TRAFFICSTEERING

EETE None v | o+ +
28 + Nae v |+ [ von |« ]

NOTE: The order of application policies has no impact on Session Smart Router configurations.
However, as a best practice, it's recommended to place global rules at the end of the policy rule
list. Assigning a traffic steering policy to each application rule is not mandatory for Session Smart
Routers. These routers use iBGP-based route distribution to advertise all routes across LAN
interfaces automatically. In Session Smart Router deployments, consistent network naming is
required for traffic to flow between a hub and a spoke. The network name also functions as a
security tenant for traffic isolation, so it must be identical on both sides to ensure proper

connectivity.

Save your results.

Assigning Spoke Templates to Sites

Go to Organization -> WAN Edge Templates and create a spoke template and click on Assign to Sites.

INFO

MNAME 5|JC'kES

APPLIES TO SITES

AsSSIEN to Sites

0 wan edges



”

Then select only the three “spokeX-site” and “Apply

Assign Template to Sites
Spokes

APPLIES TO SITES
O sites O wan edges

Sites

l-‘\

|| SITE NAME #t WAN EDGES CONFIGWRATION TEMPLATE

O hubl-site !

O hub2-site 1

Primary Site 0

<]

spokel-site !

a

spoke?-site !

a

spoke3-site !

The result should indicate three sites (the WAN edges change when devices get assigned to these).

Spokes

INFO APPLIES TO SITES

NAME Spokes 3 _ 0 Assign to Sites
sites ¥ wan edges

Onboard your Devices

Now it's time to use the Claim or Adopt method to onboard the devices and see them in the
organization inventory. Multiple onboarding methods are supported, but the default claim and ZTP
method is described here, as it is the simplest and most straightforward approach.

Connect Your Device to the Cloud. Your SSR device uses port O (ge-0/0/0 in the Juniper Mist portal) as a
default WAN port to contact Juniper Mist for ZTP. This interface must be able to obtain a DHCP lease to
access the Internet and communicate with the Juniper Mist cloud. A static IP configuration can be
applied later through a template or hub profile. Connecting the LAN interface during onboarding is only
necessary when using the Adopt method.
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Obtain Claim code from device. On the back of the device there are two stickers with codes. It's best
that you take a photo of these for later. The left sticker has the claim code to be used on the Juniper

Mist portal.

SAMPLECODELABEL

Mist Claim Code Entry. You can use the Mist mobile application to scan the QR code directly or use it on
the Juniper Mist portal. Go to Organization -> Inventory, select WAN Edges and click on Claim WAN

Edges as shown in the figure below:

|P‘JE‘HTOI’}’ Access Points | Switches Dl Mist Edges | Installed Base Entire Org = Claim WAN Edges [[| Adopt WAN Edges

Add the device claim code into the list of devices to claim.
Claim Wan Edges and Activate Subscriptions

Enter WAN Edge claim codes or Activation codes

SWREN2DWENS3THE A
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Click the Claim button to claim the device into your inventory.

Claim Wan Edges and Activate Subscriptions
Progress
1 WAN Edge claimed. 0 WAN Edge duplicated. 0 WAN Edge failed.

WAN Edge Claim Results
Claim Code WAN Edge Mac Claim Status Err

SWRBN2DWSENS3ITHE 02:00:01:00:03:04 Claimed

NOTE: The MistAl app can be downloaded from mobile app stores a.) for Apple Devices and b.)
for Android Devices

In the example below, we just claimed five devices for a lab without directly assigning them to a site.
This is similar to using the adopt method.

I nve nto ry Access Points | Switches Mist Edges | Installed Base (Entire Org) = Claim WAN Edges Adopt WAN Edges
Q
1-50f 5

D Status Name A MAC Address Model Site Serial Number SKU

O @ Unassigned 90:ec:77:32:df:31 90:ec:77:32:df:31 SSR130 2028220010 SSR130

O Unassigned 90:ec:77:32:df:81 90:ec:77:32:df:81 SSR130 2028220021 SSR130
B

O @ Unassigned 90:ec:77:32:df:91 90:ec:77:32:df:91 SSR130 2028220023 SSR130

O Unassigned 90:ec:/7:32:df:al 90:ec;77:32:df:al SSR130 2028220027 SSR130
B

O Unassigned 90:ec:77:32:e4:8b 90:ec:77:32:e4:8b SSR120 2028220257 SSR120
B

I Assigning Devices to Sites

Each SSR or SRX must now be assigned one-by-one to an individual site using Assign to Site.

Select the site for each device and make sure to enable Manage configuration with Mist. The default
option of not enabling device management is a better practice for SRX Firewalls.


https://apps.apple.com/us/app/mistai/id1215196902
https://play.google.com/store/apps/details?id=com.mist.mistify&hl=en_US&gl=US

Assign WAN Edges

Assign 1 selected WAN Edge to site

Manage Configuration

hub1-site

Mahage configuration with Mist

ExIStI

MANDATORY

Now assign all five devices to their individual sites until you see the below:

Assign to Site Cancel

| mye nto ['y Access Points | Switches MiztEdges | Installed Base

=1

| Status

| [+) Connected
[ [+) Connected
O [+l Connected
[ [+) Connected

O [+l Connected

I Assign Hub Profiles to Devices

hub1
hub2
spokel
spokel

spoke3

MAL Address
S0ec:?T:32df3
eV 3LdRE1
S90ec:77:32e4:8b
eV 3kdial

07T 32dR91

Madel
S5R130

S5R130

S5R120

S5R130

S5R130

Entire Org -

Site serial Mumber
hub1-site 2028220010
hub2-site 2028220021
spokel-site 2028220257
spoke2-site 2028220027

spoke3-site

2028220023
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Claim WAM Edges

1-5of 5
KU
S5R130
S5R130
S5R120
S5R130

S5R130

The spoke sites will automatically receive their configurations, as the templates have already been

assigned. For the hub sites, however, the next step is to manually assign the appropriate hub profile.

Go to Organization -> Hub Profiles.

Click on the first hub profile.

Hub Profiles
Q

2 Hub Profiles
HUB PROFILE

hub1

hub2

Under Applies To select “hub1-site” and “HUB1".

# APPLIES TO



¢ HuBPROFLE: hub

INFO

MName

Applies To

hub1-site

HUB1

Click on Save.

¢ HUB PROFILE : hUDT

INFO

MName

Applies To
HUB1 ~

o

Repeat the process for the second hub in the second hub site so that in the end both hub profiles have

their individual hub device assigned as shown below:

Hub Profiles
Q

2 Hub Profiles
HUEB PROFILE

hub1

hub2

# APPLIES TO

HUB1

HUB2

NOTE: Wait about 10 minutes until the initial configuration is brought up for the first time and all

changes are made and applied.
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I Test Your Network Configuration

We are now ready to test our configuration.

Go to WAN Edges -> site=hub1-site and click on “hub1”.

l'u'"l.\,l'A[\_ EGgE‘S hubl-site - List  Topology
m Config Success | m version Compliance | m WiN Edge Uptime

] Name # Status MAL P Address Model Version

0 [+ hubl Connected S0ecT32dR3 ©6.129.240.1 55R130  B.3.0-107r1

Review the device information.
< WAN Edges: hub
SSR130

ADVANCED SECURITY (<) URL Filtering () IDP

PROPERTIES
INSIGHTS dge Insights
LOCATION not on floorplan
MAC ADDRESS Olec:Tr32:dR37
MODEL S5R130
VERSION 6.3.0-107.r1

HARDWARE MODEL Juniper Metworks Inc. - 650-142264

[S5R130)
HUE GROUP =default=
TEMPLATE Mone
HUB PROFILE
hub1 W

See Hub Profile for profile settings

When you use Utilities -> Testing Tools and review the BGP neighbor summary, you will see only the
three spokes connected and exchanging routes.
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WAN Edge Testing Tools

Utility Border Gats L d Applications Address Resolution Protacol FIB
Ping | WAN DHCP Release | Bounce Port Clear BGP Routes | Advertised Routes | Received Routes Path | Sessions Refresh ARP | Table FIE Lookup | FIB By Application

[@ sea | 3items

TYPE NAME VRF NAME INSTANCE LOCAL AS NEIGHBOR NENGHBOR LOCAL AS REMOTE AS JEIVED UP TIME
SVR spoke3 (90ec7732df91) default 65000 102248.16 65000 65000 51505 51575 02:23:03
SVR spoke2 (90ec7732dfal) default 65000 10224832 65000 65000 51505 51579 02:23:04
VR spokel (0ecT732e48b) default 65000 10224848 #5000 #5000 51501 51572 022212

Also review the routes distributed in the VPN.

" WAN Edge Testing Tools

Unility Border Gateway Protoc Applications Address Resolution Protocol  FIB
Ping | WAN DHCP Relesss | Bounce Port Cear BGP | Summary Advertized Routes | Received Routes Path | Sessions Refresh ARP | Table FIELookup | FIE By App

Route Prefix VRF

[Feeere | [ oo ]
| QA Sea | 8items
VRF NAME PREFIX. MNAME METRIC WEIGHT
default 0.00.0V0 1000000 32768
default 10.0.0.0/8 spoke3 (S0ecT732dfA1) 1000000 0
default 10.0.0.0/8 spoke (90ec7732dfal) 1000000 0
default 10.0.0.0/8 spokel (90ec7732e48b) 1000000 a
default 10.66.66.0/24 0 32768
default 10.77.77.0/24 spoke3 (90ecT732dfa1) 0 0
default 10.88.88.0/24 spoke (90ecT732dfal) 0 0
default 10.99.99.0/24 spokel (90ec7732e480) 0 0

Go to WAN Edges -> site=spoke1-site and click on “spoke1”.

WAN Edges spokel-site List = Topology Inventory | | Claim WANEdges | = &
m Config Success | m version Compliance | m WAN Edge Uptime

|| MName Status MALC 1P Address Mode| Wersion & Topology  Insights

[l [+)spokel Connected  90ec773ZedBb 66.129.240.1 S55R120 6.3.0-107.r1 Spoke WAN Edge Insights
—

Review the device information.
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< es: Spoke

S5R120

ADVANCED SECURITY | () URL Filtering () 1DP
PROPERTIES
INSIGHTS WAMN Edge Insights
LOCATION not on floorplan
MAC ADDRESS e T7:32ed:80
MODEL S5R120
WERSIOM 6.3.0-107.r1
HARD'WARE MODEL Juniper Metworks Inc. - 650-142267
(35R120)
TEMPLATE Spokes
HUE PROFILE
None

Review the topology details with the four tunnels this spoke has established to the two hubs.

TOPOLOGY DETAILS

!

4 Peer Paths 1-4ofd

Interface Mame & Meighbarhood Topology Type [Peer Mams Status Uptime Latency Loss Jitter MITU Hop Count:
£e-0/0/0 < hubl-INET.OrgOverlay Spoke hub1 Up 12m 1 ] ] 1500 3

ge-0/0/0 <  hubZ-INETOrgOverlay Spoke hub2 Up 12m 1 0 0 1500 3

ge-0/01 < hubl-MPLS OrgOverlay Spoke hub1 Up 12m 1 ] 0 1500

ge-0/01 - hubZ-MPLS.OrgOverlay Spoke hub2 Up 12m 0 0 0 1500

NOTE: On the hubs, only tunnels to other hubs are displayed for scale reasons. You will see that
in the next topology.

When you use Utilities -> Testing Tools and review the BGP neighbor summary, you will see only the
two hubs are connected and exchanging routes.



WAN Edge Testing Tools
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LHilrty Border Gategan o Applications Address
Ping | 'WAN DHCP Releaze Bounce Port | Traceroute Cl=ar BGP Routes | Advertised Routes | Received Routes Path Sessions Rafresh
Q 2items
TYPE  NAME VRF NAME INSTANCE LOCAL AS ~ NEWGHBOR NEIGHBOR LOCAL AS REMOTEAS  MESSAGES RECEIVED MESSAGES SENT  UIP TIME
SVR  hub2(90ec?732df231) default 65000 10.224.8.64 85000 65000 369 357 00:18:40
SVR  hubl(90ec7732d731) default 65000 10224880 A5000 SOOD 369 358 00-15:07
Also review the routes distributed in the VPN.
WAN Edge Testing Tools
Utility Border Gateway Protoco, Applications Address Resolution Protocol  FIE
Ping | WAN DHCP Releaze | Bounce Port | Traceroute ClearBGP | Summary Advertized Routes | Received Routes Path | Sessions Rafrash ARF | Tahble FIB Lookup | FIB By Application
Route Prefix VRF
show Routes
a 12 items
VRF NAME PREFIX NAME METRIC WEIGHT AS PATH LOCAL PREFERENCE STATUS. SELECTION REASON NEXT HOPS
default 0.0.0.0/0 hub2 (90ecT732df81) 1000000 i} 100 Valid, Best Router I 10.224.8.64
default 0.0.0.0/0 hub1 (90ec7732df31) 1000000 i} 100 Valid 10.224.8.80
default 10.0.0.0/8 hub2 (90ecT732df81) 1000000 i} 100 Valid 10.224.8.64
default 10.0.0.0/8 hub1 (90ec7732df31) 1000000 o 100 Valid 10.224.8.80
default 10.0.0.0/8 1000000 32768 100 Valid, Best Weight 0000
default 10.55.55.v24 hub2 (90ec7732dfE1) o o 100 Valid, Best First path received 10.224.8.64
default 10.66.66.0/24 hub1 (90ec7732df31) o 0 100 Walid, Best First path received 10.224.8.80
default 10.77.77.0024 hub1 (90ec7732df31) 0 i} 100 Valid 10.224.8.80
default 10.77.77.0/24 hub2 (90ecT732df81) 0 i} 100 Valid, Best Meighbor [P 10.224.8.64
default 10.88.35.0/24 hub2 (90ecT732df81) 0 i} 100 Valid, Best Meighbor [P 10.224.8.64
default 10.88.35.0/24 hub1 (90ec7732df31) 0 i} 100 Valid 10.224.8.80

We shall now continue our testing on the clients attached to the spokes. We attach to the desktop1l VM

with IP address 10.99.99.99 attached to spoke1:

# try to reach the local WAN-Router interface desktopl VM is attached to

root@desktop1:~# ping -c3 10.99.99.1
PING 10.99.99.1 (10.99.99.1) 56(84) bytes of data.

64 bytes from 10.99.99.1: icmp_seg=1 tt1=128 time=0.457 ms
64 bytes from 10.99.99.1: icmp_seq=2 tt1=128 time=0.329 ms
64 bytes from 10.99.99.1: icmp_seg=3 tt1=128 time=0.948 ms

#

# try to reach the client desktop2 VM attached to spoke2

# this causes relay on the hub for this traffic
root@desktopl:~# ping -c3 10.88.88.88
PING 10.88.88.88 (10.88.88.88) 56(84) bytes of data.

64 bytes from 10.88.88.88: icmp_seq=1 ttl=120 time=4.16 ms



64 bytes from 10.88.88.88: icmp_seq=2 ttl=120 time=1.32 ms
64 bytes from 10.88.88.88: icmp_seq=3 ttl=120 time=1.24 ms
#

# try to reach the client desktop3 VM attached to spoke3

# this causes relay on the hub for this traffic
root@desktopl:~# ping -c3 10.77.77.77

PING 10.77.77.77 (10.77.77.77) 56(84) bytes of data.

64 bytes from 10.77.77.77: icmp_seq=1 ttl=122 time=12.4 ms
64 bytes from 10.77.77.77: icmp_seq=2 tt1=122 time=1.28 ms
64 bytes from 10.77.77.77: icmp_seq=3 ttl=122 time=1.25 ms
#

# try to reach the client desktop4 VM attached to hub1l
root@desktopl:~# ping -c3 10.66.66.66

PING 10.66.66.66 (10.66.66.66) 56(84) bytes of data.

64 bytes from 10.66.66.66: icmp_seq=1 ttl=59 time=4.54 ms
64 bytes from 10.66.66.66: icmp_seq=2 ttl=59 time=1.13 ms
64 bytes from 10.66.66.66: icmp_seq=3 ttl=59 time=1.13 ms
#

# try to reach the client desktop5 VM attached to hub2
root@desktopl:~# ping -c3 10.55.55.55

PING 10.55.55.55 (10.55.55.55) 56(84) bytes of data.

64 bytes from 10.55.55.55: icmp_seq=1 ttl=59 time=4.29 ms
64 bytes from 10.55.55.55: icmp_seq=2 ttl=59 time=1.14 ms
64 bytes from 10.55.55.55: icmp_seq=3 ttl=59 time=0.968 ms
#

# let a continued ping to the internet run

# in our case all traffic is sent to hub for central breakout
root@desktopl:~# ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttl=47 time=8.43 ms

64 bytes from 8.8.8.8: icmp_seq=2 ttl=47 time=3.83 ms

64 bytes from 8.8.8.8: icmp_seq=3 ttl=47 time=3.84 ms

64 bytes from 8.8.8.8: icmp_seq=4 ttl=47 time=3.98 ms

64 bytes from 8.8.8.8: icmp_seq=5 ttl=47 time=3.82 ms

Use Utilities -> Testing Tools to review the application sessions with Application Name=any. Due to the
reverse flow, we see that the traffic is received from Hub2's Internet public IP address 192.168.129.201.



WAN Edge Testing Tools

®

Utility Border Gateway Protoco Applications Address Reselution Protocol  FIE
Ping | WAN DHCP Release | Bounce Port | Traceroute Olear BGP | Summary | Routes | Advertised Routes | Received Routes [l | Sessions Refrash ARF | Tahle FIB Llookup | FIB By Application

Application Name *
] e
|| sEssiONID # DIRECTION  SERVICE  TEMANT DEVICE INTERFACE =~ NETWORKINTERFACE ~ PROTOCOL  SOURCE IP SOURCE PORT L NAT IF
[ 5a568f29-57d4-46a3-9235-0496c696d857 forward  any SPOKE-LAMT ge-0/0V3 ge-0/0/3.1009 ICKP 10.99.99.95 16 Bpag 16 0.0.0
[ 5a568f29-a7d4-46a3-9a35-0496ck96dE5T reverse any SPOKE-LANT ge-0/0VD ge-0/0/0 UDP 192.168.129.201 16391 152.168.173.136 1639 0.0.0

Do the same for the second hub by going to WAN Edges -> site=hub2-site and clicking on “hub2”. Then
go to Utilities -> Testing Tools and review the application sessions with Application Name=any again.

Here, you can see the reverse flow ICMP responses to the source NATed Interface ge-0/0/6 where we
forwarded our traffic to.

WAN Edge Testing Tools

LUty Border Gateway Protocol

Applicag: Address Resolution Protocol  FIB
Ping | WAN DHCP Releaze | Bounce Port Clear BGP | Summary Routes | Advertised Routes Raceived Routes Path | Refresh ARP | Table FIE Logkup | FIE By Application

Application Name *

H v DEStEAll sessions

o 2items Delete 5i
[]  sessionmD # DIRECTION SERVICE  TENANT DEVICEINTERFACE ~ NETWORKINTERFACE ~ PROTOCOL  SOURCE IP SOURCE PORT ]
[ 5a568f29-a7d4-46a3-9a35-04960606dE57 forward  any SPOKE-LANT  ge-0/0/0 ge-0/vo uDpP 192.168.129.173  5B6G4 192.168.201.254 16391
[ 5a568f29-a7d4-46a3-9a35-0496c696dE57 reverse any SPOKE-LANT  ge-OVVO ge-0/vd ICHP 8EBER 16387 192.168.201.254 16387

If you're wondering why traffic wasn't routed to Hub1, check the FIB routes on Spokel. Hub2 is
preferred because, although both hubs advertised the same default route (0.0.0.0/0), Hub2 had a lower
internal Router ID (or BGPoSVR loopback IP) than Hub1, making it the preferred path.

WAN Edge Testing Tools

Utility Border Gateway Protoca Applications Address Resalution Protacal FIE

Ping WAN DHCP Release Bounce Port | Traceroute Olear BGP | Summary Advertisad Routes | Received Routes Path Sassions Refrash ARP Table FI8 Lookup FI8 By Applicatios
Route Prefix VRF

q 12items
VRF NAME PREFIX 'NAME METRIC WEIGHT S PATH LOCAL PREFERENCE STATUS SELECTION REASON NEXT HOPS
default 0.0.00/0 hub2 {90ec7732df21) 1000000 o 100 IVaIId. Best Router D 10.224.8.64 I
default 0.0.0.0/0 hub1 (9Dec7732dr31} 1000000 0 100 Valid 10.224.8.80
default 10.00.0/8 hub2 {S0ec7732dE1) 1000000 0 100 Valid 10224864

You can also verify this through the FIB created for the Application=any as below:
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WAN Edge Testing Tools

Utility Border Gateway Protoool

DHCP Rale BCEroute Summary | Routes Advertised Routes Recei
FIE
Application * VRF Prefix
Q 19 itams

IPPREFIX PORT  PROTOCOL TENANT VRF SERVICE MEXT HOP INTERFACE

0.0.0.0/0 0 None SPOKE-LANT default  any 2e-0/0/0

0.0.0.0/0 0 None SPOKE-LANT default  any ge-0/01

10.55.55.0/24 0 None SPOKE-LAN1 default  any 2e-0/0/0

Applicat
ved Routes Path
NEXT HOP IF

192.168.129.201

192.168.200.254

192.168.129.201

X
ions Address Resolution Protoco
Sessions Refresh ARP | Table
WECTOR COST
hub2-INET.OrgOverlay 20
Nub2-MPLE.OrgOverlay 40
ubZ-INET.CrgCnwerlay 20

In case you do not want Hub2 as the default router, follow the instructions in "Changing the Hub Used

for Central Breakout When Traffic Destination Is “Any”" on page 197 .

The remaining testing is done with the clients attached to the hubs. We connect to the desktop4 VM
with IP address 10.66.66.66 attached to Hub1:

# try to reach the client desktopl VM
root@desktop4:~# ping -c3 10.99.99.99
PING 10.99.99.99 (10.99.99.99) 56(84)
64 bytes from 10.99.99.99:
64 bytes from 10.99.99.99:
64 bytes from 10.99.99.99:
#

# try to reach the client desktop2 VM
root@desktop4:~# ping -c3 10.88.88.88
PING 10.88.88.88 (10.88.88.88) 56(84)
64 bytes from 10.88.88.88:
64 bytes from 10.88.88.88:
64 bytes from 10.88.88.88:
#

# try to reach the client desktop3 VM
root@desktop4:~# ping -c3 10.77.77.77
PING 10.77.77.77 (10.77.77.77) 56(84)
64 bytes from 10.77.77.77:
64 bytes from 10.77.77.77:
64 bytes from 10.77.77.77:
#

icmp_seqg=1
icmp_seq=2

icmp_seq=3

icmp_seqg=1
icmp_seq=2

icmp_seq=3

icmp_seqg=1
icmp_seq=2

icmp_seq=3

attached to spokel

bytes of data.

tt1=59 time=4.98 ms
tt1=59 time=1.07 ms
ttl1=59 time=1.03 ms

attached to spoke2

bytes of data.

ttl1=59 time=5.49 ms
ttl1=59 time=1.15 ms
tt1=59 time=1.06 ms

attached to spoke3

bytes of data.

ttl=59 time=7.07 ms
ttl1=59 time=1.21 ms
ttl=59 time=1.04 ms

# try services on the internet using the local breakout on the hub

root@desktop4:~# ping -c3 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
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64 bytes from 8.8.8.8: icmp_seq=1 ttl1=109 time=3.10 ms

64 bytes from 8.8.8.8: icmp_seq=2 ttl1=109 time=2.67 ms

64 bytes from 8.8.8.8: icmp_seq=3 ttl=109 time=2.68 ms

#

# try to reach the client desktop5 VM attached to hub2

# It's expected NOT to work as hub to hub traffic will be done in the next topology
root@desktop4:~# ping -c3 10.55.55.55

PING 10.55.55.55 (10.55.55.55) 56(84) bytes of data.

--- 10.55.55.55 ping statistics ---
3 packets transmitted, 0 received, 100% packet loss, time 2043ms

For the last test, we connect to the desktop5 VM with IP address 10.55.55.55 attached to Hub2:

# try to reach the client desktopl VM attached to spokel
root@desktop5: ~# ping -c3 10.99.99.99

PING 10.99.99.99 (10.99.99.99) 56(84) bytes of data.

64 bytes from 10.99.99.99: icmp_seq=1 ttl=61 time=4.21 ms
64 bytes from 10.99.99.99: icmp_seq=2 ttl=61 time=1.01 ms
64 bytes from 10.99.99.99: icmp_seq=3 ttl=61 time=1.02 ms
#

# try to reach the client desktop2 VM attached to spoke2
root@desktop5: ~# ping -c3 10.88.88.88

PING 10.88.88.88 (10.88.88.88) 56(84) bytes of data.

64 bytes from 10.88.88.88: icmp_seq=1 tt1=59 time=4.95 ms
64 bytes from 10.88.88.88: icmp_seq=2 ttl=59 time=1.14 ms
64 bytes from 10.88.88.88: icmp_seq=3 ttl1=59 time=1.12 ms
#

# try to reach the client desktop3 VM attached to spoke3
root@desktop5:~# ping -c3 10.77.77.77

PING 10.77.77.77 (10.77.77.77) 56(84) bytes of data.

64 bytes from 10.77.77.77: icmp_seq=1 ttl=59 time=4.83 ms
64 bytes from 10.77.77.77: icmp_seq=2 ttl=59 time=1.22 ms
64 bytes from 10.77.77.77: icmp_seq=3 ttl=59 time=1.32 ms
#

# try services on the internet using the local breakout on the hub
root@desktop5: ~# ping -c3 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttl=51 time=3.75 ms

64 bytes from 8.8.8.8: icmp_seq=2 ttl=51 time=3.48 ms

64 bytes from 8.8.8.8: icmp_seq=3 ttl=51 time=3.35 ms

#



# try to reach the client desktop4 VM attached to hubl

# It's expected NOT to work as hub to hub traffic will be done in the next topology
root@desktop5:~# ping -c3 10.44.44.44

PING 10.44.44.44 (10.44.44.44) 56(84) bytes of data.

--- 10.44.44 .44 ping statistics ---

3 packets transmitted, 0 received, 100% packet loss, time 2027ms
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This lab is an extension of the previous lab "Appendix: Building a base SD-WAN Topology with Three
Spokes and Two Hubs" on page 23. The underlay connections and spoke implementation are not
changed. We add two new changes to this lab:

¢ We build a hub overlay. This enables sending traffic between the two hubs directly by exiting the
WAN infrastructure. Hence you enable DC to DC traffic using this topology.

e For traffic steering, we utilize an ECMP-based load-balancing algorithm to have the flows
distributed among the two paths between the hubs.

e We introduce data center routers that are attached to the hub LAN interfaces. Those will manage
additional resources like servers attached to other interfaces. The additional IP prefixes for those
resources will get announced through exterior BGP and propagated through the VPN.
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The following table has the additional device information for the new topology.

Location Direct Hub Local AS Router IF Router AS Route DC Name DC IP prefix
IF propagati
on
hub1 10.66.66.1/ | 65010 10.66.66.254/2 = 65011 eBGP DC1 10.44.44.0/
24 4 24
hub2 10.55.55.1/ | 65020 10.55.55.254/2 @ 65021 eBGP DC2 10.33.33.0/
24 4 24

NOTE: The AS numbers selected are self-defined and should be private AS and unique. Do not
use AS 65000 as its in use internally already!

I Extending Applications

Go to Organization -> Applications and add the following two new applications with the custom IP
address ranges the DCs use:

Add a new application and configure the following:



e Name=D(1

e Type=Custom Apps

o |P Addresses=10.44.44.0/24

Add another new application and configure the following:
e Name=D(2

e Type=Custom Apps

o |P Addresses=10.33.33.0/24

The result should look like the figure below:

Applications

8 Applications

NAME A TYPE TRAFFIC TYPE
ary Custom Apps Default
ANY-HUB-DMZ Custom Apps Default
DC1 Custom Apps Default
DC2 Custom Apps Default
HUB1-LAN Custom Apps Default
HUBZ-LAN1 Custom Apps Default
SPOKE-LAN1 Custom Apps Default

Extending Networks

Go to Organization -> Networks and edit the existing Network “HUB1-LAN". You need to add a USERS-
Object:

e Name=D(1

o |P Prefixes=10.44.44.0/24



USERS ¥

Edit User X

IP Prefixes * [0
10.44.44.0/24 1] |

Add IP Prefix

Then, edit the existing Network “HUB2-LAN". You need to add a USERS-Object:
e Name=D(2

o |P Prefixes=10.33.33.0/24

USERS ~

Edit User T Y

Mame * [
() |
IP Prefixes * [

* 10.33.35.0/24 i |

Add 1P Prefix

The result should look like the figure below:

Networks

|Q Filte

3 Metworks

NAME #  SUBMET WLAN ID USERS ADVERTISE TO THE OVERLAY
HIB1-LAN1 {{HUB1_LAN1_PF¥}}.0/24 {HUBT_LANT_VLAN} Dol v

HUBZ-LAN1 {HUBZ_LANT_PFX}).0/24 {THUBZ_LANT_VLANY} D2 v

SPOKE-LAN1 {{SPOKE_LAN1_PPY}1.0/24 {{SPOKE_LANT_VLAN}} - v

Extend the Hub1 Profile

Go to Organization -> Hub Profiles.



Should you choose to use the import option, click on Import Profile and import the below JSON as a file.

"dhcpd_config": {
"enabled": true
Vs
"ntpOverride": true,
"dnsOverride": true,
"service_policies": [
{
"name": "spoke-to-hub-dmz",
"tenants": [
"SPOKE-LAN1"
1
"services": [
"HUB1-LAN1"
"DC1"
1
"action": "allow",
"path_preference": "HUB-LANS",
"idp": {
"enabled": false

"name": "hub-dmz-to-spoke",

"tenants": [
"HUB1-LAN1"
"DC1.HUBT-LANT"

1

"services": [
"SPOKE-LAN1"

1

"action": "allow",

"local_routing": true,

"idp": {
"enabled": false

"name": "spoke-to-spoke-hairpin",
"tenants": [



"SPOKE-LAN1"
1
"services": [
"SPOKE-LAN1"
1
"action": "allow",
"local_routing": true,
"idp": {
"enabled": false

"tenants": [
"HUBT-LAN1"
"DC1.HUBT-LANT"
1
"services": [
"ANY-HUB-DMZ"
1
"action": "allow",
"path_preference": "CB0",
"name": "hub-dmz-to-internet",
"idp": {
"enabled": false

"tenants": [
"SPOKE-LAN1"

:|)

"services": [

1

"action": "allow",

any

"name": "spokes-traffic-cbo-on-hub",
"path_preference": "CB0",
"idp": {

"enabled": false

"name": "remotehub-to-myhub",

"tenants": [



"HUB2-LAN1",
"DC2.HUB2-LANT"
1
"services": [
"HUBT-LAN1",
"DC1"
1
"action": "allow",
"idp": {
"enabled": false
Vs
"path_preference": "HUB-LANS"

"name": "myhub-to-remotehub",

"tenants": [
"HUBT-LAN1",
"DC1.HUBT-LANT"

1

"services": [
"HUB2-LAN1",
"DC2"

1

"action": "allow",

"idp": {
"enabled": false

Vs

"path_preference": "REMOTEHUB"

}

1

"ip_configs": {
"HUBT-LAN1": {

"type": "static",

"ip": "{{HUB1_LAN1_PFX}}.1",

"netmask": "/24"

}

Vs

"dns_servers": [
"8.8.8.8",
"9.9.9.9"

1

"port_config": {
"ge-0/0/0": {



"name": "INET",

"usage": "wan",
"aggregated": false,
"redundant": false,
"critical": false,
"disabled": false,
"wan_type": "broadband",
"ip_config": {

"type": "static",

"ip": "{{WANO_PFX}}.254",

"netmask": "/24",

"gateway": "{{WANO_PFX}}.1"
1,
"wan_ext_ip": "{{WANO_PUBIP}}",
"disable_autoneg": false,
"wan_source_nat": {

"disabled": false

3,
"vpn_paths": {
"hub2-INET.OrgOverlay": {
"role": "spoke"
1,
"hub1-INET.OrgOverlay": {
"role": "hub"
}
}
1,
"ge-0/0/1": {
"name": "MPLS",
"usage": "wan",
"aggregated": false,
"redundant": false,
"critical": false,
"disabled": false,
"wan_type": "broadband",
"ip_config": {
"type": "static",
"ip": "{{WANT_PFX}}.254",
"netmask": "/24",
"gateway": "{{WANT_PFX}}.1"
1,

"wan_ext_ip": "{{WAN1_PUBIP}}",
"disable_autoneg": false,



"wan_source_nat": {
"disabled": false
1,
"vpn_paths": {
"hub2-MPLS.OrgOverlay": {
"role": "spoke"
1,
"hub1-MPLS.OrgOverlay": {
"role": "hub"

}

1,

"ge-0/0/3": {
"usage": "lan",
"networks": [

"HUBT-LAN1"

}
1,
"bgp_config": {
"DC1": {
"networks": [
"HUBT-LAN1"
1
"via": "lan",
"type": "external",
"no_readvertise_to_overlay": false,
"local_as": 65010,
"hold_time": 90,
"graceful _restart_time": 120,
"neighbors": {
"10.66.66.254": {
"disabled": false,
"neighbor_as": 65011
}
3,
"disable_bfd": false
}
1,
"routing_policies": {3},
"extra_routes": {3},
"path_preferences": {
"HUB-LANS": {



"strategy": "ordered",

"paths": [
{
"type": "local",
"networks": [
"HUBT-LAN1"
]
}
]
1,
"CBO": {
"strategy": "ordered",
"paths": [
{
"name": "INET",
"type": "wan"
}
]
Y

"REMOTEHUB": {
"strategy": "ecmp",
"paths": [
{
"name": "hub2-INET.OrgOverlay",

"type": "vpn

"name": "hub2-MPLS.OrgOverlay",

"type": "vpn

}
1,
"ospf_areas": {},
"vrf_instances": {3,
"tunnel_configs": {3},

"oob_ip_config": {

"type": "dhcp",
"node1": {

"type": "dhcp"
}

})

"tunnel_provider_options": {



"jse": {3,
"zscaler": {}

1,

"ospf_config": {
"enabled": false,
"areas": {}

1,

"name": "hub1",

"type": "gateway"

Should you decide to configure everything manually in the Juniper Mist portal, then use the following
steps.

Edit the existing WAN “INET” and add:

e Hub to Hub Endpoint=hub2-INET

HUB TO SPOKE ENDPOINTS
Default Endpoint

hub1-IMET
Add Hub to Spoke Endpoints (S5R Only)

HUB TO HUB EMDPOINTS

Endpaint

Add Hub to Hub Endpoints
Edit the existing WAN “MPLS” and add:

e Hub to Hub Endpoint=hub2-MPLS

The result should look like the figure below:

WAN ~
a 2 WANs Add WANS
MAMKE £ INTERFACE WAN TYPE IF CONFIGURATION EMABLED HUB TO SPOKE ENDPOINTS HUE TO HUE EMDPOINTS
INET £e-0/0/0 Ethernet {{WAND_PFX}}.254/24 W hub1-INET hub2-INET
MPLS £e-0/01 Ethernet {{WANT_PFX}}254/24 W hub1-MPLS hub2-MPLS

Add the following new traffic steering policy:

e Name=REMOTEHUB

o Strategy=ECMP



e Paths

e Path Typel=0verlay: hub2-INET
e Path Type2=0verlay: hub2-MPLS
Edit Traffic Steering

Strategy
Ordered '.'-'sig'tec@‘.'F

PATHS

Type

Owerlay: hub2-INET

Overlay: hub2-MPLS

The result should look like the figure below:

TRAFFIC STEERING ~

[+ 3 Traffic Steering
MNAME % STRATEGY PATHS
CBO Ordered INET
HUB-LANS Ordered HUB1-LAN1
REMOTEHUE ECMP hub2-INET, hubz-MPLS

Edit the existing application policies to include the following:

e Number=1

e Name= spoke-to-hub-dmz
o Application=HUB1-LAN1 + DC1

e Number=2

e Name= hub-dmz-to-spoke
o Network=HUB1-LAN1 + DC1.HUB1-LAN1

e Number=4

o Name=hub-dnz-to-internet
e Network=HUB1-LAN1 + DC1.HUB1-LAN1

Add the following two application policies:



e Number=6

e Name=remoterhub-to-myhub

e Network=HUB2-LANT + DC2.HUB2-LAN1
e Action=Pass

e Application=HUB1-LAN + DC1

o Traffic Steering=HUB-LANS

e Number=7

e Name= myhub-to-remotehub

e Network=HUB1-LANT + DC1.HUB1-LAN1
o Action=Pass

e Application=HUB2-LAN1 + DC2

e Traffic Steering=REMOTEHUB

The result should look like the figure below:

APPLICATION POLICIES ~

a

Displaying 7 of 7 tatal Application Palicies

mport application policy | | Add application policy | | et applications |

O no e ORG IMPORTED NETWORK USER (MATCHING ANY) scrion APPLICATION / DESTINATION (MATCHING ANY]  1DP ADVANCED SECURITY SERVICES (SRXONLY]  TRAFFICSTEERING
O 1 spoketohubdmz + v + None v | 4

O 2  hudmztospoe + [ EETmRETETTIn v + e v |+ +

O 3 spoketospokehairpin + v + None v | + +

O 4 hubdmzto-intemet DCLHUBT-LANT | % | HUBTLANT v + None v |+

O 5  spokestraffic-choonhun + v B - Nom v | o+

O |6  remotehubto-myhub + v + None v | +

] myhub-to-remotehub + HUB1-LANY | x v + None v | +

Configure the BGP peering with the data center router as follows:
e Name=D(1

e Peering Network LAN=HUB1-LAN1

e Advertise to Overlay=Enabled/Checked

e BFD=Enabled

o Type=External

e Local AS=65010

e Hold Time=90
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e Graceful Restart Time=120

o Export=None

o Import=None

e BG

Edit BGP

=

o
e 3
m

P Neighbor

Neighbor=Enabled

IP Address=10.66.66.254
Neighbor AS=65011
Export=None
Import=None

Group

Peering Metwark

) WAN

9

() SECTu

©

ri

Type *

| None

| HUB1-LAN1

nnel
| None

ise to the Owerlay

d () Disabled

External

Local AS *

0

Haold Time

*

| 90

Graceful Restart Time *

| 120

Authentica

tion Key

Export

| Mona

(Select an existing Policy or Create Policy)

Import

| Mona

(Select an existing Policy or Create Policy)
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Edit Neighbor

@t ed Disabled

P Address *

Meighbor AS *

Hold Time
xpo
Mon
(Salect an existing Policy or Create Policy
Impc:
Non
(Salect an existing Policy or Create Policy

The result should look like the figure below:

BGP
Q 1 BGF Group
MAME # PEERING NETWORK TYPE LOCAL AS EXPORT
(e lan external 65010

Save your results.

Extend the Hub2 Profile

Go to Organization -> Hub Profiles.

Should you choose to use the import option, click on Import Profile and import the below JSON as a file.

"dhcpd_config": {
"enabled": true
Vs
"ntpOverride": true,
"dnsOverride": true,
"service_policies": [
{
"name": "spoke-to-hub-dmz",
"tenants": [

IMPORT

NEIGHEORS

NEIGHEDRS AS

65011
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"SPOKE-LAN1"
1
"services": [

"HUB2-LAN1",

"DC2"
1
"action": "allow",
"path_preference": "HUB-LANS",
"idp": {

"enabled": false

"name": "hub-dmz-to-spoke",

"tenants": [
"HUB2-LAN1",
"DC2.HUB2-LANT"

1

"services": [
"SPOKE-LAN1"

1

"action": "allow",

"local_routing": true,

"idp": {
"enabled": false

"name": "spoke-to-spoke-hairpin",
"tenants": [
"SPOKE-LAN1"
1
"services": [
"SPOKE-LAN1"
1
"action": "allow",
"local_routing": true,
"idp": {
"enabled": false

"tenants": [



"HUB2-LAN1",
"DC2.HUB2-LANT"
1
"services": [
"ANY-HUB-DMZ"
1
"action": "allow",
"path_preference": "CB0",
"name": "hub-dmz-to-internet",
"idp": {
"enabled": false

"tenants": [
"SPOKE-LAN1T"
1

"services": [

"action": "allow",
"name": "spoke-traffic-cbo-on-hub",
"path_preference": "CB0",
"idp": {
"enabled": false

"name": "remotehub-to-myhub",
"tenants": [
"HUBT-LAN1",
"DC1.HUBT-LANT"
1
"services": [
"HUB2-LAN1",
"DC2"
1
"action": "allow",
"idp": {
"enabled": false
Vs
"path_preference": "HUB-LANS"
Y



b
1,

"name": "myhub-to-remotehub",
"tenants": [
"HUB2-LAN1",
"DC2.HUB2-LANT"
1
"services": [
"HUBT-LAN1"
"DC1"
1
"action": "allow",
"idp": {
"enabled": false
3,
"path_preference": "REMOTEHUB"

"ip_configs": {
"HUB2-LANT": {

b
})

"type": "static",
"ip": "{{HUB2_LAN1_PFX}}.1",
"netmask": "/24"

"dns_servers": [
"8.8.8.8",
"9.9.9.9"

:l,

"port_config": {

"ge-0/0/0": {
"name": "INET",
"usage": "wan",

"aggregated": false,
"redundant": false,
"critical": false,
"disabled": false,
"wan_type": "broadband",
"ip_config": {

"type": "static",

"ip": "{{WANO_PFX}}.254",

"netmask": "/24",

"gateway": "{{WANO_PFX}}.1"



"wan_ext_ip": "{{WANO_PUBIP}}",
"disable_autoneg": false,
"wan_source_nat": {
"disabled": false
1,
"vpn_paths": {
"hub1-INET.OrgOverlay": {
"role": "spoke"
1,
"hub2-INET.OrgOverlay": {
"role": "hub"

}
1,
"ge-0/0/1": {
"name": "MPLS",
"usage": "wan",
"aggregated": false,
"redundant": false,
"critical": false,
"disabled": false,
"wan_type": "broadband",
"ip_config": {
"type": "static",
"ip": "{{WAN1_PFX}}.254",
"netmask": "/24",
"gateway": "{{WANT_PFX}}.1"
3,
"wan_ext_ip": "{{WAN1_PUBIP}}",
"disable_autoneg": false,
"wan_source_nat": {
"disabled": false
Vs
"vpn_paths": {
"hub1-MPLS.OrgOverlay": {
"role": "spoke"
Y
"hub2-MPLS.OrgOverlay": {
"role": "hub"

}
}!
"ge-0/0/3": {



"usage": "lan",
"aggregated": false,
"redundant": false,
"networks": [
"HUB2-LAN1"

}
3,
"bgp_config": {
"DC2": {
"networks": [
"HUB2-LAN1"
1
"via": "lan",
"type": "external",
"no_readvertise_to_overlay": false,
"local_as": 65020,
"hold_time": 90,
"graceful _restart_time": 120,
"neighbors": {
"10.55.55.254": {
"disabled": false,
"neighbor_as": 65021
}
1,
"disable_bfd": false
}
3,
"routing_policies": {3,
"extra_routes": {},
"path_preferences": {
"HUB-LANS": {
"strategy": "ordered",
"paths": [
{
"type": "local",
"networks": [
"HUB2-LAN1"

]
}Y
"CBO": {



"strategy": "ordered",

"paths": [
{
"name": "INET",
"type": "wan"
}
]

1,
"REMOTEHUB": {
"strategy": "ecmp",
"paths": [
{
"name": "hub1-INET.OrgOverlay",
"type": "

vpn

"name": "hub1-MPLS.OrgOverlay",
n type n : n

vpn

}
b
"ospf_areas": {},
"vrf_instances": {3},
"tunnel_configs": {3},

"oob_ip_config": {

"type": lldhcpll’
"node1": {
"type" : Ildhcpll

}

1,

"tunnel_provider_options": {
"jse": {3,
"zscaler": {}

1,

"ospf_config": {
"enabled": false,
"areas": {}

1,

"name": "hub2",

"type": "gateway"
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Should you decide to configure everything manually in the Juniper Mist portal, then use the following
steps.

Edit the existing WAN “INET” and add:

e Hub to Hub Endpoint=hub1-INET

HUB TO SPOKE ENDPOINTS
Drefault Endpaint
hub2-INET

Add Hub to Spoke Endpoints (558 Only)

HUB TO HUB ENDPOINTS

Endpoint

hub1-INET

Add Hub to Hub Endpoints
Edit the existing WAN “MPLS” and add:
e Hub to Hub Endpoint=hub1-MPLS

The result should look like the figure below:

WAN A
Q 2 WANs Add WANS
MAME # INTERFACE  WANTYPE  IP CONFIGURATION ENABLED  HUE TO SPOKEENDPOINTS  HUB TO HUB ENDPOINTS
INET  ge-O/VD  Ethermet  {{WANO_PFX1L254724 & hub2-INET hub1-INET
MPLS  ge-0/0/1 Ethermet  {{WANT_PRX}}25424 & hub2-MPLS hub1-MPLS

Add the following new traffic steering policy:
e Name=REMOTEHUB
o Strategy=ECMP

e Paths

e Path Typel=0verlay: hub1-INET

e Path Type2=0verlay: hub1-MPLS



Edit Traffic Steering

Strategy

Ordered Welghted \-‘Il’

PATHS

Type

COverlay: hub1-INET

Overlay: hub1-MPLS

The result should look like the figure below:

TRAFFIC STEERING

a 3 Traffic Steering
Mame # strategy Paths
CBO Orderad MNET
HUEB-LAMS Ordered HUB2-LANT

REMOTEHUB ECMP hub1-INET, hub1-MPLS

Edit the existing application policies to include the following:

e Number=1

e Name= spoke-to-hub-dmz
e Application=HUB2-LAN1 + DC2

e Number=2

e Name= hub-dmz-to-spoke
o Network=HUB2-LANT + DC2.HUB2-LAN1

¢ Number=4

e Name=hub-dmz-to-internet
e Network=HUB2-LAN1 + DC2.HUB2-LAN1
Add the following two application policies:

e Number=6

o Name=remoterhub-to-myhub
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Network=HUB1-LANT + DC1.HUB1-LAN1

Action=Pass

Application=HUB2-LAN + DC2

Traffic Steering=HUB-LANS

e Number=7

o Traffic Steering=REMOTEHUB

Name= myhub-to-remotehub

Network=HUB2-LAN1 + DC2.HUB1-LAN1

Action=Pass

Application=HUB1-LAN1 + DC1

The result should look like the figure below:

APPLICATION POLICIES ~

@

Displaying 7 of 7 total Application Palicies

1 o

riAME
spake-to-hub-dmz
hub-gmz-4o-spoke
spoke-to-spoke-hairpin
hub-dmz-to-intemet

spoke-traffic-cbo-on-hub

ORGIMPORTED

+ EESTTE
-
+ EETTE
[
+ EEEIEIE

remotehub-to-myhub

myhub-to-remotehub

Bl DC1.HUET-LANT HUB1-LANT
Rl DC2HUBZ-LAN HUBZ-LANT

LIRS SR S R SRS

| import applicatior

npolicy | | add applicationalicy | | edit applicarions |

APPLICATION / DESTINATION (MATCHING ANY)  IDP

ADVANCED SECURITY SERVICES (SRXONLY)  TRAFFIC STEERING

+ Wone v |+
SPOKE-LANI + Mene v + +
+ Nome v | + +
+ None v |+ 3
Bl + Wone v |+

Configure the BGP peering with the data center router as follows:

e Name=D(2

e Peering Network LAN=HUB2-LAN1

e Advertise to Overlay=Enabled/Checked

e BFD=Enabled

e Type=External
e Local AS=65020

e Hold Time=90

e Graceful Restart Time=120

e Export=None
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e Import=None

e BGP Neighbor
o Neighbor=Enabled

o |P Address=10.55.55.254
e Neighbor AS=65021

e Export=None

e Import=None

Edit BGP Group

Mame *

Peering Metwork
) WAN | None

() SEC Tunnel

@u‘enise to the Overlay

bled () Disahled

Type *

I External I

Local AS *

|< 65020 )

Hold Time *
| %0

| Mone

Graceful Restart Tima *

‘ 120

Authentication Key

Export

‘ Mone

[Select an existing Policy or Create Palicy]

Import

| Mone

[Select an existing Policy or Create Palicy]
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Edit Neighbor

@'at ed Disabled

IP Address *

Meighbor AS *

Hold Time

Export
Mone
(Salect an existing Policy or Create Policy

Import

(Salect an existing Policy or Create Policy

The result should look like the figure below:

BGP

=% 1 BGP Group Add BGP Groups
MAME % PEERING NETWORK TYPE LOCAL A5 EXPORT IMPORT NEIGHBORS MEISHBORS AS
DC2 lan external 65020 - - 1 65021

Save your results.

I Extend the Spokes Template

The new DC1 and DC2 subnets are added here to the existing rules for visibility.
Edit the following Application Policies:

e Number=1

o Name=spoke-to-hub-dnz
e Application=HUB1-LAN1 + HUB2-LAN1 + DC1 + DC2

e Number=2

o Name=hub-dmnz-to-spoke

o Network=HUB1-LANT + HUB2-LANT + DC1.HUB1-LAN1 + DC2.HUB1-LAN1



APPLICATION POLICIES ~

o
oy

NETWORK f USER (MATCHING ANY) A

g

'APPLICATION / DESTINATION (MATCHING ANY) o

z
_ B

+ O o1 | x [ oc |« Hustiant | x | Huszan | < [

O v None +
[m + v spoxeLani | = 8 Non +
o s A J— - .

Configuring DC Routers

VN | x

+E

VPN | x

There are many ways your data center routers can be configured to share routes using eBGP with the

hub they are attached to. In our example below, we use an Ubuntu Linux-based VM with the BIRD
Internet Routing Daemon for this exchange. Feel free to reuse or utilize other frameworks.

The below example shares the network and BIRD configuration used on DC-Router1 of this topology:

cat /etc/netplan/01-netcfg.yaml
network:

version: 2
renderer: networkd
ethernets:
ens3:
addresses:
- 192.168.10.71/24
dhcp4: false

ens4:
dhcp4: false
ensb:
dhcp4: false
vlans:
vlan1066:
id: 1066
link: ens5

addresses: [10.66.66.254/24]

gateway4: 10.66.66.1

nameservers:

addresses: [8.8.8.8, 9.9.9.9]

vlan1044:

id: 1044

link: ens4

addresses: [10.44.44.1/24]


https://bird.network.cz/
https://bird.network.cz/

#
# enable forwarding between interfaces
echo 'net.ipv4.ip_forward=1' >>/etc/sysctl.conf
sudo sysctl -p
#
# install bgp daemon
apt-get install -y bird
#
cp /etc/bird/bird.conf /etc/bird/bird.conf.orig
#
# configure bgp daemon
cat<<EOF >/etc/bird/bird.conf
# Configure logging
log syslog all;
# Override router ID
router id 10.66.66.254;
# This pseudo-protocol performs synchronization between BIRD's routing
# tables and the kernel. If your kernel supports multiple routing tables
# (as Linux 2.2.x does), you can run multiple instances of the kernel
# protocol and synchronize different kernel tables with different BIRD tables.
protocol kernel {

# learn; # Learn all alien routes from the kernel
persist; # Don't remove routes on bird shutdown
scan time 20; # Scan kernel routing table every 20 seconds
# import none; # Default is import all
export all; # Default is export none
# kernel table 5; # Kernel table to synchronize with (default: main)
}

# This pseudo-protocol watches all interface up/down events.
protocol device {
scan time 10; # Scan interfaces every 10 seconds
}
# add out local IF towards desktop6 VM to the table
protocol direct direct1 {
interface "vlan1044";

}
#BGP Configuration
protocol bgp Spokel {

import all;

export where proto = "direct1";

local as 65011;

neighbor 10.66.66.1 as 65010;



EOF
#
# disable and restart our bgp-daemon with the new config
systemctl disable bird
systemctl restart bird

The below example shares the network and BIRD configuration used on DC-Router2 of this topology:

cat /etc/netplan/01-netcfg.yaml
network:
version: 2
renderer: networkd
ethernets:
ens3:
addresses:
- 192.168.10.72/24
dhcp4: false

ens4:
dhcp4: false
ens5:
dhcp4: false
vlans:
vlan1055:
id: 1055
link: ens5

addresses: [10.55.55.254/24]

gateway4: 10.55.55.1

nameservers:

addresses: [8.8.8.8, 9.9.9.9]

vlan1033:

id: 1033

link: ens4

addresses: [10.33.33.1/24]

# enable forwarding between interfaces

echo 'net.ipv4.ip_forward=1' >>/etc/sysctl.conf
sudo sysctl -p

#

# install bgp daemon

apt-get install -y bird



#

cp /etc/bird/bird.conf /etc/bird/bird.conf.orig

#

# configure bgp daemon

cat<<EOF >/etc/bird/bird.conf

# Configure logging

log syslog all;

# Override router ID

router id 10.55.55.254;

# This pseudo-protocol performs synchronization between BIRD's routing
# tables and the kernel. If your kernel supports multiple routing tables
# (as Linux 2.2.x does), you can run multiple instances of the kernel

# protocol and synchronize different kernel tables with different BIRD tables.

protocol kernel {

# learn; # Learn all alien routes from the kernel
persist; # Don't remove routes on bird shutdown
scan time 20; # Scan kernel routing table every 20 seconds
# import none; # Default is import all
export all; # Default is export none
# kernel table 5; # Kernel table to synchronize with (default: main)
}

# This pseudo-protocol watches all interface up/down events.
protocol device {
scan time 10; # Scan interfaces every 10 seconds
}
# add out local IF towards desktop6 VM to the table
protocol direct direct1 {
interface "vlan1033";

}
#BGP Configuration
protocol bgp Spokel {

import all;

export where proto = "direct1";

local as 65021;

neighbor 10.55.55.1 as 65020;
}
EOF
#
# disable and restart our bgp-daemon with the new config
systemctl disable bird
systemctl restart bird



Test your network configuration

After the configuration is done, we can now test the new network configuration and verify the traffic
between the two data centers via the two hubs.

The configuration on the Routerl VM now displays the exchanged routes both locally and within the
BIRD process. Among these, key routes include the direct interface route to Hub2 (10.55.55.0/24) and the
propagated data center route from DC2 (10.33.33.0/24).

root@router1:~# ip route

default via 10.66.66.1 dev vlan1066 proto static

10.0.0.0/8 via 10.66.66.1 dev vlan1066 proto bird

10.33.33.0/24 via 10.66.66.1 dev vlan1066 proto bird
10.44.44.0/24 dev vlan1044 proto kernel scope link src 10.44.44.1
10.55.55.0/24 via 10.66.66.1 dev vlan1066 proto bird
10.66.66.0/24 dev vlan1066 proto kernel scope link src 10.66.66.254
10.77.77.09/24 via 10.66.66.1 dev vlan1066 proto bird
10.88.88.0/24 via 10.66.66.1 dev vlan1066 proto bird
10.99.99.0/24 via 10.66.66.1 dev vlan1066 proto bird
192.168.10.0/24 dev ens3 proto kernel scope link src 192.168.10.71
#

# check the BGP daemon

root@router1:~# birdc

BIRD 1.6.8 ready.

bird> show route

0.0.0.0/0 via 10.66.66.1 on v1an1066 [Spokel 12:29:03] ! (100) [AS650007]
10.0.0.0/8 via 10.66.66.1 on vlan1066 [Spokel 12:29:03] x (100) [AS650007]
10.88.88.0/24 via 10.66.66.1 on v1an1066 [Spokel 12:29:03] * (100) [AS650007]
10.66.66.0/24 via 10.66.66.1 on vlan1066 [Spokel 12:29:03] ! (100) [AS650007]
10.77.77.0/24 via 10.66.66.1 on v1an1066 [Spokel 12:29:03] * (100) [AS650007]
10.44.44.0/24 dev vlan1044 [directl 12:24:39] x (240)

10.33.33.0/24 via 10.66.66.1 on v1an1066 [Spokel 12:35:45] x (100) [AS65021i]
10.55.55.0/24 via 10.66.66.1 on vlan1066 [Spokel 12:29:03] x (100) [AS650007]
10.99.99.0/24 via 10.66.66.1 on v1an1066 [Spokel 12:29:03] * (100) [AS650007]

The configuration on the Router2 VM now displays the exchanged routes both locally and within the
BIRD process. Among these, key routes include the direct interface route to Hub2 (10.66.66.0/24) and the
propagated data center route from DC1 (10.44.44.0/24).

root@router2:~# ip route
default via 10.55.55.1 dev vlan1055 proto static



10.0.0.0/8 via 10.
10.33.33.0/24 dev
10.44.44.0/24
10.55.55.0/24
10.66.66.0/24
10.77.77.0/24

55.55.1 dev vlan1055 proto bird
vlan1033
10.55.55
vlan1055
10.55.55
10.55.55

proto
.1 dev
proto
.1 dev
.1 dev

kernel scope link src 10.33.33.1
vlan1055 proto bird

kernel scope link src 10.55.55.254
vlan1055 proto bird
vlan1055 proto bird
10.88.88.0/24 10.55.55.1 dev v1an1055 proto bird
10.99.99.0/24 10.55.55.1 dev vlan1055 proto bird
192.168.10.0/24 dev ens3 proto kernel scope link src 192.
#

# check the BGP daemon

root@router2:~# birdc

via
dev
via
via
via
via
168.10.72

BIRD 1.6.8 ready.
bird> show route
0.0.0.0/0
10.0.0.0/8
10.88.88.0/24
10.66.66.0/24
10.77.77.0/24
10.44.44.0/24
10.33.33.0/24
10.55.55.0/24
10.99.99.0/24

10.55.
10.55.
10.55.
10.55.
10.55.
10.55.
vlan1033

10.55.55.
10.55.55.

55.1
55.1
55.1
55.1

vlan1055
vlan1055
vlan1055
vlan1055
55.1 vlan1055 [Spokel 12:35
55.1 vlan1055 [Spokel 12:35
[direct1 12:35:44] x (240)

1 on vlan1055 [Spokel 12:35:46] ! (100)
1 on vlan1055 [Spokel 12:35:46] * (100)

12:
12:
12:
12:

35
35
35
35

1467 ! (100)
:46] * (100)
:46] % (100)
:46] * (100)
:46] % (100)
:46] * (100)

[AS650007 ]
[AS650007 ]
[AS650007 ]
[AS650007 ]
[AS650007 ]
[AS650111]

via on [Spoke1
[Spoke1
[Spoke1

[Spoke1

via on

via on
via on
via on
via on
dev
[AS650007]

[AS650007 ]

via

via

When you go to WAN Edges -> hub1-site -> hubl you can see the additional overlay tunnels:

TOPOLOGY DETAILS
2 Peer Paths 1-2ofz2
Interface Name Neighborhood Topodogy Type Peer Name Status Uptime Latency Loss  itter T Hop Count
ge-0/070 = hub2-INET.OrgOverlay  Mesh hub2 Up 3d1hZm 1 ] 0 1500 3
ge-0/011 - hub2-MPLS OrgOverlay  Mesh hub2 Up 3dihZm 1 il 0 1500 1

Go further to Utilities -> Testing Tools and click on BGP - Summary you can see the BGP neighbor

summary on Hub1:



WAN Edge Testing Tools x
Utility Applications Address Resolution Protocol FIB

Pirg | WAN DHCP Release | BouncePort | | Clear BGP Routes | Advertised Routes. | Received Routes | | path | Sessions | | Refresnarp | Table FIE Lookup | FIE By Application

Q 5 ivem:

TRE NAME VRFNAME INSTANCELOCALAS ~MNEIGHEOR  NEIGHBORLOCALAS ~REMOTEAS MESSAGESRECHVED MESSAGESSENT  UPTIME  STATE PREFIXESRECEIVED  PREFIESADVERTISED  COMNECTIONSESTABLISHED  CONNECTIONS DROPPED
non-SvR D1 default 65000 10.6666.254 65010 65011 47 32 02:30:02 Established 1 9 2

SVR 65000 10224816 65000 65000 42959 43041 Established 2 9 4 3

SVR 65000 10224832 65000 65000 42998 43045 Established 2 9 4 3

SVR 65000 10.224548 65000 65000 42996 43040 ablished 2 3 4 3

SVR 65000 10224864 65000 65000 318 314 Established 7 7 1 a

Then, check the routes in the system. Here, it's important to receive the remote DC2 route 10.33.33.0/24 .

WAN Edge Testing Tools

Utility Border Gateway Protocel Applications Address Resolution Protocol FIB
g | WAN DHCP Release | Bounce Port P | Summary : Advertised Routes | Received Routes Path | Sessions | | Refresh ARP | Table FIBLookup | FIB By Application
Routa Prefix VRF
a
1000.0/8 1000000 a 100 Valid, Best Router ID
100008 1000000 a 100 Valid
1033330/24 hubZ (90ec7732df81) 0 0 65020 65021 100 Valid, Best First path received 10224864
] ] B5010 65011 100 Valid, Best First path received 10.66.66.254
hub2 (%0ec7732df81) 0 0 100 Valid, Best First path received 10224864
] 32768 100 Valid, Best First path received 0.0.0.0
a a 100 Valid
a a 100 Valid, Best Cluster length
1088 BB 0/24 a a 100 Valid
10,85 B3.0/24 a a 100 Valid, Best Cluster length 102
] ] 100 Valid 864
default 10.99.99.0/24 spokel ($0ec7732e48b) ] ] 100 Valid, Best Cluster length 10224848

Now check the traffic utilizing the desktopé VM which acts as a service in DC1 with the IP address
10.44.44 . 44:

# ping hubl local interface

root@desktop6: ~# ping -c3 10.66.66.1

PING 10.66.66.1 (10.66.66.1) 56(84) bytes of data.

64 bytes from 10.66.66.1: icmp_seq=1 tt1=127 time=0.757 ms
64 bytes from 10.66.66.1: icmp_seq=2 tt1=127 time=0.769 ms
64 bytes from 10.66.66.1: icmp_seq=3 tt1=127 time=0.776 ms
#

# check connection to internet via hub CBO
root@desktop6:~# ping -c3 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 tt1=50 time=6.34 ms

64 bytes from 8.8.8.8: icmp_seq=2 ttl=50 time=3.78 ms

64 bytes from 8.8.8.8: icmp_seq=3 ttl=50 time=3.81 ms

#

# check connection to spokel

root@desktop6: ~# ping -c3 10.99.99.99

111



PING 10.99.99.99 (10.99.99.

64 bytes from 10.99.99.99:
64 bytes from 10.99.99.99:
64 bytes from 10.99.99.99:
#

# verify connection to DC2

99) 56(84) bytes of data.
icmp_seq=1 tt1=60 time=4.
.65 ms
.65 ms

icmp_seq=2 tt1=60 time=1
icmp_seq=3 tt1=60 time=1

local hub LAN

root@desktop6:~# ping -c3 10.55.55.55

PING 10.55.55.55 (10.55.55.

64 bytes from 10.55.55.55:
64 bytes from 10.55.55.55:
64 bytes from 10.55.55.55:

55) 56(84) bytes of data.
icmp_seg=1 ttl=58 time=2.
.52 ms
.45 ms

icmp_seq=2 ttl1=58 time=1
icmp_seq=3 ttl=58 time=1

08 ms

98 ms

The most important check is to reach the desktop7 VM IP address 10.33.33.33 which acts as a service in
the remote DC2. This verifies the hub-to-hub overlay is working as expected.

root@desktop6: ~# ping 10.33.33.33

PING 10.33.33.33 (10.33.33.33) 56(84) bytes of data.
64 bytes from 10.33.33.33:
64 bytes from 10.33.33.33:
64 bytes from 10.33.33.33:
64 bytes from 10.33.33.33:
64 bytes from 10.33.33.33:

icmp_seg=1 ttl=59 time=3.53 ms
icmp_seq=2 ttl=59 time=1.88 ms
icmp_seq=3 ttl=59 time=1.84 ms
icmp_seg=4 ttl=59 time=1.78 ms
icmp_seg=5 tt1=59 time=1.83 ms

Let the ping 10.33.33.33 on desktopé VM continuously run and then check on Hub1 Applications -
Session with the application name HUB2-LAN1 as the destination. The reverse traffic source and destination
IP will indirectly determine which traffic path is used for this traffic which is MPLS as seen in the figure
below:

WAN Edge Testing Tools x

Applications ‘Address Resolution Protocol FB
v
0db8a72e-ff22-4604-a014-44dfh12451d2  forward HUB2-LAN1 DC1.HUB1-LANT g IcMP 10444444 40 10333333 40 0000 0 true 4 40
2 reverse HUB2-LAN1 DC1.HUB1-LAMT ge-O/D/ upP 192.168.200.254 16387 192.168.190.254 16388 0.0.00 0 true 4 40

Stop the ping and start a new continuous ping to 10.33.33.1 on the desktop6 VM as we need a different
destination IP address now.

root@desktop6: ~# ping 10.33.33.1
PING 10.33.33.1 (10.33.33.1) 56(84) bytes of data.



64 bytes from 10.33.33.1: icmp_seq=1 ttl=58 time=2.80 ms
64 bytes from 10.33.33.1: icmp_seq=2 ttl=58 time=1.46 ms
64 bytes from 10.33.33.1: icmp_seq=3 ttl=58 time=1.55 ms
64 bytes from 10.33.33.1: icmp_seq=4 ttl=58 time=1.52 ms

Then, check on Hub1 Applications - Session with the application name HUB2-LAN1 as the destination. The
reverse traffic source and destination IP will indirectly determine which traffic path is used for this traffic
which is INET as seen in the figure below. This verifies that the ECMP-based traffic steering between
the two Hubs is working as expected.

WAN Edge Testing Tools B3

v v

£ DIRECTION  SERVICE TENANT DEVICE INTERFACE  NETWORK INTERFACE  PROTOCOL  SOURCEIR SOURCEFORT ~ DESTINATIONIP  DESTINATIONPORT ~NATIF  NATPORT  PAYLOADENCRYPTED TIMEOUT  UFTI

ffeefaac forward HUBZ-LAN1 DC1HUB1-LAN1 ge-0/0/3 ge-0/0/3.1066 ICMP 10.44.44.44 39 1033331 39 0000 0 true 4 64

ffcefaar reverse HUB2-LAN1 DC1HUB1-LAN1 ge-0/0/0 ge-0/0/0 upbP 192168129201 16389 192168.191.254 16338 0000 © true 4 64

The final test involves verifying that a VM connected to a spoke can access resources in both DC1 and
DC2. This is demonstrated below using the desktop1 VM:

# check connection to DCI1

root@desktopl:~# ping -c3 10.44.44.44

PING 10.44.44.44 (10.44.44.44) 56(84) bytes of data.

64 bytes from 10.44.44.44: icmp_seq=1 ttl=58 time=2.84 ms
64 bytes from 10.44.44.44: icmp_seq=2 ttl=58 time=1.51 ms
64 bytes from 10.44.44.44: icmp_seq=3 ttl=58 time=1.52 ms
#

# check connection to DC2

root@desktop1:~# ping -c3 10.33.33.33

PING 10.33.33.33 (10.33.33.33) 56(84) bytes of data.

64 bytes from 10.33.33.33: icmp_seq=1 ttl=58 time=3.82 ms
64 bytes from 10.33.33.33: icmp_seq=2 ttl=58 time=1.37 ms
64 bytes from 10.33.33.33: icmp_seq=3 ttl=58 time=1.41 ms



Appendix: Building a High Availability Hub-and-
Spoke Using SSR Chassis Cluster Pairs Topology
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This lab builds on the previous lab "Appendix: Building a base SD-WAN Topology with Three Spokes and
Two Hubs" on page 23. The underlay connections change a bit here.

Each pair of devices configured for high availability must have two direct links between them. This is
a mandatory requirement, just like ensuring both devices are running the same software version to
maintain consistent technical specifications and seamless failover operation.

To keep the lab setup simple, we did not modify the IP addressing on the clustered hub's WAN
interfaces. Avoid using redundant interface configurations on these links, as only one of the two
would be active at a time. In the recommended configuration, all four links remain active
simultaneously.

On the clustered hub's LAN interface, link redundancy is configured, allowing only one active link at a
time. VRRP is used to manage failover between the two cluster nodes.

On the clustered spoke WAN interface, we've configured the following:

e The Internet path uses DHCP leases, hence you cannot configure link redundancy here. You can
attach them to the same broadband router as indicated in the topology and each will receive its
own IP address from the same subnet.

e The MPLS path uses a single static IP address and is configured with link redundancy. As shown in
the topology, both links can connect to the same PE router, but only one will be active at a time.
VRRP handles failover between the two cluster nodes.



e Link redundancy is configured on the clustered spoke’s LAN interface, allowing only one link to be
active at a time. VRRP is used to enable failover between the two cluster nodes.

With this topology, you can test all possible failover scenarios for the JVD, but you may need to adapt
this for an individual deployment environment.

Lab Network Topology for SSR High-Availability
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workday.

192.168.10.64

Desktopd-

client
10.86.68 56@

10.66.66.1/24,

Go to Organization -> Site Configuration and create a new site called “hahub-site”. This time there is no
need to configure site variables as the hub profile will be unique anyway. The result is displayed below:

hub2-site

Primary Site
spokel-site
spokel-site

spoke3-site

& Country
Germany
Germany
Germany
United States
Germany
Germany

Germany
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Then, go Organization -> Applications and create a new custom application like the following:

o Name=HAHUB-LANT

e Type=Custom Apps

e |P Address=10.66.66.0/24

The result should look like the figure below:

Applications
& Applications
MAME
any
ANY-HUB-DMZ
HAHUE-LAN1
HUB1-LARA
HUBZ-LAM1

SPOKE-LANT

# TIPE

Custom Apps
Custom Apps
Custom Apps
Custom Apps
Custom Apps

Custom Apps

TRAFFIC TYPE

Default

Default

Default

Default

Default

Default

Then go Organization -> Networks and create a new network like:

o Name=HAHUB-LAN1

e Subnet IP Address=10.66.66.0

o Prefix Length=24 (we only use a /24 netmask in our example for ease of use)

e VLAN ID=1066

e Access to Mist Cloud=Checked/Enabled

e Advertised via Overlay=Checked/Enabled

The result should look like the figure below:

Networks

9

4 Networks
MAME # SUBNET

HAHUB-LAMT 10.68.66.0/24

VLAN ID USERS

1066

ADVERTISE TO THE OVERLAY

W'

HUBT-LANT  {{HUB1_LAM1_PR}.0/24
HUBZ-LANT  {{HUBZ_LAN1_PR(}L.0/24

SPOKELAM1  {{SPOKE_LAM1_PFX}LO/24

HHUB1_LANT VLANJ}
{HUBZ_LAN1_VLANJ}

{{SPOKE_LANT_VLANY} —

v
v
v
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Create a High-Availability Hub Profile

Go to Organization -> Hub Profiles.

Should you choose to use the import option, click on Import Profile and import the below JSON as a file.

"dhcpd_config": {
"enabled": true
Vs
"ntpOverride": true,
"dnsOverride": true,
"service_policies": [
{
"name": "spoke-to-hub-dmz",
"tenants": [
"SPOKE-LAN1"
I
"services": [
"HAHUB-LAN1"
1
"action": "allow",
"path_preference": "HUB-LANS",
"idp": {
"enabled": false

"name": "hub-dmz-to-spoke",
"tenants": [
"HAHUB-LAN1"
I
"services": [
"SPOKE-LAN1"
1
"action": "allow",
"local_routing": true,
"idp": {
"enabled": false



"name": "spoke-to-spoke-hairpin",
"tenants": [
"SPOKE-LAN1"
1
"services": [
"SPOKE-LAN1"
1
"action": "allow",
"local_routing": true,
"idp": {
"enabled": false

"tenants": [
"HAHUB-LAN1"

1

"services": [
"ANY-HUB-DMZ"

1

"action": "allow",

"name": "hub-dmz-to-internet",

"idp": {
"enabled": false

Vs

"path_preference": "CB0"

"tenants": [
"SPOKE-LAN1T"
1

"services": [

"action": "allow",

"name": "spokes-traffic-cho-on-hub",

"idp": {
"enabled": false
Vs
"path_preference": "CB0"
}
1

"ip_configs": {



"HAHUB-LAN1": {
"type": "static",
"ip": "10.66.66.1",
"netmask": "/24"

}

3,
"dns_servers": [

"8.8.8.8",

LOMIMONGE

1
"port_config": {

"ge-0/0/0": {

"name": "NO-INET",

"usage": "wan",
"aggregated": false,
"redundant": false,
"critical": false,
"disabled": false,
"wan_type": "broadband",
"ip_config": {
"type": "static",
"ip": "192.168.191.254",
"netmask": "/24",
"gateway": "192.168.191.1"
Vs
"wan_ext_ip": "192.168.129.191",
"disable_autoneg": false,
"wan_source_nat": {
"disabled": false
3,
"vpn_paths": {
"hahub-NO-INET.OrgOverlay": {
"role": "hub"

}

1,

"ge-0/0/1": {
"name": "NO@-MPLS",
"usage": "wan",
"aggregated": false,
"redundant": false,
"critical": false,

"disabled": false,



"wan_type": "broadband",
"ip_config": {
"type": "static",
"ip": "192.168.190.254",
"netmask": "/24",
"gateway": "192.168.190.1"
1,
"disable_autoneg": false,
"wan_source_nat": {
"disabled": false
1,
"vpn_paths": {
"hahub-N0-MPLS.OrgOverlay": {
"role": "hub"

}

1,

"ge-1/0/0": {
"name": "NT-INET",

"usage": "wan",
"aggregated": false,
"redundant": false,
"critical": false,
"disabled": false,
"wan_type": "broadband",
"ip_config": {
"type": "static",
"ip": "192.168.201.254",
"netmask": "/24",
"gateway": "192.168.201.1"
Vs
"wan_ext_ip": "192.168.129.201",
"disable_autoneg": false,
"wan_source_nat": {
"disabled": false
3,
"vpn_paths": {
"hahub-N1-INET.OrgOverlay": {
"role": "hub"

}
}!
"ge-1/0/1": {



"name": "N1-MPLS",

"usage": "wan",
"aggregated": false,
"redundant": false,
"critical": false,
"disabled": false,
"wan_type": "broadband",
"ip_config": {
"type": "static",
"ip": "192.168.200.254",
"netmask": "/24",
"gateway": "192.168.200.1"
Vs
"disable_autoneg": false,
"wan_source_nat": {
"disabled": false

1,
"vpn_paths": {
"hahub-N1-MPLS.OrgOverlay":
"role": "hub"
}
}

Y
"ge-0/0/3,ge-1/0/3": {
"networks": [
"HAHUB-LAN1"
1
"usage": "lan",
"aggregated": false,
"redundant": true,
"reth_idx": 3,
"reth_node": "noded",
"critical": false,
"disabled": false
}
3,
"bgp_config": {3,
"routing_policies": {3},
"extra_routes": {3},
"path_preferences": {
"HUB-LANS": {
"strategy": "ordered",
"paths": [



"type": "local",
"networks": [
"HAHUB-LAN1"
]
}
]
1,
"CBO": {
"strategy": "ordered",
"paths": [
{
"name": "NO-INET",
"type": "wan"
"name": "NT-INET",
"type": "wan"
}
]
}

b

"ospf_areas": {},
"vrf_instances": {3},
"tunnel_configs": {3},

"oob_ip_config": {

"type": lldhcpll’
"node1": {
"type" : Ildhcpll

}

1,

"tunnel_provider_options": {
"jse": {3,
"zscaler": {}

1,

"ospf_config": {
"enabled": false,
"areas": {}

1,

"name": "hahub",

"type": "gateway"



Should you decide to configure everything manually in the Juniper Mist portal, then use the following
steps.

Create a new hub profile with the name “hahub”. Do not change this name as it has dependencies later.
Configure a first WAN interface for NodeO as follows:

e Name=No-INET this indicates which topology and node it's going to use.

o WAN Type=Ethernet

o Interface=ge-0/0/0 as all interfaces starting with ge-0 are on nodeO.

o [P Address=192.168.191.254

o Prefix Length=24

e Gateway=192.168.191.1

e Source NAT=Interface

e Override for Public IP=Checked/Enabled

e Public IP=192.168.129.191

e The Overlay Hub Endpoint will be automatically generated and should be “hahub-NO-INET".
Configure a second WAN interface for NodeO as follows:

e Name=No-MPLS this indicates which topology and node it's going to use.

o WAN Type=Ethernet

o Interface=ge-0/0/1 as all interfaces starting with ge-0 are on nodeO.

e |P Address=192.168.190.254

e Prefix Length=24

o Gateway=192.168.190.1

e Source NAT=Interface

e Public IP=192.168.190.254 (auto inserted)

e The Overlay Hub Endpoint will be automatically generated and should be “hahub-NO-MPLS".
Configure a first WAN interface for Node1 as follows:

e Name=N1-INET this indicates which topology and node it's going to use.



WAN Type=Ethernet

Interface=ge-1/0/0 as all interfaces starting with ge-1 are on nodel.
IP Address=192.168.201.254

Prefix Length=24

Gateway=192.168.201.1

Source NAT=Interface

Override for Public IP=Checked/Enabled

Public IP=192.168.129.201

The Overlay Hub Endpoint will be automatically generated and should be “hahub-N1-INET".

Configure a second WAN interface for Node1 as follows:

Name=N1-MPLS this indicates which Topology and Node it’s going to use.
WAN Type=Ethernet

Interface=ge-1/0/1 as all interfaces starting with ge-1 are on nodel.

IP Address=192.168.200.254

Prefix Length=24

Gateway=192.168.200.1

Source NAT=Interface

Public IP=192.168.200.254 (auto inserted)

The Overlay Hub Endpoint will be automatically generated and should be “hahub-N1-MPLS”.

The result should look like the figure below:

WAN A
4 WANs add WANS
MAME £ INTERFACE WAN TYPE IP CONFIGURATION EMABLED HUE TO SPOKE ENDPOINTS HUE TD HUB ENDPOINTS
MO-INET ~ ge-0/0/0 Ethernet  192.168.191.254/24  «* hahub-NO-INET
MO-MPLS  ge-0/0N1 Ethernet  192.168.190.2534/24  «* hahub-MI-MPLS
M1-INET  ge-1/0/0 Ethernet  192.168.201.254/24  «* hahub-N1-INET
M1-MPLS  ge-1/01 Ethernet  192.168.200.2534/24  «* hahub-M1-MPLS

Add a LAN IP config now with the following configuration:



e Network=HAHUB-LAN1
e |P Address=10.66.66.1
e Prefix Length=24

The result should look like the figure below:

LAN ~

Filter by Port or Metwork
IP CONFG

1 IP Config

METWORK E GATE

HAHUB-LAMT 10.68.86.1/24 -

Add a LAN interface now with the following configuration:
e Interface=ge-0/0/3, ge-1/0/3

e Redundant=Checked/Enabled

e Redundant Index=3 (this is not required for an SSR, but we add it for compatibility)
e Primary Node=noded

o Networks=HAHUB-LAN1

e Untagged VLAN=None

The result should look like the figure below:

1 LANS Add LANS

INTERFACE NETWORKS UNTAGSED VLAN METWORK ENABLED

ge-0/0/3,ge-1/0/3 HAHUEB-LAM1T 1066 - W

Now we need to define two traffic steering rules. The first rule has the following configuration:
o Name=HUB-LANS
o Strategy=0rdered

e Paths

o Pathl Type=LAN: HAHUB1-LAN1

The second rule has the following configuration:



e Name=(CB0

e Strategy=0rdered

e Paths

Path1 Type=WAN: No-INET

Path2 Type=WAN: N1-INET

The result should look like the figure below:

TRAFFIC STEERING

2 Traffic Steering

NAME A STRATEGY PATHS
CBO Ordered MO-INET, W1-INET
HUB-LANS Ordered HAHUB-LAN1

Configure or import the following application policies:

e Number=1

Name=spoke-to-hub-dmz
Network=SPOKE-LAN1
Action=Pass
Application=HAHUB-LAN1

Traffic Steering=HUB-LANS

e Number=2

Name= hub-dmz-to-spoke
Network=HAHUB-LAN1
Action=Pass
Application=SPOKE-LAN1

Traffic Steering=N/A

e Number=3

Name= spoke-to-spoke-hairpin

Network=SPOKE-LAN1



Action=Pass

e Application=SPOKE-LAN1

o Traffic Steering=N/A

e Number=4

Name=hub-dmz-to-internet

Network=HAHUB-LAN1

Action=Pass

Application=ANY-HUB-DMZ

Traffic Steering=CB0

e Number=4

Name= spokes-traffic-cho-on-hub

Network=SPOKE-LAN1

Action=Pass

Application=any

Traffic Steering=CB0

The result should look like the figure below:

APPLICATION POLICIES ~

-

Displaying & of 5 tatal Application Palicies

[

[} 2

[} 3

[} 4

J 5

NAME

spoke-to-hub-dmz
hub-dmez-to-spoke
spoke-to-spoke-hairpin
hub-dmz-to-internet

spokes-traffic-cbo-on-hub

Save your results.

ORGIMPORTED  NETWORK/ USER [MATCHING ANY)

Sl SPOKE-LANT | x
+
Rl SPOKE-LANT | x
+
s

ACTION

< << <L

mport Application Policy | | Add Application Policy | | edit Applications |

APFLICATION / DESTINATION [MATCHING ANY)  IDP

HAHUB-LANT | = B
.
oo R
.
o -

I Create a WAN Edge Template for a Single Spoke

Go to Organization -> WAN Edge Templates.

Mone

MNone

None

Mone

None

ADMAMNCED SECURITY SERVICES (SRXONLY)  TRAFFICSTEERING

HUBLANS | x -

+
+

[ cz0_ ]
i <}
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Should you choose to use the import option, click on Import Profile and import the below JSON as a file.

"type": "spoke",
"dhcpd_config": {
"enabled": true,
"SPOKE-LANT": {
"type": "local",
"ip_start": "{{SPOKE_LAN1_PFX}}.10",
"ip_end": "{{SPOKE_LAN1_PFX}}.250",
"gateway": "{{SPOKE_LANT_PFX}}.1",
"dns_servers": [
"8.8.8.8",
"9.9.9.9"
I
"options": {3},
"lease_time": 86400,
"fixed_bindings": {}
}
Vs
"ntpOverride": true,
"dnsOverride": true,
"service_policies": [
{
"name": "spoke-to-hub-dmz",
"tenants": [
"SPOKE-LAN1"
1
"services": [
"HAHUB-LAN1"
I
"action": "allow",
"idp": {
"enabled": false
B
"path_preference": "VPN"

"name": "hub-dmz-to-spoke",
"tenants": [

"HAHUB-LAN1"
1



"services": [
"SPOKE-LAN1"
1
"action": "allow",
"path_preference": "LAN",
"idp": {
"enabled": false

"name": "spoke-to-spoke-via-hub",

"tenants": [
"SPOKE-LAN1"

1

"services": [
"SPOKE-LAN1"

1

"action": "allow",

"idp": {
"enabled": false

Vs

"local_routing": true

"tenants": [
"SPOKE-LAN1"

1

"services": [
"any"

1

"action": "allow",

"name": "internet-via-hub-cbho",

"idp": {
"enabled": false
Vs
"path_preference": "VPN"
}
1

"ip_configs": {
"SPOKE-LANT": {
"type": "static",
"ip": "{{SPOKE_LAN1_PFX}}.1",
"netmask": "/24"



}

3,

"dns_servers": [
"8.8.8.8",
"9.9.9.9"

1

"port_config": {
"ge-0/0/0": {

"name": "INET",

"usage": "wan",
"aggregated": false,
"redundant": false,
"critical": false,
"disabled": false,
"wan_type": "broadband",
"ip_config": {
"type": "dhcp"
3,
"disable_autoneg": false,
"wan_source_nat": {
"disabled": false
3,
"vpn_paths": {
"hahub-NO-INET.OrgOverlay": {
"role": "spoke",
"bfd_profile": "broadband"
Y
"hahub-N1-INET.OrgOverlay": {
"role": "spoke",
"bfd_profile": "broadband"

}

1,

"ge-0/0/1": {
"name": "MPLS",

"usage": "wan",
"aggregated": false,
"redundant": false,
"critical": false,
"disabled": false,
"wan_type": "broadband",
"ip_config": {

"type": "static",



"ip": "{{WAN1_PFX}}.2",
"netmask": "/24",
"gateway": "{{WANT_PFX}}.1"
3,
"disable_autoneg": false,
"wan_source_nat": {
"disabled": false
3,
"vpn_paths": {
"hahub-NO-MPLS.OrgOverlay": {
"bfd_profile": "broadband",
"role": "spoke",
"key": 0
1,
"hahub-N1-MPLS.OrgOverlay": {
"bfd_profile": "broadband",
"role": "spoke",
"key": 1

}

1,

"ge-0/0/3": {
"usage": "lan",
"networks": [

"SPOKE-LAN1"

}
b
"bgp_config": {3,
"routing_policies": {3},
"extra_routes": {},
"path_preferences": {

"LAN": {
"strategy": "ordered",
"paths": [
{
"type": "local",

"networks": [
"SPOKE-LAN1"



"VPN": {
"strategy": "weighted",

"paths": [
{
"name": "hahub-N@-INET.OrgOverlay",
"cost": 10,
"type": "vpn"

"name": "hahub-N1-INET.OrgOverlay",
"cost": 20,

n typell . n

vpn

"name": "hahub-N@-MPLS.OrgOverlay",
"cost": 30,

"type": "vpn

"name": "hahub-N1-MPLS.OrgOverlay",
"cost": 40,
n type" : n

vpn

}
b
"ospf_areas": {},
"vrf_instances": {3},
"tunnel_configs": {3},

"oob_ip_config": {

"type": "dhcp",
"node1": {

"type": "dhcp"
}

1,
"tunnel_provider_options": {
"jse": {3,
"zscaler": {}
1,
"ospf_config": {
"enabled": false,
"areas": {}

3,



"name": "single-spoke"

Should you decide to configure everything manually in the Juniper Mist portal, then use the following
steps.

We recommend you clone the existing “Spokes” template and name the new template “single-spoke”.
Then make the following changes as the endpoint definitions and hub networks change with the new
hub profile:

Edit a first WAN interface with the name “INET” as follows:

e Name=INET this indicates which Topology it's going to use.

e Endpoint1=hahub-No-INET
e Endpoint2=hahub-N1-INET
Edit a second WAN interface with the name “MPLS" as follows:

e Name=INET this indicates which Topology it's going to use.

e Endpoint1=hahub-No-MPLS
e Endpoint2=hahub-N1-MPLS

The result should look like the figure below:

WAN -
2 WhNs
MAME & INTERFACE WEN TYPE IF CONFIGURATION ENABLED OVERLAY HUB ENDPOINTS
INET 2e-0/040 Ethernet DHCP v hahub-N1-INET, hahub-MO-INET
MPLS  ge0/0/1 Ethemnet ({WANT_PRX}2/24 v hahub-M1-MPL5, hahub-MO-MPLS

The LAN sections do not need to be changed and should still look like the figure below:



LAN

~

Filter by Port or Metwork

IP CONFIG DHCP CONFIG
- DHCP Canfig
11P Config | Add IF Config & Enabled
METWAORK L GATEWAY
SPOKE-LANT {{SPOKE_LAM1_PRX}E1/24 - 1 DHCP Config
METWORK
SPOKE-LAM1

1 LAMs

INTERFACE

ge-0/0/3

METWORKS

SPOKE-LANT sPOKE LANT_VLAN}

Disabled

# DHCP

Server

UNTAGGED VLAN NETWORK

METWORKS
Add Custom VR
Add LANS
EMABLED
'

In the traffic steering section, we need to edit the end points of the “VPN” profile. Please apply the
following configuration:

e Name=VPN

e Strategy=Weighted

e Paths

Path1 Type=0verlay:

Path1 Cost=10

Path2 Type=0verlay:

Path2 Cost=20

Path3 Type=0verlay:

Path3 Cost=30

Path4 Type=0verlay:

Path4 Cost=40

hahub-N@-INET

hahub-N1-INET

hahub-N@-MPLS

hahub-N1-MPLS

The result should look like the figure below:

134
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TRAFFIC STEERING

9 2 Traffic Steering add Traffic steering
MAME #: STRATEGY PATHS

LAN Ordered SPOKE-LANT

VPN Weighted  hahub-NO-INET[10], hahub-M1-INET[20], hahub-M0-MPLS[30], hahub-M1-MPL5[40]

In application policies, we need to change the prior HUB1-LANT and HUB2-LAN1 definitions to a single HAHUB-LAN1
as indicated in the figure below:

APPLICATION POLICIES ~

Q

mport Application Policy | | Add Application Policy | |  Edit Applications |
Displaying 4 of 4 total Application Policies
[ mo.  name ORG IMPORTED  NETWORK / USER [MATCHING ANY] ACTION APPLICATION / DESTINATION (MATCHING ANY)  1DP ADVANCED SECURITY SERVICES (SRX ONLY]  TRAFFICSTEERING
spoke-to-hub-dmz Ll SPOKELANT | vy HAHUB-LANT | = | B3 None v + VPN | %
[ 2  hub-dmzto-spoke HAHUE-LANA | v SPORE-LAMT | = [N Hone v | 4
3 spoke-to-spoke-via-hub Rl SPOKELANT | = vy SPORE-LANT = EET None v + +
(] 4 internet-via-hub-cho Ll SPOKE-LANT | x v m + MNone v + VPN | x

Save your results.

Create a WAN Edge Template for a High-Availability Spoke

Go to Organization -> WAN Edge Templates.

Should you choose to use the import option, click on Import Profile and import the below JSON as a file.

"type": "spoke",
"dhcpd_config": {
"enabled": true,
"SPOKE-LANT": {
"type": "local",
"ip_start": "{{SPOKE_LAN1_PFX}}.10",
"ip_end": "{{SPOKE_LAN1_PFX}}.250",
"gateway": "{{SPOKE_LAN1_PFX}}.1",
"dns_servers": [
"8.8.8.8",
"9.9.9.9"
1
"options": {3},
"lease_time": 86400,
"fixed_bindings": {}



}
3,
"ntpOverride": true,
"dnsOverride": true,
"service_policies": [
{
"name": "spoke-to-hub-dmz",
"tenants": [
"SPOKE-LAN1"
1
"services": [
"HAHUB-LAN1"
1
"action": "allow",
"idp": {
"enabled": false
Vs
"path_preference": "VPN"

"name": "hub-dmz-to-spoke",
"tenants": [
"HAHUB-LAN1"
1
"services": [
"SPOKE-LAN1"
1
"action": "allow",
"path_preference": "LAN",
"idp": {
"enabled": false

"name": "spoke-to-spoke-via-hub",
"tenants": [
"SPOKE-LAN1"
1
"services": [
"SPOKE-LAN1"
1
"action": "allow",
"idp": {



"enabled": false

})

"local_routing": true

"tenants": [
"SPOKE-LAN1"

:|)

"services": [

1

"action": "allow",

any

"name": "internet-via-hub-cbo",
"idp": {
"enabled": false
3,
"path_preference": "VPN"
}
1
"ip_configs": {
"SPOKE-LAN1": {
"type": "static",
"ip": "{{SPOKE_LANT_PFX}}.1",
"netmask": "/24"

}
3,
"dns_servers": [
"8.8.8.8",
LOMIMONGE
1
"port_config": {
"ge-0/0/0": {
"name": "NO-INET",
"usage": "wan",
"aggregated": false,
"redundant": false,
"critical": false,
"disabled": false,
"wan_type": "broadband",
"ip_config": {
"type": "dhcp"
3,

"disable_autoneg": false,



"wan_source_nat": {
"disabled": false
Vs
"vpn_paths": {
"hahub-N@-INET.OrgOverlay": {
"role": "spoke",
"bfd_profile": "broadband"
1,
"hahub-N1-INET.OrgOverlay": {
"role": "spoke",
"bfd_profile": "broadband"

}
}
1,
"ge-1/0/0": {
"name": "N1-INET",
"usage": "wan",

"aggregated": false,
"redundant": false,
"critical": false,
"disabled": false,
"wan_type": "broadband",
"ip_config": {
"type": "dhcp"
Vs
"disable_autoneg": false,
"wan_source_nat": {
"disabled": false

1,
"vpn_paths": {
"hahub-NO-INET.OrgOverlay": {
"role": "spoke",
"bfd_profile": "broadband",
"key": 0
1,
"hahub-N1-INET.OrgOverlay": {
"role": "spoke",
"bfd_profile": "broadband",
"key": 1
}
}

}Y
"ge-0/0/1,ge-1/0/1": {



"name": "HA-MPLS",
"usage": "wan",
"aggregated": false,
"redundant": true,
"reth_idx": 1,
"reth_node": "noded",
"critical": false,
"disabled": false,
"wan_type": "broadband",
"ip_config": {

"type": "static",

"ip": "{{WAN1_PFX}}.2",

"netmask": "/24",

"gateway": "{{WANT_PFX}}.1"
Vs
"disable_autoneg": false,
"wan_source_nat": {

"disabled": false

1,
"vpn_paths": {
"hahub-N0-MPLS.OrgOverlay": {
"role": "spoke",
"bfd_profile": "broadband",
"key": 0
1,
"hahub-N1-MPLS.OrgOverlay": {
"role": "spoke",
"bfd_profile": "broadband",
"key": 1
}
}

1,
"ge-0/0/3,ge-1/0/3": {
"networks": [
"SPOKE-LAN1"
1
"usage": "lan",
"aggregated": false,
"redundant": true,
"reth_idx": 3,
"reth_node": "node@",
"critical": false,
"disabled": false



b
})

"bgp_config": {3},
"routing_policies": {3},

"extra_routes": {3},

"path_preferences": {

"LAN": {
"strategy": "ordered",
"paths": [
{
"type": "local",
"networks": [
"SPOKE-LAN1"
]
}
]
Y
"VPN": {
"strategy": "weighted",
"paths": [
{
"name": "hahub-N@-INET.OrgOverlay",
"cost": 10,
"type": "vpn"
"name": "hahub-N1-INET.OrgOverlay",
"cost": 20,
"type": "vpn"
"name": "hahub-N@-MPLS.OrgOverlay",
"cost": 30,
"type": "vpn"
"name": "hahub-N1-MPLS.OrgOverlay",
"cost": 40,
"type": "vpn"
}
]
}



"ospf_areas": {3},
"vrf_instances": {3},
"tunnel_configs": {3},

"oob_ip_config": {

"type": "dhcp",
"node1": {

"type": "dhcp"
}

1,
"tunnel_provider_options": {
"jse": {3,
"zscaler": {}
1,
"ospf_config": {
"enabled": false,
"areas": {}
1,

"name": "ha-spoke"

Should you decide to configure everything manually in the Juniper Mist portal, then use the following
steps.

We recommend you clone the existing “single-spoke” template and name the new template “ha-spoke”.
Then make the following changes as the WAN and LAN interfaces change with the high-availability
configuration.

Delete all prior WAN interfaces and add the following three new WAN interfaces.
Configure a first WAN interface for NodeO as follows:

e Name=N0-INET this indicates which topology and node it's going to use.

o WAN Type=Ethernet

o Interface=ge-0/0/0 as all interfaces starting with ge-0 are on nodeO.

e [P Configuration=DHCP

e Source NAT=Interface

e Overlay Hub Endpoints

e Endpoint1=hahub-No-INET

e BFD Profile1=Broadband



o Endpoint2=hahub-N1-INET

e BFD Profile2=Broadband

Then configure a first WAN interface for Node1 as follows:

Name=N1-INET this indicates which Topology and Node it’s going to use.
WAN Type=tthernet

Interface=ge-1/0/0 as all interfaces starting with ge-1 are on nodel.

IP Configuration=DHCP

Source NAT=Interface

Overlay Hub Endpoints

e Endpoint1=hahub-No-INET
e BFD Profile1=Broadband
e Endpoint2=hahub-N1-INET

e BFD Profile2=Broadband

Then configure the third and redundant WAN interface for the MPLS path for NodeO and Node1 as
follows:

Name=HA-MPLS this indicates which topology and node it's going to use.
WAN Type=Ethernet

Interface=ge-0/0/1,ge-1/0/1

e Redundant=Checked/Enabled

e Redundant Index=1 (this is not required for an SSR, but we add it for compatibility)
e Primary Node=noded

IP Configuration=5Static

IP Address={{WAN1_PFX}}.2

Prefix Length=24

Gateway={{WAN1_PFX}}.1

Source NAT=Interface



e Overlay Hub Endpoints

e Endpoint1=hahub-No-MPLS
e BFD Profile1=Broadband
e Endpoint2=hahub-N1-MPLS
e BFD Profile2=Broadband

The result should look like the figure below:

WAN ~
Q IWANs Add WA
MAME # INTERFACE VAN TYPE IP CONFIGURATION ENABLED OVERLAY HUB ENDPOINTS
HA-MPLS ge-0/0/1,ge-1/01 Ethernet {WANT_PFX}}.2/24 v hahub-M1-MPLS, hahub-NO-MPLS
NO-INET ge-0/0/0 Ethernet DHCP W hahub-MN1-INET, hahub-NO-INET
MN1-INET ge-1/0/0 Ethernet DHCP v hahub-M1-INET, hahub-MN0-INET

In the LAN section, the IP config and DHCP config stay the same inherited from the previous templates.
The LAN interface itself needs to be edited to support the redundant configuration. Please change the
existing configuration so that you have the following:

Interface=ge-0/0/3, ge-1/0/3

Redundant=Checked/Enabled

e Redundant Index=3 (this is not required for an SSR, but we add it for compatibility)

e Primary Node=nodeO

Networks=SPOKE-LAN1

Untagged VLAN=None

The result should look like the figure below:



LAN
Filter by Port or Metwork W |
IP CONFIG DHCP CONFIG CUSTOM VR
- DHCP Config
11P Canfig Add IP Config ® Enabled () Disabled i Custom i
' . MAME METWORKS
NETWAORE & P a
SPOKE-LANT {{SPOKE_LANT_PRA}1/24 — 1 DHCP Config Add DHCP Config |
NETWORK # DHCP There are no Custom VRs
SPOKE-LAMT Server

1 LAMS
INTERFACE MNETWORKS
£e-0/0/3,ge-1/003 SPOKE-LANT {{SPOKE LAM1_VLANK

UNTAGSED VILAMN METWORE

defined yet

| Add Custom VR |

Add LANS

Traffic steering and application profiles should be inherited from the already existing “single-spoke”

template, so they do not need to be changed. They should look like the figure below:

TRAFFIC STEERING A

|Q Searct 2 Traffic Steering
NAME # STRATEGY PATHS

LA Crdered SPOKE-LANT

VPN Weighted

APPLICATION POLICIES ~ &

| @ search

Displaying 4 of 4 tatal Application Policies

O mo. NAME ORG IMPORTED  NETWORK / USER [MATCHING ANY)
(] 1 spoke-to-hub-dmz. +
O z hub-dmz-to-spoke Bl HAHUB-LANT

(] 3 spoke-to-spoke-via-hub +
O 4 internet-via-hub-cho + m

Save your results.

<<<<§

hahub-MO-IMET[10], hahub-N1-INET[20], hahub-N0-MPLS[20], hahub-I1-MPLS[40]

Add Traffic Steering

| import appication palicy | | add applicstion poticy | | edic applications

| none

APPLICATION / DESTINATION (MATCHING ANY)  1DR 0
.
+ | Hone
+ | Hone
E + | wone

ADVANCED SECURITY SERVICES [SRX ONLY)  TRAFFIC STEERING

+

+

+
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Remaining Tasks for This Lab

First you need to assign the new spoke templates to their sites.

Go to Organization -> WAN Edge Templates -> “single-spoke” template and click on Assign to Sites.
Then, assign spokel-site to this template.

Go to Organization -> WAN Edge Templates -> “ha-spoke” template and click on Assign to Sites. Then,
assign spoke2-site to this template.

The result should look like the figure below:

TATA e p i = i B
WAN Edge Templates import Template
7 Templates

TEMPLATE # TYPE SITES WAN EDGES
ha-spoke Spoke

single-spoke Spoke

If you have the hub and spoke devices in use from previous labs, go to the inventory and release them.
This will bring them back into factory state.

Here, we describe how to build a cluster during the onboarding—assuming all devices are in a factory
default state.

Go to Organization -> Inventory and select WAN Edges and click Claim WAN Edges. Then, do the
following:

e Assign claimed WAN Edge to site=Unchecked/Disabled.
e Enter the claim codes for the two devices.
Clalm WAN Edge and Activate Subscriptions

Enter WAN Edge claim codes or Activation codes Site Ass Enment

This will claim the two devices without assigning them to a site.



Claim WAN Edge and Activate Subscriptions x
Progress 3
2'WAN Edpes claimed. 0 WAN Edges duplicated. 0 WAN Edges failed,

WAN Edge Claim Results

Claim Code WM Edge Mac Claim Status Error Reason Site Assignment Name
WZCs 50 e 77:32:dR91 Claimed
AME] NBL Slcec:77:32:dfal Claimed

Select the two devices and click on Assign To Site from the More menu.

| nve nto ['y Access Points | Switches Mizt Edges | Installed Base Entire Org = Morz -
q
Releaze
Status MName 2 MAC Address Modse| Site
[+} Unassigned 90:ecy7.32:dr9 Alecy73LdRI 55R130 Unassigned
[+} Unassigned 90:ec:y7:32:df a1 90cecF732.dfal 55R130 Unassigned
O [+) Connected spokel 9lecy73Zed8b 55R120 spokel-site

Now configure the following:

o Assign the two selected WAN edges to site=spoke2-site

e Create Cluster=Checked/Enabled

e Select a device to act as nodeO = select that as required

e Manage Configuration with Mist=Enabled (automatically)

Assign WAN Edges x

Azsign 2 selectad WAN Edgzes to site spokeZ-site |+
@ate Cluster | BETA

Select a device to act as node O (the other will be node 1)
& S0ecTT32df1 G0acT7I2dfal
Manage Configuration

Manage configuration with Mist

This will commit the needed cluster configuration for the HA spoke.

The hahub follows a similar process that we do not repeat here. You will have to claim two other devices

and then use the new site “hahub-site”.

Assign To Site

Claam W

Seria
202
202

202
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After all clusters have been brought up (and you gave them a name) the inventory should look similar to

the figure below:

| nwe ["]tO r}( Mocess Poinis | Switches Mist Edgas | Installed Base Entire Org = Claim WAM Edges Adopt WAN Edgs
Q
1-3of3
[] Status Hame & MAC Address Madel site sarial Humber sHU
w [+) Connected ha-spoke A0recT7:32:df91 55R130 spoke2-site 2028220023 S5R130
90ecT7:32:dfal 55R130 2028220027
w I+) Connected hahub AecT732di3 35R130 hahub-site 2028220010 55R130
90ecT7:32.dRE] 55R130 2028220021
O] [+ Connected spokel AlecT7:32:ed8b 55R120 spokel-site 2028220257 S5R120

Do not forget to assign the hub profile as the last step. Go to WAN Edges and select site “hahub-site”

and select the cluster device.

B A s

Inwentory Claim WaN Edges | = ©
m Config Success | m version Compliance | m WAN Edge Uptime
[ mame 4 Status MAC 1P Address Modal version Topology Insights
w [ 0% hahub  Connected Arecy7ITdE3 56.125.240.1 55R130  ©.3.0-107.r1 Hub WAN Edge Insights
recTV32dRE SSR130
Then, under properties, configure the following:
e Hub Profile=hahub
PROPERTIES
Insights: WA Edge Insights
Hub Group: <default=
Template: Mone
Hub Profile
I hahub I W
See Hub Profile for profile settings
Node MAC Address Moded Hardware Model VErSiN IP Address  Uiptime Last Seen
nodel 90eciv3Z:df31 S5R130 Juniper Metworks Inc. - 650-142264 (S5R130) £.3.0-107.r1 - 20h 33m  Mov 27, 2024 12:34:45 PM

nodel 9lecy732:dfE1 55R130 Juniper Wetworks Inc. - 650-142264 (S5R130) 6.3.0-107r1 - 20h 33m

Mowv 27, 2024 12:34:42 PM

147



Test Your Network Configuration

We are now ready to test our configuration.
Go to WAN Edges -> site=hahub-site and click “hahub”.

n VWAN EGgES List  Topology Inwentory | | Claim WAN Edges
m Config Success | m version Compliance | m WAN Edge Uptime

[ mame 4 Status MAC 1P Address Modal Version Topology Insights
w [ 0% hahub  Connected Arecy7ITdE3 56.125.240.1 55R130  ©.3.0-107.r1 Hub WAN Edge Insights
eecTT3TdRE S5R130

Review the device information.
< WAN Edges: hahub
m nodell nodel

noded (S5R130)

oo

nodel (S5R130)

oo

ADVANCED SECURITY | () URL Filtering () 10P

Review the properties information to determine which devices are Node0O and Node1.
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PROPERTIES

Insights: WAN Edge Insights
Hub Group: <default

Template: Mone

Hub Profile
hahub '
See Hub Profile for profile settings
Node  MACAddress haadel Hardwara Model Wersion IPAddress  Uiptime Last Seen
nadel 9ecy732:df31 55R130 Juniper Wetworks Inc. - 650-142264 (S5R130) 6.3.0-107r1 - 20R 45m  Mov 27, 2024 1224519 PM
nodel 90eciv3Z:dfE1 55R130 Juniper Metworks Inc. - 650-142264 (S5R130) £.3.0-107.r1 - 20h45m  Mov 27, 2024 12:45:19 PM

When you use Utilities -> Testing Tools and review the BGP neighbor summary, you will see two spokes
(redundant and non-redundant) connected and exchanging routes.

WAN Edge Testing Tools

=
Uility Border Gat Applications Address Resolution Protocol  FIB
| ping | WAN DHCP Releasa | Bounce Part | | CearBGP Illcluues | Advertised Routes | Received Routes | | Path | Sessions | | Refresh ARP | Tavle | | FiBLookup I FIE By Application
;elect a node
eD () nodel
(===
| | 2items
TYPE NAME VRF NAME INSTANCE LOCAL AS NEIGHBOR NEIGHEOR LOCAL AS REMOTE AS CEIVED UP TIME STATE PR
SVR  ha-spoke (2e1d9cB6-e2ce-48cd-bbed-c4777adbB6d2) default B5000 10.224816 65000 B5000 2364 2377 1%:37:14 Established 1
SVR  spokel (90ec7732edBh) default B5000 10.224848 6£5000 B5000 2497 2502 20:45:38 Established 2
Also, review the routes distributed in the VPN.
WAN Edge Testing Tools e
Uility Border Gateway Protocol Applications Address Resolution Protocol  FIB
| ‘ping | VAN DHCP Rielease | BouncePort | | Clear BGP | Summary Advertised Routes | Received Routes | | Path I Sessions | | Refresh ARP | Table | | FBLookip | FIE By Application
glect a node
eD () nodel
Route Prefix VRF
| Sitems
NAME METRIC WEIGHT AS PATH LOCAL PREFERENCE STATUS SELECTION REASOMN NEXT HOPS
default 0.0.0.0/0 1000000 32768 100 Valid, Best  First path received 0.0.0.0
default 10.0.0.0/8 spoke (0ecT732e480) 1000000 0O 100 Valid, Best  First path received 10224848
default 10.66.66.0/24 (1} 32768 100 Valid, Best  First path received 0.0.00
default 10.88.88.0/24 ha-spoke (2e1d9cB6-e2ce-48cd-bbed-c477adbBEd2) L1} 0 100 Valid, Best  First path received 10224816
default 10.99.99.0/24 spoke (S0ec7732e48b) L1} 0 100 Valid, Best  First path received 10224848

Go to WAN Edges -> site=spoke2-site and click on “ha-spoke”.

149



WAN Edges v | st Topolemy
m Config Success l m version Campliance l m WaN Edge Uptime

[ Hame & Status MAC

ey T 32dE

w [ [+ haspoke Connected

SlecyTE2dRal

Review the device and properties information.

=s: ha-spoke
m noded nodel

noded (S5R130)

ooQAas
Dooos

nodel (S5R130)

ooQan
Booos

[2) ADVANCED SECURITY | () URL Filtering (=) 107

e u 2 L)

PROPERTIES

Insights: WA Edge Insights
Template: ha-spoke
Hub Profile

Mone

Mode  MACAddress Maodel Hardware Model

nodel 90ecy732:df91 55R130 Juniper Networks Inc. - 650-142264 (S5R130) 6.3.0-107.r

nodel 90eci73Zdfal 55R130 Juniper Metworks Inc. - 850-142264 (55R130) &.3.0-107.r1

1P Address Madel ‘Wersion Topology
66.129.240.1 55R130 £.3.0-107.r1 Spoke
S5R130
Version IPAddress  Uptime Last Seen

19h 44m  Mow 27, 2024 12:53:33 PM

19h 44m Mo 27, 2024 12:53:42 PM

Review the topology details with the eight tunnels connecting this spoke to the HAHub. Two are down
as the MPLS interface is configured for active-passive VRRP redundancy.
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Interface Name

TOPOLOGY DETAILS
Q  Filtar

8 Peer Paths

Node Node Namsa

nodel noded ge-0/0/0
nodel noded ge-0/0/0
nodel noded ge-0/0/1
nodel noded ge-0/0/1
nodel  nodel ge-1/0/0
nodel  nodel ge-1/0/0
nodel  nodel ge-1/011
nodel  nodel ge-1/0M1

R R A N A 2

Meighborhood
hahub-M0-INET.OrgOverlay
hahub-N1-INET.Crglwerlay
hahub-N0-MPLS OrgOverlay
hahub-N1-MPLS OrgOverlay
hahub-M0-INET.Crglverlay
hahub-M1-INET.OrgOverlay
hahub-M0-MPLS OrgOverlay

hahub-MN1-MPL5 OrgOverlay

Spoke hahub
Spoke hahub
Spoke hahub
Spoke hahub
Spoke hahub
Spoke hahub
Spoke hahub
Spoke hahub

Status  Uptime  Latency
Up 19h 40m

Up 13h 40m

Up 13h 40m

Up 15h 40m

Up 19h 31m

Up 19h 31m
Standby 0

Standby 0

Loss

Jitter  MTU
0 1500
0 1500
0 1500
0 1500
0 1500
0 1500
0 0

0 0

i

1-3ofg

Hop Count

When you use Utilities -> Testing Tools and review the BGP neighbor summary, you will only see hahub

connected and exchanging routes.

WAN Edge Testing Tools

Utility

Eorder Gat

| Ping | WAN DHCP Release | Bounce Port | Traceroute | | Claar BGP

Address Resolution Protocal  FIE

| Refresh are | Table |

| %8 Lookup | FIB By Appication |

Salect a noda

ged O

nodel

Show Summary

| Q. Search

| 1items

TWPE  NAME

SVR  hahub (df2eB47c-3ba-4d7c-ad4d-0bedceal3931) default

Also review the routes distributed in the VPN.

WAN Edge Testing Tools

Utility

VAFNAME  INSTANCE LOCAL AS

65000

Border Gateway Protoca|

Applications

Routes | Advertized Routes | Received Routes | | Path | Saessions |

NEIGHBOR.

Applications

NEIGHEDR LOCALAS ~ REMOTE AS

10.224.8.32 65000

65000

Address Resolution Protoco!  FIB

MESSAGES RECEIVED ~ MESSAGE

2385

2378

| ping | VAN DHCP Release | Bounce Port | Traceroute | | clear BGP | Summary m Advertised Routes | Feceived Routes | | Path | Sessions | | RefresnaRp ‘ Tabte |

| FIE Lookup | FIE By Application

hahub (dfZeB47c-3ba2-4d7c-a44d-Obedceal 3931)

hahub (df2eB47c-3ba2-4d7c-a44d-Obedceal 3931)

hahub (df2eB47c-3ba2-4d7c-a44d-Obedceal 3931)

Select a node
@ noded (O nodel
Route Prefix VRF
| Route Prefix | | VRF
[a searcn | sitems
VRF NAME PREFIX NAME
default 0.0.0.0/0
default 1000078
default 10.66.66.0/24
default 10.88.88.0/24
default 10.99.99.0/24

hahub (df2eB47c-3ba2-4d7c-a44d-Obedceal 3931)

METRIC WEIGHT
1000000 o
1000000 o
0 o
0 32768
0 o

AS PATH

100

100

100

100

100

STATUS

Valid, Best
Valid, Best
Valid, Best
Valid, Best

Valid, Best

SELECTION REASON

First path received
First path received
First path received
First path received

First path received

INEXT HOPS
10224832
10224832
10224832
0.000
10224832
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We shall now continue our testing on the clients attached to the spokes. We connect to the desktop2
VM with IP address 10.88.88.88 attached to the redundant spoke2.

# try to reach the local WAN-Router interface desktop2 VM is attached to
root@desktop2:~# ping -c3 10.88.88.1

PING 10.88.88.1 (10.88.88.1) 56(84) bytes of data.

64 bytes from 10.88.88.1: icmp_seg=1 tt1=128 time=0.320 ms
64 bytes from 10.88.88.1: icmp_seq=2 tt1=128 time=0.287 ms
64 bytes from 10.88.88.1: icmp_seq=3 tt1=128 time=0.241 ms
#

# try to reach the client desktopl VM attached to spokel

# this causes relay on the hahub for this traffic
root@desktop2:~# ping -c3 10.99.99.99

PING 10.99.99.99 (10.99.99.99) 56(84) bytes of data.

64 bytes from 10.99.99.99: icmp_seq=1 ttl=56 time=7.30 ms
64 bytes from 10.99.99.99: icmp_seq=2 ttl=56 time=1.75 ms
64 bytes from 10.99.99.99: icmp_seq=3 ttl=56 time=1.66 ms
#

# try to reach the client desktop4 VM attached to hahub
root@desktop2:~# ping -c3 10.66.66.66

PING 10.66.66.66 (10.66.66.66) 56(84) bytes of data.

64 bytes from 10.66.66.66: icmp_seq=1 ttl=59 time=3.39 ms
64 bytes from 10.66.66.66: icmp_seq=2 ttl=59 time=1.19 ms
64 bytes from 10.66.66.66: icmp_seq=3 ttl=59 time=0.952 ms
#

# let a continued ping to the internet run

# in our case all traffic is sent to hub for central breakout
root@desktop2:~# ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttl=46 time=7.93 ms

64 bytes from 8.8.8.8: icmp_seq=2 ttl=46 time=3.90 ms

64 bytes from 8.8.8.8: icmp_seq=3 ttl=46 time=3.98 ms

Use Utilities -> Testing Tools to review the application sessions with Application Name=any . Due to the
reverse flow, we see that the traffic is received from Hub1’s Internet public IP address 192.168.129.191.



WAN Edge Testing Tools =

Utility Border Gateway Protocol Address Resolution Protocol  FIB

Ping | WAN DHCP Release | Bounce Port | Tracerouta Clear BGP | Summary | Routes | Advertised Routes | Raceived Routes Path Refresh ARP | Table FIE Lookup | FIB By Application

Salert 3 node

@ nodel () nodel

Application Name *

: SESSION ID #  DIRECTION SERVICE TENANT DEVICE INTERFACE NETWORK INTERFACE PROTOCOL SOURCEIP SOURCE PORT DESTINATION IP DESTINATION PORT NATIP NAT P
T f1775203-bf55-46ab-83d3-5a84c5b22fa2  forward any SPOKE-LANT ge-0/03 ge-0VIV3.1088 (] 10.88.88.88 22 BBBE 2 0000 0
f1775203-bf55-46ab-83d3-5a%4c5b22fa2  reverse any SPOKE-LANT  ge-O/0/0 ge-0vvn uppP 192.168.129.191 16401 192.168.133.141 16404 0000 0

Also review the FIB on spoke2.

WAN Edge Testing Tools ®

Utility Border Gateway Protocol Applications Address Resolution Pratocol  FIB
Ping | WANDHCP Release | Bounce Port | Traceroute Clear BGP | Summary | Routes | Advertised Routes Received Routes. Path | Sessions Refresh ARP | Table HE Lookup -

Select a node

@ nodel ) nodel

Application * VRF Prefix
o | I =
‘ Q Sea 34 items
IPPREFIX PORT PROTOCOL TENANT VRF SERVICE INEXT HOP INTERFACE NEXT HOPIP WVECTOR cosT
0.0.0.0/0 0 Mone SPOKE-LAMN1 default any £e-0/0/6 160.254.252.2 hahub-NO-MET.OrgOverlay 0
0.00.0/0 a Mone SPOKE-LAN1T default any ge-0/0/0 192.168.129.191 hahub-NO-INET OrgOverlay 10
0.0.0.0/0 0 Mone SPOKE-LAM1 default any 2e-0/0/6 169.254.252.2 hahub-N1-MET.Org0verlay 0
0.0.0.0/0 0 Mone SPOKE-LAM1 default any 2e-0/0i0 192.168.129.201 hahub-N1-MET.OrgOverlay 20
0.0.00/0 0 Mone SPOKE-LAM1 default any 2e-0/01 192.168.190.254 hahub-N0-MPLS. OrgCueriay 30
0.0.0.0/0 0 Mone SPOKE-LAMN1 default any £e-0/01 192.168.200.254 hahub-N1-MPLS OrgOverlay 40
10.0.0.0/8 o Mone SPOKE-LAN1T default any ge-0/0/6 169.254.252.2 hahub-N0-INET.OrgOverlay 10

Go to WAN Edges -> site=hahub-site and select “hahub”. Then, use Utilities -> Testing Tools and review
the application sessions with Application Name=any again. Here, you can see the reverse flow ICMP
responses to the source NATed interface ge-0/0/6 where we forwarded our traffic to.

WAN Edge Testing Tools =

Utility Border Gateway Protoco Applications Address Resolution Protocol  FIE

Ping | WAM DHCP Release | BouncePor Tear BGP | Summary | Routes | Advertised Routes | Received Routes Path Refresh ARP | Table FIB Lockup | FIB By Application

Select a node

@ noded O nodel

Application Name *

Iany I v | Delete All Sessions

: SESSION ID # DIRECTION SERVICE TEMANT DEVICE INTERFACE NETWORK INTERFACE PROTOCOL SOURCEIP SOURCE PORT DESTINATION 1P DESTINATION PORT NATIP
O f1775203-bf35-46ab-83d3-5894c5022fa2 forward  any SPOKE-LANT ge-0/0f0 ge-0fin uppP 192.168.129.133 28376 192.168.191.254 16401 192.168.191.2
F1775203-bf55-46ab-83d3-5a94c5b22fa2  reverse any SPOKE-LANT  ge-0V0/D ge-0vio IChIP 88E8 16419 192.168.191.254 16419 0000

The remaining testing is done with the clients attached to the redundant hub. We connect to the
desktop4 VM with IP address 10.66.66.66 attached to hahub.

# try to reach the client desktopl VM attached to singe spokel
root@desktop4:~# ping -c3 10.99.99.99
PING 10.99.99.99 (10.99.99.99) 56(84) bytes of data.
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64 bytes from 10.99.99.99: icmp_seq=1 ttl=59 time=4.98 ms

64 bytes from 10.99.99.99: icmp_seq=2 ttl=59 time=1.07 ms

64 bytes from 10.99.99.99: icmp_seq=3 ttl=59 time=1.03 ms

#

# try to reach the client desktop2 VM attached to redundant spoke2
root@desktop4:~# ping -c3 10.88.88.88

PING 10.88.88.88 (10.88.88.88) 56(84) bytes of data.

64 bytes from 10.88.88.88: icmp_seq=1 ttl=59 time=5.49 ms

64 bytes from 10.88.88.88: icmp_seq=2 ttl=59 time=1.15 ms

64 bytes from 10.88.88.88: icmp_seq=3 ttl=59 time=1.06 ms

#

# try services on the internet using the local breakout on the hub
root@desktop4:~# ping -c3 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttl=109 time=3.10 ms

64 bytes from 8.8.8.8: icmp_seq=2 ttl1=109 time=2.67 ms

64 bytes from 8.8.8.8: icmp_seq=3 ttl=109 time=2.68 ms

Your lab topology should be up and running now and you can explore failover testing as you like.

The best way to figure out which node is currently active is to look at the LAN interfaces that we've
configured for redundancy on our high-availability spokes and hubs. These tasks for JVD testing were
performed but not shared here in this document.

In the example below, the interface ge-0/0/3 on NodeO is in an active HA state.

ha-spoke

nodeld nodel

nodel (SSR130)

aooAan
Pooon

=3 Wired

While interface ge-1/6/3 on Nodel is in a standby HA state.
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ha-spoke

noded nodel

noded (S5R130)

oooAan
P"ooes

nodel (S5R130)

nooAs
Pooon

2e-1/0/3 (o

ring
Configured
HA State [: Standiy :]
speed

AmE

Appendix: Building a Full Stack Topology with
Juniper EX Switch and Juniper AP

IN THIS SECTION

®  Create a Management Network | 157

®  Extend the WAN Edge Template for Spoke with One Downlink | 157

®  Create the WAN Edge Template for the Spoke with a LAG Towards the Switch | 166
o

Test Your Network Configuration | 173

This lab is an extension of the previous lab "Appendix: Building a base SD-WAN Topology with Three
Spokes and Two Hubs" on page 23. There are no hub configuration changes to be made as we do not
touch the VPN configuration. We add the following changes to this lab:

¢ We define a new network intended to manage switches and APs attached to the WAN router.

e This network will have the same IP address range 10.33.33.0/24 on all sites.



e We do not propagate this IP address range to the VPN overlay.
e This traffic will use local breakout on the WAN router to reach the Juniper Mist cloud managing it.
o The WAN router will have a local DHCP server to hand out leases to the attached devices.

e The network needs to be native at the LAN interface as the switch ports are initially in access
mode.

e On Spokel, we use the interface ge-0/0/2 as the downlink to the switch. Hence, we assume this
branch has no link redundancy requirement to the switch and attached APs.

e On Spoke2, we use the interfaces ge-0/0/4 and ge-0/0/5 as downlinks to the switch. Hence, we can
build a LAG with LACP toward the switch to achieve redundancy and load-balancing for more
throughput. We also utilize a feature called force-up to the attached switch to be able to reach the
Juniper Mist cloud without an initial LAG configuration. This is further documented in the JVD for
Distributed Branch EX Series . Please review for more details on switch management towards Juniper
Mist cloud and on the advantages of force-up when using a LAG.

Lab Network Topology for SSR Full-Stack @
(with Wi-Fi and Wired Assurance) P
) 1 G i ap @)
SeRIQ -] I g e
Server labGVV VM
192.168.10.64
192.168.10.61 £e0/0/3 \lr?;:ri T;'ifog‘; 192.168.170.2 1066 66 1/24  Desktopé-
Desktopi- £e0/0/1 £e-0/0/2 ge-0/0/1 192 168150254 £e-0/0/3 0 ;:e;; -
client ge-O/[]fD 10.33.33.1/24 SPOKE1 - - ge-DI[]fi @

@0 Faa000 Native VLAN 192.168.173. 1 [DHCP)
£=-0/0/0

Juniper 192.168.70.254 e
192.168.191.254 et
Switch ee/0f0 AL SNAT for Traffic
m leaving the VPN

MPLS 1:1 NAT from
192.168.129.191
Mist AP fo 192.168.191.254 192.168.10.65
ALy
il
Nl 1055.55.1/24| Deskiops-
¥ ge-0/0/3 192.168.130.2 A Internet £e-0/0/3 client
£e-0/ ge-0/0/1 3 any 192.168.200.254 10.55 55.55@
r
= (88.88.1/34 e
Desktop2- = NID 1088 SPOKE2 DelayVM3 HuB2
client ge-0/0/0 220/ ~
Lz wopar” | \sssss i eon -
uniper 0.33.33.1/2 ze - 192.168,201.254 SNAT for Traffic
2.168.10.62 Switch Native VLAN P £e-0/0/0

leaving the VPN

10 192 168.201.254

NOTE: When using force-up with a LAG, you must use firmware 6.3.0 or higher for Session
Smart Routers.

156


https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/index.html
https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/appendix_day-0_plan.html#Toc170115267__how_does_an_ex_series_switch_connect_to_the_juniper_mist_cloud_to_get_managed
https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/appendix_day-0_plan.html#Toc170115267__how_does_an_ex_series_switch_connect_to_the_juniper_mist_cloud_to_get_managed
https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/appendix_day-0_plan.html#Toc170115267__Ref159847280

Create a Management Network

Go to Organization -> Networks. Configure the first network in the following way:

o Name=MGMT

Subnet IP Address=10.33.33.0 (this will be the same on all sites)
e Prefix Length=24

o VLAN ID=<default>/none This ensures that it will be native on the trunk interface downlink to the
switch.

e Access to Mist Cloud=Checked/Enabled. This is mandatory to be able to manage the attached devices.

e Advertised via Overlay=Unchecked/Disabled. This is mandatory as we can't have the same IP address
range announced from multiple sites.

The result should look like the figure below:

5 Networks

MNAME # SUBNET WLAN ID USERS ADVERTISE TO THE OVERLAY
HUB1-LAM1  4{HUBT_LANT_PRXILO/Z4  [{HUBI_LANIVLAN} DC1  «

HUBZLAM1  4{HUBZ_LAN1 PRXR.OVZ4  {{HUBZ LAN1 VLAN} DC2 &

MGMT 1033.33.0/24

SPOKE-LAM1  {SPOKE_LAN1_PFX}LO/Z4 {{SPOKE_LAN1_VLAN}} — v

Extend the WAN Edge Template for Spoke with One Downlink

Go to Organization -> WAN Edge Templates.

Should you choose to use the import option, click on Import Profile and import the below JSON as a file.

"dhcpd_config": {
"enabled": true,
"SPOKE-LANT": {

"type": "local",



"ip_start": "{{SPOKE_LANT_PFX}}.10",
"ip_end": "{{SPOKE_LAN1_PFX}}.250",
"gateway": "{{SPOKE_LAN1_PFX}}.1",
"dns_servers": [
"8.8.8.8",
"9.9.9.9"
1
"options": {3},
"lease_time": 86400,
"fixed_bindings": {}
Y
"MGMT": {
"type": "local",
"ip_start": "10.33.33.10",
"ip_end": "10.33.33.250",
"gateway": "10.33.33.1",
"dns_servers": [
"8.8.8.8",
LOMIMONGE
1
"options": {3},
"lease_time": 86400,
"fixed_bindings": {3}
}
Vs
"ntpOverride": true,
"dnsOverride": true,
"service_policies": [
{
"name": "spoke-to-hub-dmz",
"tenants": [
"SPOKE-LAN1"
1
"services": [
"HUBT-LAN1",
"HUB2-LAN1"
1
"action": "allow",
"idp": {
"enabled": false
Vs
"path_preference": "VPN"



"name": "hub-dmz-to-spoke",
"tenants": [
"HUBT-LAN1"
"HUB2-LAN1"
1
"services": [
"SPOKE-LAN1"
1
"action": "allow",
"path_preference": "LAN",
"idp": {
"enabled": false

"name": "spoke-to-spoke-via-hub",

"tenants": [
"SPOKE-LAN1"

1

"services": [
"SPOKE-LAN1"

1

"action": "allow",

"idp": {
"enabled": false

Vs

"local_routing": true

"name": "mgmt-to-mist-cloud",
"tenants": [
"MGMT"
1
"services": [
1

"action": "allow",

any

"path_preference": "LB0",
llidpll: {
"enabled": false



"tenants": [
"SPOKE-LAN1"

1

"services": [

any
i

"action": "allow",
"name": "internet-via-hub-cbo",
"idp": {
"enabled": false
3,
"path_preference": "VPN"
}
1
"ip_configs": {
"SPOKE-LAN1": {
"type": "static",
"ip": "{{SPOKE_LANT_PFX}}.1",
"netmask": "/24"

Y
"MGMT": {
"type": "static",
"ip": "10.33.33.1"
}

3,

"dns_servers": [
"8.8.8.8",
LOMIMONGE

1

"port_config": {
"ge-0/0/0": {

"name": "INET",
"usage": "wan",

"wan_type": "broadband",
"aggregated": false,
"redundant": false,
"traffic_shaping": {
"enabled": false
3,
"ip_config": {
"type": "dhcp"
Y



"vpn_paths": {
"hub1-INET.OrgOverlay": {
"bfd_profile": "broadband",
"role": "spoke"
1,
"hub2-INET.OrgOverlay": {
"bfd_profile": "broadband",

"role": "spoke"

}
}
Y
"ge-0/0/1": {
"name": "MPLS",
"usage": "wan",

"wan_type": "broadband",
"aggregated": false,
"redundant": false,
"traffic_shaping": {
"enabled": false
3,
"ip_config": {
"type": "static",
"ip": "{{WAN1_PFX}}.2",
"netmask": "/24",
"gateway": "{{WANT_PFX}}.1"
3,
"vpn_paths": {
"hub1-MPLS.OrgOverlay": {
"bfd_profile": "broadband",
"role": "spoke"
Y
"hub2-MPLS.OrgOverlay": {
"bfd_profile": "broadband",

"role": "spoke"

}
1,
"ge-0/0/2": {
"networks": [
"SPOKE-LAN1",
"MGMT"
1
"usage": "lan",



"aggregated": false,
"redundant": false,
"critical": false,
"disabled": false
}

3,

"bgp_config": {3,

"routing_policies": {3},

"extra_routes": {3},

"path_preferences": {

"VPN": {
"strategy": "weighted",
"paths": [
{
"name": "hub1-INET.OrgOverlay",
"cost": 10,
"type": "vpn"

"name": "hub2-INET.OrgOverlay",
"cost": 20,

n typell . n

vpn

"name": "hub1-MPLS.OrgOverlay",
"cost": 30,

"type": "vpn

"name": "hub2-MPLS.OrgOverlay",

"cost": 40,
"type": "vpn"
}
]
Y
"LAN": {
"strategy": "ordered",
"paths": [
{
"type": "local",

"networks": [
"SPOKE-LAN1T"



]
Y
"LBO": {
"strategy": "ordered",
"paths": [
{
"name": "INET",
"type": "wan"
}
]
}

1,

"ospf_areas": {},

"vrf_instances": {3},

"tunnel_configs": {3},

"oob_ip_config": {
"type": "dhcp",
"node1": {

"type": "dhcp"
}

3,

"tunnel_provider_options": {
"jse": {1,
"zscaler": {}

3,

"ospf_config": {
"enabled": false,
"areas": {}

3,

"type": "spoke",

"name": "Spokes"

Should you decide to configure everything manually in the Juniper Mist portal, then use the following
steps.

We modify the existing “Spokes” template in the following way to get the additional management
network configured.

The WAN interface configuration does not need to be changed hence it should still look like the figure
below:



WAN ~

2 WANz Add WANS

MAME = INTERFACE WAM TYPE 1P COMNFIGURATION ENABLED OVERLAY HUB ENDPOINTS
INET  ge-0/0/0 Ethernet DHCP v hub2-INET, hub1-INET
MPLS  ge-0i01 Ethernet {{WAN1_PFX}}.2/24 4 hub2-MPLS, hub1-MPLS

In the LAN section, we need to add the following IP Configuration:

o Network=MGMT

e |P Address=10.33.33.1

e Prefix Length=24

Then, we create an additional DHCP server for this network with the following configuration:
o Network=MeMT

o DHCP=Server

e |P Start=10.33.33.10

e [P End=10.33.33.250

e Gateway=10.33.33.1

e Maximum Lease Time=86400

e DNS Servers=8.8.8.8, 9.9.9.9

The LAN interface configuration is then changed to the following configuration:
e |nterface=ge-0/0/2

o Networks=SPOKE1-LANT + MGMT

e Untagged VLAN=None

The result should look like the figure below:
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LAN ~
Filter by Port or Network W
IP CONHG DHCP CONFIG
_— OHCP Config
2P Config Add IP Config #®) Enabled Disabled
METWORK & IP GATEWAY
MGMT 10.3333 1724 2 DHCP Config Add DHCP Config
SPOKE-LAMT {{SPOKE_LANIT_PRX}R1/24 - T o) CreD
MGMT Senver
SPOKE-LAM1 Server
1 LANs
INTERFACE METWORKS UNTAGH
ge-0/0/2 SPOKE-LANT gspoke LAMI viAN)  MGMT <default=

We now need to configure an additional traffic steering profile for local breakout of the management

network as we do not need this to be part of the overlay VPN. Add an additional traffic steering rule
with the following configuration:

e Name=LB0
e Strategy=0rdered

e Paths

e Pathl Type=WAN: INET
The result should look like the figure below:

TRAFFIC STEERING

Q 3 Traffic Steering add Traffic steering
MAME # STRATEGY PATHS
LAN Ordered SPOKE-LANT
LEC Ordered IMET
VPN Weighted hubd-INET[10], hub2-INET[20], hub1-MPLS[30], hub2-MPLS[40]

Insert the following application policy:

e Number=4



o Name=mgmt-to-mist-cloud
o Network=MeMT
o Action=Pass
e Application=any
e Traffic Steering=LB0
The result should look like the figure below:

APPLICATION POLICIES ~

Q
| import appiication policy | | add Application policy | | Edit appiications
Disglaying 5 75 toral Appication Palicies
] MO NAME ORG IMPORTED NETWWORK / USER [MATCHING ANY) ACTION APPLICATION / DESTINATION [MATCHING ANY)  IDP ADVANCED SECURITY SERVICES (SEX ONLY]  TRAFFIC STEERING
O 1 spoketo-hub-dmz + el v [ Husriant |« | sz | < S Mone v | + [ ven |+ ]
0 hub-gmz-to-spoke PN uBtiant | < [ HuBzian | x v SPOKELANT | = ] one v |+ mBa
O 3 spoketo-spokevia-hub + EETIE v spoeLant |+ S None  ~ | + +
O | 4 mgmttomist.cloud + a8 v + None v | + [1e0 ] I
O 5  internetvis-hub-coo + =B v + Hone v |+ 28

Save your changes.

Create the WAN Edge Template for the Spoke with a LAG Towards the
Switch

Go to Organization -> WAN Edge Templates.

Should you choose to use the import option, click on Import Profile and import the below JSON as a file.

"type": "spoke",
"dhcpd_config": {
"enabled": true,
"SPOKE-LANT": {
"type": "local",
"ip_start": "{{SPOKE_LAN1_PFX}}.10",
"ip_end": "{{SPOKE_LAN1_PFX}}.250",
"gateway": "{{SPOKE_LAN1_PFX}}.1",
"dns_servers": [
"8.8.8.8",
"9.9.9.9"
1;
"options": {3,
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"lease_time": 86400,
"fixed_bindings": {}
Y
"MGMT": {
"type": "local",
"ip_start": "10.33.33.10",
"ip_end": "10.33.33.250",
"gateway": "10.33.33.1",
"dns_servers": [
"8.8.8.8",
LOMIMONGE
1
"options": {3},
"lease_time": 86400,
"fixed_bindings": {3}
}
Vs
"ntpOverride": true,
"dnsOverride": true,
"service_policies": [
{
"name": "spoke-to-hub-dmz",
"tenants": [
"SPOKE-LAN1"
1
"services": [
"HUBT-LAN1",
"HUB2-LAN1"
1
"action": "allow",
"idp": {
"enabled": false
Vs
"path_preference": "VPN"

"name": "hub-dmz-to-spoke",
"tenants": [
"HUBT-LAN1",
"HUB2-LAN1"
1
"services": [
"SPOKE-LAN1"



1
"action": "allow",
"path_preference": "LAN",
"idp": {

"enabled": false

"name": "spoke-to-spoke-via-hub",

"tenants": [
"SPOKE-LAN1"

1

"services": [
"SPOKE-LAN1"

1

"action": "allow",

"idp": {
"enabled": false

Vs

"local_routing": true

"name": "mgmt-to-mist-cloud",
"tenants": [
"MGMT"
1
"services": [
1

"action": "allow",

any

"path_preference": "LB0",
llidpll: {
"enabled": false

"tenants": [
"SPOKE-LAN1"

1

"services": [
"any"

1

"action": "allow",



"name": "internet-via-hub-cbo",
"idp": {
"enabled": false
3,
"path_preference": "VPN"
}
1
"ip_configs": {
"SPOKE-LAN1": {
"type": "static",
"ip": "{{SPOKE_LANT_PFX}}.1",
"netmask": "/24"
Y
"MGMT": {
"type": "static",
"ip": "10.33.33.1"
}
3,
"dns_servers": [
"8.8.8.8",
LOMIMONGE
1
"port_config": {
"ge-0/0/0": {
"name": "INET",

"usage": "wan",
"wan_type": "broadband",
"aggregated": false,
"redundant": false,
"traffic_shaping": {
"enabled": false
3,
"ip_config": {
"type": "dhcp"
Vs
"vpn_paths": {
"hub1-INET.OrgOverlay": {
"bfd_profile": "broadband",
"role": "spoke"
1,
"hub2-INET.OrgOverlay": {
"bfd_profile": "broadband",
"role": "spoke"



}

h

"ge-0/0/1": {
"name": "MPLS",

"usage": "wan",
"wan_type": "broadband",
"aggregated": false,
"redundant": false,
"traffic_shaping": {
"enabled": false
3,
"ip_config": {
"type": "static",
"ip": "{{WAN1_PFX}}.2",
"netmask": "/24",
"gateway": "{{WANT_PFX}}.1"
3,
"vpn_paths": {
"hub1-MPLS.OrgOverlay": {
"bfd_profile": "broadband",
"role": "spoke"
Y
"hub2-MPLS.OrgOverlay": {
"bfd_profile": "broadband",

"role": "spoke"

}
Y
"ge-0/0/4,ge-0/0/5": {
"networks": [
"SPOKE-LAN1",
"MGMT"
1
"usage": "lan",
"aggregated": true,
"ae_disable_lacp": false,
"ae_lacp_force_up": true,
"ae_idx": "@",
"redundant": false,
"critical": false,
"disabled": false



1,
"bgp_config": {3},
"routing_policies": {3,
"extra_routes": {},
"path_preferences": {
"VPN": {
"strategy": "weighted",

"paths": [
{
"name": "hub1-INET.OrgOverlay",
"cost": 10,
"type": "vpn"

"name": "hub2-INET.OrgOverlay",

"cost": 20,

"type": "vpn

"name": "hub1-MPLS.OrgOverlay",

"cost": 30,

n typell . n

vpn

"name": "hub2-MPLS.OrgOverlay",

"cost": 40,
"type": "vpn"
}
]
1,
"LAN": {
"strategy": "ordered",
"paths": [
{
"type": "local",
"networks": [
"SPOKE-LAN1"
]
}
]
Y
"LBO": {

"strategy": "ordered",



"paths": [
{
"name": "INET",

n typell . n

wan

}
3,
"ospf_areas": {},
"vrf_instances": {3},
"tunnel_configs": {3},
"oob_ip_config": {

"type": "dhcp",

"node1": {

"type": "dhcp"

}
1,
"tunnel_provider_options": {

"jse": {3,

"zscaler": {}
1,
"ospf_config": {

"enabled": false,

"areas": {}
1,
"name": "Spokes-with-LAN-LAG"

Should you decide to configure everything manually in the Juniper Mist portal, then use the following
steps.

We recommend you clone the existing “Spokes” template that we modified already in the last section for
this lab and name the new template “Spokes-with-LAN-LAG".

Then, we only need to change the LAN interface configuration with the following configuration:
o Interface=ge-0/0/4,ge-0/0/5

e Port Aggregation=Checked/Enabled

e Disable LACP=Unchecked/Disabled
e Enable Force Up=Checked/Enabled

e AE Index=0
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o Networks=SPOKET-LAN1 + MGMT

e Untagged VLAN=None

Edit LAM Configuration

Dizable LACP

able Force Up

AE Index

©

Redundant

Enable "Up/Down Port” Alert Type
(Manage Alert Types in Alerts Pagel

Drescription

Metworks

SPOKE-LANT
MGMT

Untagged YLAM Metwork (SRE Onky)

Mone w

Save your changes and then apply this template to spoke2-site.

Test Your Network Configuration

We are now ready to test our configuration. With the single downlink spoke configuration on Spoke1 in
place and a console cable to the switch, you can evaluate the following:

# ensure you ask for a new DHCP-Lease

root@switch1> restart dhcp-service

Junos Dynamic Host Configuration Protocol process started, pid 55092
#

# wait a few seconds

#

# review your routing table



root@switch1> show route

inet.0: 3 destinations, 3 routes (3 active, © holddown, @ hidden)
Limit/Threshold: 32768/32768 destinations

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[Access-internal/12] 00:00:02, metric 0
> to 10.33.33.1 via irb.0

10.33.33.0/24 *[Direct/0] 00:00:02

> via irb.0
10.33.33.10/32 *[Local/0] 00:00:02
Local via irb.0

#
# review MAC-Table
root@switch1> show ethernet-switching table

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned, P - Persistent static, C -
Control MAC
SE - statistics enabled, NM - non configured MAC, R - remote PE MAC, O - ovsdb MAC
GBP - group based policy)

Ethernet switching table : 2 entries, 2 learned

Routing instance : default-switch

Vlan MAC MAC Age GBP Logical
NH RTR

name address flags Tag interface
Index 1D

default 90:ec:77:32:e4:8d D = ge-0/0/1.0
0 0

default d4:20:b0:01:46:81 D = ge-0/0/3.0
0 0

#
# review IP address via ARP from WAN-Router received from an interface

root@switch1> show arp no-resolve

MAC Address Address Interface Flags
90:ec:77:32:e4:8d 10.33.33.1 irb.0 [ge-0/0/1.0] none
#

# confirm DNS and internet access

root@switch1> ping www.google.com inet

PING www.google.com (172.217.12.100): 56 data bytes

64 bytes from 172.217.12.100: icmp_seq=0 ttl=110 time=13.557 ms
64 bytes from 172.217.12.100: icmp_seg=1 tt1=110 time=15.349 ms



64 bytes from 172.217.12.100: icmp_seg=2 ttl=110 time=15.361 ms
"C

#

# review LLDP Neighbors

root@switch1> show 11dp neighbors

Local Interface Parent Interface Chassis Id Port info System Name
ge-0/0/1 = 90:ec:77:32:e4:8d ge-0-2 spoke1
ge-0/0/3 - d4:20:b0:01:46:81 ETHO d420b0014681

The test above shows that the switch obtained a DHCP lease and should be able to initiate traffic with
the Juniper Mist cloud to be managed. The remaining steps to onboard an EX Series Switch are
explained in the JVD Distributed Branch EX Series. In the Day 1 section, review the sections shown in
the figure below:

OM THIS PAGE

WAN Router Installation

clasm and ZTP-based installation

Activating a Brovenfield Switch via

Adoption Code- Based Installation

Add the Switch to the Juniper Mist

Paortal and View Details

EX Series Switch Behind a WaM

Router

Troubleshooting Tips

With the two downlinks configured on Spoke2 and a console cable attached to the switch, you can
evaluate the following:

# ensure you ask for a new DHCP-Lease

root@switch1> restart dhcp-service

Junos Dynamic Host Configuration Protocol process started, pid 59162
#

# wait a few seconds

#

# review your routing table

root@switch1> show route

inet.0: 3 destinations, 3 routes (3 active, @ holddown, @ hidden)
Limit/Threshold: 32768/32768 destinations

+ = Active Route, - = Last Active, * = Both


https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/index.html
https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/appendix_day-1_deploy.html

0.0.0.0/0 *[Access-internal/12] 00:00:03, metric 0
> to 10.33.33.1 via irb.0
10.33.33.0/24 *[Direct/0] 00:00:03
> via irb.0
10.33.33.12/32 *[Local/@] 00:00:03
Local via irb.0

#
# review MAC-Table
root@switch1> show ethernet-switching table
MAC flags (S - static MAC, D - dynamic MAC, L - locally learned, P - Persistent static, C -
Control MAC
SE - statistics enabled, NM - non configured MAC, R - remote PE MAC, O - ovsdb MAC
GBP - group based policy)

Ethernet switching table : 3 entries, 3 learned

Routing instance : default-switch

Vlan MAC MAC Age GBP Logical
NH RTR

name address flags Tag interface
Index 1D

default 90:ec:77:32:df:a5 D = ge-0/0/7.0
0 0

default d4:20:b0:01:46:bb D = ge-0/0/3.0
0 0
#
# review via ARP from WAN-Router received from an interface
MAC Address Address Interface Flags
90:ec:77:32:df:a5 10.33.33.1 irb.0 [ge-0/0/7.0] none
#

# confirm DNS and internet access

root@switch1> ping www.google.com inet

PING www.google.com (172.217.12.100): 56 data bytes

64 bytes from 172.217.12.100: icmp_seq=0 tt1=110 time=10.321 ms

64 bytes from 172.217.12.100: icmp_seg=1 tt1=110 time=16.570 ms

64 bytes from 172.217.12.100: icmp_seq=2 ttl=110 time=94.168 ms

e

#

# review LLDP Neighbors

root@switch1> show 1ldp neighbors

Local Interface Parent Interface Chassis Id Port info System Name
ge-0/0/6 = 90:ec:77:32:df:a5 ge-0-4 spoke2



ge-0/0/17 = 90:ec:77:32:df:a6  ge-0-5 spoke2
ge-0/0/3 - d4:20:b0:01:46:bb  ETHO d420b00146bb
#

# in this factory state there should not be yet any LACP configuration
root@switch1> show lacp interfaces

warning: lacp subsystem not running - not needed by configuration.

This section does not repeat the traffic topology tests, as the changes introduced are minimal. For
detailed testing procedures, please refer to the "Test Your Network Configuration" on page 71 section in
the first topology.

NOTE: Should you have this implemented then consider changing the spoke and hub LAN

network configuration to no longer allow “Access to Mist Cloud” as we've done previously by
default.

Appendix: Building an Extended Full Stack Topology
with Juniper EX Switch Virtual Chassis and SSR HA
Cluster

IN THIS SECTION

Create a Wi-Fi Guest Network | 178
Create a WAN Edge Template for HA Spoke with LAG | 179
Remaining Tasks for This Lab | 192

Test Your Network Configuration | 194

The last topology tested as part of this JVD is an extension of the lab from "Appendix: Building a Full
Stack Topology with Juniper EX Switch and Juniper AP" on page 155. The configuration for a Virtual
Chassis connected to a single spoke is omitted, as the only additional step for improved resiliency is
connecting one of the downlinks to the backup member of the Virtual Chassis. In this lab we configure:

¢ A redundant high availability cluster spoke while you still have two separate hubs.



e A Virtual Chassis is built using Juniper EX Series Switches, with two uplinks connected to the WAN
router nodes as shown in the topology diagram below, providing resiliency.

¢ A new network with the range 10.11.11.0/24 is added to all spokes to simulate a guest Wi-Fi
network. This network is restricted from sending traffic into the VPN. In this lab setup, guest traffic is
allowed to use local Internet breakout. Later, the goal is to route all guest traffic to a cloud service for
inspection and compliance filtering before it reaches the Internet.

i i MIST Cloud
) 2e-0/0/0 Internet 1
1287 1
SSR .

Downlink LAG + DHCPD
bond-0-0 = 10.33.33.1/24 native (0)
B8 B

Force-up on one LAG Interface
VRRP - active

Chassis

Mist AP vme
Wireless Guest ))) d 0/0/3
10.11.11 © B2 VC-primary
=] o spoke
=] S
Wired Glient EX- (active)
ge-0/0/0 . ge-0/0/1
10.99.99.99 Switch e e
ge-0/0/0
Mist AP vme A 128T
Wireless Guest 7 ;"Kt’;l-ir’ﬂl"i ge-1/0/0 Static IP-Address SSR ge-0/0/3
trirvallh)) E=10/5 Iy pacup hed ] for VRRP Failover HUB
© o | SR
2e-1/0f7 \gd1/o/s  spoke2 2e-0/0/1
Vi node —
Wired Client EX- (stand-bv
e e U000 o ge-1/071 MPLS WAN-Router Hub H‘H
HA-WAN-Router
Mirrored LAG configuration getting Server

active in event of failover

VRRP - standby

Create a Wi-Fi Guest Network

Go to Organization -> Networks. Configure the first network in the following way:
o Name=GUEST

e Subnet IP Address=10.11.11.0. This will be the same on all sites.

o Prefix Length=24

e VLAN ID=1011

o Access to Mist Cloud=Unchecked/Disabled. This should not be needed for guests.

e Advertised via Overlay=Unchecked/Disabled. This is mandatory here as we can’t have the same IP
address range announced from multiple sites.

The result should look like the figure below:
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[ AT
Networks ¢

& Networks
MAME # SUBNET VLAN ID USERS  ADVERTISE TO THE OWERLAY

GUEST 10.11.11.0/24 101

HUBT-LANT  {{HUB1_LANI_PRGLOZ4  {{HUBT_LANIVLANY} DC1 «
HUBZLAN1  {{HUBZ LAM1_PRGLOZ4  {{HUBZ LANT VLANY} DC2  +
MGMT 10.33.33.0/24

SPOKELAM1  {{SPOKE_LAM1_PRXLI/Z4 {{SPOKE_LANT_VLAN}} — v

Create a WAN Edge Template for HA Spoke with LAG

Go to Organization -> WAN Edge Templates.

Should you choose to use the import option, click on Import Profile and import the below JSON as a file.

"type": "spoke",
"dhcpd_config": {
"enabled": true,
"SPOKE-LANT": {
"type": "local",
"ip_start": "{{SPOKE_LAN1_PFX}}.10",
"ip_end": "{{SPOKE_LAN1_PFX}}.250",
"gateway": "{{SPOKE_LANT_PFX}}.1",
"dns_servers": [
"8.8.8.8",
"9.9.9.9"
15
"options": {3,
"lease_time": 86400,
"fixed_bindings": {}
1,
"MGMT": {
"type": "local",
"ip_start": "10.33.33.10",
"ip_end": "10.33.33.250",
"gateway": "10.33.33.1",



"dns_servers": [
"8.8.8.8",
"9.9.9.9"
1
"options": {3},
"lease_time": 86400,
"fixed_bindings": {3}
1,
"GUEST": {
"type": "local",
"ip_start": "10.11.11.10",
"ip_end": "10.11.11.250",
"gateway": "10.11.11.1",
"dns_servers": [
"8.8.8.8",
"9.9.9.9"
1
"options": {3},
"lease_time": 86400,
"fixed_bindings": {}
}
3,
"ntpOverride": true,
"dnsOverride": true,
"service_policies": [
{
"name": "spoke-to-hub-dmz",
"tenants": [
"SPOKE-LAN1"
1
"services": [
"HUBT-LAN1"
"HUB2-LAN1"
1
"action": "allow",
"idp": {
"enabled": false
3,
"path_preference": "VPN"

"name": "hub-dmz-to-spoke",

"tenants": [



"HUBT-LANT",

"HUB2-LAN1"
1
"services": [
"SPOKE-LAN1"
1

"action": "allow",
"path_preference": "LAN",
"idp": {

"enabled": false

"name": "spoke-to-spoke-via-hub",

"tenants": [
"SPOKE-LAN1"

1

"services": [
"SPOKE-LAN1"

1

"action": "allow",

"idp": {
"enabled": false

3,

"local_routing": true

"name": "mgmt-to-mist-cloud",
"tenants": [

"MGMT"
:I;

"services": [

"action": "allow",
"path_preference": "LB0",
"idp": {

"enabled": false

"name": "guest-to-1lbo",

"tenants": [



"GUEST"
:l,

"services": [

1,

"action": "allow",

any

"path_preference": "LB0",
llidpll: {
"enabled": false

"tenants": [
"SPOKE-LAN1"

1

"services": [

any
:|)

"action": "allow",
"name": "internet-via-hub-cbo",
"idp": {
"enabled": false
Vs
"path_preference": "VPN"
}
1
"ip_configs": {
"SPOKE-LANT": {
"type": "static",
"ip": "{{SPOKE_LAN1_PFX}}.1",
"netmask": "/24"

1,
"MGMT": {
"type": "static",
"ip": "10.33.33.1"
1,
"GUEST": {
"type": "static",
"ip": "10.11.11.1"
}
Vs

"dns_servers": [
"8.8.8.8",



"9.9.9.9"
1
"port_config": {
"ge-0/0/0": {
"name": "NO-INET",

"usage": "wan",
"aggregated": false,
"redundant": false,
"critical": false,
"disabled": false,
"wan_type": "broadband",
"ip_config": {
"type": "dhcp"
3,
"disable_autoneg": false,
"wan_source_nat": {
"disabled": false
3,
"vpn_paths": {
"hub1-INET.OrgOverlay": {
"bfd_profile": "broadband",
"role": "spoke"
1,
"hub2-INET.OrgOverlay": {
"bfd_profile": "broadband",

"role": "spoke"

}

1,

"ge-1/0/0": {
"name": "NT-INET",

"usage": "wan",
"aggregated": false,
"redundant": false,
"critical": false,
"disabled": false,
"wan_type": "broadband",
"ip_config": {
"type": "dhcp"
3,
"disable_autoneg": false,
"wan_source_nat": {
"disabled": false



1,
"vpn_paths": {
"hub1-INET.OrgOverlay": {
"role": "spoke",
"bfd_profile": "broadband"
1,
"hub2-INET.OrgOverlay": {
"role": "spoke",
"bfd_profile": "broadband"

}
1,
"ge-0/0/1,ge-1/0/1": {
"name": "HA-MPLS",
"usage": "wan",
"aggregated": false,
"redundant": true,
"reth_idx": 1,
"reth_node": "node@",
"critical": false,
"disabled": false,
"wan_type": "broadband",
"ip_config": {
"type": "static",
"ip": "{{WAN1_PFX}}.2",
"netmask": "/24",
"gateway": "{{WANT_PFX}}.1"
3,
"disable_autoneg": false,
"wan_source_nat": {
"disabled": false
3,
"vpn_paths": {
"hub1-MPLS.OrgOverlay": {
"role": "spoke",
"bfd_profile": "broadband"
Y
"hub2-MPLS.OrgOverlay": {
"role": "spoke",
"bfd_profile": "broadband"



"ge-0/0/4,ge-0/0/5,8e-1/0/4,ge-1/0/5": {
"networks": [
"SPOKE-LAN1",
"MGMT",
"GUEST"
1
"usage": "lan",
"aggregated": true,
"ae_disable_lacp": false,
"ae_lacp_force_up": true,
"ae_idx": "@",
"redundant": true,
"reth_idx": 4,
"reth_node": "noded",
"critical": false,
"disabled": false
}
3,
"bgp_config": {3,
"routing_policies": {3},
"extra_routes": {},
"path_preferences": {

"VPN": {
"strategy": "weighted",
"paths": [
{
"name": "hub1-INET.OrgOverlay",
"cost": 10,
"type": "vpn"

"name": "hub2-INET.OrgOverlay",
"cost": 20,

n typell . n

vpn

"name": "hub1-MPLS.OrgOverlay",
"cost": 30,

"type": "vpn

"name": "hub2-MPLS.OrgOverlay",
"cost": 40,



"type": "vpn

}
]
1,
"LAN": {
"strategy": "ordered",
"paths": [
{
"type": "local",
"networks": [
"SPOKE-LAN1"
]
}
]
Y
"LBO": {
"strategy": "ordered",
"paths": [
{
"name": "NO-INET",
"type": "wan"
"name": "N1-INET",
"type": "wan"
}
]
}

1,
"ospf_areas": {},
"vrf_instances": {3},
"tunnel_configs": {3},
"oob_ip_config": {
"type": "dhcp",
"node1": {
"type": "dhcp"
}
3,
"tunnel_provider_options": {
"jse": {3,
"zscaler": {}
3,
"ospf_config": {



"enabled": false,
"areas": {3}
1,

"name": "haspoke-with-lag"

Should you decide to configure everything manually in the Juniper Mist portal, then use the following
steps.

We recommend you clone the existing “Spokes-with-LAN-LAG” template and name the new template
“haspoke-with-lag”. Then make the following changes as the WAN and LAN interfaces change with the
high-availability configuration.

Delete all prior WAN interfaces and add the following three new WAN interfaces.
Configure a first WAN interface for NodeO as follows:

e Name=No-INET. This indicates which topology and node it’s going to use.

o WAN Type=Ethernet

o Interface=ge-0/0/0 as all interfaces starting with ge-6 are on NodeO.

e [P Configuration=DHCP

e Source NAT=Interface

e Overlay Hub Endpoints

e Endpoint1=hub1-INET
e BFD Profile1=Broadband
e Endpoint2=hub2-INET
e BFD Profile2=Broadband
Then configure the first WAN interface for Node1 as follows:
e Name=N1-INET. This indicates which topology and node it's going to use.
o WAN Type=Ethernet
o Interface=ge-1/0/0 as all interfaces starting with ge-1 are on Node1.
e [P Configuration=DHCP
e Source NAT=Interface

e Overlay Hub Endpoints



e Endpoint1=hub1-INET
e BFD Profile1=Broadband
e Endpoint2=hub2-INET
e BFD Profile2=Broadband

Then, configure the third and redundant WAN interface for the MPLS path for NodeO and Node1 as
follows:

e Name=HA-MPLS. This indicates which topology and node it’s going to use.
o WAN Type=Ethernet

e Interface=ge-0/0/1 and ge-1/0/1

¢ Redundant=Checked/Enabled

e Redundant Index=1. This is not required for an SSR, but we add for compatibility.
e Primary Node=nodeO

e |P Configuration=Static

e [P Address={{WAN1_PFX}}.2

e Prefix Length=24

o Gateway={{WANT_PFX}}.1

e Source NAT=Interface

e Overlay Hub Endpoints

e Endpoint1=hub1-MPLS
e BFD Profile1=Broadband
e Endpoint2=hub2-MPLS
e BFD Profile2=Broadband

The result should look like the figure below:



WAN A

q 3WANS sk WaNS

NAME 4 INTERFACE WRN TYPE IF CONFIGURATION ENABLED OVERLAY HUB ENDPOINTS
HA-MPLS  ge-OVO/1,g8-1/001 Ethernet HWAN1T_PFX}}.2/24 v hub2-MPLS, hub1-MPLS
MO-IMET ge-0vo Ethernet DHCP v hub2-INET, hub1-IMET
M1-INET ge-1/0/0 Ethernet DHCP W hub2-INET, hub1-INET

In the LAN section, we need to add the following IP Configuration:

e Network=GUEST

e |P Address=10.11.11.1

e Prefix Length=24

Then, we create an additional DHCP server for this network with the following configuration:

o Network=GUEST

o DHCP=Server

e |P Start=10.11.11.10

e [P ENnd=10.11.11.250

o Gateway=10.11.11.1

e Maximum Lease Time=86400
e DNS Servers=8.8.8.8, 9.9.9.9

Delete the existing LAN interface configuration and create the following new LAG + redundant
interface:

e |Interface=ge-0/0/4,ge-0/0/5,ge-1/0/4,ge-1/0/5

e Port Aggregation=Checked/Enabled
e Disable LACP=Unchecked/Disabled

e Enable Force Up=Checked/Enabled
e AE Index=0

e Redundant=Checked/Enabled

e Redundant Index=4

e Primary Node=node®



o Networks=SPOKE-LANT + GUEST + MGMT
e Untagged VLAN Network=None

Edit LAN Configuration

Interface * [

@,ge-wws.ge-uom.ge-m@

(ge-0/01 or ge-W0/1-5 or rethl, comma separated
aggregation)

[ Disabled

@wl Aggregation

[C] Disable LACP

phble Force Up O

..rn

AE Index

©

(0-127)

@dunﬂant

Redundant Index {SRX Only)

©

Primary Mode *

nodel

[C] Enable "Up/Down Port” Alert Type @

(Manage Alert Types in Alerts Page)

Description [

eoworks

SPOKE-LANT {{SPOKE_LANT_VLANI} X
GUEST 1011 X MGMT <default= X

(Select an existing Network or Create Metwork)

Untagged VLAN Matwork (SRX Only)

| Mona

The result should look like the figure below:
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() Disabled

LAN ~
Filter by Port or Network W |
IP CONFIG DHCP CONFIG
DHCP Config
3P Config Add IP Config @ Enabled
METWORK  # IP GATE
GUEST 1001111724 - 3 DHCP Confiz
MGMT 10.33.33.1/24 - ST
SPOKE-LAMT {{SPOKE_LAMI_PRX}11/24 - GUEST
MGMT
SPOKE-LANT

1 LANs

INTERFACE

ge-0/0/4,ge-v0/5,ge-1/0/4,ge-1/0/5

METWORKS

Add DHCP Config

DHCP
Server
Server

Server

SPOKE-LANT gspokE LaMI viaNy  MGMT <default=

GUEST 1011
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CUSTOM VR

0 Custom VR

NAME NETWORKS

There are no Custom VRs
defined yet

| Add Custom VR |

Add LANS

UNTAGGED VLAN NETWORK EMABLED
L

You need to change the existing “LBQO” traffic steering profile for the NodeO and Node1 redundant WAN

interfaces in the following way:
e Name=LB0
e Strategy=Ordered

e Paths

e Path1 Type=WAN: NO-INET
e Path2 Type=WAN: N1-INET

The result should look like the figure below:

TRAFFIC STEERING ~

| Q S 3 Traffic Steering

MAME #  STRATEGY PATHS

LAR Ordered SPOKE-LANT

LEO Ordered MO-INET, N1-INET

VPN Weighted Rub1-INET[10], hub2-INET[20], hub1-MPLS[30], hub2-MPLS[40]

Insert the following application policy:

e Number=5

Add Traffic steering
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e Name=guest-to-1lbo
e Network=GUEST

e Action=Pass

e Application=any

e Traffic Steering=LB0

The result should look like the figure below:

APPLICATION POLICIES -~

| import Application Policy | | Add Application Palicy | | Edit Applications

=1
El

splaying 6 of & total Application Plicies

HO.  NAME ORG IMPORTED NETWORK f USER [MATCHING ANY)

3
H

APPLICATION / DESTINATION (MATCHING ANY)  IDP. ADVANCED SECURITY SERVICES (SRXONLY)  TRAFFICSTEERING

(] 1 spoke-to-hub-dmz + B v HUBZLANT | x [ Hone v | + m
O hub-dmz-to-spoke + mm v + Mone v+ [ Lo | < |
o 3 spoke-to-spoke-via-hub + EETIER v SPOKE-LANT |« R Mone v+ +

O 4  mgmitomistdoud + v 2 + Nome v |+ [ 160« ]
O |5 guesttodbo + [EIE v Bl + Nome v |+ |
O & internet-via-hub-cbo + v m + None hd + m

I Remaining Tasks for This Lab

First you need to assign the new spoke templates to their sites.

Go to Organization -> WAN Edge Templates -> “haspoke-with-lag” template and click Assign to Sites.
Then, you assign spoke2-site to this template.

If you have the spoke devices in use from previous labs, then go to the inventory and release them. This
will bring them back into a factory state.

Here, we describe how to build a cluster during the onboarding assuming all devices are in a factory
default state.

Go to Organization -> Inventory and select WAN Edges and click Claim WAN Edges. Then, do the
following:

e Assign claimed WAN Edge to site=Unchecked/Disabled

e Enter the claim codes for the two devices.
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Clalm WAN Edge and Activate Subscriptions

Enter WAN Edge claim codes or Activation codes Site Assignment

Ossign claimed WaN Edge to site

Wi 50 Remove

MM HEL Remove

This will claim the two devices without assigning them to a site.

Claim WAN Edge and Activate Subscriptions x
Frogress 3
2'WAN Edges claimed. 0 WAN Edges duplicated. 0 WAN Edges failed,

WARN Edge Claim Results

Claim Code WaN Edge Mac Claim Status Error Reason Site Assignment MName
W2ZCs 50 e TT32dRN Claimed
AMET MBL Slnec:TT32:dfal Claimed

Select the two devices and click on Assign To Site from the More menu.

| nve nto ry Acress Points | Switches Mist Edges | Installed Base Entire Org = More a Claim W
Assign To i
a ssign To Site
Release
[ status Mame & MAC Address Modl site seria
[+) Unassigned 90:ec 7732091 Arecy732df91 55R130 Unassigned 202
[+} Unassigned 90:ecy732dial 9lecy73Ldfal 55R130 Unassigned 202
(] [+ Connected spokel 90ec7732e4:80 S5R120 spokel-site 202

Now configure:

e Assign 2 selected WAN Edges to site=spoke2-site

¢ Create Cluster=Checked/Enabled

e Select a device to act as nodeO = select that as required

e Manage Configuration with Mist=Enabled (automatically)



Assign WAN Edges x

Assign 2 selected WAN Edges to site
@ats Cluster | BETA
Select a dewice to act as node O [the other will be node 1)
®) 90ecTTI2dfN QDecT732dfal

Manage Configuration

Manage configuration with Mist

This will commit the needed cluster configuration for the HA Spoke.

Test Your Network Configuration

We are now ready to test our configuration. In our case, you'll notice the following differences compared
to the lab setup described in the previous section:

e The reported MAC address of the WAN router will now be 00:00:5¢:00:01:01 as the LAG also has a
redundant VRRP configuration.

e The Virtual Chassis was already built automatically before, depending on the EX Series Switch model,
when following the appropriate power-up sequence. Please review the Day O section in the JVD for
Distributed Branch EX Series for more information.

With the redundant spoke configuration on Spoke2 in place and a console cable attached to the switch,
you can evaluate the following.

# ensure you ask for a new DHCP-Lease

root@switch1> restart dhcp-service

Junos Dynamic Host Configuration Protocol process started, pid 55092
#

# wait a few seconds

#

# review your routing table

root@switch1> show route

inet.0: 3 destinations, 3 routes (3 active, © holddown, @ hidden)
Limit/Threshold: 32768/32768 destinations

+ = Active Route, - = Last Active, * = Both


https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/appendix_day-0_plan.html
https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/index.html

0.0.0.0/0 *[Access-internal/12] 00:00:14, metric 0
> to 10.33.33.1 via irb.0
10.33.33.0/24 *[Direct/0] 00:00:14
> via irb.0
10.33.33.11/32 *[Local/0] 00:00:14

Local via irb.@

#
# review MAC-Table
root@switch1> show ethernet-switching table

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned, P - Persistent static, C -
Control MAC
SE - statistics enabled, NM - non configured MAC, R - remote PE MAC, O - ovsdb MAC
GBP - group based policy)

Ethernet switching table : 3 entries, 3 learned

Routing instance : default-switch

Vlan MAC MAC Age GBP Logical
NH RTR

name address flags Tag interface
Index 1D

default 00:00:5e:00:01:01 D - ge-0/0/6.0
0 0

default d4:20:b0:01:46:81 D - ge-0/0/3.0
0 0

default d4:20:b0:01:46:bb D - ge-1/0/3.0
0 0

#
# review IP address via ARP from WAN-Router received from an interface
root@switch1> show arp no-resolve

MAC Address Address Interface Flags
00:00:5€:00:01:01 10.33.33.1 irb.0 [ge-0/0/6.0] none
#

# confirm DNS and internet access

root@switch1> ping www.google.com inet

PING www.google.com (172.217.12.100): 56 data bytes

64 bytes from 172.217.12.100: icmp_seq=0 tt1=110 time=10.619 ms
64 bytes from 172.217.12.100: icmp_seg=1 tt1=110 time=11.276 ms
64 bytes from 172.217.12.100: icmp_seq=2 ttl=110 time=7.940 ms
e



The test above shows that the switch obtained a DHCP lease and should be able to initiate traffic with
the Juniper Mist cloud to be managed. The remaining steps to onboard an EX Series Switch are
explained in the JVD Distributed Branch EX Series. In the Day 1 section, review the sections shown in
the figure below:

OMN THIS PAGE

WAN Router Installation

Switch via

stallation

g a Brownfiekl Switch via

oie- Based Installation

Add the Switch to the Juniper Mist

Paortal and View Details

EX Series Switch Behind a WaM

Router

Troubleshooting Tips

This section does not repeat the traffic topology tests, as the changes introduced are minimal. For

detailed testing procedures, please refer to the "Test Your Network Configuration" on page 71 section in
the first topology.

Appendix: Topology Optimizations, Enhancements,
and Extensions Valid for All Topologies

IN THIS SECTION

Changing the Hub Used for Central Breakout When Traffic Destination Is “Any” | 197
Local Traffic Breakout at the Spoke | 202
Traffic Path SLA-Based Failover | 207

Secure Edge Connector | 214

The test cases for this JVD, described in this appendix, are optional extensions to the five validated
topologies. While they are not required to establish a basic VPN between branch spokes and hubs, they


https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/index.html
https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/appendix_day-1_deploy.html
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serve as supplemental optimizations commonly implemented in practice. Review these cases and apply
them as needed based on your specific use case.

Changing the Hub Used for Central Breakout When Traffic Destination Is
((Any”

When we created the WAN edge spoke template for the first lab above "Create the WAN Edge

Template for Spokes" on page 53 we defined a weighted VPN traffic steering policy that looked like the
figure below:

Edit Traffic Steering

Strategy

Ordered igl'tec ECMP

PATHS

Type
Owerlay: hub1-INET

Owverlay: hub2-INET
Owerlay: hub1-MPLS

Overlay: hub2-MPLS

Next, we applied Rule 4 from the application policies to steer all traffic not destined for the VPN toward
the two hubs for centralized Internet breakout, using “any” as the traffic destination:

APPLICATION POLICIES A £ Destina e in SRX is determine e Traffic Steering path. Please e

Q

| import Application Policy | | Add Application Policy | |  Edit Applications |
Displaying 4 of 4 total Application Policies
D NO. NAME ORG IMPORTED ~ NETWORK / USER (MATCHING ANY) ACTION APPLICATION / DESTINATION (MATCHING ANY)  IDP ADVANCED SECURITY SERVICES (SRX ONLY)  TRAFFIC STEERING
E B HUB1-LAN1 | x
O 2  hubdmztospoke v + None v | # Lan | %
O 3 spoketospokevia-hub + v + None v | 4 +
(] | 4 internetvia-hub-cho + v any | % [ None v | # ml

When you go to an individual spoke device under the Testing Tools dropdown:



ADVANCED SECURITY

Upon inspecting the BGP routes, you'll notice that two default routes are received—one from each hub—

spoke1

Utilities

Testing Tools

Send WAN Edge Log to Mist
Reboot WAMN Edge

Upgrade Firmware

Replace WAN Edge

Sync Configuration

() URL Filtering (%) IDP

but currently, only the route from Hub1 is being used:

WAN Edge Testing Tools

Utility

Fing | WAN DHCP Release | Bounce Port

Address Resolution Protocal FIB

Border Gateway Protocol

Traceroute

Refresh ARP | Table FIB Lookup | FIB By Application
Route Prefix VRF

Route Prefix | | VRF

| Q, Search | 12 items
VRF NAME PREFIX MNAME METRIC
default 0.0.0.0/0 hub2 (90ec7732dfg81) 100001
default 0.0.0.0/0 hub1 (90ec7732df31) 10000
default 10.0.0.0/8 hub2 (90ec7732df81) 100001

| Show Routes

WEIGHT AS PATH LOCAL PREFERENCE
00 0 100
00 0 100
00 0 100

Close

I Memory

Clear BGP | Summary EEGITLGM Advertised Routes | Received Routes Path

STATUS

Valid, Best

Applications

Sessions

SELECTION REASON NEXT HOPS
10.224.8.80

Router ID 10.224.8.64
10.224.8.80

Why this route is selected is also explained because Hub1 in our case has the neighbor IP 10.224.8.64
which is lower than 10.224.8.80 from hub2. This is a normal process for BGP when there is a tie for the
same IP prefix obtained. As a consequence, review the resulting forwarding table (FIB) via FIB By
Application selecting “any” as Application.
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WAN Edge Testing Tools ®

Utility Border Gateway Protocol Applications

Ping | WAN DHCP Release Bounce Port | Traceroute Clear BGP | Summary | Routes | Advertised Routes Received Routes Path Sessions

Address Resolution Protocol FIB

Refresh ARP Table FIE Lookup -

Application * VRF Prefix

Q 19 items
IPPREFIX PORT  PROTOCOL  TENANT VRF SERVICE  NEXT HOP INTERFACE NEXT HOP IP VECTOR coST
0.0.0.0/0 Y] None SPOKE-LANT  default any ge-0/0/0 192.168.129.19 hub1-INET.OrgOverlay 10
0.0.0.0/0 0 MNone SPOKE-LANT  default any ge-0/0/1 192.168.190.254  hub1-MPLS.OrgOverlay 30
10.55.55.0/74 ] None SPOKF-1ANT  default  anv ge-0/0/0 197.168.129.201 huh?-INFT.Ore0verlav 20

Currently, only two routes are installed—those received from the hub selected as the default based on
the lowest router ID. The routes from Hub2 will only be used if the primary hub becomes unavailable.
This behavior is intentional, as we want to avoid frequent switching between hubs for this 0.0.0.0/0
traffic. Keep in mind that each hub performs source NAT for Internet-bound traffic during central
breakout. If traffic were to alternate between hubs, applications on the Internet could see the same VPN
client appearing to come from different public IP addresses, which can cause issues.

However, the router ID is typically not configurable and is often assigned automatically during device
installation. In our case, Hub1 was installed before Hub2, but that doesn’t guarantee Hub1 will have the
lower router ID.

If, for any reason, you want Hub2 to be preferred over Hub1—even if Hub2 has a higher router ID—you
can achieve this by modifying the spoke template. To do so, add a new routing policy with the following
configuration:

Name=VPN

Prefix=0.0.0.0/0

Protocol=BGP

e Overlay Path Preference. Do not use any Hub1 path here due to router ID.
o Path1=hub2-INET.OrgOverlay

e Path2=hub2-MPLS.Org0verlay

Then=Accept
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Edit Routing Policy
Name *
TERMS Add Term
Edit Term X
Prefix

FG.O.D.D.-'D) ‘

(comma-separated, explicit match xocxxfy or range wxoooy-z)

AS Path

11-4204967294 or a Regular Expression)

Protocol

IEGP I w |
Community I

11-4294967294 separated by " or a Regular Expression)

OWERLAY PATH PREFEREMCE (s Add Paths
Path
nub2-INET.OrgOverlay o
Rub2-MPLS OrgOverlay e
Then *
Accapt W
Add Action w

Then add a new BGP group as follows:

o Name=hub2-as-default
e Overlay=Checked/Enabled
o Export=None

e Import=VPN



Edit BGP Group

Peering Metwork

) WAN | None v |
) LAN | None W |
) SECTh |
) 5 unne | Nons - |
o
Expart
| None hd |

[Select an existing Policy or Create Policy]

Import

I VPN I hd |

[Select an existing Policy or Create Policy]

Matching AcCtion
Prefix: 0.0.0.0/0
Protocol: bgp Accept

Path Preference: v

Save your template so that it gets applied to your spokes.

When you go back to the spoke and review the routes again, you will see that Hub2 now offers the best
routes by BGP AS Path selection.

WAN Edge Testing Tools

®
Utility Border Gateway Protocol Applications Address Resolution Protocol
Ping | WANDHCP Release | Bounce Port | Traceroute Clear BGP Surrnar)'- Advertised Routes | Received Routes Path | Sessions Refresh ARP | Table
FIE
FB Lockup | FIB By Application
Route Prefix VRF
[Raeere ) [
| QA Sea | 4items
VRF NAME PREFIX NAME METRIC WEIGHT AS PATH LOCAL PREFERENCE STATUS SELECTION REASON NEXT HOPS
default 0.0.00/0 hub1 {90ec7732df31) 1000000 O 65001 63007 65001 65001 65001 100 Valid 10224864
default 0.0.0.0/0 hub2 (90ecy732dfE1) 1000000 O 100 Valid, Best  AS Path 10.224 880
default 10.00.0/8 1000000 32768 100 Valid, Best First path received 0.0.00

Upon rechecking the forwarding table (FIB), you'll see that the change we made now selects Hub2 as

the destination for this traffic—exactly the outcome we intended through our local BGP route
manipulation.
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Utility Border Gateway Protocol Applications Address Resolution Protocol
Ping | WANDHCP Release | Bounce Port | Tracerouts Clear BGP Summary | Routes | Advertised Routes Received Routes Path | Sessions Refresh ARP | Table
FIE

& -::’-‘-P-

Application * VRF Prefix
o

o 11 items
IPPREFIX PORT PROTOCOL TENANT VRF SERVICE MNEXT HOP INTERFACE NEXT HOP 1P VECTOR CosT

0.0.0.0/0 o Wone SPOKE-LANT default any ge-0Vivo 192.168.129.201 hub2-INET.OrgOverlay 20

0.0.0.0/0 o Wone SPOKE-LANT default any ge-0ion 192.168.200.254

Local Traffic Breakout at the Spoke

In this section, we will modify the default forwarding behavior of the VPN that was configured in the
first lab "Appendix: Building a base SD-WAN Topology with Three Spokes and Two Hubs" on page 23.
Remember, the model used routes all Internet-bound traffic through the hub, which then performs
central breakout using source NAT before forwarding it to the Internet.

DMZ

Internet‘/‘,
I 4
[ L) @ |
DI G W d | \ ©
AN A / g
Branch 2 < > HQ or DC 8
Secure VPN =

However, this configuration may not align with customer-specific designs or application requirements
for Internet access. In some cases, it may be preferable for the spoke to handle local internet breakout
through its own WAN interfaces, performing source NAT for the following reasons:

e Reduced Latency: Local breakout at the spoke typically provides a shorter and more direct path to
Internet applications compared to routing through the hub for central breakout.

e Optimized VPN Resources: By offloading Internet-bound traffic locally, more bandwidth and
resources are available for the VPN overlay.

e Traffic Isolation: You may not want traffic from spoke-local networks—such as an isolated Wi-Fi guest
network not advertised in the VPN overlay—to traverse the VPN. This is similar to the guest network

WAN Edge Testing Tools »
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example described in the lab "Appendix: Building an Extended Full Stack Topology with Juniper EX
Switch Virtual Chassis and SSR HA Cluster" on page 177 example above.

Using the lab scenario "Appendix: Building a base SD-WAN Topology with Three Spokes and Two Hubs"
on page 23 as a foundation, this section demonstrates how to configure:

e Local breakout at the spoke via WAN interfaces with source NAT.
e Local breakout for all Internet traffic instead of routing it through the hub for central breakout.

e Local breakout for specific applications identified by DNS, while keeping central breakout as the
default for all other traffic.

Local breakout for an isolated LAN network can be reviewed when following the instructions for lab
"Appendix: Building a Full Stack Topology with Juniper EX Switch and Juniper AP" on page 155 and lab
"Appendix: Building an Extended Full Stack Topology with Juniper EX Switch Virtual Chassis and SSR HA
Cluster" on page 177 already.

NOTE: The examples for local breakout can be extended by the information shared below in
section "Advanced Application Steering" on page 229. This section is not intended to present a
full list of possible configurations.

Checking the WAN Interfaces to Perform Source NAT

First, check your existing WAN interface configuration in the spoke WAN Edge template. In our case, we
have two called INET and MPLS as shown in the figure below:

WAN A
%@ 2 WANs Add WANS
MAME = INTERFACE WAN TYPE IP CONFIGURATION EMABLED OVERLAY HUB ENDPOINTS
INET e-0/0v0 Ethernet DHCP v hub2-IMET, hub1-INET
MPLS ge-0/01 Ethernet {{WANT_PRX);.2/24 v hub2-MPLS, hub1-MPLS

Every interface that we want to utilize for local breakout must have the following configured:

o Source NAT=Interface

erface Pool Disabled

Configure an LBO Traffic Steering Policy



In our case, we want to use the Internet WAN interface as a primary interface for local breakout and the
MPLS interface as a secondary interface. Hence, we configure an additional traffic steering policy in the
spoke WAN Edge template:

o Name=LB0
e Strategy=Weighted

e Paths

o Typel=WAN: INET
e Costl=10
o Type2=WAN: MPLS
o Cost2=20

Edit Traffic Steering

Strategy
Ordered ig'tec ECMP

PATHS

Type Cost
WAN: INET 10
WAN: MPLS 20

NOTE: When configuring the traffic steering policy for local breakout using WAN interfaces,
avoid using the ECMP option. ECMP can cause traffic to be load-balanced across multiple WAN
interfaces on a per-flow basis, potentially resulting in different public IP addresses due to varying
Internet paths. This behavior can lead to issues with applications that expect a consistent source
IP address..

The result should look like the figure below:

TRAFFIC STEERING

3 Traffic Steering

MAME # STRATEGY PATHS
LAN Ordered SPOKE-LANT
LEQ Weighted INET[10], MPL5{20]

VPN Weighted Rub1-INET[10], hub2-INET[20), hub1-MPLS[30], hub2-MPLS[40]
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Local Breakout of all Internet Traffic Instead of Central Breakout

For this example, you just need to change Rule 4 from VPN to LBO as indicated in the figure below:

APPLICATION POLICIES ~

a
| import appiication policy | | ade Application policy | | et applications |

Displaying 4 of 4 total Application Palicies
Il No. NAME ORG IMPCRTED NETWORK / USER {MATCHING ANY) ACTION APPLICATION / DESTINATION [MATCHING ANY)  IDP ADVANCED SECURITY SERVICES (SRX ONLY)  TRAFFIC STEERING

1 spoke-to-hub-dmz Bl SPOKE-LANT | » v HUB1-LAN1 HUB2-Lan1 |« IR None v + VPN | x
[0 2  hubdmzio-spoke + [ ETE ,, SPOKELAN | » 3 Nome v | #

3 spoke-to-spokeia-hub + e v SPOKELANT | = [ Nome v | 4
] 4 intermetvis-hub-cho + EETE v + Mone v | +

Once this configuration change is applied, generate internet-bound traffic from clients connected to
your spokes—such as the desktop1 VM connected to Spoke1l. After initiating traffic, use the spoke’s
Testing Tools to analyze sessions under Applications -> Session with Application Name=any, as shown in
the figure below. For a busy website like reddit.com, you'll see a large number of captured sessions. The
NAT IP allows you to infer which interface was used for source NAT.

WAN Edge Testing Tocls vy eer ane | Mo

Application Name *

] ]

q 170 items
] sessionin A DIRECTION SERWICE  TENANT DEVICEINTERFACE ~ NETWORK INTERFACE  PROTOCOL  SOURCEIP SOURCEPORT  DESTINATION IP DESTINATION PORT  NAT 1P NATPORT  PAYLOAD ENCR
[ 01869679-4232-4d08-8e93-7518271bfBa3  forward  any SPOKE-LANT  ge-0/0V3 ge-0/0/3.1093 upp 10.99.99.99 50653 8888 53 192.168.173.133 17019 true

[J  01869679-4232-4d08-8e93-7518271bf8a3  reverse any SPOKE-LANT  ge-0/0/0 £e-0/0/0 upp BRRR 53 192168173135 17019 0000 0 true
[J  03d0451f-487f-453e-373-6a2ced 183062 forward  any SPOKE-LANT ge-0/0/3 £e-0/0/3.1093 TCP 10935959 55934 443 192.168.173.135 16617 false
[ 03d0451f-487f-453€-5773-6a2ced 183c62 reverse any SPOKE-LANT  ge-0r0v0 ge-0/070 TCP 142.251.2.84 443 192.168.173.135 16617 0000 0 false
[ 03fcc949-e6fa-459fb185-ae26734elM4a  forward  any SPOKE-LANT  ge-0/0V3 ge-0/0/3.1093 upp 10.99.99.99 47492 8888 53 192.168.173.135 16992 true
[J  03fcc949-e6fa-4597h185-a reverse any SPOKE-LANT  ge-0/0/0 £e-0/0/0 upp BRRR 53 192168173135 18992 0000 0 true
[J 0Oad2eaed-a73a- 16599b7aa64% forward  any SPOKE-LANT  ge-0/0/3 £e-0/0/3.1093 TCP 10935959 44196 23192228228 80 192.168.173.135 16563 false
[J  Oad2eaed-z73a- edc-1659907aa049  reverse any SPOKE-LANT  ge-0r0v0 ge-0/070 TCP 23192228228 80 192.168.173.135 16363 0000 0 false
[J  0d383edc-3b60-4c2b-ab08-39b37c455196  forward  any SPOKE-LANT  ge-0/0V3 ge-0/0/3.1093 upp 10.99.99.99 60697 8888 53 192.168.173.135 17013 true
[ 0d383edc-3b60-4c21 39b37c455196  reverse  any SPOKE-LANT ge-0/040 £e-0/0/0 upe 8888 53 192.168.173.135 17013 0.0.00 0 true
[J  170ae9a35-7a11-4720-a102-3e171390e47d  forward  any SPOKE-LANT  ge-0/0/3 £e-0/0/3.1093 uop 10935959 41462 8888 53 192.168.173.135 17003 true

Local Breakout for a Custom Application Identified by DNS

In this example, we create a new application which we will identify by DNS and then send its traffic
towards the local breakout. Go to Organization -> Applications and configure the following:

e Name=juniper
e Type=Custom Apps

e Domain Names=www. juniper.net
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Edit Application *

Mame

Drescription

Z)

Type

-:hm Apps
) Apps
() URL Categories

() Custom URLs @

P Addresses [T

{comma- SEF-EFETEdl

Domain Names [T

G juniper.net )y

[comma-separated)

+
Protocol Protocol Number @
| Ay v || wotApplicable 1]
ADVANCED SETTINGS
Traffic Type *
| Drefault w

Then, go to your existing WAN Edge template and insert the following application policy:

e Number=4

o Name=juniper-traffic
o Network=SPOKE-LAN1

e Action=Pass

e Application=juniper

o Traffic Steering=LB0

APPLICATION POLICIES A & Destination zone in SRX is determined by the Traffic Steering path. Please ensure that palicies have Traffic Steering

[ searct

| wmport pplication palicy | | add application palicy | | edic applications |

Displaying & of 5 tatal Application Policies

O NO.  NAME RS IMPORTED INETWORK / UISER (MATCHING ANY) ACTION APPLICATION / DESTINATION [MATCHING ANY)  1DF O ADVANCED SECURITY SERVICES (SRX ONLY)  TRAFFIC STEERING
[ spoke-to-hub-dmz + [ v HUB1-LANT HUBZ2-LAN1 + | None v | + Vo

O 2 hubdmziospoke + [CEEE BT v spoke-Lant | < 8 [None v | + ma

[ 3 spoke-to-spokevia-hub + BB vy sPOKE-LANT | = [ [ mone v | # +

O |4 junipertraffic + EET v + [ Mome  ~ | # [ 180 | x|

(] 5 internet-via-hub-cbo Bl SPOKE-LANT v any + | None - | + VPN
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We also reverted the “any” rule to use the VPN for central breakout. Apply this change.

On your WAN Edge spoke, navigate to the Testing Tools section and select Applications -> Path with

Application Name=juniper, as shown in the figure below. This view displays the configured WAN
interfaces used for the traffic along with their associated path costs.

WAN Edge Testing Tools vty s || G
Sessions

Application Name *

| - |

o 2itemns
SERVICE # TYPE DESTINATION MEXT-HOP INTERFACE VECTOR COST RATE CAPACITY STATE MEETS SLA
juniper service-agent 192.168.173.1 ge-0/0/0 MET 10 0 Ofunlimited Up Yes
juniper service-agent ge-0/0M1 MPLS 20 0 Ofunlimited Up Yes

Now, we need to generate traffic using this custom application. In our example, we use the desktop1
VM attached to Spokel and pointing a browser towards https:/www.juniper.net.

E J Juniper Networks - Lead x +

“ C O a

AW juniper.net

JUHIPEF Solutions ~

Products Services Partners

Using Testing Tools again, select Applications -> Sessions with Application Name=juniper as indicated in

the figure below. You should see a few sessions using this path now (most of the content comes from
CDN which we did not configure here).

WAN Edge Testing Tools vy se ae | mo

Feh

Application Name *

e
@ Zitemns.

O sessioNID

A DIRECTION  SERWICE  TENANT DEVICEINTERFACE  NETWORKINTERFACE  PROTOCOL  SOURCEIP

SOURCEPORT  DESTINATION IP DESTINATION PORT  WATIP

NATPORT ~ PAYLOADENCRYPTED  TIMEOUT  UPTIME
forward  juniper SPOKELANT geDVDi3 ge0/0/3.1099 TP 10.99.99.99 54700 15110119510 443 192.168.173.135 16544  false 1871 3
reverse juniper  SPOKE-LANT  ge-0/0/0 ge-0/0/0 TCP 15110119510 443 192.168.173.135 16544 0000 0 false 187 3

I Traffic Path SLA-Based Failover

When deploying your SD-WAN VPN with multiple paths, you can leverage the SLA-based failover
mechanism provided by the Session Smart Router. The router continuously monitors latency, jitter, and



packet loss on each path. Administrators can define traffic SLAs using custom or pre-configured
thresholds for these metrics. Based on real-time measurements, the system can detect when a path no
longer meets the defined SLA. If an alternate path remains within acceptable thresholds, the traffic is
automatically rerouted to maintain performance and avoid service degradation.

SLA-Based Steering
Latency/Jitter/Packet Loss/MOS

SsR Ssi

Except for the predefined “any” application, you can define such traffic SLAs under Advanced Settings
by changing the traffic type from the default setting.

ADVANCED SETTINGS

Changing the default traffic type value enables you to influence the traffic failover policy indicated in the
figure below:

ADVAMNCED SETTINGS

® Revertible Mon-Revertible

e Revertible means that the traffic after an SLA-based failover will switch back to the old path once the
SLA for that path has recovered.

¢ Non-Revertible means that the traffic after an SLA-based failover will stay on the new path until it
experiences an SLA violation, and a new failover decision needs to be made.

¢ None disables SLA-based failovers.

The table below outlines the predefined traffic types available for selection, or you can choose the

custom option to define your own.

Traffic Type Traffic Class DSCP Class Max. Latency Max. Jitter Max. Loss

Custom Default=Best Default=8 Custom defined = Custom defined | Custom defined
Effort



(Continued)

Traffic Type Traffic Class DSCP Class Max. Latency Max. Jitter Max. Loss
Data Best Effort | Low 0 1625 N/A 30
Data Interactive | Medium 18 600 N/A 30
Data Mission Medium 26 750 N/A 25
Critical

Data Scavenger | Best Effort 8 1625 N/A 30
Gaming Medium 18 500 200 25
Management Medium 16 650 N/A 25
Interactive

Management Medium 16 1000 N/A N/A
M2M

Remote Medium 32 1300 500 25
Desktop

Video Streaming = Medium 26 3000 200 30
Video Streaming = Best Effort 8 3000 250 35
Scavenger

VolIP Audio High 46 150 30 35
VolIP Signaling Medium 40 250 N/A N/A
VolIP Video Medium 32 1500 250 35

Here is an example of how you can test this: Go to Organization -> Applications and edit the existing
Application HUB1-LAN1 in the following way:

e Traffic Type=Custom
o Failover Policy=Revertible

e Traffic Class=Best Effort
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e DSCP Class=8

e Maximum Latency=100

Name *

HUB1-LAN1

Description

Type
(@) Custom Apps

O Apps

() URL Categories @

() Custom URLs @

IP tddresses [T
10.66.66.0/24

(comma-zeparated]

Domain Mames [T

(comma-zeparated]
Protocol Protocol Mumber @
| Any v || Mot Applicable

ADVANCED SETTINGS

Traffic Type *

|I Custom I

Failgver Policy (55R Cnly)
@ rtible ) Won-Revertible () Mone

Traffic Class *

|I Eest Effort I

DSCP Class (55R Only) T

Maximum Latency 2T

(millizeconds)

Maximum Jitter [TE3

(millizeconds)

Maximum Loss 25

{percent]

Save your configuration so that it gets applied.



We shall now continue our testing on the clients attached to the spokes. We connect to the desktop1
VM with IP address 10.99.99.99 attached to Spokel and set up a continuous ping to desktop4 VM with IP
address 10.66.66.66 which is attached to Hub1. This generates traffic utilizing the SLA.

root@desktop1:~# ping 10.66.66.66
PING 10.66.66.66 (10.66.66.66) 56(84) bytes of data.

64 bytes from 10.66.66.66: icmp_seq=1 ttl=59 time=12.7 ms
64 bytes from 10.66.66.66: icmp_seq=2 ttl=59 time=11.4 ms
64 bytes from 10.66.66.66: icmp_seq=3 ttl=59 time=11.3 ms
64 bytes from 10.66.66.66: icmp_seq=4 ttl=59 time=11.3 ms
64 bytes from 10.66.66.66: icmp_seq=5 ttl=59 time=11.2 ms
64 bytes from 10.66.66.66: icmp_seq=6 ttl=59 time=11.2 ms
64 bytes from 10.66.66.66: icmp_seq=7 ttl=59 time=11.3 ms
64 bytes from 10.66.66.66: icmp_seq=8 ttl=59 time=11.1 ms
64 bytes from 10.66.66.66: icmp_seq=9 ttl=59 time=11.3 ms

64 bytes from 10.66.66.66: icmp_seq=10 ttl=59 time=11.2 ms
64 bytes from 10.66.66.66: icmp_seq=11 ttl=59 time=11.3 ms
64 bytes from 10.66.66.66: icmp_seq=12 ttl=59 time=11.2 ms

64 bytes from 10.66.66.66: icmp_seq=13 ttl=59 time=11.2 ms
64 bytes from 10.66.66.66: icmp_seq=14 ttl=59 time=11.4 ms
64 bytes from 10.66.66.66: icmp_seq=15 ttl1=59 time=11.3 ms
64 bytes from 10.66.66.66: icmp_seq=16 ttl=59 time=11.2 ms
64 bytes from 10.66.66.66: icmp_seq=17 ttl=59 time=11.1 ms

When you review the current topology report you will see the following:

e Both paths toward the hubs connected through the simulated internet have about 11ms latency.
That will change in the next step.

e Both paths toward the hubs connected through MPLS will have about 51ms latency. We won't
change that throughout this exercise, hence all traffic with around 50ms will indicate that the MPLS
path was used.

TOPOLOGY DETAILS
4 Peer Paths 1-4ofa
Interface Name Meighborhood Topalogy Type Peer Name Status Uptime Latency Laoss Jitter MTU Hoip Count
ge-0/070 = hublINET.OrgOverlay Spoke bl Up 1ddh3em N 0 0 1500 3
ge-0/0/0 - hubZANET Orglverlay Spoke hub2 Up ld4h3em 1N 0 0 1500 3
ge-0M071 = hubl-MPLS.OrgOverlay Spoke bl Up 1d4h36m 51 0 0 1500
ge-0/011 - hub2-MPLS OrgOverlay Spoke hub2 Up 1d4h36m 51 0 0 1500
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When you open Testing Tools and navigate to Applications -> Sessions with Application Name=HUB1-LANI1,
you'll see in the return flow the source and destination IP addresses used between the hub and spoke

over the underlay WAN for Internet traffic.

WAN Edge Testing Tools vy see | @ | 6D

Path

Sessions

Application Name *

HUB1-LANT

a

O] sessionmo

[ eabbe0a?

| e

2items

67e2-4e45-808c-f96ce3d01057

forw

[ eaBbela7-67e2-4e45-808c-f36ce3d01b97  reverse

£ DIRECTION  SERVICE

HUB1-LANT SPOKE-LAM1  ge-0/0/3

HUE1-LANT

SOURCEPORT  DESTINATION IP

TENANT DEVICEINTERFACE  NETWORKINTERFACE  PROTOCOL  SOURCEIR
£e-0/0/3.1099 CMP 10999993
£e-0/0/0 uop 192.168.120.191 16557

SPOKELANT  ge-0/0/0

10.66.66.66

17

192168.173.136 16484

0000 0

0000 0

DESTINATIONFORT ~ NATIP  MATPORT  PAYLOADEMCRYFTED  TIMEQUT

true. 4

true 4

At this point, we changed the latency of the Internet path from 10 to 234ms, which you can see in the
VPN overlay.

root@desktop1:

PING 10.66.66.
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64
64
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64
64
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bytes
bytes
bytes

bytes
bytes
bytes
bytes
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from
from

from

from
from
from

from
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10.
10.

ping 10.66.66.66
(10.66.66.66) 56(84) bytes of data.
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66.
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66.
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66:
66:

icmp_seq=18
icmp_seq=19
icmp_seq=20
icmp_seqg=21

icmp_seq=50
icmp_seqg=51
icmp_seq=52
icmp_seq=53

ttl1=59
ttl=59
ttl1=59
ttl=59

ttl1=59
ttl=59
ttl1=59
ttl=59

time=235
time=235
time=235
time=236

time=235
time=235
time=235
time=235
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ms
ms

ms
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ms

ms

Again, the topology view indicates the higher latency for the Internet path due to our change.

TOPOLOGY DETAILS

4 Peer Paths

Interface Name

ge-0/0/0

ge-0/0/0

ge-0/011

ge-0/011

£

e

Meighborhood Topalogy Type Peer Name

hub1-INET.OrgCverlay Spoke hub? Up
hubZANET OrgCverlay Spoke hub2 Up
hub1-MPLS.OrgOverlay Spoke hub? Up
hub2-MPLS OrpOverlay Spoke hub2 Up

Status

Uptime

1d 4h 57m
1d 4h 57m
1d 4h 57m

1d 4h 57m

Latency
235

[}

50

51

L

Loss
[i]
0
[i]

0

Jitter

MTU

1500

1500

1500

1500

1-dofa

Hop Count

2

3



After about 35 seconds, you see a change in latency to about 51ms which means the traffic has
switched to the secondary MPLS path which has this latency in our lab.

root@desktopl:~# ping 10.66.66.66
PING 10.66.66.66 (10.66.66.66) 56(84) bytes of data.

64 bytes from 10.66.66.66: icmp_seq=54 ttl=61 time=52.9 ms
64 bytes from 10.66.66.66: icmp_seq=55 tt1=61 time=50.9 ms
64 bytes from 10.66.66.66: icmp_seq=56 ttl=61 time=51.1 ms

64 bytes from 10.66.66.66: icmp_seq=97 ttl=61 time=51.2 ms
64 bytes from 10.66.66.66: icmp_seq=98 ttl=61 time=51.3 ms
64 bytes from 10.66.66.66: icmp_seq=99 tt1=61 time=51.1 ms
# this is the point on time we did heal the original internet path back to 10ms
64 bytes from 10.66.66.66: icmp_seq=100 tt1=61 time=51.2 ms
64 bytes from 10.66.66.66: icmp_seq=101 tt1=61 time=51.3 ms
64 bytes from 10.66.66.66: icmp_seq=102 tt1=61 time=51.3 ms
64 bytes from 10.66.66.66: icmp_seq=103 ttl=61 time=51.3 ms

64 bytes from 10.66.66.66: icmp_seq=146 tt1=61 time=51.3 ms
64 bytes from 10.66.66.66: icmp_seq=147 ttl=61 time=51.2 ms
64 bytes from 10.66.66.66: icmp_seq=148 tt1=61 time=51.2 ms
64 bytes from 10.66.66.66: icmp_seq=149 tt1=61 time=51.2 ms

When you open Testing Tools and review Applications -> Sessions with Application Name=HUB1-LAN1,
you'll see in the return flow the source and destination IP addresses used between the hub and spoke
over the underlay WAN for MPLS traffic. The session ID is still the same as well.

WAN Edge Testing Togls v s we o

Path Sessions

Application Name *

2items
SESSION ID A DIRECTION  SERVICE TENANT DEVICEINTERFACE  NETWORK INTERFACE  PROTOCOL  SOURCE IP SOURCEPORT ~ DESTINATIONF  DESTINATIONFORT ~ NATIP  NATPORT  PAYLOAD ENCRYPTED  TIMEDUT

eabbelar-b7e2-4e45-808c-f6ce3d01RST  forward HUB1-LAN1 SPOKE-LANT g

099 ICMP 10.99.99.99 17 10.66.66.66 17 0000 0 true 4

eabbelar-67e2-de45 B08c-f96ce3d01bY9T  reverse HUB1-LAN1 SPOKE-LANT g upe 192.168.190.254 16387 1921681702 16388 0000 0 true 4




We recover the Internet path around ping sequence 99, and after about 50 seconds, the traffic is
switched back to the original path since our failover policy is set to revertible and the latency returns
back to about 11ms.

root@desktopl:~# ping 10.66.66.66
PING 10.66.66.66 (10.66.66.66) 56(84) bytes of data.

64 bytes from 10.66.66.66: icmp_seq=150 tt1=59 time=12.

6 ms
64 bytes from 10.66.66.66: icmp_seq=151 tt1=59 time=11.2 ms
64 bytes from 10.66.66.66: icmp_seq=152 tt1=59 time=11.3 ms
64 bytes from 10.66.66.66: icmp_seq=153 tt1=59 time=11.2 ms
64 bytes from 10.66.66.66: icmp_seq=154 tt1=59 time=11.2 ms
64 bytes from 10.66.66.66: icmp_seq=155 tt1=59 time=11.2 ms
64 bytes from 10.66.66.66: icmp_seq=156 tt1=59 time=11.3 ms

NOTE: Failover and revert times depend on how much the measured performance deviates from
the defined SLA. The greater the margin of violation, the more aggressively the system responds.
However, the system avoids reacting too aggressively to normal path fluctuations.

Secure Edge Connector

Juniper® Secure Edge provides full-stack security service edge (SSE) capabilities to protect access to
web, SaaS, and on-premises applications. These capabilities also provide consistent threat protection, an
optimized network experience, and security policies that follow users wherever they go. Secure Edge
acts as an advanced cloud-based security scanner. It enables organizations to protect data and provide
users with consistent, secure network access whether users are in the office, on campus, or on the
move.

Juniper Mist works with Juniper Secure Edge by providing a Secure Edge Connector (SEC) that can
establish a secure tunnel with the Juniper Secure Edge cloud service.
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Simplify the SASE Experience
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Secure Edge capabilities are all managed by Juniper Security Director Cloud, Juniper’s simple and
seamless management experience delivered in a single user interface.

SASE from Juniper in action
Al-driven SD-WAN + Juniper Secure Edge
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Google Cloud
Al aws
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&

Al-driven SD-WAN

Juniper
Secure Edge

Security
Director Cloud
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IPsec

— 3

r[r
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Remote User

For more information, see Juniper Secure Edge.
Secure Edge Connector Overview

The Juniper Mist cloud works with Secure Edge to perform traffic inspection from edge devices by using
the Secure Edge connector feature. This feature allows the SRX Series Firewall, deployed as a WAN
edge device, to send a portion of traffic to Secure Edge for an inspection.

With this solution, you send the Internet-bound traffic from the LAN side of a spoke or hub device to
Secure Edge for inspection before the traffic reaches the Internet.

To perform traffic inspection by Secure Edge:

o In Security Director Cloud, create and configure the service locations, IPsec profiles, sites, and
policies for Secure Edge. These are the cloud-based resources that provide security services and
connectivity for the WAN edge devices.


https://www.juniper.net/us/en/products/security/secure-edge-datasheet.html

e In Juniper Mist cloud, create and configure the WAN edge devices, such as Session Smart Router that
connect to the LAN networks. These are the devices that provide routing, switching, and SD-WAN
capabilities for the branches or campuses.

o On the Juniper Mist WAN edge, create and configure the Secure Edge tunnels that connect the WAN
edge devices to the service locations. These are the IPsec tunnels that provide secure and reliable
transport for the traffic that needs to be inspected by Secure Edge.

¢ In Juniper Mist cloud, assign the Secure Edge tunnels to the sites or device profiles that correspond
to the WAN edge devices. This enables the traffic steering from the LAN networks to the Secure
Edge cloud-based on the defined data policies and other match criteria.

Before You Begin

e Read about the Secure Edge subscription requirements. See Juniper Secure Edge Subscriptions
Overview.

e Ensure that you have completed the prerequisites to access the Juniper Security Director Cloud
portal. See Prerequisites.

e Create your Secure Edge tenant. See Create Your Secure Edge Tenant.

e Assume that, in the Juniper Mist cloud, you have adopted and configured the WAN edge devices,
such as Session Smart Routers that connect to the LAN networks.

Access Juniper Security Director Cloud and Check Active Subscriptions

A tenant in Secure Edge is an organization account that you create to access the Juniper Security
Director Cloud portal and manage your Secure Edge services. A tenant is associated with a unique e-
mail address and a subscription plan. A tenant can have multiple service locations, which are vSRX based
WAN edge devices hosted in a public cloud for your organization.

A tenant can have one or more service locations, which are the connection points for end users. To
create a tenant, you need to have an account on the Juniper Security Director Cloud. See Create Your
Secure Edge Tenant for details.

After you create your Secure Edge tenant in the Juniper Security Director Cloud portal, access the portal
and check your subscriptions.

To access Juniper Security Director Cloud and check active subscriptions:

e Open the URL to the Juniper Security Director Cloud. Enter your e-mail address and password to log
in and start using the Juniper Security Director Cloud portal.


https://www.juniper.net/documentation/us/en/software/sd-cloud/sd-cloud/topics/topic-map/sd-cloud-subscription-managing.html
https://www.juniper.net/documentation/us/en/software/sd-cloud/sd-cloud/topics/topic-map/sd-cloud-subscription-managing.html
https://sdcloud.juniperclouds.net/
https://sdcloud.juniperclouds.net/
https://www.juniper.net/documentation/us/en/software/sd-cloud/sd-cloud-release-notes/release-notes/topics/common/before-you-begin.html
https://www.juniper.net/documentation/us/en/quick-start/software/secure-edge/secure-edge-quick-start/topics/topic-map/step-1-begin.html
https://www.juniper.net/documentation/us/en/quick-start/software/secure-edge/secure-edge-quick-start/topics/topic-map/step-1-begin.html
https://www.juniper.net/documentation/us/en/quick-start/software/secure-edge/secure-edge-quick-start/topics/topic-map/step-1-begin.html
https://sdcloud.juniperclouds.net/

C @ O 8 nhitps/fsdeloud juniperclouds.net *

JUNIREr

Juniper
Security Director Cloud

hschroeder@juniper.net

Forgot your password?

MNew to Security Director Cloud?
Create an organization account.

o Select the required tenant in the upper-right corner of the portal to continue.

o Select Administration -> Subscriptions to access the Juniper Security Director Cloud subscriptions
page.

Se:ure Edge Subscriptions
You will need o add service focations. To do this go 1o Secare Edge > Senvice Management > Serdce Locations.,

Hame Entitiement Actual Usage Status Expiry Date Plan SSRM

Useric 100 Service Location: 2 Umers O Seryice Locsbions: 8
AT B Actren This Aaug 03 2003 JGUT) 5| SEC-AT-CO-0 (G
Sherage 170 Storage 0

e Scroll to the Secure Edge subscriptions section to check whether you have an active subscription.
For details, see About the Subscriptions Page. If you have active subscriptions, continue with the
next steps.

Generate Device Certificates in Juniper Security Director Cloud

Now that you have configured service locations in Juniper Security Director Cloud, generate device
certificates to secure network traffic.

You use a Transport Layer Security/Secure Sockets Layer (TLS/SSL) certificate to establish secure
communications between Secure Edge and WAN edge devices. All the client browsers on your network
must trust the certificates signed by Juniper Networks and the SRX Series Firewalls to use an SSL proxy.
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https://www.juniper.net/documentation/us/en/software/sd-cloud/sd-cloud/topics/concept/sd-cloud-about-the-subscriptions-page.html
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In Juniper Security Director Cloud, you have the following choices for generating certificates:

e Create a new certificate signing request (CSR), and your own certificate authority (CA) can use the
CSR to generate a new certificate.

e Select the option to have Juniper Networks create a new certificate.

NOTE: This topic describes how to generate a TLS/SSL certificate. How you import and use the
certificate depends on your company's client-management requirements and is beyond the scope
of this topic.

To generate device certificates in Juniper Security Director Cloud:
o Select Secure Edge > Service Management > Service Administration > Certificate Management.

e The Certificate Management page appears.

e From the Generate list, you can generate either a new CSR, or a Juniper-issued certificate.

Cormificare Managemant

Certificate Management ¢

Name Type Expiry Date

Service Management

Security Policy

Security Subscriptions
Service Administration

Certificate Management

e Select the relevant option:

e If your company has its own CA and you want to generate a CSR, click Certificate signing request.

After Secure Edge generates a CSR, download the CSR and submit it to your CA to generate a
new certificate. Once generated, click Upload to upload the certificate on the Certificate
Management page.

e If your company does not have its own CA, click Juniper issued certificate, and then click
Generate to generate the certificate. Juniper Networks will generate and keep the certificate on
the system. In this task, select Juniper issued certificate and continue with next step.

e Enter the certificate details. In the Common name field, use the certificate's fully qualified domain
name (FQDN).
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Generate Juniper Issued Certificate @

Name * @ jsec-ssl-proxy-root-cert
Common name * (% example.com

Organization name * (@ Example Corp Ltd

Organization unit name * @ IT-Department
Email address @ Djuniper.net

Country * (&

@

State or province @ Land Nordrhein-Westfalen v
Locality & v
Cryptographic Settings

Algorithm @ KEY_TYPE_RSA

No. of bits @ KEY_SIZE_2048

Digest @ SHAZ56

Expiration @ 3 years

The Certificate Management page opens with a message indicating that the certificate is created
successfully.

e Download the generated certificate.

Certificate Management @

1 selected | Download | [ Regenerate More @' Y- Q :
Name - Type Expiry Date Encryption Type
@ jsec-ssl-proxy-root-cert Juniper issued Feb 7, 2027, 2:47:46 PM KEY_TYPE_RSA

1items C



The following sample shows the downloaded certificate:

MIIG4jCCBMggAwWIBAgIIX3yPMZ7QTIMWDQYJKoZIhvecNAQEMBQAWEYgxCzATBgNV
BAYTALVTMQswCQYDVQQIEwJDQTESMBAGATUEBXMJU3Vubn12YWx1MR4wHAYDVQQK

JwePvBrmKGPph8k+8gL 9Ggw+wnfaARP3fqp4TXUcp6twDMyPAOJR8tRm51keplVw
RAfTzy91Bhf261E62+MzKeh8JOWi8q8Amaw6+aNVj8TcA9T/zotCI5ISkqVe+Wap
btLaf5DXSY1iXWnDgt72sURF3bmUYjfDTmPgwzeMi/dal4IWUgk=

After you download the certificate to your system, add the certificate to client browsers.
Configure a Service Location in Juniper Security Director Cloud

After ensuring that you have an active license to Juniper Security Director Cloud, you configure a
service location. This is your first main task in setting up a Secure Edge connector for Session Smart
Router.

A service location in Juniper Security Director Cloud is also known as POP (point of presence) and
represents a Secure Edge instance in a cloud location. The service location is the connection (access)
point for both on-premises and roaming users.

Service locations are places where vSRX creates secure connections between different networks using a
public cloud service. The public IP address (unique per tenant and service location) is used to:

e Set up an IPsec tunnel between the branch device and the Juniper Security Director Cloud.
o Centrally distribute the traffic when the destination is on the Internet.
To configure a service location in Juniper Security Director Cloud:

¢ In the Juniper Security Director Cloud menu, select Secure Edge > Service Management > Service
Locations.

e The Service Locations page appears. Click the Add (+) icon to create a new service location. Enter the
details for the following fields:

¢ Name — Give a name like “USA” below.
e Location 1 — Select the location for the Secure Edge in the region.

e Location 2 — Select the location for the Secure Edge in the region. Ensure that it is not another
instance in the same region as Location 1. You usually want a backup in case the entire region
fails.
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e Subscriptions — Select at least one subscription which has a minimum of 100 Users.

The figure below shows examples of service locations:

Create Service Locations @ X

Name * & [/

Locations

Location 1 * @

Location 2 * (3

Subscriptions

Subscriptions * (@

+ o

Jubscription 1 ISecure Edge Trial License (trial-jsec-advanced... I e

Total users 3 100

e Click OK. Security Director Cloud creates a new service location and lists it on the Service Locations
page.

e You will receive an email confirming your action like as shown in the example below:

ATP Cloud New Realm Creation Confirmation

o sky-atp-admin@junipersecurity.net ®

INPR - & Months Retention Policy - Inboot {6 months

[External Email. Be cautious of content]

Welcome to Juniper ATP Cloud!
You have successhully created your ATP Cloud Security Realm. Below is your information:
You email 1D Ejunipernnet

Realm Name: "97ed686334d641ddad4e103%3ed16ab"

The status of the service location shows In Progress until the Secure Edge instance is fully deployed, as
shown in the figure below:



Service Locations @

1 selected —|— f ﬂ[
Name Service Locations Subscriptions Total Users Cloud IP Status
O USA North America (Ohio-1) @ Secure Edge Trial Licen ~ 100 18.189.175.240 ~ @ Active

: 52.201.64.4
Morth America (Virginia-1) s

© Active
—_—

1items C

When you create a new service location, the system starts the deployment of two vSRX instances as
WAN edges for your tenant system. In this deployment, vSRX instances are not shared with other
tenants.

We suggest that you review the security policies https:/sdcloud.juniperclouds.net/secure-edge/secure-
edge-policy of your tenant. You may need to make changes to allow or deny certain Internet traffic. For
basic troubleshooting, it's recommended to allow ICMP pings to the internet. This enables you to easily
verify reachability and measure path latency from a branch-connected client to the intended internet
destination, when traffic is redirected through Secure Edge to the Juniper Security Director Cloud
environment. An example of such a configuration is given here.

Add Juniper Security Director Cloud Account Credentials to the Mist Cloud Organization
¢ Go to Organization > Settings

e Click on Add Credentials

Secure WAN Edge Integration

Add credentials for integration with secure WAN Edge

providers

Add Credentials

Provider Username Actions

e Fill in your Credentials

e Set Provider: “JSE”
e Add your own email address on the Juniper Security Director Cloud instance

e Add your own password on the Juniper Security Director Cloud instance


https://sdcloud.juniperclouds.net/secure-edge/secure-edge-policy
https://sdcloud.juniperclouds.net/secure-edge/secure-edge-policy
https://www.juniper.net/documentation/us/en/software/mist/mist-wan/topics/topic-map/srx-secure-edge-connector.html#task_plx_nns_vxb

Add Credentials X

Provider

Zscaler @E

Email Address

Password

£

Add Cancel

The result of should look similar to the figure below:

Secure WAN Edge Integration

Add credentials for integration with secure WAN Edge

providers
Add Credentials
Pravider Username Actions
JSE @juniper.net

Create Secure Edge Connectors in the Juniper Mist Cloud Portal

You create Secure Edge connectors in the Juniper Mist cloud portal. This task completes the
configuration on the Mist cloud side of the tunnels to establish an IPsec tunnel between WAN edge
devices managed by Juniper Mist and Security Director Cloud. Before you create the connectors, ensure
that your site has a deployed Session Smart Router.

To create Secure Edge connectors:
e In the Juniper Mist cloud portal, click WAN Edges.

The WAN Edges page displays site details.

AT A = 3 =
VWAN nggl‘a spokel-site - List  Topology Inventory | | CllmWANEdges | = ©
et o
\
m Config Success ! m Wergion Compliance ] m WAMN Edige Uptinme
: MName & Status MAL IP Address Model Version Topology Insights
O (&)spokel Connected  90:ec77:32ie4:8b  66.129.240.1 SSR120 63.0-107.r1 Spoke  WAN Edge Insights

e Select a site with a deployed branch device.

¢ In the Secure Edge Connectors pane, click Add Provider.
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SECURE EDGE CONMNECTORS

0 Prowviders

NAME PROVIDER

Add Provider |

e Enter the Secure Edge connector details as shown in the figure below. Under Provider, select Juniper
Secure Edge (Auto), and specify the WAN interfaces to be used for connecting to the two service
locations. This setup is very similar to how two hubs are defined for standard VPN connections.

Add Provider

MNote: Please ensure Application Policy with Traffic Steering is configured for
the Secure Edge Connector configuration to take effect

You must add Juniper Secure Bdge credentials under Organization Settings
= Sacure WAN Edge Integration for automatic configuration to take effect

Name *

Prowider *

I Juniper Secure Edge {Autol

PRIMARY

Probe IPs X3

WAN Interface *

IMET

MPLS

Add Interface

SECOMDARY

Proba IPs [T

WAN Interface *

IMET

MPLS

Add Interface
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NOTE: You don't need to enter the probe IP values. IPsec tunnels do not need additional
monitoring like GRE needs.

e \Verify that the Juniper Mist cloud portal has added the Secure Edge connector you just configured.

SECURE EDGE CONMECTORS

1 Provider Add Providers

MNAME PROVIDER

JSE-sitel Juniper 5ecure Edge (Auto)

e Next, add a few user sessions to your Secure Edge Connector

SECURE EDGE CONNECTOR AUTO
PROVISION SETTINGS

@mr: Ide Site/Template Settings

Number of Users *

@

e Add the traffic steering paths.

Add a new traffic steering path on the WAN edge template or WAN edge device, according to the
values provided in the figure below:

Add Traffic Steering

Ordered :‘_'r:-:!@.‘.!‘

PATHS

Add Paths L

l\I".‘IJI'I"lt'.‘gf":.f't"l"ll'-l'l'l.'.ll W




e The figure below displays the configured traffic steering paths:

TRAFFIC STEERING

3 Traffic Steering
NAME # STRATEGY PATHS
Cloud ECMP J5E-sitel
LAN Ordlered SPOKE-LAN1
VPN Weighted hub1-INET[10], hub2-INET[20], hub1-MPLS[30], hub2-MPLS[40]

Moadifying the Application Policies

After you create Secure Edge connectors in the Juniper Mist portal, the next step is to modify
application policies on the branch device. For example, you already allow traffic from a spoke device to a
hub device and vice versa. You can also allow traffic from a spoke device to another spoke device in the
VPN tunnel. After that, you can send traffic from spokes to the Internet through Juniper Security
Director Cloud instead of sending traffic from spokes to a hub for central breakout.

In the example shown below, we modify, using Override Template Settings, the policy rule set so that

instead of central breakout at the hub, all branch traffic towards the Internet gets shifted to the Secure
Edge in the cloud.

APPLICATION POLICIER(Je] Qe Templse St

y—— ) y— ) g —
Displaying 4 of 4 tatal Application Policies

MO NAME ORG IMPORTED NETWORK [ USER [MATCHING ANY) ACTION APPLICATION / DESTINATION (MATCHING ANY)  IDF. ADVANCED SECURITY SERVICES [SRX ONLY)  TRAFFIC STEERING

1 seketshubam: * v— EEOEICTETNE + (e | + (=R
+ [EEETEE
O 2 hubdmetospoke v EEmE + o v |+ =
spoke-to-spoke-via-ub + v ESTmE + Nome v |+ +
] 4 internet-via-cloud-co Rl SPOKELANY | = v + None v + Claud | x

o Select the policy that you want to modify and apply the following changes:
e Check the Override Template Settings option.

e Change the traffic steering to “Cloud” in the last rule internet-via-cloud-cbo .
e Save your changes.
Juniper Mist cloud builds new tunnels to Juniper Security Director Cloud.
Verify the Configuration
After you modify the application policy, you confirm that your configuration is working as expected.

With the desired configuration saved, you can verify if Juniper Mist cloud routes the Internet-bound
traffic from spokes to Juniper Security Director Cloud instead of routing it to a hub for central breakout.

To verify the configuration:
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o Verify the WAN Insights of the device's established tunnels in the Juniper Mist cloud portal.

SECURE EDGE CONMECTOR DETAILS

Tannel Wame e iF Scatun Last Seen w ode L TE Hytes K Py T Fackeis Last Event Protecel Wpime

You can also check the established tunnels in the Juniper Security Director Cloud dashboard and in the
service location.

o \Verify the new traffic flow using a client connected to the LAN interface of the spoke. On the client,
open a browser and navigate to https:/whatismyipaddress.com/ to view the source IP address being
used to route Juniper Mist network traffic from the service location to the internet.

The two figures below show traffic from the primary and secondary service locations:

What 1= My IP Address - See Your Public Address - IPv4 & IPvE — Mozilla Firefox

[ What 1= My IP Address - See x +

s ) O 8 nhups: whatismyipaddress.com L

@ whatls _ )
tlj MylPAddress m ABOUT PRESS BLOG CC

MY IP IF LOOKUP HIDE MY IF VPNS » TOOLS » LEARN »

My IP Address is:

IPvd: @ 44.225.209.13

bout 44.225.209.13

IPvb: ? Not detected \ A—

My IP Information: Your [ ate inform

and


https://whatismyipaddress.com/
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-@ Whatls m v - : iy
i«l} MylPAddress ABOUT PRESS BLOG SUPPC

MY IP IPF LOOKUP HIDE MY IP VPNS » TOOLS = LEARN

My IP Address is:

IPvd: @ 3.130.70.175

IPv6: » Not detected ki - -3'1:_4.”":? )

My IP Information: Your private information i

Wit Virgini

Amazon Technologies s HIDE MY IP ADDRESS NOW

Columbus Location not accurate?
Ohio

United States

One of the two IP addresses of the service location is a public IP address and serves two purposes:

e Terminates the IPsec tunnel, hence the spoke uses it to establish the tunnel with Juniper Security
Director Cloud.

e Acts as a new source IP address for traffic leaving the VPN which we can detect with the above.

Remember that a service location in Juniper Security Director Cloud is also known as a POP and
represents a Secure Edge instance in a cloud location. The service location is the connection (access)
point for both on-premises and roaming users.

Appendix: Common Test Cases for All Topologies

IN THIS SECTION
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The test cases described in this appendix are common among the five topologies found in this JVD.



Advanced Application Steering

Applications represent traffic destinations. In Juniper® Session Smart® Networking, applications
determine the traffic destination used in an application policy.

In a Juniper Mist WAN Assurance design, applications refer to the services or programs that network
users access. These can be manually defined within the Juniper Mist portal by selecting a category (for
example, Social Media) or choosing specific applications (for example, Microsoft Teams) from a
predefined list. Alternatively, you can use a built-in list of common traffic types or create custom
application definitions as needed.

NOTE: When configuring your internal VPN, always start by using IP prefixes in a custom rule to
establish the fundamental traffic forwarding policies. Once these basic rules have been tested
and verified, you can refine the configuration by incorporating additional criteria to detect and
steer specific applications.

To enable users to access applications, you must first define the applications and then use application
policies to control access—either allowing or denying it. This involves associating applications with
specific users or networks and assigning both a traffic steering policy and an access rule.

When defining applications, you have the following options defined by their types:

e Using Custom Apps as application identifier one can configure:

e |P address or IP prefix. Enter one or more IP addresses or subnets, separated by commas.

e Domain Names. Use FQDN-DNS names; multiple entries can be separated by commas.

e Protocol. TCP, UDP, GRE, or a custom value are allowed.

e Destination ports. Specify start and end ports, applicable to protocols that support port numbers.

e Using Apps as application identifier:
e You can select each pre-configured and known application individually from the drop-down menu
or search for them.
e Using URL Categories as application identifier

o Define applications based on categorized websites using the built-in URL categorization database.
You can apply rules using URL Category Groups, URL Categories, or URL Subcategories,
depending on the level of granularity required.

e URL Category Groups are: All, Standard, Strict



e URL Categories are: Adult, Advertisement, Arts and Entertainment, Business, Career and
Education, Collaboration, Conferencing, Device IOT, File Sharing, Financial, Games, Government,
Images, Infrastructure, Malware, Networking, News and Reference, Recreation, Religion, Remote
Desktop, Search Engines, Security, Shopping, Social Media, Software Updates, Sports, Streaming
Media, Technology, Violence

e URL Subcategories are: Abortion, Adult Content, Adult Material, Advanced Malware Command
and Control, Advanced Malware Payloads, Advertisements, Alcohol and Tobacco, Alternative
Journals, Application and Software Download, Bandwidth, Blog Commenting, Blog Posting, Blogs
and Personal Sites, Bot Networks, Business and Economy, Classifieds Posting, Collaboration
Office, Compromised Websites Computer Security, Content Delivery Networks, Cultural
Institutions, Education, Educational Institutions, Educational Materials, Educational Video,
Emerging Exploits, Entertainment, File Download Servers, Files Containing Passwords, Financial
Data and Services, Freeware and Software Download, Games, Gay or Lesbian or Bisexual Interest,
Government, Hacking, Hobbies, Hosted Business Applications, Image Servers, Images Media,
Information Technology, Internet Auctions, Internet Radio and TV, Internet Telephony,
Intolerance, Job Search, Keyloggers, Lingerie and Swimsuit, Malicious Embedded iFrame,
Malicious Embedded Link, Malicious Web Sites, Media File Download, Militancy and Extremist,
Military, Mobile Malware, Network Errors, News and Media, Non Traditional Religions, Non
Traditional Religions and Occult and Folklore, Nudity, Office Apps, Office Documents, Office
Drive, Office Mail, Online Brokerage and Trading, Parked Domain, Peer to Peer File Sharing,
Personal Network Storage and Backup, Personals and Dating, Phishing and Other Frauds, Political
Organizations, Potentially Exploited Documents, Potentially Unwanted Software, Private IP
Addresses, Pro Choice, Pro Life, Professional and Worker Organizations, Proxy Avoidance, Real
Estate, Reference Materials, Religion, Restaurants and Dining, Search Engines and Portals,
Security, Service and Philanthropic Organizations, Sex, Sex Education, Shopping, Social and
Affiliation Organizations, Social Organizations, Social Web Facebook Social Web Linkedin, Social
Web Twitter, Social Web Youtube, Society and Lifestyles, Special Events, Sport Hunting and Gun
Clubs, Sports, Spyware, Streaming Media, Surveillance, Suspicious Content, Suspicious Embedded
Link, Tasteless, Traditional Religions, Unauthorized Mobile Marketplaces, Violence, Viral Video,
Web Analytics, Web and Email Marketing, Web and Email Spam, Web Hosting, Web Images, Web
Infrastructure, Website Translation

e Using Custom URLs as application identifier

e With custom URLs, you can identify services and applications that are not pre-defined apps or
URL categories in some way. Please see the figure below for an example:
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Add Application

Mame *
custom-url-list
Drescription

supported Patterns

1 1.*abcnet

TYE 2. *.net

3. https:fabccom (SRE Only)
4. ht

t. abc.com

®) Custom URLs
Custom URLs

* NniRer.net, * g 5.Com

[comma-separated)

Example Usage of a Predefined Application

Go to Organization -> Applications and create a new application with the following configuration:
o Name=MYAPP

e Type=Apps

e Apps=BBC + C\N

Add Application

Name *

Description

Type
Custom Apps
URL Categaries
Custom URLs

Apps

EBC CNN

Then, go to your existing WAN Edge template and insert the following application policy:

e Number=4

o Name=MYAPP-traffic
e Network=SPOKE-LAN1

e Action=Pass
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o Application=MyAPP

e Traffic Steering=VPN. If you have already configured LBO from the previous lab "Local Traffic
Breakout at the Spoke" on page 202 you can use that as well.

APPLICATION POLICIES

a

‘ import Application Policy ‘ | add application Palicy ‘ | edit Applicatic
Displaying 5 of 5 total Application Policies
O NO. NAME ORG IMPORTED NETWORK / USER [MATCHING ANY) ACTION 'APPLICATION / DESTINATION (MATCHING ANY) P ADVANCED SECURITY SERVICES (SRX ONLY) TRAFFIC STEERING
O 2 hub-dmz-to-spoke B Hue1-Lani HUB2-LAN1 s SPOKELANT | = B Mone ~ | o+
O 3  spoketospokeiahub * v + Mone v| o+ +
D I 4 MYAPP-traffic + [EET v [ + Maone v |+ I
5  internetviahub-cbo * v Bl + None v| o+

The changes above do not alter the actual traffic flow—it will still use central breakout at the hub due to
the broader rule defined below. This step is simply to verify that our rule correctly identifies the traffic.
Ensure your changes are saved and successfully applied to the spoke.

Now we need to generate traffic for this custom application. In our example, we use desktopl VM
attached to spoke1l by pointing a browser towards https:/www.cnn.com.

5 | B ereaking News, Latest N x | +

- c Q I NW.CNNLCOM

After you generate the traffic, use the Testing Tools on your spoke by going to Applications -> Session
with Application Name=MYAPP as shown in the figure below. You see that this traffic was identified and
handled correctly.

WAN Edge Testing Tools = vty ec A FE

Fen

Application Mame *

o 22 ftems

O sessionm # DIRECTION  SERVICE  TENANT DEVICEINTERFACE  NETWORK INTERFACE  PROTOCOL  SOURCEIP. " PORT MATIP NATPORT  PAYLOADENCRYPTED ~TIMEOUT  UPTIME
(0 D06e4a54ff1-40d2-9b55-563624140a01  forward  MVAPP  SPOKE-LANT ge-0/0/3 ge-0/0/3.1093 TCP 10.99.99.59 38244 6314037145 443 0000 0 false w9 27

[ D06edaS4-fifl-dc -5b3624140a01  reverse IMYAPP  SPOKE-LANT ge-070/0 ge-0/0/0 uop 192.168.129.191 16595 192.168.173.135 16732 0000 0 false 1891 7

() 11f7e305-442048cc-0c82-9a2608a17cea  forward  MYAPP  SPOKE-LANT ge-0/0/3 ge-0/0/3.1099 TP 10.99.99.99 43572 762231412 443 0000 0 false 1898 3

() 11f7e305-442048cc-0c82-9a2608a1 7cea  reverse  MYAPP M1 ge0/010 g uop 192.168.129.191 16619 192.168.173.135 16738 0000 0 false 1898 23

() 520116ea-0254-4091-9dbb-fdche6b7de8] forward  MYAPP  SPOKE-LANT ge-0/0/3 ge-0//3.1099 TP 1099.99.99 36814 658.161.59 443 0000 0 false 1876 25

(0 520116ea0254-40919dbb fdcheGb7deB] reverse  MYAPP  SPOKELANT ge0/0/D ge-0/0/0 uoe 192.168.129.191 16543 192.168.173.135 16738 0000 0 false 1876 25

[ 69cd7e30-2h38-4317-a4aB-20678c61 i MYAPP  SPOKELANI ge0/03 ge0/0/3.1093 TCP 10.99.99.59 46502 15110119367 443 0000 0 false 1876 26

[0 ©9c47e90-2b38-4317-34a8-2d678CE1 51 reverse IMYAPP  SPOKE-LANT ge-070/0 ge-0/0/0 uop 192.168.129.191 16511 192.168.173.135 16738 0000 0 false 1876 26



IDP-Based Threat Detection

An Intrusion Detection and Prevention (IDP) policy lets you selectively enforce various attack detection
and prevention techniques on network traffic. You can enable IDP on the Session Smart Router
operating as a spoke device in your Juniper Mist network by activating it in an application policy.

Intrusion detection is the process of monitoring the events occurring on your network and analyzing
them for signs of incidents, violations, or imminent threats to your security policies. Intrusion prevention
is the process of performing intrusion detection and then stopping the detected incidents. For details,
see Intrusion Detection and Prevention Overview.

NOTE:

1. You can configure IDP on Session Smart Routers only when the devices are operating as
spoke devices.

2. Consider a maintenance window when activating IDP for the first time. The start of the IDP
engine and inclusion into the path from LAN to WAN (that is, service-chaining) might take a
few minutes and might also interrupt ongoing communications.

3. When using traffic steering for local breakout, a matching rule on the hub is not required.
However, with Session Smart Routers, if IDP is to inspect traffic crossing the VPN overlay to a
hub, you must also configure a matching rule with IDP enabled on the hub. This is necessary
because the internal service name changes when IDP is applied, and a corresponding service
name must exist on the remote hub—even if the hub itself is not performing IDP inspection.

Juniper Mist cloud supports the following IDP profiles:

e Standard—The standard profile is the default profile and represents the set of IDP signatures and
rules that we recommend. Each attack type and severity have a Juniper-defined, non-configurable
action that the IDP engine enforces when it detects an attack. The possible actions are as follows:

e Close the client and server TCP connection.
e Drop the current packet and all subsequent packets
e Send an alert only (no additional action).

o Alert—Alert profiles are suitable only for low-severity attacks. When the IDP engine detects
malicious traffic on the network, the system generates an alert, but it does not take additional
measures to prevent the attack. The IDP signature and rules are the same as in the standard profile.

e Strict—The strict profile contains a similar set of IDP signatures and rules as the standard profile.
However, when the system detects an attack, this profile actively blocks any malicious traffic or other
attacks detected on the network.


https://www.juniper.net/documentation/us/en/software/mist/mist-wan/topics/task/ssr-idp-based-threat-detection.html

You can apply an IDP profile to an application policy. Each profile has an associated traffic action, and
these actions define how to apply a rule set to a service or an application policy. Actions in the IDP
profile are preconfigured and are not available for users to configure.

Example IDP Test Case

In this test case, we modify the first lab "Appendix: Building a base SD-WAN Topology with Three
Spokes and Two Hubs" on page 23 to do the following:

Local breakout for all non-VPN traffic instead of central breakout.

Activate IDP alerting for this traffic.

Install a security scanner on a client attached to a spoke.

Run the security scanner to inspect a webserver in our lab (not part of the VPN).

Review the captured IDP events in the Juniper Mist portal.
To configure our example with IDP-based threat detection:

e In the Juniper Mist cloud portal, click Organization > WAN Edge Templates and select a template for
your spoke device.

e Then, configure an additional traffic steering policy in the spoke WAN Edge template:

e Name=LB0
o Strategy=Weighted

e Paths

o Typel=WAN: INET
e Costl=10
o Type2=WAN: MPLS
o Cost2=20

¢ Modify the existing Applications Policies
e Number=4

e Name= internet-via-hub-cbo
o Network=SPOKE-LAN1
e Action=Pass

e Application=any
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e [DP=Alert
e Traffic Steering=LB0

APPLICATION POLICIES ~

2o
g

| import applicationpolicy | | add application policy | | edit applicarions

o
T
-

(m]
Z @
8

of 4 total Application Policies

NAME ORG IMPORTED NETWORK / USER (MATCHING ANY) ACTION APPLICATION / DESTINATION (MATCHING ANY) IDP ADVANCED SECURITY SERVICES (SRX ONLY) “TRAFFIC STEERING
] 1 spoke-to-hub-dmz + v + None ~ + m
O 2 hub-dmzto-spoke + [THE v EEZTE + Hone v | o+ [ Lo | < |
Ol 3 spoketospokesiahub + v EETn + Nore v | 4+ +
O 4 internetvia-hub-cho + v any |+ [ v | o+ 180 |

Save your template to get this IDP configuration committed on the spokes.

Inspect the WAN Edge spoke after a few minutes. Under Advanced Security, the IDP service should now
be activated.

< WAN Edges: spoke

S5R120

E

ADVANCED SECURITY URL Filtering | (=) 1DP

We shall now continue our testing on the clients attached to the spokes. We connect to desktopl VM
with IP address 10.99.99.99 attached to Spokel. There, we install a security scanner service called nikto
and let it inspect a local webserver that our lab happens to have.

root@desktopl:~# apt-get install -y nikto

root@desktopl:~# nikto -h http://172.16.77.155:8080

- Nikto v2.1.5

+ Target IP: 172.16.77.155

+ Target Hostname: 172.16.77.155

+ Target Port: 8080

+ Start Time: 2024-12-09 08:51:20 (GMT0)

+ Server: No banner retrieved
+ Server leaks inodes via ETags, header found with file /, fields: OxW/1895 0x1733226983740
+ The anti-clickjacking X-Frame-Options header is not present.

+ No CGI Directories found (use '-C all' to force check all possible dirs)


https://www.cirt.net/Nikto2

+ /. Appears to be a default Apache Tomcat install.

+ 6544 items checked: 0 error(s) and 3 item(s) reported on remote host
2024-12-09 08:51:37 (GMT@) (17 seconds)

+ End Time:

+ 1 host(s) tested

Then, we go to Site -> Security Events and check IDP to review the captured IDP events as seen in the

figure below.

Security Events

Time

024, 9:56:41 AM

9/2024, 9:55:36 AM

024, 9:56:36 AM

024, 9:56:36 AM

9/2024, 9°56:36 AM

024, 9:56:34 4M

024, 9:56:49 AM

024, 9

]

1292024, 9:56:49 AM

024, 9:56:49 AM

12/9/2024, 9'56:49 AM

Appendix: Device, Application and WAN Monitoring

- @ URL Filkering | AntEirus (SR Only)

site

spokel-site
spokel-site
spokel-site
spokel-site
spokel-site
spokel-site
spokel-site
spokel-site
spokel-site
spokel-site

spokel-site
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Source Address

10.9¢

Alerts Page | 253

9.99

Marvis Actions | 259

Application SLE | 260

Source Port
41404

41338

973 Tozal u critical |
Sourceinterface  Destination Address
s

ge-o/3

ge-0/0/3

Device Information Page | 237
WAN Edge Insights Page | 240
WAN SLE Monitor Page | 248

Marvis Conversational Assistant | 264

172.16.77.155
10.99.99.59
109993.99
10.99.99.99
10.99.99.59

109993.99

Speed Tests for Session Smart Router | 266

Major

Minar

Destination Fort
8080
2080
2080
8080
8080
2080
46866
46866
46866
46866

46866

Destination Interface

ge-0/0i1

ge-0/0A1

ge-0/0V3

ER-PROBE

R0-AUTH-BYPASS
HTTP:APACHE )-AUTH-BYPASS

HTTP:APACHE:S

IRO-AUTH-BYPASS

)-AUTH-BYPASS

)-AUTH-BYPASS

BAD-REASON-PHRS
BAD-REASOMN-PHRS
BAD-REASON-PHRS

BAD-REASON-PHRS

BAD-REASOMN-PHRS

Debugging Using Packet Captures to Collect Remote Traffic Data | 268

Threst Severity
® Critical
® Critical
® Critical
® Critical
® Critical
® Critical
Info
Info
Info
Info

Info

i}
o

Jaction

none

none

none

none

none

none

none

none

none

none

none
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This section covers most of the Day 2 aspects of your SD-WAN installation.

I Device Information Page

To get to the basic device monitoring page, click WAN Edges, select a site, and then click on the device
as shown below:

n VWAN Ed ges - List  Topology Inventory || Claim WaNEdges | = &
m Config Success | m version Compliance | m WaN Edge Uptima

|| mame & Status MAL IP Address haadel Version Topalogy Insights

O |+!spokel  Connected S0rec7732ed:8b 61292401  S5R120  63.0-107.r1  Spoke WAN Edge Insights

At the top of the device information page, you see a graphical front view of the device, its ports, and
some baseline status information.

spokeT tilities v 5
SSR120 - CPU N Memory
ADVANCED SECURITY URL Filtering oF

Hover the mouse over each status icon for CPU and memory to see how the device is behaving.

- CPU 0 Memory

Next, hover the mouse over some of the device ports to review what is configured and detected. In this
example, you see at the bottom that the lab switch is detected as a client attached to the port:
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55R120

ge-0/0/3 €= Wired Client

Configured
speed

FoE

Power Draw
Duplex

STP

VLAN

Hostname
Username
MAC Address
Pwd Address
Pwi5 Address

Manufacturer

Below the front ports, hover the mouse over each security service and review the displayed information.

ADVANCED SECURITY URL Filtering oe
PROPERTIES Intrusicn Detection Prevention
IM ST TTEYT THCE TR oRrs

Check out the Utilities menu. Then, click Testing Tools for more options.

utilities

Testing Tools

Zend WAN Edge Log to Mist
Reboot WAN Edge
Upgrade Firmwars
Replace WAN Edge

sync Configuration

The Testing Tools enable:

e Simple commands such as ping and traceroute.

e Review the BGP protocol that distributes the routes of the VPN overlay.
e Review Application Path and Session information.

¢ Review the ARP status.

e Review the FIB for your application traffic.
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WAN Edge Testing Tools

LUtility Border Gateway Protocol Applications Address Resolution Protocol  FIB
D 'WAN DHCP Releaze | Bounce Port | Traceroute Oear BGP | Summary | Routes | Advertised Routss | Received Routes Path | Sassions Refrash ARP | Table FIE Lockup | FIE By Application
IP Address * Port Name * Count Size

(P [ v =3

Back to the Device information page, review the Statistics pane for information.

STATISTICS
STATUS Connected
UPTIME 55d 19h 4m
LAST SEEM Dec 3, 2024 11:39:20 AM
LAST COMFIG Configured - Mow 29, 2024 3:12:53

WAN EDGE PHOTOS

In case you have configured DHCP servers on the WAN router, the DHCP Statistics pane displays the
very useful information about the leases handed out.

DHCP STATISTICS

USAGE
Leased IPs Available IPs
1.0% 99.0%

Pool Name Leased IPs Total IPs
SPOKE-LAN1 0 100
DEVICES 2 100

The status of the Secure Vector Routing VPN Overlay Tunnels can be seen in the Topology Details pane:



TOPOLOGY DETAILS

a Fite

4 Peer Paths

Interface Name &
ge-0/0/0

£e-0/0/0

ge-0/0/1

ge-0/01

R S A 2

Neighborhood
hub1-INET.OrgCverlay
hub2-INET.OrgOverlay
hub1-MPLS.OrgOverlay

hubZ-MPLS.OrgOverlay

Topology Type
Spoke

Spoke
Spoke

Spoke

Peer Name

hubl

hub2

hubi

hub2

Up
Up
up
Up

uptime

4d 2h 7m
4d 2h 7m
4d 2h 7m

4d Zh 7m

Latency Loss Jieter MU Hop Count
1 o 0 1500 3
2 o 0 1500 3
a o 0 1500 1
1 o 0 1500 1

Then, review the device configuration. Usually, it should be inherited by the templates or profiles you
have used. You can make individual changes to the configuration to be pushed to the device.

WAN Edge Configuration: Spoke

Configuration is Managed by Mist

Finally, review the Properties pane for information and then click WAN Edge Insights for the next level

of information about the device.

PROPERTIES

INSIGHTS
LOCATION
MAC ADDRESS
MODEL
VERSIOMN

HARDWARE MODEL

TEMPLATE

HUB PROFILE

I WAN Edge Insights Page

At the top of the WAN Edge Insights page, you see the site’s location-based information showing where

WAM Edge Insights

[ —

not on floorplan

O0ec:T732:ed:80

S5R120

6.3.0-107.r1

Juniper Networks Inc

(55R1201

Spokes

Mone

this gateway is on a map.

.- B50-142267
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Monitor ‘ Wireless ‘ Wired | WaN | Location m eway tenantA.ngfwsitel = Today ~

tenantA.ngfwsite

Primary Site

At the top of the page, you can also select the time period for the data you want to view. By default, the
time period is set to Today.

Today -

Last 60 Min Today
Last 24 Hr Yesterday
Last 7 Days This Wiesk

Custom Date I Custom Range
Select date and time:
12200 AWM = - 100 PM -

Decl *|-| Dec3 hd

APPLY

Below the street map, you see the timeline for gateway events (and information about the traffic passing

through the device at that time). With your mouse, you can select an event to check, which is selected in
the events reports as shown below:

12:00 AM Jan 20 - 11:35 AM Jan 20 {drag an area of interest to Zoom In}

[Eo0am Fo0am ‘
2

Gateway Events

Szooam
L] Total bytes Port Errors.
e

)

¥

4:00 am - 4:10 am, Jan 30: 0 B, 0 Port errors

Gateway Events  31Total 37Good 0Neutral 4Bad All event Types v ‘ ‘ Al gateway ports. v
Gateway
Di ted

sconnecte Admin Info Event generated by Mist

Reconfigured

I Configured

You can also zoom in by selecting an area in the timeline with your mouse cursor. Ensure the selected
time period is not too short.



242

Gateway Events

Port Errors

Then, get a more detailed view for the previous time period:

(drag an area of interest to Zoom In)

EE 1000 2m ‘ ‘ 020 =
1 1 719 21 1 1 1
10:40 am - 10:50 ar
_—
Then, review the Gateway Events pane:
WAN Edge Events 26Total 25Good ORWNeutral 0Bad | Showing All Types v | | Showi v
WAN Edge DHCP Success =00 ' text {Interface”"ge-0/0/0","LeaseExpira":"2024-12-03T1 1:47:572" "L easeRebind""2024-1 2-03T11:38:227
" "LeaseRenew"-"2024-12-03T11:15:522", "LeaseStart™:"2024-12-03T10:47-572'}
WAN Edge DHCP Success Ee-0/0/0
Model SSR120
WAN Edge DHCP Success Ee-0/0/0
wersion 6.3.0-107.r1
WAN Edge DHCP Success Ee-0/0/0

You can filter the events displayed as shown below:

Showing All Types w |
Assigned
BGF Peer State Changed l |

Bounce Port

Claimed

Config Changed by Mist

Config Changed by Usar

Config Failed

Configuration Error in Additional CLI
Configured

Get Support Flas

You can filter the events displayed for specific ports as shown below:



| Be-VDAD
r ge-040M
ge-0/072
ge-0/0/3
ge-0v0f4
ge-0/0/5

inband-management

If your device is properly configured and has been sending telemetry data to the Juniper Mist cloud for
at least an hour after initial adoption, you should begin to see reports in the Applications pane.

Applications 10Categories 55Apps(All} 2 Applications 2 Clients
Category Name
#  SocialMedia
App Mame Number of clients
Reddit 1

~ Business

App Mame Number of clients
Firefox 1
Google 2

Total Bytes
161.2 MB

Total Bytes

161.2 MB

253 MB

Total Bytes

16.3 MB

28 MB

¥ Percent Bytes
B1.5%

% Percent Bytes
B1.5%
12.8%

¥ Percent Bytes
B.2%

4.4%

Through the Clients tab, you can see bandwidth usage by client.

Applications 10Categories 55Apps (Al 2 Applications 2 Clients

Client Mumber of applications ~ Total Bytes % Ppercent Bytes
Anonymous 17 197.7 MB 100.0%
inband-management 1 32kB =01%

Collapse All

RX Bytes

1581 MB

FX Bytes

1581 MB

241 MEB

FX Bytes

15.8 ME

8 MB

IP Address MAC Address

10.59.99.99

169.254.127.127 447684

Click on the client to further drill down to see which applications are used.

TH Bytes

31 ME

TH Bytes

3.1 MB

1.2 ME

TH Bytes

4375 kB

761 kB

Device Type

7 Unknown
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Applications For Client x

17 Applications associated with 10.99.50.99

1-17 of 17

App name Total Bytes Percent Bytes e RXBytes TX Bytes
Reddit 161.2 MEB 81.5% 158.1 MEB 31 ME
Firefou 16.3 MB BI% 15.2 MB 4375 kB
Google 5.8 ME 4.4% EMB T75B.3 kB
Fastly 4MB 20% 3.5MB 4827 kB
Youtube 3.8 ME 1.9% 3.6 ME 142.2 kB
Wikimedia Foundation 1.3 MB 0.7% 1.2 MB 115.8 kB
Wikipedia 769.2 kB 0.4% 736 kB 34.6 kB
DNS Google 571kB 03% 279.1 kB 291.8kB
Xfinity 427 kB 0.2% 400 kB 27 kB
Google Auth 2832 kB 0.1% 260.1 kB 231 kB
Unclassified 2241 kB 0.1% 114.2 kB 109.9 kB
Cloudflare 523 kB <0.1% 291 kB 232 kB
Google Marketing 232kB <0.1% 17kB 95kE
Google Play 209kE <0.1% 91kE 118kB
Uburtu 10 kB <0.1% 0 10kB
Akamai BkE <0.1% 29kB 5.1kE
Risky Advertiser 35kB <0.1% BAOB 27kB

Next, the new Application Policies pane presents bandwidth usage details for each application across
the individual paths within your SD-WAN infrastructure:

¢ Policy enables you to set a filter on the configured application policies.

o Network enables to review all LAN networks or only one.

e Applications enables you to deselect or add applications you are interested.

e Data Type enables you to review the application bandwidth, or the amount of session opened.

e Bubble enables you to view more details. You must move the cursor over the application in a path to
get a bubble.
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Application Path Insights &8

Policies Data Type

|| internet-via-hub-cho I - | widm O Sessions

ppiications  UUnselect or add Apps you want to inspect

e x [ e < D (R e x costes x
ooener. . [ogan N ()

Apg: Firefox
£e-0/0/0 - ge-0/0/0 (hub1) Bandwidth: §.4 MB
Type: Overlay Date: 5:20 AM Dec 5, 2024
‘Weight-10 Latency: 0.00 ms

Current Status: up liter: 0.00 ms.
Loss: 0.00 &

Cursor

Ee-0//0 -+ ge-0v0/0 (hub2)

Type: Cverlay
Weight: 20

L | /|
Current Status: up zmam zmam aman momam = am o A

Ee-0vi1 -+ ge-0v0/1 (hub1)

Type: Cverlay
Weight: 30

I e
Current Status: up 20 A FErT = cam A =g am o A

Ee-0vi1 -+ ge-0v0/1 (hub2)

Type: Cverlay
Weight: 40

L | /|
Current Status: UP 20 am zmam aman momam zomam o A

Below is the same view again. But we've chosen to view the session counts:

Application Path Insights [ee®
Policies Data Type
I internet-via-hub-cho I - | (@] Eandwidions

Applications

R e x oo« DD e« [N EIE
App: Dns Google
Sessions: 100

e I

Type: Overlay Date: 7:50 AM Dec 5, 2024

Weight- 10 l Latency: 0.00 ms L

Current Status: up ﬂ Jitter: 0.00 ms
I

M Loss: 0.00 %

mam emam ax mam

Cursor

Ee-0V0/D -+ Ee-0/0/0 (hubZ)

Type: Overlay
Weight: 20

I S
Current Status: up 2o Am zmam aman momam zmam o A

Ee-0v0/1 + ge-0/0/1 (hub1)

Type: Overlay
Weight: 30

! |
Current Status: up 2o Am zmam aman momam zmam o A

Ee-0V0/1 -+ ge-0/0/1 (hubz)

Type: Overlay
Weight: 40

! |
Current Status: UP 2 am zmam aman momam 2o am o A

Next is the WAN Edge Device pane with the following charts:
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e Control Plane CPU
e Data Plane CPU

e Memory Utilization

WAN Edge Device

Control Plane CPU Data Plane CPU

B Max H Avg B Max O Avg

Memaory Utilization

B Max @ Avg

Next is the WAN Edge Ports pane with the following charts:

Bandwidth

Max Bandwidth

Applications

Port Errors



WAN Edge Ports All ports A
Bandwidth
- o e Port D X ™ RX
r"" o ge0mn 51,1 kbps31.9 kops
o ze0m 75kips 102 kops
M z=003 244 kbps 5530
173bps 3230bps

n 4

Max Bandwidth
aman 2m a emam
PortiD
e O =000
O gedN
M ze003

B T RX
261 Mbps 1.4 kbps
431 kbps 436 kbps
534 kbps26 1 Mep:
133 kbps 6200 bps

TX X
M ge-0/0/0 B g=0/0F1 M ge=-0/0/3 M inband-management B £=-0/073 M inband-management
Applications TX + RX Bytes Port Errors.
. — Feddit BEEME . .
2z 2z am aman 20 7 ot 1B | | [emd [mmam 2man <z 2z 2z 2z
- - (Ooogle 5.4 MB
- Firefoe i2MB
— Fastly 1.0MB
e = Tiittar [ili]:)
=  Amazon Cloudfront e
i = Undassified B3.2kB
h — Streamable 0008
— (Google Auth 367.9kB
eIy W ~
P—
Poet 100 AN 1o DEC S T AN TO20 ARE O TR ORE
B Reddit @ Youtube B Google W Firefox B Fastly B Twitter B Amazon Cloudfront BT B R
B Unclassified B Streamable B Google Auth
Next is the Peer Path Stats pane with the following charts:
e Latency
e Loss
o Jitter
e MOS (Mean Opinion Score)
Peer Path Stats Worst 3 Peer Paths  Peer Paths
Latency Loss
zaman mam mam ez foam ww mman 2mam amam amam b s
L Aa | .'\A A LA . A |
=
— 2e-0/0M ¢ shub? > 20N 0.7222222ms — o001« shubl > g2-0/011 0%
A — ze-0/0/0«shubZ > ge-0//0  85.546295ms /\ " — ge-0/VD«—shub2 > ge-0V0M0 0%
W — o0/« shubl > 2e-0MD 85 206295ms - — o001« shubl > g2-0/011 0%
| | I |
[ ) : Dec s B:10AM - 8220 AM : Dec S B:10 AM - E:20 AN
_ e/ 5 hub? > ge i/l _ ze-0f/0 > hub2 > ge-0/V0 _ Ee0i0f e hub2>ge0A _ ge-0iV0 > hub2 > ge-0/0/0
— Ee-0/0 > hubl > ge 00/ — ge-0/0f1 > hubl > ge0/A
Jitter MOS @
Zmam 200 an o0 ar lmon am paam mn  [zmam 200 am 200 a0 o0 an atur.\ nx
-
B
1 | | |
i
— e/l ¢hubl > -0/ Oms : — e /0 >hub2 > ge-0iD/1 a4
i — Ee0/M/+hubl > ge-0/1 oms 3 — Ee0/0/0++hub2 > ge-0/D/0  4.336574

— Ee-0VD/0¢hubl > ge-0/0V0 oms

_____ SUUL T IO 8 O 1 0 A VU S I O

Dec s B:10AM - 8:20 Al

_ ge-00/1 4 hub2 > ge-V0/
_ ge-00/0 - hubl > ge-0V0/0

_ 2a-0/0/ > hub1 > ge-0/0/1

— e-/0/D¢hubl > ge-0//0  4.3367593

Decs 8:10 AM - 820 AM

_ ge-0//1 ¢ hub2 > ge-0/0/
_ £e-0//0 ¢ hubl > ge-0/0/0

_ 2e-0//0 = hub2 > ge-0/0/0
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Then, the last pane on this page is Current WAN Edge Properties.

Current WAN Edge Properties

Properties

Location
MAC Address
Maodel

Version

Photos

not on floorplan
OlrecTT:32:ed:Bb
S5R1Z0

63.0-107.r1

WAN SLE Monitor Page

The next level of information is regarding WAN SLE monitoring. To review the information, click Monitor

Status

Status

Uptime

Last Seen

Connected

55d22h Tm

Dec 3, 2024 2-37:50 PM

> Service Levels. Then, select a site for inspection and select WAN.

[VI on |tD [" | Wireless | Wired Locaton | Insights

Clients

System changes

Vales | Show Custom Apps

'WAM Edge Health

'WAN Link Health

Application Health

Keep in mind that all WAN SLE metrics are designed for long-term monitoring. They may show limited
data immediately after onboarding a device. In a production environment, it's typical to need a week's

> 99%

= 99%

100%

o]

Last 7 Days «

A

A A A8 A

Memary
Power

AN Edge Disconned....

Temp
R

Ietwark

Interface
ISP Reachahbilty

Latency

litter

Lezs

Application Sandces

= Settings

%
%

%
0%

1%
[12%

EE I ]
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worth of metrics. You can try adjusting the time range—for example, selecting Last 60 Min—but it may
still display minimal information at this early stage.

spokel-site

Today +

Last 60 Min IToday

Last 24 Hr Yesterday
Last 7 Days This Week
Custom Date Custom Range

The first pane shows the relationship between the number of connected clients at a given time and any
system events that occurred during that period. An amber triangle indicates when a change has taken
place. Additionally, take note of the information displayed in the lower-right corner of the pane, which
provides further context on reported activity.

Clients

System changes

You can select which system changes should be displayed:

System changes

Choose which system changes to display:

A

< H<H<H<W< NN N<]

"WAM Edge Events
PSac VPN DOWN
PSac VPN Up

O5PF Meighbor Down

O5PF Neighbor UP
Peer Down
Peer Up

BGP Peer State Changed

'WAM Edge Health
Config Failed
Reconfigured

WAM Edge Disconnected
Config Changed by User
Configured

'WAM Edge Connected
"WAM Edge DHCP Failure
"WAM Edge ARP Failure

Back on the WAN SLE page, make yourself familiar with the Settings in the upper-right corner.

249



E Values | Show Custom Apps = Semtings

Memary %
Paowier %
WA Edpe Disconnedt... %
Trmn

WaN Edge Health > 099% v ' "
You can customize a few settings, but most are adjusted automatically. In contrast to SRX Series
Firewalls, the Session Smart Routers do not require application customization and probe configuration.
All applications are automatically monitored when they are detected but you can add or remove them in
the dialogue window indicated below:

Customize Service Levels x
Select service metrics to display. Drag to - . -
reorder Application Add Application v
WAN Edge Health — &1 Applications

Amazon Video

WAN Link Health =

Apple Audio
Application — Apple iCloud
Application Health = e
Atlassian
AWS
BitTorrent

Bioa

CHN

NOTE: It's important to understand that the metrics and reports for WAN Edge Health, WAN
Link Health, and Application Health are powered by Mist Al, which uses a TensorFlow-based
network. This has several implications:

1. Data-Driven Learning: Like all Al systems, Mist Al requires a significant amount of data to
analyze and learn the behavior of your network. For meaningful insights, we recommend
waiting at least a week after installing a spoke and generating traffic before reviewing the
health metrics.

2. Proactive Health Insights: Unlike traditional monitoring tools that simply display raw data and
leave interpretation up to the user, Mist Al evaluates network health and highlights only those
areas that are at risk. If no issues are displayed, it indicates that your network is performing
well and no immediate review is necessary.

Let's now focus on the reports you can get through WAN Edge Health and WAN Link Health.



=

WAN Edge Health > 999% Vv LAl

AWAN Link Health § >99% _r " “

Application Health 100% || ”

WAN Edge Health reports the health check of the Session Smart Router device deployed with metrics

and classifiers such as:

e Memory usage

e Power

e WAN Edge Disconnected
e Temperature

e CPU utilization

Below is an example chart. Use the tabs to explore more detailed, granular information:

WAN Edge Health

Root Cause analysis ssiecta mewicto analyze n #
Service Leval Wetrics Jassifiers
WAN Edge Health > 5am - Mamory
WAN Link Health 0 Power
Application Health : WAM Edge Disconnected
Gateway Bandwidth % Temp
CPU

statistics  Timeline Distribution  Affectad ltems

Success Rate

>99y

58.7 severity avg.

Memary
Power

AN Edge Disconned....

Temp
R

Ietwark
Interface

Latency
litter
Loss

Temperature and CPU utilization have sub-classifiers as shown in the example below:
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CPU

Root Cause analysis sect s meticto anayze
Service Level Wetrics
WAN Edge Health > 99%
WAN Link Health
Application Health
Gateway Bandwidth

WAN Link Health reports the health status of the Session Smart Router deployed with metrics and

classifiers such as:

e Network

o Jitter

e Latency

e Loss

e Peer Path Down

e |[nterface

e LTE Signal
e Congestion
e Cable Issues

e |SP Reachability
e ARP

e DHCP

WAN Link Health

Root Cause analysis Select a matric to analyze

Service Leval Metrics

WAM Edge Health

WAN Link Health > 99%
Application Health

Gateway Bandwidth

Statistics Timeline Distribution Affected ltems

(s
Qassiers
Memory
Power
WA Edge Disconnected
Temp
CPU 100%

WIEW INSI
« [E
Oassifiers
MNetwark
Interface
ISP Reachability EL

Sub-Oassifiers
Datz Plane

Control Plane
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VPN Path Down

Root Cause a nalysis Select 3 metric to anakyze

Service Leval Matrics

WAN Edge Health
WAN Link Health
Application Health

Gateway Bandwidt

= 0%

h

Timeline Distribution Affected ltems

Distribution

Interfaces
"WAN Edges
Peer Paths
Applications

Clients

Timeline Distribution

Affected Items

Applications
Interfaces
Clients

WAN Edges

Peer Paths

Oassifiers

Network

Interface

-

WIEW INSIGHTS

1%

Analyze servica level failures by attribute. Awributes are sorted by most anomalous.

[+

5

2e-0/01

£e-0/0r0

Affected Items

Specific items that failed to maet the service level goal

1} [

A

WAN Edge Name

spokel

WeAN Edge Name

spokel

spokel

WAN Edge MAC

90:ec¥i32:e4:8b

WM Edge MAC

S0eciT32:e48b

90ecy7.32:e4:80

WAM Edge Model
S5R120

spokel-site w Last 7 Days

Sub-Oassifiers
Jitter
Latency
Loss

Peer Path Down

overall Failure %
Impact Rate
65% < 1%
35% = 1%
overall
WAN Edge Version Impact
6.3.0-107.r1 10050

100%
Anomaly
1.38x [ |
0.66x [ |
Failure Rate
= 1%

NOTE: Reports on SLEs are only made visible if there is a concern you need to review. If you

want charts on raw data without the benefit of an Al based analysis, see the Device page for
"WAN Edge Insights Page" on page 240.

Alerts Page

This test case demonstrates how to view gateway alarms and receive them as email notifications for the

administrator. To set this up, navigate to Monitor -> Alerts, review the current alerts page, and then click
on Alerts Configuration.
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& Subscription Renewal
WAN Assurance, Wik Management and Assurance, Wired Assurance 24

n Alerts Entire Org Today -

Add/Renew subscriptions Hide Message

Alarts Configuration

254

X

9

Under Configuration, enable the reporting default for Scope=Entire Org, To Organization admins, and To
site admins. You can either add your email address to the To additional email recipients field or click My

Account in the upper-right corner to verify your settings.

Configuration

Default

AEEIieE to Scope
Sites

Email Recipients Settings
Organization admins @ 0 site admins

To additional email recipients

O

My Account

NOTE: By default, administrators do not receive email notifications. To start receiving them,

make sure to enable email alerts in your settings.

If you have followed the My Account link, click Enable under Email Notification.
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Account Information i
Emall Address

CHANGE

Last Name

Emall Notification

Mo email notfications yet
£ it Mool

You can enable notifications on a site-by-site basis. But for now, enable the Enable Org Notifications
option as shown below:

- (D  Watching Notifications from -AIDE-Labs" org

Enable Email Notifications x
@7 e Org Motifications
Q 1-7of 7
Hame #  Address Labels Motification
hahub-site 40 Disseldorf, Germarny

el i Bl amimb e

Your account email notification settings look similar to the figure below:

Email Motification

Email notifications enabled for the
organization

Now, enable the Gateway Alerts and email notifications for Infrastructure as the options shown below:

Alert Types

Alerts Enable Alert Send Email Motification

s [ Infrastructure O O
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B
]

VPN Peer Down

O
O

Virtual Chassis Member Restarted

B
]

'WAN Edps BGP Neighbar Down

‘WAN Edge DHCP Pool Exhausted

B
]

'WaN Edga Flow Count Threshold Exceeded

B B
B &

‘WAN Edpe Forwarding Information Base Count Threshold Exceeded

'WAN Edge Source NAT Poal Threshold Exceaded

* & & & & & @
(]
=

'WaN Edga offline

B
]

Additionally, we recommend you enable the Marvis WAN Edge alerts and email notifications.

v B Marvis = =

& VPN Path Down

w  WAN Edge (] (i
@ Bad WAN Uplink [ (]
® EBad cable [ (]
@ Davice Problem (] (i
& MU mizmatch (] (i
@ Megotiation mismatch (] (i
@ HNon-camipliant (] (i

[ =
O O

w  Switch

As an example, if a device loses connection to the Juniper Mist cloud, you might receive an email after a
couple of minutes. See an example below:



[Mist.com] Alert WAN Edge offline in spoke1-site

@ no-rephy@mistsys.com
Ta @

INPR - & Months Reter

Pabicy - Inbox {6 months) et 01,2025

yed, diick here to view it in a web browser

e are problems with how this meszag
ick here 10 download pictures. To help protect your privacy, Outook prevented automatic downdoad of some pictures in this message.

[External Email. Be cautious of content]

i
WAN Edge offline
See Alert Details

‘ mAIDE-Labs Tue Dec 03 2024, 04:10:49 PM CET

s;;:'_ske'l-sile T:L.!E. lD;c 03 2024, 04:10:49 PM CET
Details
5|:;|:Ike1:.
BUBC??SZeﬂfﬂb

& 2024 Mist Systems, a Juniper Company
1601 5. De Anza Bivd. #248
Cuperiing, CA

Privacy Policy

When you click See Alert Details, the link redirects you to the Alerts page. You can also navigate directly
to the Alerts page to view the event reported as shown below:

Aler—ts spokel-site -+ Today - Herts Configuration | & @

1 B 0 0

Tota
'I Warning |

1-1of1

) Alert Recurrence  First Seen Last Seen Details

< @ WAN Edge offline 1 Dec 3, 2024 41049 PM - Dec 3, 2024 4:10:49 PM WAN Edge Insights

Let's assume that the connection to the Juniper Mist cloud is restored and you get another email with a
status change. When such an email arrives, the alert details are similar to those shown below:
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[Mist.com] Alert WAN Edge reconnected in spoke1-site

no-rephy@mistsys.com
To @
n Policy  INPR - 6 Months Retention Policy - Inbow [6 months) Expires 6172025

@ If there are problems with how this message is displayed. click bere 1o view it in 8 web browser
Click biere 10 dommlosd pictures. To help protect your privacy, Dutheok prévented sutomatic download of some pactunes in this message

[External Email. Be cautious of content]

=
WAN Edge reconnected
See Alert Details

Org Start Tima

E R m-AIDE-Labs Tue, Dec 03 2024, 04:22:53 PM CET

spoke1-site ue, Dec 03 2024, 04:22:53 PM CET
Details
hostnames
spokel
WaN Edges
90ec?732ed8b

£ 2024 Mist Systems, a Juniper Company
1601 5. De Anza Bivd. #248
Cuperting, CA

Privacy Policy
= ———————————————————— . ———————==

Again, on the Alerts page you should see the second event reported.

Alerts spokel-site ¥ Today - Alerts Configuration | 4 @

4 4 0 0

Total Infrastructure

Critical u warning| u Infarmation |

Q F
1-dofa
-~ Alert Recurrence First Seen Last Seen Details
+ @ WAN Edge reconnected 1 Dec 3, 2024 4:22:53 PM Dec 3, 2024 4:22:53 PM 'WAN Edge Insights
@ VPN PeerlUp 1 Dec 3, 2024 42221 PM Dec 3, 2024 42221 PM 'WAN Edge Insights
@ WAN Edge offline 1 Dec 3, 2024 4:10:45 PM Dec 3, 2024 4:10:45 PM 'WAN Edge Insights

@ VPN Peer Down 1 Dec 3, 2024 4:09:58 PM Dec 3, 2024 4:09:58 PM 'WAN Edge Insights
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I Marvis Actions

Marvis Actions are reachable through Marvis > Marvis Actions.

I‘v’ A Q V | S ), Ask a Question

ACTIONS Y B Sites 4 LATEST UPDATES +

Al Sites '

Clients Data Center/Application
All Actions 1%
Diayert
Mo actions for this time span
. — S Last 7 Days
0 Connectivity i \I IweaM Edge 2
18P 0 Switch

) s wan Uik d
(:j VBN PathDawn Y|

J

The Marvis Actions related to WAN Edge include:

e MTU Mismatch
e Bad WAN Uplink
e VPN Path Down

¢ Non compliant

In our example, with a simulated WAN outage, we can inspect the VPN Path Down to get more
information.

VPN PATH DOWN +

RECOMMENDED ACTION

The following VPN paths are seen to be offline & impacting the respective peer paths. Please check their connection.

O site WiRM Edge Details Date ¥ status
) spokelsite  spokel Spoke Interface Unreachable View Mare Dec 3, 2024 43319 FM Open =
[  spoke3site  spoke3 Spoke Interface Unreachable View Mare Mow 29, 2024 4:36:18 PM Open =

In Progress

Resolve
—

When you select Resolve under an alarm's status, you have the option to add details about the
resolution for better context and documentation.



Resolve Action x

RESOLUTION

@ Solved using the Mist suggested action
S0 od (please comment below)
ik szue and should be ignored in the future
ncorrectly listed as an issue
COMMENT
A
m Cancel
Application SLE

NOTE: We recommend running traffic for at least a week for the Mist Al system to have enough
data for analysis.

The Application SLE is used to monitor the reachability of applications based on traffic generated by a
Session Smart Router. This allows for the automatic collection of monitoring data, which is then sent to
the Juniper Mist cloud for analysis and visibility. Unlike SRX Firewalls, which require manual
configuration of monitoring probes, Session Smart Routers collect this data automatically.

In lab environments, it may be useful to generate simulated user traffic using scripts. However, in a
production setting, it's best to allow actual traffic to flow so you can observe real application usage. This
insight helps you fine-tune the required probes based on actual demand.

When monitoring WAN SLEs, ensure that metrics are being populated. In the example screen below, no
values are shown yet—likely because sufficient application traffic has not been present. Remember, the
system requires sustained traffic over time to collect enough data for meaningful analysis.
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WAN Edge Health 100%

WAN Link Health 1 OD%

Application Health

Now, we can check the Application Health SLE. A displayed percentage value means that enough data
was collected for analysis.

Power

o WaAN hr!gn: Disconmect..,
WAN Edge Health 100% Memon

ary

Temp

* & r ® R

WAN Link Health 100% ot .

Latency %
Application Health 86% /\/\/\/\/\/\ s o
Jiteer Er

In our case, we see 86%. Let’s inspect these reports to see who or what is impacted.

Within the Application Health SLE, review the Statistics tab to see the distribution of latency values as
shown below:



App||(jat|on Health VIEW INSIGHTS te spokel-site

Root Cause analysis Select a metric to analyze n #

Service Level Metrics Classifiers

WAN Edge Health Latency 0%

WAN Link Health Loss 4%

Application Health g% —~ Jitter 96%
Timeline  Distribution  Affected Items

Success Rate Distribution

milliseconds
86% o
91.3ms Iatency avg. "0 80 160 240 320 400 480 s60 640 720 800

L]

EED 960

latency (ms)

Then, check the Timeline tab to see what the impact is and when:

Service Level Metrics

Classifiers
WAN Edge Health Latency %
WAN Link Health [ Loss 2%
Application Health B — Jitter 6%

Statistics Distribution Affected Items

Timeline © @  Click or drag to zoom In

Failures Milliseconds W Latency M Loss M litter

Milliseconds
Latency 0.0

Loss 0.0

jitter 853

Connected clients Feb 2, 2024 4:00 AM - 5:00 AM

0 AM: 1 clients

System changes A A A

Next, check the Distribution tab. Selecting Interfaces provides data on the anomaly:
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Application Health 86% — Jitter

Statistics Timeline Distribution Affected Items

Distribution

Interfaces
Name WAN Edge Name WAN Edge MAC
WAN Edges
spokel
Zones
spoke1

Analyze service level failures by attribute. Attributes are sorted by most anomalous.

Overall Failure %

Impact Rate Anomaly
76% 42% 1.84x [ |
24% 9% 0.41x [l

Finally, check Affected Items and then Applications. In this example, we see issues with YouTube:

Application Health B6% litter
Statistics Timeline Distribution

Affected Items

Specific itemns that fafled to meet the service level goal

1 a

Interfaces 2 overall
Application ¥ Impact
Clients
YOUTUBE 100%

WAN Edges

Finally, we check the affected users:

Application Health 86% — Jitter

Statistics Timeline

Distribution Affected Items

Affected Items

Specific Items that failed to meet the service level goal

Applications 1 Q
Interfaces 2
Name ¥ Source IP WAN Edge Names
;
10.99.99.99 10.99.99.99 spoke1l
WAN Edges 1 —

You can also inspect Interfaces and WAN Edges.

Failure
Rate
23%
96%
Overall
Interfaces Impact Failure Rate
st0.2, st0.0 100% 100%

263



Marvis Conversational Assistant

NOTE: We recommend running traffic for at least a week for the Al system to have enough data
for analysis.

The Marvis Conversational Assistant is in the lower-right corner of your browser window.

N
o

The window that appears has some predefined terms to choose. Enter “troubleshoot gateway” to limit
the search to the WAN router:

MARVIS e

| troubleshoot gateway

In our case (which may be different in your environment), we get a report about the spokes where we
simulated a WAN outage before. Here, we select one of the displayed spokes to get further information:
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MARVIS A, -

Hella, ! I'm Marvis, your virtual network

assistant,
troubleshoot gateway

Troutdeshooting WAN Edges. Here is what | found
on Dec 4th between 12:00 AM to 12:35 PM:

6 spokel
6 spoked

If you cannat find the WaN Edge In the list, can you
tell me something about the WAN Edge (mac/

name)?

When narrowing down on Spoke1l, we see that interfaces became unavailable:

Troubleshoot WAN Edge spokel

Checking spokel. Here is what | found on Dec 4th
between 12:00 AM to 12:35 PM:

Spoke Interface Unreachable >

Narrowing down further allows us to select Failure Timeline and WAN Edge Insights:

The interfacels) ge-0/0/0 On Spoke spokel

were unreachable.
Additional information listed below:

Failure Timaline (& WAN Edge Insights (B

When you select Failure Timeline, the WAN Link Health page opens offering more information:
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\"-"'"f'[AN |_| F‘.'r( HE‘&|Th VIEW INSIGHTS spokel - 12:00 AM Dec 4, 2024 — 12:35 PM Dec 4, 2024 =

Root Cause analysis Select a metric to analyze D .

WAN Link Health

Statistics  Timeline  Distribution  Affected tems
Distribution Analyze service level failures by attribute, Attributes are sorted by most anomalsus
Interfaces Q
overall Fallure ¥
Name WAN Edge Name WAN Edge MAC Impact Rate Anamaly
ge-0/0/0 spokel > 99% 87% 1.67x ]
Pe
ge-0/0/1 spokel < 1% < 1% 0.01x -

When you select WAN Edge Insights, the Insights page opens and in this case, the Events show when
these interfaces came back up and the SVR tunnels towards the hubs were established.

WAN Edge Events s4Total 43Good 0 Meutral 21 Bad

WAN Edge DHCP Success ge-0/ovD

WaAN Edge DHCP Success

WAN Edge DHCP Success ge-0N0

Path Up

Path Up

Path Up

Peer Up

Peer Up

I Speed Tests for Session Smart Router

Service Providers (SPs) as well as their end customers install and deploy telecommunication circuits (or
paths) to offices, branches, and so on. As Session Smart Routers are deployed at the edge of the
customer premises, SPs and customers need to generate traffic to test the speed and performance of
these circuits to ensure the quality is being maintained.

From the Juniper Mist portal, you can run a speed test for a Session Smart Router deployed as a WAN
Edge on your network. Speed tests come in handy, for example, when:

¢ You need to test the speed and performance of the circuit being delivered to the customer.



e You need to perform new link qualification to verify that speeds are what the service provider and
customer have agreed upon.

e You need to perform on-demand speed tests when you suspect a low link speed is causing link
issues.

e You need to run scheduled speed tests to re-test link speeds and ensure performance continues to
meet expectations on an ongoing basis.

NOTE: The WAN Edge speed test tool can reliably validate circuit speeds of 1 megabit per
second (Mbps) to 1 gigabit per second (Gbps). Circuits exceeding 1Gbps must rely on other tools
for validation. The WAN Edge speed test tool does not measure or validate jitter or loss.

In the example below, we select port ge-0/0/0 as one of the WAN ports to be tested. We then initiate the
test command using the Run Speed Test link as shown in the figure below:

spoke’ usiies o
- CPU 1 Memory
ADVANCED SECURITY URL Filtering 0P
1 Port Selected ge-0/0/0 m
STATISTICS NETWORKS
SPEED | 1G Mame A Interface viAN 1P Address Address Made Bytes [TU/RK) Packets (DRI Test
POE  Disabled NET ge-0/0/0 0 192.168.173.135/24 Dynamic 7596 MB/ 248 GB 61M /189
FULL DUPLEX fes
EPS (TH/RX) 30ki2M
PACKETS (TX/RX) GMr19M
BYTES(TWRX) 7601 ME /248 GB

TR

MAC ADDRESS OliecT7:32edd

The example results are shared in the figure below:

SPEED TESTS

Run Start Time Type Progress Dowmload Upload Latency Interface WLAM

5:4%23 PM, Dec5 User Succeeded 933.14 Mbps 927.47 Mbps 4ms 2e-070/0 0



NOTE: The traffic destinations for this speed test are publicly hosted services that also provide
feedback to end users when initiating a test through their browser. This is not a test towards a
hub but it's a good test for Internet connectivity overall.

If you want, you can also initiate regular testing schedules. Go to Organization -> Settings where you
can enable the new WAN Speed Test Scheduler and configure the rest.

WAN Speed Test Scheduler @
1abled Disabled
Time of Day Day of Week

12:00 PM Daily v

WAN Interfaces

All Set allowed interfacas

Debugging Using Packet Captures to Collect Remote Traffic Data

Go to Site -> WAN Edge Packet Capture and a new pane will open. In our example, we configure the
following for packet capture:

e Site=spokel-site

o  WAN-=spoke1

e Capture

¢ No. of packets/Edge=1024 (the default). Do not set this parameter to O.
e Bytes per packet=512
e Duration in seconds=600

o spokel

e Portl=ge-0/0/0. Our first WAN Interface.

o Filterd=port 10280 and udp. We want to capture SVR traffic between spoke and hubs.
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Capture Packets -

. Packet capture count- 0
PCAP Configuration

[ae

Switch Mist Edge Mo Timm

Capture

| 10228 | No.of packers/Edge (0=Unlimited)

| 512 | Bytes per packet

| &00 | Dwration in seconds
spokel
Port # Filter

I £e-0/0/0 port 1280 and udp I

| Add Port Filter |

Then, click on Start Capture. If your filter captures traffic, it's immediately displayed in the packet
capture window as shown in the figure below:

Packet capture count- 101 Clear Capture Data  C100:00:07
Q Sea

L5 Tima MAC Intorfase Protoosl Sesrwee IP Sewve Port Destinetion TP Destination Port Length Dropped Peskeis  Infe

1 £:30:23.572 PM Dec 5, 2024 ge—0/0/0 UDP 182.168.129.201 1280 182.188.173.135 1280 145 ] (1=280) -> (1220}
2 5:30:23.815 PM Dec 5, ge—0/0/0 UDP 152.168.173.135 1280 182.168.125.191 1280 1682 o (1280) -> (1=280)
z £:30:23.818 PM Dec §, 2024 80:ec:77:32:e4:30 ge-0/0/0 LDP 182.168.172.135 1280 182.168.128,201 1280 182 D (1220) -> (1280}
4 5:30:23.938 PM Dec 5, 2024 S0:ec:77:32:24:80 ge-0/0/0 UDP 152.168.125.191 1280 182.168.173.135 1280 145 o (1280) -> (1280)
5 5:30:24.574 PM Dec 5, 2024 90:ec:77:32:e4:8b ge-0/0/0 UDP 152.168.129.201 1280 192.168.173.135 1280 145 D (1280) -> (1280}
& 5:30:24.820 PM Dec 5, 2024 90:ec:77:32:24:8b ge-0/0/0 UDP 152.168.173.135 1280 182.168.129.191 1280 162 1] (1280) -> (1220}
7 5:30:24.820 PM Dec 5, 2024 90:ec:77:32:e4:8b ge-0/0/0 LDP 192.168.173.135 1280 192.168.129.201 1280 162 0 (1280) -> (1280)
g8 5:30:24.940 PM Dec 5, 2024 90:ec:77:32:24:8b ge-0/0/0 UDP 192.168.129.191 1280 192.188.173.135 1280 14: 1] (1=280) -> (1220}
a S.3M.3C STR OM Man & 5N34 GN-ar-77.30-adeBh  Ae-N/M0 IAD 185 1AR 133 2n4 128N 183 18R 173 135 1Pan 125 n r13RAY -~ r1mRM

After you have stopped the packet capture, the PCAP file is uploaded (taking ~3 minutes) and you can
download the received files.

+ Captured Files

Clear Capture Data Siooo0.07

Langhh Droppad Packots hr
145 D (1280} -» (1280)

1RD n 1280 —~ r12803

Now, download the PCAP files.
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Captured Files

Last 3 Days o

Capture Type Mo. of Devices Timestamp #

WAN Dac 5,

WAN

When you open them in Wireshark you can further analyze the traffic.

Ml 2505500b-72a7-4777-2085-3baB778a461 prapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Al i@ RE Q &= = @ @ @ if
|ﬂ | Apply a display filter
No. Time Source Dastination Protocol Length Infa
= 1 0.000000000 192.168.129.201 192.168.173.135 upp 145 1286 » 1280 Len=103
i 2 B.246080512 192.168.173.135 192.168.129.191 upp 162 1280 - 1280 Len=128
3 0.246152960 192.168.173.135 192.168.129.201 upP 162 1280 » 1280 Len=120
4 8.364984576 192.168.129.191 192.168.173.135 upp 145 1280 - 1280 Len=183
5 1.88976640 192.168.129.201 192.168.173.135 upp 145 1280 -+ 1280 Len=103
6 1.246999888 192.168.173.135 192.168.129.191 upp 162 1280 -+ 1280 Len=128
7 1.247068A73A 192 . 1AR.173.138 192 .1AR.1729.2A1 1nne 1A 1288 =+ 1284 len=128
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