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Introduction

The Security Boot function introduced in this article is mainly for PRBMDOZ2. It mainly introduces the programming
of the Efuse Key involved in the secure boot, the method of obtaining the key, the secure boot process, and the
specific operation method of the corresponding mode (No OTA/Support OTA) to perform the secure boot.

Efuse Key

« One of the keys to the realization of the secure boot function is the use of the refuse key.

« Note: the efuse key can only be written once and cannot be changed once written.

Efuse API

Efuse has a total of 4 blocks, the main uses and enumeration lists are as follows:

EFUSE_BLOCK_0 0 efuse key for security boot

EFUSE_BLOCK 1 1 Used as efuse key for OTA security boot app
EFUSE_BLOCK_2 2 Future use

EFUSE_BLOCK_3 3 Future use

efuse_lock(EFUSE_block_t block)

Lock data written to efuse block

efuse_read(EFUSE_block_t block, buf)

Read defuse block data

efuse_write(EFUSE_block_t block buf, us)

With fuse block data




Efuse key programming
« The realization of the security boot function requires the programming of the efuse key, and the programming
of the efuse key must be performed in the programming mode (cmd>>:).
Efuse key programming operation

PhyPlusKit.exe and the programmer tool both parse and program the efuse block key by means of csv triples. The
specific csv file format is as follows (shown in the table):

« No OTA

#efusel

FFFFFFO0-K

8765432111223344

No OTA mode and security boot only need to program efuse blockO (ROM security boot). The tool operation steps
corresponding to efuse key programming are as follows:

File Edit Settings Halp
Flash_writer | RF_CMD | RF_Quickset | Multi_Fw ¥ UART Setting
Part | COM1 Baud Rate 115200 » Stop Bits |1 Parity Mo
Config = Timeout 4000 Bave Clear
fct_Mode Erase Size 512k + Address Erase Write T Lw O s Discannact AutaChack A
(T FEx\ TR e = too
Mo~ Marge FLA_ADDR 9000 RUN_ADOR 1FFF4000 UertRun
Current port: COM1
Current baudrete: 115268
Current stopbits: 1
Current parity: Mo
serisl op=ned!!
PP
(815 )
————
[Single " Batch
Path NetdiskDownload/efuse_wresv Lines 1 Repeat ¥ Feload Senkey
The C5V file has i lines. Lact modified: 281-61-38 2i:47:39
Current 1ine number: 1
MO. 1 Home: End: K, WVal: 8765432111223344
Command: ~ [T HEX Sand ClearBuf TimeTic Mode [ASCH =] Save Clear
———— = - _ _ _——
o Supports OTA
#efuse0 #efuset
FFFFFF00-K FFFFFFO1-K
8765432111223344 1234567813151718

Support OTA mode and security boot need to program the two blocks of efuse blockO and block1. The tool
operation steps corresponding to efuse key programming are as follows:




File Edit Sewings Help

Assh_Writer  RF_CMD | RF_QuickSet | Multi_FWw S
Part | COM1 Baud Rabk= 115200 * Stop Bis |1 Panty M
config = Timeout 4000 Save Caar
Fot_Moda Erasze Size 512k * Address Erase Writa 1 LW T 5wy Disconnect AutaCheck Undate
TaE W B\ HET Maeea Lo
TG\ HEX \( HEX Merga . -
MO hd Merge FLA_ADDR 5000 RiN_ADDR 1FFF4000 Uarthun

4 01K
path iNetdiskDownloadjefuse_wr.cav |Lines 1 Repeat Reload GenKey
The C5% file has 1 lines. Last modifisd: 2821-81-38 21:57:485
Current 1ine nunber: 1
l WO, 1 Hame=: efuzed, Addr: FFFFFFE@, End: K, ¥eal: BT65432111223344
NO. 3 Mmma: =fusel, Addr: FFFFFF81, End: K, Wal: 12345ETE13151719
Command: = I HEX Send ClearBuf TimeTic Mode [ASCIE & Save Clear

TIART TNEM: Mncks &A1 Baodeba: 116900 Shan@iter 1 Mo Rln 1 A BF

Format parsing of efuse key in Csv file

« +1st line: Name is marked, starting with “#” as the name identification; the name of the efuse key is efuse0,
efusel, efuse2, efuse3 according to the value of the efuse block;

« 2nd line: write address and port; the efuse key write port is fixed to K, and the write address is FFFFFFQO,
FFFFFFO1, FFFFFF02, FFFFFFO3 according to th block value;

« 3rd line: the write value is the corresponding programmed efuse block value (64bit).

Efuse key programming note

« The use key must be programmed in the programming mode (cmd>>:).

« Fuse block can only be programmed once and not changed and needs to b managed by the user

« The programmed efuse block value must be an odd check value, for example 8765432111223344, the number
of bits set to 1 is an odd number, which meets the requirements. If you enter a value that does not meet the

conditions, an error message will appear!
Security boot Key generation

Security boot is the process of encrypting the App program by using the aes_ccm algorithm and decrypting the
boot when restarting. Here we mainly introduce how to obtain the secret keys g_sec_key and g_ota_sec_key
used for encryption and decryption:

g_sec_key generation process

e g_sec_key is the secret key used for encryption and decryption by ROM security boot APP (No OTA). The
following describes in detail how to generate g_sec_key by using PhyPlusKit.exe tool.

« The PhyPusKit.exe tool generates g_sec_key mainly by parsing the *.key.csv file. The specific content of the
*.key.csv file is set as follows (table display):



#sec_key #sec_plaintext #iv #efuse0

2808-M 2810-M 2830-M FFFFFFOO-K

3b92b58822e845586¢0 3836333437383532373

a7471cb6817 9014 47c2086d6eacO 1343536303030 8765432111223344

Use the PhyPlusKit.exe (starting from v2.4.5¢e) tool to generate g_sec_key The method is a follows:

{ single \/ Batch
Path |r,’De5lctopfsecure_key(?b.key.csvILines |e.g. 1-5, & | Repeat [] Reload Genkey
Current line number: 1 A
NO. 1 Name: sec_key, Addr: 82888, End: M, Val: a7471cb6817=9814
NO. 2 Name: sec_plaintext, Addr: 82818, End: M, WVal: 3b92b5882ae845536cRd7c2886d6eacd
NO. 3 Name: iv, Addr: ©2838, End: M, Wal: 3836333437383532373134353R459574
NO. 4 Name: efuse@®, Addr: FFFFFF@@, End: K, WVal: B765432111223344
[¥]

« Double-click to load the above user-defined *.key.csv file on the Batch page (note that the .key.CSV file type
must be imported, otherwise an error will be reported)

" Cinde ! [55C File Generation] Succe JUsersiusersDeskt
Path Bktopysecure_key(2| kev.cs| Lines [1 Repeatld]  Reload

Current line number: 1 "

ME 1 Mame: sec_key, Addr; B2688, End: M, Wal: a7471cbGE17edal4

NG, T Mame: sec_plalntext, Addr: 82818, End: M, WVal: 3bS5205E82a=B45586c0d7c208E605eacB

NG. 3 Mame: dv, addr: B2B38, Endr M, Wal: 35363334373835323731343536489574

ME 4 Mame: efuseB, Addr: FFFFFFB8, End: K, Wal: B765437111233344

Clicking the GenKey button will generate the *.sec.csv file processed by the use key and flash key currently
displayed on the current line. The data of the corresponding line (*.sec.csv file can be generated according to the
Lines value filled in. (Note that only one row of data is generated, the configuration of the line is to generate
*.sec.csv corresponding to the selected row according to the number of rows configuration) The *.sec.csv file
generated by clicking the GenKey button will generate g_sec_key accordingly.

g_ota_sec_key generation process

« g_sec_key is the key used for encryption and decryption by ROM security boot OTA (Support

« OTA); g_ota_sec_key is the key used for encryption and decryption by OTA security boot APP(Support OTA).
Generate g_sec_key and g_ota_sec_key.

« The PhyPusKit.exe tool mainly generates g_sec_key and g_ota_sec_key by parsing the *.key.csv file. The
specific content of the *.key.csv file is set as follows (table display):



#sec_plaintex #ota_sec #ota_plaint
#sec_key #iv #efusel #efusel

t key ext

FFFFFFOO FFFFFF

2808-M 2810-M 2830-M K 2908-M 2910-M 01-K
a7471cb68 3b92b5882ae 38363334373 876543211 817e9014a | e907c7b41 123456781
179014 845586¢0d7¢c 83532373134 1223344 7471cb6 754a060d3 | 3151718

2086d6eac0 3536303030 4a62853cb

23de8

« The method of generating g_sec_key and g_ota_sec_key by using PhyPlusKit.exe (starting from v2.4.5¢e) can

refer to the generation process of g_sec_key in Section 3.1, but the content of the *.key.CSV file is different.

« The *.sec.CSV file corresponding to the same operation method will generate g_sec_key and g_ota_sec_key

correspondingly.

« Note that while the *.sec.CSV file is generated above, the efuse_wr.csv file is generated to be used as the

efuse key programming file. The details of the refuse key programming and efuse_wr.csv file have been

introduced in detail in Section 2.2.

Security Boot

The above three sections have described in detail the key acquisition process required for security boot
encryption and decryption. Here, the use of security boot tools will be introduced. The specific process is as

follows:




{ Start J

= DWW =0)
= TM=1

l HEXMerge tab

return

{cmd==:)

security boot
mode select

v 4 v

SEC_MIC . obtain |
control selection tick SEC *.5eC.C8V

wla
-

Y

double click to select app

firmware (OTA/No OTA) generate
efuse_wr.csy

on HEX tab, select suitable |-¢
HEX tab application hex and
efuse wr.csr

F 3

Click Erase to clean flash

'

No

retum (#OK==:)

Yes

click Write button to start
programming




program Mo

success?

yes

TM=0;
reset

k4

abnomality happen 5)

Security hoot app

End

Operation flow

1. After PHY6252/PHY6222 is powered on, re-power on through DWC connection (TM=0)/TM=1 (pull TM high),
Reset the development board, enter programming mode, and return to cmd>>:

2. On the HEXMerge page, the tool selects the corresponding SEC_MIC and SEC controls, and the secret key
*.sec.csv file required by the Security boot process can be obtained in Section 3.

3. Select the application firmware to be programmed, including No OTA/Support OTA mode and click the next
button to generate the corresponding ciphertext hex file

4. Switch to the HEX page, select the hexf file and efuse_wr.csv file generated above

5. Click the Erase button to send the erase command, after success, click the write button to program the
firmware and efuse.

6. After the flash and efuse are successfully programmed, power on again (TM=0) or TM pulls down the reset

PHY622X, the application runs, and the entire security boot process ends.

ROM Security Boot

The ROM Security boot process is the encrypted boot process of No OTA. PhyPlusKit.exe tool V2.4.5¢ version,
support secure boot function, this function module i supported in selecting SEC_MIC mode. Select the
corresponding SEC_MIC form to use the secure boot function.

The operation steps are as follows:

« After PHY6252/PHY6222 is powered on, re-power on through DWC connection (TM=0)/TM=1 (pull TM high),

Reset the development board, enter programming mode, and return to cmd>>:

The following figure shows the PHY6252 (TM=0) entering the programming mode through the two-wire DWC



connection:

[] UART Setting

Port COM1G ~ Baud Rate | 115200 . Stop Bits |1 = Parity Mo -

250000 -~
[Jswu Disconnect 115200 Autz Check Update
THA00
38400
Log Q500
LKTL1E
URCS2M
UDLLAS
Current port: COMLG
Current baudrote: OG0 er Y]

Current stopBits: 1
current parlty: Mo
Serial opened!!
FEEPEERE RS ER S FR S ER e
UART TX ASCII: UXTDWU
UBRT TA ASCLI: UKTDWU
UBRT TH ASCIT: UWTDWU
UART TX ASCII: UXTDWU
UART TA ASCLI: UKTDWU
UBRT Td ASCIT: UMTDWU
UART Tx ASCTI: LWTDWU
UART TA ASCLI: UKTDWU
UASRT TA ASCIT: UMTDWU
UART TX ASCTI: LRTDWU
UART TA ASCLI: UKTDWU
UASRT TA ASCIT: UMTDWU
UART TX ASCTI: LRTDWU
UART TX ASCLI: UKTDWU
UBRT TA ASCLI: UKTDWU
UART TX ASCII: LWTDWU
UART TX ASCII: UXTDWU
UBRT TA ASCLI: UKTDWU
UBRT TH ASCIT: UWTDWU
UART TX ASCII: UXTDWU
UART TA ASCLI: UKTDWU
UBRT Td ASCIT: UMTDWU
UART TX ASCII: UXTDWU
UART TA ASCLI: UKTDWU
UASRT TA ASCIT: UMTDWU
UART Tx ASCTI: LWTDWU
UART TA ASCLI: UKTDWU
UASRT TA ASCIT: UMTDWU
UaRT :

poT L - w
Current baudrate: 115224
Current stopBits: 1
Curr=nt parity: No
serial openedl!

FACIAEIREIREILEIS ETF EXL XXX XL EX

« On the HEXMerge page, select the SEC_MIC mode and check the SEC control, double-click on the Batch page

to select the *.key.csv file and generate the corresponding *sec.csv file.



Pluskit

m

Flash_Writer RF CMD  RF QuickSet  Mulh FW

Config ~ | Timeout 4000 Save Clear

fot_Mode Erase Size | 512k ~| Address Erose Wnite D LW

IMG W HEX \/ HEX Merge \
BOCT = | | No OTA | Hexis HexF
APP 0w | E SEcll:l.nuthlS.Ec_MIC vl Encrypt
= = FLA_ADDR
- - FLA_ADDR
- - FLA_ADDR
- - FLA_ADDR
= = FLA_ADDR
ChipID/Iv
BID[16] LID[10] TID[14] Check]D
MID[LE] SID[0&] wviisy WriteID
MAC[S] KETL[3Z] KET2[3Z] WriteMAC

[ Single \/ Batch

IPa'm Fsecure_csv/securez.sec.csy ILines e.0. 1-5, 8 | Repeat [] Reload Genkey
ND. 1 Name: seC_kKey, Addr: @2885, End: M, WVal: ai471lcbaslTed8ld “
NO. Z Naeme: sec_pleintext, Addr: 82318, End: M, W¥al: 3b92b5552aed45585C0dT c2@86dG2actd
MD. 3 HName: sec_mic, Addr: ©2828, End: M, Waol: @b2fdcS=f321d8115c383c793cfdde?n
MD. 4 HName: iwv, Addr: ©2833, End: M, Wal: 38363334373835323731343536480574
MO. 5 HName: g_zec_key, Addr: @FFF8, End: M, Wal: c81835d=d99h7ze285384=2268+1240454
MNO. B Name: ota_sec_key, Addr: 82983, End: M, Val: 817e9814a7471che
MO. 7 Name: ota plaimtext, Addr: 82918, End: M, ¥al: e987cC7b417545068034a62853cb23de8 &

Command: | «| O HEX send ClearBuf

« Double-click to select the application firmware (No OTA), click the next button to generate the corresponding
hex file

ER phyPluski - u] kS
Fila Edit Settings Help
Flash_Writer  RF_CMD  FF_QuickSet  Muli_FW * [ uART setting
Port | COM40 - | Baud Rate | 1500000 | Stop Bits | 1 = Parity No =
Config | | Timeout 4000 Save Clear !
fier_Mode Erass Size | 512k | address | Ermze wirits O v [T swu — T Lk
L
{TMG Y HEX Y HEX Merge o
coor - [ T
===PHY6222===
|aer =] hiefble_peripheralfpwmLightbinfpwmight hex |2 sec [ auth [sec_mic = Encrypt
Start Hex ERCrypt......
- - FLA_ADDR, The HEX file has 3 parts. Lest nodified: 2621-82-23 12:44:11
Tv: BE34TE527 1456
- - FLA_ADDR #8 size - ce28
#1 zize = B8
- FLA_ADDR ¥2 size - 275 _
_ E CDR Output--¥:/gitroat/rls_38E_ota/bbb_sdk/example/ble_peripheral/
z LAA punlight/bin/punlight_shy6222.hexe
- - FLA_ADDR AES ENC DON 27714
5 - AES EMNC DOM -Badnc
ChipID/ v AES EMC DOME-3: M5bc
PID[16] LID[10] TID[14] CheckID Load AppHER Donef-ENC-
IV BLOCK GEM [OK !
MID[16] sIofos] IV[15] |B63ATESITIASE Writel I
HewPack Size]: 1
Mac[s] KEY1[32] 304e2071240454 KEY2[32] e06140ecasa3a8 P olTErEan ane

wPack]: 1FFF1E38 45bc
[App HexPack
3

{Single 1) Batch o

path [fsecura_revjsecure?.sac.osv| Lines [1

Repeat 1| Reload | menkay
The A Hew file Laszt dified: 2821-82-23 12:44:11
The C5v Fils has 1 lines. Last moaifled: 2621-83-11 12:39:59 ~ = e ° beshmeER
Current line number: 1 T Br ettt/ e300,
Le_periphera; punlight_phys222.
NO. 1 Nmme: sa_key, Addr: 938988, End: M, Val: =7471chES1720814 e e
WO. 3 Meme: mec_plaintext, Addr: 82618, End: M, Val: 3b02b588 e
MO. 3 Wame:  sec_mic, Addr: 82326, Engd: M, Val: @b2fdcSefd2108115¢353c793cFddeTn -

« Switch to the HEX page, select the corresponding hexf file and the efuse_wr.csv file generated by GenKey




Fle Edit Sethings Help
Flash_Writer =~ RF_CMD  RF_QuickSet  Multi_Fw
Config V| Timeout Save Clear
fct_Mode Erase Size | 512k ~ | Addrass Erase Write CJow

IMG Y HEX \/ HEX Merge |

{mo

RUN_ADDR |1FFF4800 UartRun

~ | kmLight_phy6222.hexf| Merge FLA_ADDR 5000

Single Y/ Batch

Path brk{secure_csvfefuse_wncsv| Lines |1 Repeat Reload Genkay
The €SV file hos 1 lines. Last modified: 2621-83-11 12:57:56 €
Current line number: 1
MNO. 1 HMane: efused, Addr: FFFFFFE@, End: K, WVil: 8765431111213344
NO. 2 HNaone: efusel, Addr: FFFFFFEl, End: K, WVal: 1134567813151718
W
Command: ~| O HEX Send ClearBuf
« Click the Erase button, after the success of the firmware and efuse key programming
BB PhyPluskit - (]
File Edit Sattings Help
Flash_Writer RF_CMD RF_QuickSet  Multi_FW UART S=tting
T — — Port [COMIE - Baud Rate | 115200 - | Stap Bits |1 * Parnity Mo
Conifig | | Timeouk (4000 Save Clear u
for_Mode Erage Size | 512k ~| Address || Erase II wirite il:‘ L U swu e AL Lt
MG Log
Mo " hexf| Margs FLA_ADDR 5000 RUN_ADDR [1F UartRun Receive #0K!
. Receive »3: successful!
The HEX Flash file has 4 parts. Last modified: 2821-83-11 12:58:28
memmmmmmemesbieite hexf File [B4/@4]mmmmmmmmmnes
ND.1  Flash_Addr: Bx11002009, Size: 80139 Lend cpbin successfullyl
NO.2  Flash_Addr: 8x11002809, Size: 90648 UART Rk ASCIL: by hex mode:
ND. 3 Flash_Addr: Sx11865688, Size: B45D3 Racedve image reguest!
ND.4 Flash_Addr: 8w11920089, Size: 87714 Send image successful! Waiting te receive checksum, ..
Send checksum successfullyl
UART RX ASCII: checksum is: 0w@02cedlbeONs>:
eeesstullyl
Recedive OK!
Write efuse program low successfully!
Send efuse program high weite successfully!
Receive m0K|
Write efuse program high successfully!
Send efuse write enable successfully!
Receive S0K!
Write efuse enable successfully
(Sraie\ Bae Send efuse Read successfully!
Hngk)' Batch Recedve #OK!
.. Enable efuse read successFully!
Parth pri/secure_csv/efuse_wr.csv| Lines |1 Repeat ] ey, Send efuse program low successfullyl
1 Recedve #0K|
Current 1ine nuaber: 1 Write efuse program low successfully!
WO, 1 Hame: efused, Addr: PRFFFF@A, End: K, Wal: A765432111333%44 Sand #fuse program high write successfully!
ND. 2 Name: efusel Addr: FFFFFFal End: K Val: 1234567B13151718 . . 1 .
. . . Write efuse program high :—Ul:e!:—‘J-l?:
Send efuse write snable successfully!
Recedve FOK!
drite efuse snable successfully
& reglsters successfully

« After the firmware and efuse are successfully programmed, re-power on (TM=0) / TM is pulled low, reset
(TM=1), the security boot process goes through, you can jump to the application and complete the ROM

security boot process



Flash_Witer RF.CMD  RF_QuickSet  Multi_Fw
Config | Timeout 4000 | Save Clear
izt _Mode Erase Size 512k | Address | Erme Wiz Ouww
IMG \f HEX \[ HEX Merge |
Mo - meith_Dh'.'bEIZ_herﬂ Merge FLA_ADDR 5000 RUN_ADDR | 1FFF4800 UartRun
The HEX Flash file has 4 parts. Last wodified: 38Z1-83-11 12:58:18
W01 Flash_Addr: @x11082068,
ND.2 Flash_Adgdr: @x11892800,
ND.3  Flash_Addr: 9x118450¢0,
4 Flash_Addr: 0x11020060, Size: @7714
(Single \/ Batch
Path prisecurs_csvietuse_wrisv| Lines 1 | RepeatEl Reload

[Currant 1ine nusber: 1

NO. 1 Hame:
HO. 2 Homss

efused, Addr: FFFFFFBA, End: K, Val: EPES5431111223344
efusel, Addr: FFFFFFB1, End: K, Val: 1234567813151718

OTA Security Boot

[ UART Setting

Port COMI&E + Baud Rate | 115200 | Stop Bits | 1 Parity (Mo
[ swu Disconnect AutoCheck Update:

Log

Receive #0K! - . D

Write efuse program high successfully
Sand efese wrllé enable SUC(ESSTUlly!
Receive #0K!
HWrite efuse enablé successfullyl
Send efese Redd successTully!
Receive #0K!
Enabls sfues rand euceseefullyl
Send efyse programs low successfully!
Receive #OK!
Write cfuse program low successfully!
Send efese progras high write successfully!
Receive #0K! _
Write efuse program high successfully
Send efese write enable successfully!
Ruzaive #OKI
Write efuse enable successfully!
Write registers successfully!

z Ol 0

rfllk 8 rcClk 1 sysClk 2 tplap[2f 28]

sizeof(struct 11_pkt_desc) = 8, buf size = 2680
sizeof{g_pConnectionBudfer) = 2688, sizeof|plonnContext) = 644, sizeof
{1largeHeap ) =489

uldr4150324c363931170177420:4701507EA150

WA, WAlogifit, security bootsiTh

appuristInit

OTA Boot Vertion: @.8.8

Fab 2@ 2@2118:23:34check_default_datetime

Time is 2031-2-28, 1833246030011 caps_datetime_adjust_baseline:

B76c By 31 59200 000080808

WristGasStateCB: IWristGapStateB: 2 s

» The OTA Security boot process is the encrypted boot process of Support OTA. For the specific process and

steps, please refer to No OTA mode:

« The difference is that you need to select the ota.hex file and the corresponding single no fct mode, as shown

below:




Flash_Writer RF_CMD RF_QuickSet  Multi_FW

Config | | Timeout |4000 Save Clear
fct_Mode Erase Size 512k | Address Erase Write O ww

{IMG \/ HEX \/ HEX Merge \

BOOT =+ |kfexamplejDTAjOTA_intemaI_ﬂashfbinfota.hex| Single No FCT ~ Hex16 HexF
[APP v ]:Iefble _peripheraI;’pmeight,r‘binjpmeight.hex] L1 Auth Encrypt
= ~] FLA_ADDR

— v FLA_ADDR
= - FLA_ADDR

— - FLA_ADDR
- v FLA_ADDR
ChipID/IV
PID[16] LID[10] TID[14] CheckID
MID[16] s1D[08] IV[13] 8634785271456 WritelD
MAC[&] KEY1[32] 1795427e4da595 | KEY2[32] e9614eecabb3asd WriteMAC

[ Single \/ Batch \

IPath Vsecure_csv}securez.sec.csv Lines [1 ] Repeat [ Reload GenKey

Name: iv, Addr: 82838, End: M, Val: 38363334373835323731343536489574 s
Mame: g _sec_key, Addr: @FFF@, End: M, Val: 9e7bbc35Ffff32680954795427e4da595

Mame: ota_sec_key, Addr: 02908, End: M, Val: B17e9014a7471cbe

Name: ota_plaintext, Addr: 82918, End: M, Val: e9@7c7b41754a068d34a62853cb23de8

Name: ota_sec_mic, Addr: 82920, End: M, Val: @7de8c3eb2c37@3b762532241cc7cel3

Name: g_ota_sec_key, Addr: @FFF1l, End: M, Val: 8d99351bl46426bBaded6l4eecabb3ad

388853

Command: | v| (D HEX Send ClearBuf

Note: The offline programmer security boot only needs to provide the hexf file generate in step ¢ above and the
triple *.csv file of the corresponding efuse key generated in step b.

The configuration is as follows:



= PhyWriter —
About

P 1=l ~F =i

MI R OELEGOCTROMNMIOGCS

Device Setting Application file
UsBinfo [324F34603330 | [D:\gitroot\ris_308_ota\bbb_sdi\example\l ~-| | Open | Checksum| 214241BD | WAddr | 4050
Channel Enable [p#201523 15908735628 d752a6093d0bb eabcb7683ce 1 7de248F7b3157022 | Shaaddr I:l

[ Channel 1 /-
ernal file
[~ Channel 2
D| v| Open Checbuml:l Address

Channel SkitIE-J—_JﬁéEE{Jﬁ

Channel 4 YConﬁguration file EFUSE

| v| Open | Checksum RSN - | | Open

Beep Control Close v MAC address Other /
Languagesel by < [ Write MAC address when program 1C Mame PHYB202
Byte 0
FCT Mode EN | Close v Byte 5 imtcont[0 | efuse_wr.csv
ADC Check Sel | Close v 5“”: . .
ek ot Note:When value is 0, don't limit action.

----- sop 7] [ o o] o)
Current BT MAC | C0:00:00:00:00:00 P . W W W m Dwc Loop Sel [IBin Spit
Total 0K Count |:| Step |1 ~ | Increase Seg Byte 0 ~

Mac address position:0x | 4000

Software 00.00.00 Action

Update O Erase (O Erase and program (®) Erase, program and test

Download setting Import setting Export setting

Inforrmation | Clear

Flash Mapping

No OTA Mode Flash Mapping

Flash Mapping No OTA

256KB Flash 512KB Flash
Reserved 0 1FFF 8 0 1FFF 8
1st Boot info 2000 OFFF 4 2000 OFFF 4
FCDS 4000 4FFF 4 4000 4FFF 4
App Bank 5000 1FFFF 108 5000 1FFFF 108
XIP 20000 3BFFF 112 20000 | 33FFF 80
FS(UCDS) 3C000 3DFFF 8 34000 | 35FFF 8
Resource 3E000 3FFFF 8 36000 | 7FFFF 296
FW Storage 40000 3FFFF 0 80000 | 7FFFF 0

Support OTA Flash Mapping



Single Bank OTA

256KB Flash 512KB Flash
Reserved 0 1FFF 8 0 1FFF 8
1st Boot info 2000 2FFF 4 2000 2FFF 4
2nd Boot info 3000 3FFF 4 3000 3FFF 4
FCDS 4000 4FFF 4 4000 4FFF 4
OTA Bootloader 5000 10FFF 48 5000 10FFF 48
App Bank 11000 1FFFF 60 11000 1FFFF 60
XIP 20000 3BFFF 112 20000 33FFF 80
FS(UCDS) 3C000 3DFFF 8 34000 35FFF 8
Resource 3E000 3FFFF 8 36000 7FFFF 296
FW Storage 40000 3FFFF 0 80000 7FFFF 0

Documents / Resources

K-Solution PRBMDO02 Bluetooth Tiny 5.0 Module [pdf] User Guide
PRBMDO02, Bluetooth Tiny 5.0 Module, PRBMDO02 Bluetooth Tiny 5.0 Module

Manuals+,


https://manuals.plus/m/278ea06f60be696202b53854791295b5543de69cb412079d4e9e07443a581815
https://manuals.plus/m/278ea06f60be696202b53854791295b5543de69cb412079d4e9e07443a581815_optim.pdf
https://manuals.plus/
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