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SUMMARY
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This section describes installation procedures and system requirements for Juniper BNG CUPS.
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Juniper BNG CUPS disaggregates the broadband network gateway (BNG) function running in Junos OS into
separate control plane and user plane components. The control plane is a cloud-native application that runs in a
Kubernetes environment. The user plane component continues to run on Junos OS on a dedicated hardware
platform.

The installation instructions in this guide are for the disaggregated control plane component of the Juniper BNG
CUPS solution. In the Juniper BNG CUPS solution, the control plane is referred to as the Juniper BNG CUPS
Controller (BNG CUPS Controller). The BNG CUPS Controller component requires a multi-node Kubernetes
cluster.

Before You Begin

Before you begin installing and running BNG CUPS Controller, make sure you have the following:

« A juniper.net user account with permissions to download the Juniper BNG CUPS software package.
« A Linux host (jump host) running Ubuntu 22.04 LTS (or later) is required for running the junos-bng-cups-
controller installation. The jump host must have the following resources allocated to it:
o CPU cores-2
o RAM-8 GB
o Disk space—128 GB of free disk storage
« The cluster must have at least three worker nodes (either virtual or physical machines). A node is a Linux
system running Ubuntu 22.04 LTS (or later) that has a management address and a domain name.

The nodes must meet the following system requirements:

o CPU cores-8 (hyperthreading preferred)
« RAM-64 GB

« Disk space-512 GB of free disk storage in the root partition

We recommend that you partition your disk storage accordingly:

« 128 GB to the root (/) partition for the operating system

« 128 GB to /var/lib/docker for the Docker cache

« 256 GB to /mnt/longhorn for the application data. This is the default location, you can specifya different location
during configuration.

« All cluster nodes must have a user account with sudo access.

« You must have root-level SSH access from the jump host, using key-based authentication, to all nodes.

« To use Juniper BNG CUPS, you must purchase a license for both the Juniper BNG CUPS Controller (control
plane) and the Juniper BNG User Planes (user planes) associated to the Juniper BNG CUPS Controller.

« For information about how to purchase a software license, contact your Juniper Networks sales representative



at https://www.juniper.net/in/en/contact-us/.
« The MX Series devices that you are using in your Juniper BNG CUPS environment also require separate

licenses. For information about how to purchase hardware, contact your Juniper Networks sales representative

at https://www.juniper.net/in/en/contact-us/.

Install Juniper BNG CUPS Controller

SUMMARY

Use this procedure to install Juniper BNG CUPS Controller.

Before you begin, confirm that you have met the requirements for the BNG CUPS Controller installation.

NOTE: See the BBE Cloudsetup Installation Guide for instructions on installing the BBE Cloudsetup facility and
building the Kubernetes cluster. Use the dong setup [-bbecloudsetup] to install and to build your cluster. All the
defaults align with BBE Cloudsetup if you use the bbecloudsetup option. If you don’t use the bbecloudsetup option
with setup, then you need to have the following information when you start the BNG CUPS Controller installation:

« Kubernetes registry location

Registry name

Registry port

« Syslog server/BBE Event Collection and Visualization address and syslog server port

Install the BNG CUPS Controller Application

1. Download the Juniper BNG CUPS software package from the Juniper Networks software download page, and
save it to the jump host.
2. BNG CUPS Controller is available as a compressed tarball image (.tgz). The filename includes the release

number as part of the name.

The release number has the format:.nzb.s For example, the software release number 23.41.5 maps to the
following format:

« Mis the main release number of the product (for example, 23).

« is the minor release number of the product (for example, 4).

« Zis the type of software release (for example, R for FRS or maintenance release). |

« bis the build number of the product (for example, 1, indicating the FRS release, rather than a maintenance
release).

« Sis the spin number of the product (for example, 5).

Unpack the BNG CUPS Controller tarball (.tgz) file on the jump host by entering:

« §$ tar zxvf junos-bng-cups-controller- image-stamp-m. nZb. s.tgz dong/load. json
« dbng/dong/settings.py
« dbng/charts/bng_controller/templates/_installation.tpl

« dong/ images/ junos-cong-docker-amd64. tgz

dbng/dong/dong

dbng/images/ junos-cscache-docker-amd64. tgz

dbng/dbng_loader
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« dbng/dbng/DbngValidator.py

« dbng/charts/bng_controller/templates/ metadata.tpl
« dong/charts/bng_controller/.helmignore

« dbng/charts/bng_controller/templates/_svcs.tpl

« dbng/charts/bng_controller/templates/cfgmap.yaml
« dong/charts/bng_controller/values.yaml

« dbng/charts/cpitemplates/service-debug.yaml|

« dbng/charts/cpi/templates/_label.tpl

« dbng/charts/cpi/templates/_affinity.tpl

« dbng/charts/cpi/.helmignore

« dbng/charts/cpi/containers.yaml

« dong/charts/cpi/questions.yaml|

« dong/charts/cpi/templates/hooks/validator.yaml

« dbng/charts/cpi/templates/cfgmap.yaml

« dbng/charts/cpitemplates/pvc.yam|

« dbng/charts/cpitemplates/pod.yaml

« dbng/charts/cpi/templates/service.yaml

« dbng/charts/cpi/values.yaml

« dbng/charts/scache/templates/service-debug.yaml
« dong/charts/scache/templates/hooks/validator.yaml|
« dbng/charts/scache/templates/_affinity.tpl

« dbng/charts/scache/.helmignore

« dong/charts/scache/containers.yaml

« dbng/charts/scache/questions.yam|

« dbng/charts/scache/templates/pvc.yaml

« dbng/charts/scache/templates/pod.yaml

« dbng/charts/scache/templates/service-internal.yaml
« dong/charts/scache/values.yaml

« dbng/dong/Dockerfile.validator

« dbng/dbng/JnprBbeUtilityBase.tgz

« dong/charts/bng_controller/Chart.yaml

« dong/charts/cpi/Chart.yaml

« dbng/charts/scache/Chart.yaml

Run the loader script after you unpack the tarball.

« $ sudo dbng/dbng_loader
« Creating dbng group... done.
« Loading files... done.

« Setting up utility script... done.

Successfully loaded: <bng-cups-software-version>

Use the sudo -E dbng link —context context-name —version software-release command to link to the cluster.
The link command associates the loaded BNG CUPS Controller software package to the cluster in preparation for



the setup.

$ sudo -E dong link —context context-name —version software-release

« Linking swwf-il-k46-s to <bng-cups-software-version> single-cp... done.

« Linking complete, please run dbng setup.

« Context context-name-The Kubernetes context name.

« Version software-release-The BNG CUPS Controller software version, as displayed from the BNG loader

output.

If you are using a secure registry (as would be created on a BBE Cloudsetup created cluster), authenticate with
the registry by issuing a docker login as the system user (the system user supplied in the BBE Cloudsetup
configuration file) to the cluster’s registry transport address (the FQDN supplied as the system address in the BBE
Cloudsetup configuration file). docker login -u < system/user> <systemAddress>:5000

Password
WARNING! Your password will be stored unencrypted in /home/user/. docker/config. json. Configure a credential
helper to remove this warning. See

https://docs.docker.com/engine/reference/commandline/login/#credentials-store

Login Succeeded
Run a dong setup to configure your installation.

« $ sudo -E dong setup —context context-name —update [-bbecloudsetup] —ssh host:port [— secrets]
« context context-name-The Kubernetes context name.

« Update-You will only be prompted for missing values during setup.

bbecloudsetup-Uses the default values used when BBE Cloudsetup created the Kubernetes cluster.

Ssh host:port-A hostname or IP address of the cluster (any of the cluster’s nodes) and open port used for SSH

access to the CLI.

The setup command does the following.

« Collects information about the cluster environment such as; Names of storage class or persistent volumes,
location of a container registry, container/pod name of registry, any TLS key information, and so on.

« Initializes the BNG CUPS Controller configuration.

« If you did not use the bbecloudsetup option with the setup command, you need to complete these prompts
during the setup:

« Docker registry address and port number

« CPi Config storage class name and size

« CPi Core storage class name and size

« Scache Core storage size

« $ sudo -E dong setup —context context-name —update —ssh host:port [-secrets]

« Validating registry... done.

Verify the BNG CUPS Controller installation by running the dong version command.

« $ dong version —context context-name —detalil
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« BNG Controller (single-cp) versions:

« Microservice Release

« dbng: <bng-cups-software-version>

« scache: <bng-cups-software-version>

« Available releases for BNG Controller (single-cp): <ong-cups-software-version>
« contexts: swwf-il-k46-s

« components: dong

« scache cpi <bng-cups-software-version>

« contexts: components: dbng cache cpi

« context context-name-The Kubernetes context name.
« detail-Displays all available software versions.

« $ dong version —context context-name —detalil

« BNG Controller (single-cp) versions:

« Microservice Release

« dbng: <bng-cups-software-version>

« scache: <bng-cups-software-version>

« Available releases for BNG Controller (single-cp):

« <o0ng-cups-software-version>

« contexts: swwf-il-k46-s

« components: dong

« scache cpi <bng-cups-software-version>

« contexts: components: dbng scache cpi

« context context-name-The Kubernetes context name.

« Detail-Displays all available software versions.

SUMMARY

Use this procedure to configure and to start BNG CUPS Controller.

1. Enter rollout to start the BNG CUPS Controller installation. The BNG CUPS Controller utility allows you to roll
out different software versions for all microservices that are part of the BNG CUPS Controller. You need to use
the rollout command with sudo as root.

2. The rollout command also validates that all the values needed for the new releases are present and loads the
new release container images to the registry. Use sudo -E dong rollout —context context-name —version

software-release — service service- name to start BNG CUPS Controller services.

For example

$ sudo -E dong rollout —context context-name

« Load container images to registry...

Loading <bng-cups-software-version> scache images to local cache... done.

« Pushing <bng-cups-software-version> scache images to registry... done.
« Loaded container images to registry.
« Rollout BNG Controller (single-cp)... done.s context-name-The Kubernetes context.



« Service service-name-The microservice name to rollout (for example, scache and cpi-).

« Version software-release-The software release to rollout (defaults to the release that links to the cluster).

NOTE: On the first rollout —service is not required. The —service is used with the —version to rollout (upgrade
specific versions of specific services.

NOTE: By default, BNG CUPS Controller starts from factory-default. The configuration is reset to its initial state.
Any persistent state and any persistent logs are cleared. Enter dong status —detail —context context-name to verify
that the BNG CUPS Controller services are up and running.

For example
$ dong status —detail —context context-name

MICROSERVICE POD NODE

« scache-pod-77d749dc6f -5h5f t

o k46-s. juniper.net
STATE RESTARTS UPTIME
« Running 0
o 0:03:41.887146 swwf-il-
« Storage: Healthy
NOTE: Collect the logs for a service and contact the Juniper Networks Technical Assistance

Center (JTAC) when either of the following occurs:

o The service is not running.

« The service’s uptime compared with other services indicates that it has restarted.

You must add a control plane instance (CPi) to your BNG CUPS Controller. Run the CPi add command.

$ sudo -E dong cpi add —context context-name —version release-number cpi-label

« Adding CPi “cpi-example-1” to chart... done.

« Pushing container images to registry...

« Loading <bng-cups-software-version> cpi-exampl-1 images to local cache... done.

« Pushing <bng-cups-software-version> cpi-examp1-1 images to registry... done. Done.
« Rolling out new CPi... done.

« Context context-name-The Kubernetes context name. Enter the name of the context.
« Version software-release-The software release for the new CPi pod. Enter a release.

o Cpi- label-Specify a label that is used for CPi commands.

Verify that the CPi micro service is running, by using the dong status command.

« $ dbng ststus —detail —context context-name

MICROSERVICE POD STATE NODE



« cpi-examp1-1 cpi-examp1-1-pod-84cd94f6¢c5-wkp85 Running o

o k46-s. juniper.net

RESTARTS UPTIME

0:00:19.887097 swwf-il-k46-s.juniper.netscache
k46-s. juniper.net

scache-pod-77d749dc6f — 5h5f t

« Running 0

« 0:03:41. 887146 swwi-il-

« Storage: Healthy

« context context-name-The Kubernetes context name.

« detail-Displays detailed information.

Install a BNG User Plane

The BNG User Planes that you use as part of Juniper BNG CUPS are the MX Series routers that you have
installed in your network. BNG User Planes (MX Series routers) run Junos OS. If you need to install a BNG User
Plane, see the following: Junos® OS Software Installation and Upgrade Guide. How to Use the Juniper BNG
CUPS Controller Utility Commands

How to Use the Juniper BNG CUPS Controller

Utility Commands

SUMMARY

After you have installed Juniper BNG CUPS Controller (BNG CUPS Controller), you can perform numerous
administrative functions.

IN THIS SECTION
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Access Juniper BNG CUPS Controller Utility Commands

You can use the BNG CUPS Controller utility script (dong) to administer the application and to access the CLI that
you use for configuring operations. The BNG CUPS Controller installation places the utility script in /usr/local/bin.
The dong utility script performs the tasks you need to do to manage BNG CUPS but masks the complexity of the
kubectl command. This masking of the kubectl commands simplifies your administrative duties.



The dong utility script uses the Kubernetes kubectl utility commands to do the following:

« Create and delete objects.
« Conduct interactive sessions with pod containers.
« Display the status of the BNG CUPS Controller objects.

Table 1 on page 11 lists the commands that you can invoke with the dong utility script and describes the action that
each command initiates.
Table 1: BNG CUPS Controller Utility Script Commands

Command Mame Action

sudo -E dbng clean [--docker] | Clean up unneeded releases and Docker cache. To run this command, you need
[--release software-release] | Sudo root privileges.

[--dry-run] [--uninstall] This command offers the following options:

# docker—Only cleans the local Docker cache, all other files remain.

# release software-release—5Specify a release to clean or clean all possible

releases,

& dry-run—ldentifies releases and docker images for removal and prints them to
consale. This command does not actually clean any releases or the Docker

cache,

# uninstall—Uninstalls all BNG CUPS Controller materials from the disk. The

command does not effect the running application.



Command Mame

dong cli --context comtest-
rane [-p]--pipe]

dbng contexts [-of--output
jsem]

sudo -E dbng cpi add --
conbext comfers -name --
version sofisare-refease
label!

sudo -E dbeg cpi rm --context
contert-nane label

Gives you sccess to the CLI that you can use to configure BNG CUPS Controller
features.

This command offers the following options:

& context cooferd-name—The Kubemetes context name. Enter the name of the
context,

= pipe—ABows you to pipe input into the command.

Displays the available contexts for control with BMG CUPS Controller.
This comemand offers the following options:

® contexts—Lists the available conbexts.

» putput json=Allows you to request the output in JSON format.

Deploys a new control plane instance (CPi) pod. To run this command, you nesd
sudo root privileges.

This comenand offers the following options:

® context coofert-name—The Kubernetes context name. Enter the name of the
context.

® wersion sof fware-release—The software release for the new CPi pod. Enter a
reledie.

= Jabe/-5pecify a label that is used for CPi commands.

Rermoves a control plane instance (CP) pod. To run this eommand, you need sudo
root privileges.

This command offers the following options:

® context confert-name—The Kubemetes context name, Enter the name of the
context.



Command Mame Action

dbeg ip --context comtext- Displays the IP addresses of every service with an external IP address.
- t -
::;" output 35003 1| 1his command offers the following options:
i

e context comfext-nase=The Kubernetes context name, Enter the name of the
context.

* output json—~Allows you to request the output in JSON format.

o detail—Displays detailed IP information.

sudo -E dbng link --version Limks a cluster to a specific software version. To run this command, you need
software-release --context sudo root privileges.
A — This command offers the fallowing options:
* version soffware-relesss—Specify the softwarne release to link to the cluster
specific repository.

& context corfext-name—The Kubernetes context name to link to the software
release. Enter the name of the context.

sudo -E dbng rename-context Renames a context. Does not effect the currently running BNG CUPS Controller
--gontext comtext-name --new- | 0N the cluster. To run this command, you need sudo root privileges.

S S — This command offers the following options:

* context corfext-nase—The old Kubernetes context name to rename. Enter the
name of the context.

*  new-name new-nase—The new name of the Kubernetes context (cluster name),
Enter a new name.



Command Mame

sudo -E dbng restart --
context contert-name [--
force] [=-wait] service-name

suda -E dbng rollout --
context contex!-name [--
service service name --
version software-release]

Action

Restarts a specific BNG CUPS Controller service. To run this command, you need
sudo root privileges.
This command offers the following options:

e context conferf-nase—The Kubernetes context name an which to restart the
service. Enter the name of the context.

& foarce—Forcibly restart the micro-service without validating that it can be
safely restarted.

+ wait—Wait for the new pod to fully come up.

*  microsenvice-name—Enter the microservice name to restart.

Upgrade a BNG CUPS Controller service. To run this command, you need sudo
root privileges.

This command offers the following opticns:

e context confert-nase—The Kubernetes context name on which to roll out the
mevw software version. Enter the name of the context.

e avice service name—The microservice name to roll out. Enter the
MICrOService's name.

& yersion software-release—The software rebease to roll out. Enter the software
reblease number.



sudo -E dbng setup --context
comtext -name [--
bbecloudsetup] [--update] [--
ssh Jfp-aobiress: port -nuaber]

dbng shell --context confert-
name [-p|--pipe]
B Croservice-nane

sudo -E dbng start --context
confext nase

Sets up the BNG CUPS Controdler application as part of the installation process.
T run this command, you need sudo root privileges.

This command offers the following options:

-

context comtext-name—The Kubernetes context name on which to run startup.
Enter the name of the context.

bbeclowdse tup—Use the values for a BBE Cloudsetup deployed cluster, This
option is only valid if you are running a BEBE Cloudsetup deployed cluster.

update—You will only be prompted fior missing values during setup.

ssh Jp-actiress. por -nuader—Enables SSH. Enter the S5H IP address and port
numbeer, The IP address must be the IP address that you 55H to. The |P
address can also be a DMNS name.

Connects you 1o 8 ranning microsenice,

This command offers the following options:

microservice-name—The narme of the microservice that you wani fo conmect
T,

context—The Kubernetes context narme. Enter the name of the context.

pipe—~Allows you to pipe input into the command.

Starts a specific BNG CUPS Controller service. To run this command, you nised
sudha root privileges.

This command offers the following option:

context comfext name—The Kubernetes conbext name on which to start a BNG
CUPS Controller. Enter the name of the context.



Command Mame

ding states --context oowfert?
ngme [=0)--ostput json] [--
terse] [--detail]

sudo -E dbng stop --contest
contert name [ --now]

dbng storage --comtext
conterf-agme [ o) --oetpul
jsen] [--terse]

sudy -E ding unlisk --contest
contert -name

Dhsgplays the current stabus of the BMG CLPS Controller services.
This command offers the following options:

® context comferd nase—The Kubermetes context name, Enber the name of the
context.

*  aufpul —Allows you to requesd he oulpid i JSOMN Tormel.
*  terse—Displays a summasized outpul of the health of the system,

#  detsil—Displays information bor each pod.

Stop all BNG CUPS Controller services. To run this command, you nesd sudo roof
privileges.

This command offers the lollowing option:

® context comfert Asse—The Kubermebes conbext name on which to stop a BNG
CUPS Controller. Enter the nasme of the cortext.

® pow—5tops the BMG CUPS Controlier immediately, instead of waiting for the
Provides the status of the storage drivers for BRG CLIPS Controller.

This command offers the following opticns:

® context comfert -nase—The Kubernetes context name. Enter the name of the
oonbet.

& cutput—Allcws you to request the output in J50M format.

®  terse—Displays a summasized outpul of the storage health,

Unlink components associated with the context. To run this command, you need
sudo root. privileges.

This command offers the following oplions:

® content comfert-nase—The Kubermetes conbext name to uninstall Enber the
name af the conbext.



Command Mame Action

dbng wersion [--context Displays the version of the following
context name] [-o]--output
; # Ewvery running microservice in the BMG CUPS Controller instance.
json] [--detail] [--compare]
[--release release-number] s The BNG CUPS Controller utility.
» Al available BNG CUPS Controdler software releases on the system.

This command offers the following oplions:

* context confert asse—The Kubernetes context name. Enter the name af the
context,

& putput—Allows you to request the output in JS0OM format.
# detail—Displays all available software versions.

& coapare—Compares the designated release to the currently running BMG
CUPS Contraller release.

# release release-nusber—Displays microservice information for the requested
release.

To display a list of available commands with a brief description, use either the h or help option:

o $dong-h
« $dbng —help

To display the options for a specific command:

« $ dong command-name -h

Start or Stop BNG CUPS Controller Services
Use the dong utility script to start or stop all BNG CUPS Controller services.

To start all BNG CUPS Controller services:
« $ sudo -E dong rollout —context context-name
« To stop all BNG CUPS Controller services:

« $ sudo -E dbng stop —context context-name

Check the Status of BNG CUPS Controller Services

Use the dbng status utility script to check the status of each BNG CUPS Controller service (functional component)
listed in Table 2 on page 19. The status shows whether a service is running, has exited, or has not started. It also
displays the service name on the Kubernetes pod. You can compare uptime for the services to quickly see whether
any service has been restarted.

Table 2: Services Displayed with the Status Command

To check the status of controller services, display the service status:



« $ dbng status

For example:
user@host $ dbng status —detail —context context-name

MICROSERVICE POD STATE NODE

« scache
« scache-pod-7f646d56dc-w88sg Running 0

o example-1. juniper.net
RESTARTS UPTIME

« 0:00:38.959603

o example-1. juniper.net

« Juniper BNG CUPS Logging

« Juniper BNG CUPS uses the Broadband Edge (BBE) Event Collection and Visualization application for logging

purposes.

BBE Event Collection and Visualization collects syslog events and records them in a time-series database. You
can view the recorded events through the BBE Event Collection and Visualization Dashboard. The BBE Event
Collection and Visualization Dashboard is a GUI-based visualization tool that enables you to view recorded events
according to a defined filter, which can be within a specific time range. The Dashboard also provides powerful
search and visualization tools through which you can correlate recorded events from multiple sources. To install
BBE Event Collection and Visualization, see Broadband Edge Event Collection and Visualization Installation
Guide.

Uninstall and Remove BNG CUPS Controller

Use the dong utility script to uninstall the BNG CUPS Controller configuration. The unlink command reverts the
actions you performed when setting up BNG CUPS Controller. This script returns the BNG CUPS Controller to the
state it was in immediately after you installed the application but before you did any setup configuration.

To uninstall BNG CUPS Controller

1. 1. On the jump host where you installed BNG CUPS Controller, run the stop command.
$ sudo -E dong stop —context context-name
2. Run the unlink command.
$ sudo -E dong unlink —context context-name
3. Run the clean command.

$ sudo -E dong clean —uninstall
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« Access the BNG CUPS Controller CLI

You use the BNG CUPS Controller command-line interface (CLI) to configure BNG CUPS Controller and to
monitor its operations. This section describes how to access the CLI.

To access the BNG CUPS Controller CLI prompt

1. Enter the following dong utility script command. $ dong cli root@host>
2. Enter a question mark to see the available top-level CLI commands. This command yields a subset of the
Junos OS top-level commands.

The CLI available for BNG CUPS Controller is a subset of the Junos OS CLI. For an overview of Junos OS CLI
basics, see Day One: Exploring the Junos CLI. For more detailed information, see the CLI User Guide.

Access and Use CLI Configuration Statements
You use configuration statements to configure, set, manage, and monitor BNG CUPS Controller properties.

To configure BNG CUPS Controller components:

1. Use the BNG CUPS Controller utility command dong cli to access the top-level CLI prompt.
2. Access the configuration mode to configure the BNG CUPS Controller and the information that the BNG CUPS
Controller uses to configure a managed router.
« root@user> configure
 root@user#
3. Enter CLI statements to configure the Juniper BNG CUPS components (BNG CUPS Controller and BNG User
Planes).
4. Save and activate the configuration. This command succeeds only when no configuration syntax errors exist.
« root@user# commit
« commit complete
5. (Optional) Exit configuration mode and return to the top-level CLI prompt. root@user# exit root@user>

6. For a list of supported configuration statements, see Juniper BNG CUPS CLI Configuration Statements.

Access and Use CLI Operational Commands
You use operational commands to display the current status of Juniper BNG CUPS. You enter operational
commands to monitor and to troubleshoot the BNG CUPS Controller and the BNG User Planes.

To monitor BNG CUPS Controller, view BNG CUPS Controller configuration and statistics, or run certain
operations manually:

1. Use the BNG CUPS Controller utility command dong cli to access the top-level CLI prompt. $ dong cli
root@host
2. Enter specific commands.

« Use show commands to display statistical information.



« Use request commands to manually initiate certain BNG CUPS Controller operations.

For a list of supported operational commands, see Juniper BNG CUPS Operational Commands.
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