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Dear customer,
Thank you for purchasing our product. Please read the following instructions carefully before first use and keep
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this user manual for future reference. Pay particular attention to the safety instructions. If you have any questions
or comments about the device, please contact the customer line.

www.alza.co.uk/kontakt

+44 (0)203 514 4411
Importer: Alza.cz a.s., Jankovcova 1522/53, HoleSovice, 170 00 Prague 7, www.alza.cz

Notice to Licensee:

This source code and/or documentation (“Licensed Deliverables”) are subject to GoTrustID Inc. intellectual
property rights under International Copyright Laws. These Licensed Deliverables contained herein is
PROPRIETARY and CONFIDENTIAL to GoTrustID Inc. and is being provide under the terms and conditions of a
form of GoTrustID Inc. software license agreement by and between GolrustID Inc and Licensee (“License
Agreement”) or electronically accepted by Licensee. Notwithstanding any terms or coniditions to the contrary in
the License Agreement, reproduction or disclosure of the Licensed Deliverables to any third party without express
written consent of GoTrustID Inc. is prohibited.

Notwithstanding any terms or conditions to the contrary in the license agreement, GoTrustID Inc. makes no
representation about the suitability of these licensed deliverables for any purpose. They are provided “AS IS”
without express or implied warranty of any kind. GoTrustID disclaims all warranties with regard to these licensed
deliverables, including all implied warranties of merchantability, noninfringement, and fithess for a particular
purpose. Notwithstanding any terms or conditions to the contrary in the license agreement, in no event shall
GolTrustID be liable for any special, indirect, incidental, or consequential damages, or any damages whatsoever
resulting from loss of use, data or profits, whether in an action of contract, negligence or other tortious action,
arising out of or in connection with the use or performance of these licensed deliverables.

Overview of GoTrust Idem Key

Golrust Idem Key, hereinafter referred to as Idem Key, is a revolutionary product solving user identity and 2nd
factor authentication (2FA) across mobile devices and workplaces. It possesses a number of attractive features
listed below:

« 2FA for Google, Facebook, Amazon, Twitter, and Dropbox, etc. As one of the GoTrust FIDO series products,
users can use ldem Key to connect and authenticate to all FIDO U2F and FIDO2 service in USB or NFC
supported devices.

« Idem Key enables user presence operations by Touch.

« Idem Key is designed as a standard USB Type A and Type C from factor.
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Specification of Idem Key-A
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Application: FIDO2 and FIDO U2F
Dimensions: 48.2mm x 18.3mm x 4.1mm
Weight: 4qg /9.2g (with package)

Physical Interfaces:

USB Type A, NFC

Operating Temperatures:

0°C ~ 40°C (32°F ~ 104°F)

Storage Temperatures:

-20°C ~ 85°C (-4°F ~ 185°F)

Certification

FIDO2 and FIDO U2F

« Compliance
o CE and FCC
o IP68

Specification of Idem Key-C
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Application FIDO2 and FIDO U2F
Dimensions 50.4mm x 16.4mm x 5mm
Weight 59/ 10.5g (with package)
Physical Interfaces USB Type C, NFC
Operating Temperatures 0°C ~ 40°C (32°F ~ 104°F)
Storage Temperatures -20°C ~ 85°C (-4°F ~ 185°F)
Certification FIDO2 and FIDO U2F

« Compliance
o CE and FCC
o IP68

FIDO Features

FIDO2 Certification
Both Idem Key-A and Idem Key-C are certified by FIDO U2F and FIDO2 standard which conforms with CTAP 2.0

specification.

FIDO2 Credentials
Idem Key supports FIDO2 PIN functionalities with following features.

FIDO2 PIN does not exist on the new Idem Key. User needs to set PIN himself.
FIDO2 PIN must be between 4 and 63 characters in length.
FIDO2 PIN will be locked after subsequence 8 times incorrect PIN entered.

Once the PIN is locked, user must reset Idem Key to restore the functionality. However, all the credentials

(include U2F credentials) will be erased after reset.

FIDO2 Resident Key
Idem Key can store up to 30 resident keys in it.

FIDO2 AAGUID
In FIDO2 specification, it defines and Authenticator Attestation GUID (AAGUID) to be used during the
authenticator attestation process. AAGUID consist by a 128 bits identifier.



Product AAGUID

Idem Key — A 3b1adb99-0dfe-46fd-90b8-7f7614a4de2a

Idem Key -C e6fbe60b-b3b2-4a07-8e81-5b47e5f15e30

To watch instructional videos and find out more information (in English only), visit http://gotrustid.com/idem-key-
guide.

Warranty Conditions

A new product purchased in the Alza.cz sales network is guaranteed for 2 years. If you need repair or other
services during the warranty period, contact the product seller directly, you must provide the original proof of
purchase with the date of purchase.

The following are considered to be a conflict with the warranty conditions, for which the claimed claim may not be
recognized:

« Using the product for any purpose other than that for which the product is intended or failing to follow the
instructions for maintenance, operation, and service of the product.

« Damage to the product by a natural disaster, the intervention of an unauthorized person or mechanically
through the fault of the buyer (e.g., during transport, cleaning by inappropriate means, etc.).

« Natural wear and aging of consumables or components during use (such as batteries, etc.).

« Exposure to adverse external influences, such as sunlight and other radiation or electromagnetic fields, fluid
intrusion, object intrusion, mains overvoltage, electrostatic discharge voltage (including lightning), faulty supply
or input voltage and inappropriate polarity of this voltage, chemical processes such as used power supplies,
etc.

« If anyone has made modifications, modifications, alterations to the design or adaptation to change or extend

the functions of the product compared to the purchased design or use of non-original components.

EU Declaration of Conformity

Identification data of the manufacturer’s / importer’s authorized representative:
Importer: Alza.cz a.s.

« Registered office: Jankovcova 1522/53, HoleSovice, 170 00 Prague 7
« CIN: 27082440

Subject of the declaration:

« Title: Safety Token
« Model / Type: GoTrust Idem Key

The above product has been tested in accordance with the standard(s) used to demonstrate compliance
with the essential requirements laid down in the Directive(s):

« Directive No. 2014/53/EU
« Directive No. 2011/65/EU as amended 2015/863/EU

Prague
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WEEE

This product must not be disposed of as normal household waste in accordance with the EU Directive on Waste
Electrical and Electronic Equipment (WEEE —2012/19 / EU). Instead, it shall be returned to the place of purchase
or handed over to a public collection point for the recyclable waste. By ensuring this product is disposed of
correctly, you will help prevent potential negative consequences for the environment and human health, which
could otherwise be caused by inappropriate waste handling of this product. Contact your local authority or the
nearest collection point for further details. Improper disposal of this type of waste may result in fines in
accordance with national regulations.
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