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Requirements to view cameras off-site using iFreedom

To remotely access a Freedom Server over the internet from iFreedom you need the following:

« Freedom Server Pro or Lite version


https://manuals.plus/
https://manuals.plus/
https://manuals.plus/category/freedom
https://manuals.plus/freedom/ifreedomvms-mobile-app-manual.pdf

« An internet connection at the Freedom Server recorder.

« A Public Static IP address, or DDNS name.
« ‘Port forwarding’ configured in the router for each Freedom Recorders TCP and Transcode ports.

Installing the App
Either click on the link from the device you wish to install the app, or go to your respective ‘App store’, and search

for the name listed below.

Platform Name Link

https://play.google.com/store/apps/details?

Android IFreedomvms id=au.com.FreedomVMS.iFreedomVMS
iPhone iFreedomvmspro | hitps://apps.apple.com/app/ifreedomvmspro/id1504444170
iPad iFreedomvmsPad | _https://apps.apple.com/app/ifreedomvmspad/id6462580150

Live View Interface

This is where you can view cameras live.



https://play.google.com/store/apps/details?id=au.com.FreedomVMS.iFreedomVMS
https://apps.apple.com/app/ifreedomvmspro/id1504444170
https://apps.apple.com/app/ifreedomvmspad/id6462580150
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Adding a Device

To add a device, follow the steps below.




< Gancel Add Device D@

Site Mame: ®

Devica Name: Froodom sarver () Public IP address or DDNS

Device Type:
IP or DNS: 123.123.1231

Public TCP Port of DVR

TCP Port:

User Name: meb01 User name and password for DVR

a—

Password: ssses

TransCD Port: (/

Editing and deleting a device

= Device Manager +

Tap i’ to edit
device details

Site 24 Southmore
Address:123,123.123.123
TCP: 8844

Site 25 Westsid
Address:123.123.127

TCP: 8845

Swipe from right to
left to delete device

To delete a device in
Android, tap and hold, then
select ‘remove’

Exporting devices to another User

You can export devices from your device list to another iFreedom User, which attaches a configuration file to an
email, the User receiving the email can then ‘import’ the configuration into their device list. To do this, tap on the
menu bar, then the ‘Device Manager’ icon. Once in Device Manager follow the steps below.



= Device Manager Send e

Tap each device
you wish to include
in the export

Site 24 Southmore
Address: 123.123.123.123

TCP: 8844

Site 25 Westside
Address: 123,123,123.123

TCP: B845

Site 26 Eastside . .
Address: 123.123.123.123 Swipe from right to

TCP: 8846 left to delete device

¢ @

Importing a Config File into an iPhone or iPad

If someone has sent you an existing iFreedom configuration by email, open the email on your device, then long
press (touch and hold your finger down) on the attachment icon, after which you will be presented with a list of
applications to open the attachedment with, then select(tap) the iFreedom icon.

Warning! Importing a configuration will overwrite and remove any existing devices

< All Inboxes (24) AWV
From: AirDrop. Share with people nearby. If you don’t
To: @ see them, have them turn on AirDrop in Control
Center on i0S, or go to AirDrop in Finder on a
Mac.
Freedom App Config

25 August 2015 7:34 am

Press & hold to

open attached ‘ ' @
options window _

OneNMote

Quick Look More
Sent from Phone

= = .@ & EJ/ Cancel

Importing a Config File into an Android device

The following screenshots were taken from an Android Nexus device, running Android version 7.1, the images
may differ on your device, depending on manufacturer, Android version, email client and the File manager app you
use. In the example below | will be using the free ‘Amaze File Manager’ app to copy the saved file.

Steps to import an iFreedom config into an Android device:



—_

. Give the iFreedom app ‘Storage’ permissions.

N

. Completely exit the iFreedom application.

w

From your email client i.e (Gmail) save the ‘FreedomAppConfig’ file. (by default, usually saved to the
‘downloads’ folder.)

P

Using a File Manager app, copy the ‘FreedomAppConfig.json’ file to the root folder of the ‘Storage’ folder.
. Re-open the iFreedom app and under ‘Device Manager’ you should now see the new device/s listed.

o

Assigning ‘Storage’ permissions to iFreedom
Swipe down from the top of the screen and tap the ‘Settings’ option, then scroll down and tap the Apps option.

sk < App permissions

Settings

Device

| ‘D e ' \FF UNINSTALL

Adaptive brightness is OF

Google+
44.88 MB Storage Ea Storage e
i i 318.58 MB used in Internal storage
a rtvlonﬁcalnonsl :
4 apps blocked from sending 5
Hangouts
= D?,V;_ Data usage
Sound sl 5.65 MB used since B Mar
< Ring volume at 71
"’ 2
3

2 iFre e e
Q e Permissigns
= APPS{}_,) o . = % Storage %

(_) iFreedom

Open your email client app (i.e. Gmail), locate & open the email that has the subject of ‘Freedom App Config’, then
tap the download option (see example below) which usually saves the file to your default ‘Download’ folder.

Freedom App Config  Inbex

B FreedomappConfig json @ LY

Now you need to copy the downloaded file from the previous step and paste it into the root of your storage or SD
card folder. The example below uses the Amaze File Manager’ app



Paste icon

Amaze

/storage/emulated/0

After pasting, this file
should appear at the
bottom of the list

Tap & Hold

Q FreedomAppConfig.json

May 13

After the ‘FreedomAppConfig’ file has been copied to the storage root, re-open the iFreedom app and navigate to
the ‘Device Manager’ window as seen below and the device/s should now be visible.

_o Live View F = Device Manager

5

Site 24 Southmore
Address:123.123.123.123
TCP: 8844

Re-synchronizing the camera list

If cameras have been added or modified at sites associated with your recording devices you may have to re-
synchronize your device camera list, which is like a refresh to make sure any new cameras that you have
permissions for are made available to you for selection. To do this, while in the ‘Device Manager’ window, tap on
the device you want to refresh then tap the re-synchronize button at the bottom of the current window. Image right:

the re-synchronize button 6 .

Creating a site

A ‘site’ is a logical named entity where devices can be grouped under, this can be helpful when you have multiple
sites and need to group the associated devices for each site under a particular site(name). Sites are created from
‘Device Manager’ either when adding a device or by editing an existing device. To add a new ‘site’ navigate to

®

‘Device Manager’ and tap the edit button corresponding to an existing device, then tap the edit button to
the right of the ‘Site Name’, from here tap the ‘+' button to add a new site, give your site a name. After a site has
been created you need to edit each device and change its ‘Site Name’ to the new site.

< Back Select Site

Default

Identifiying the corrent TCP & transcode port



The steps below identify where on the Freedom Server recorder the TCP port is displayed.
Note: ‘setup’ rights are required to view this screen.
The image below shows you how to get to the TCP/Transcode port configuration page in the Freedom Server
recorder to see what the TCP and transcode ports are currently set to.

These 2 ports are the ports that need to be ‘port-forwarded’ by your |.T administrator/contractor.

Note: the ports shown below may be different for your system.

System Setup | Device Setup |

l (- Save Capture Pic Path =

I C:\Wsers\POS Server\Documi

~Save Download File Path ——

IC:\UsersPOS Server\Documy

—S5ave Log File Path

I C:\Users\POS Server'\Documih

—Default definition

™ Maintain live video aspef/
[ Enable title bar in live vifl
Task management .

[~ Auto synchronize devic

=

Auto lock 3

Auto lock time | Disabled

| 9: on startup

Advanced Multif

)

~Effect

‘ m | b

Live Video Effect: |3 |
L e
~Default GUI | GROUP CONHECT
——
V' Syn playback | COLOUR AUDIO
o
I~ Display only camera list (exdude device) | PTZ CONTROL
¥ Append device name in "camera only view" |
SELECT GBROUP
Alert
High CPU usage alert:
~IPC Mode (Server)
®
Sony IPC Mode: ord &8 6 View | EILLIEE ‘
—Network (Server)
TCP Port: 8851 transcode por; 9851
(default 8850)
Text device Port: | 9100 default port is 9100

[succeed to bind service in 8850]

~Video recording target (Server)
I Enable 3idays ~
~Windows Logs

How to View Cameras Live




To view cameras, follow these steps;

= Live View -+ {Back  Camera Selection Edit

Select the cameras
you want to view by
tapping in the circle

. 400W Solar PTZ - 132

 CO1 - Winterton Rd - CUBE SVR

C04 - Front of Building - CUBE...

P

CO06 - Front Carpark

\

CO07 - Winterton Rd - CUBE SVR
Groups €09 - Stairwell - CUBE SVR
C13 - Reception - CUBE SVR

1 C15 - Receiving - CUBE SVR

O®0O®O0

Meduim =1 C17 Number Plates HDBW320...

- HDB3200CP IPC O

a ¥ O & L 4

Browsing ‘All’ cameras from 1 device

You can select all cameras from a device by tapping the top most circle on the right side of the recorder name
(blue text), this selects (ticks) all camera from a device.

Once the first 4 cameras are open, to move to the next set of 4 cameras swipe from right to left.

Swipe from
right to left
to move to
the next 4

{Back  Camera Selection Edit
Site: Default

\ Freedom Server 1

< 400W Solar PTZ - 132 V)

How to Playback recorded Video
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Review Footage From Cancel
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Begin Playback 1 4

Swipe left or right to Tap ‘+' to zoom into
move to a different time timeline for greater control

2015-09-02

Different colours in the
timeline indicate different
types of recordings




Timeline colour legend

Green Normal recording

Red Motion Recording

White Text/POS Exception recording
Yellow Alarm recording

Troubleshooting issues

Connection issues

« Confirm port-forwarding has been complete, for TCP port and the port is open

« On the Freedom Server, check DNS and Gateway settings are correct, try 1.1.1.1, or 8.8.8.8

« If your remote site is using a cellar internet connection, make sure it is using a ‘routable’ IP address/SIM, i.e.
Telstra ‘Extranet’. Normal ‘Carrier-grade NAT’ will not route correctly.

« Make sure you have the latest version of the app.

« If you have an iPhone/iPad and the cameras only appear when Wifi is OFF on the phone, navigate to Settings
— Wifi and try turning off ‘Private Wifi Address’ then restart phone.

Wi-Fi .

AX-5G &=

&

Turn off
‘Private Wi-Fi

Auto-Join .

Password CINNNONNNNNNORNRNENS

Low Data Mode

Ask to Join Networks

Private Wi-Fi Address

Wi-Fi Address

FREEDOM

FR103 - 20230825 V2.0
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