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DRAGINO LDS01 LoRaWAN Door Sensor

Introduction

What is LDS01 LoRaWAN Door Sensor

The Dragino LDS01 is a LoRaWAN Door Sensor. It detects door open/close status and uplink to LoRaWAN
network. The LDSO01 is small sensor; the dimension is as small as 64 x 30 x 14 mm. LDS01 is powered by a
CR2032 coin battery, in a good LoRaWAN Network Coverage case, it can transmit as many as 12,000 uplink
packets (base on SF7, 14dB). in poor LoORaWAN network coverage, it can transmit ~ 1,300 uplink packets (base
on SF10, 18dB). The design goal for one battery is up to 1 year. User can easily change the CR2032 battery for
reuse. The LDSO01 will send periodically data every day as well as for each door open/close action. It also counts
the door open times and calculate last door open duration. Each LDSO01 is pre-loaded with a set of unique keys for
LoRaWAN registrations, register these keys to local LoRaWAN server and it will auto-connect after power on.



LDS01 in a LoRaWAN Network

LoRaWaN Served

]

L3308
- LoRawWaAMN Gateway

J LDS01

Door Sensor

Features

+ LoRaWAN Class A v1.0.3

« Frequency Bands: CN470/EU433/KR920/US915/EU868/AS923/AU915/IN865/RU864
« SX1262 LoRa Core

« Door Open/Close detect

« Door open/close statistics

« CR2032 battery powered

« T Commands to change parameters

« plink on periodically and open/close action

« Remote configure parameters via LoRa Downlink

« Firmware upgradable via program port

Applications

Smart Buildings & Home Automation

Logistics and Supply Chain Management

Smart Metering

Smart Agriculture
Smart Cities

Smart Factory

Dimension



64.2mm 50mm

13.8mm\‘-r-""‘ 3Tmm

Firmware Change log
LDSO01 Image files — Download link

Power ON LDSO01

When receive the LDS01, please open the enclosure and remove the isolated paper and PRESS RESET so the
coin battery can power on the device and device runs on low power mode. The LED will blink when devices is
powered.

How to install LDSO01

This mark is at the close

/ side 1o the magne!




Operation Mode

How it works?

The LDSO01 is configured as LoRaWAN OTAA Class A mode by default. It has OTAA keys to join network. To
connect a local LoRaWAN network, user just need to input the OTAA keys in the network server and power on the
LDSO01. It will auto join the network via OTAA. In case user can’t set the OTAA keys in the network server and has
to use the existing keys from server. User can use AT Command to set the keys in the devices.

Example to join LoRaWAN network
Here shows an example for how to join the TTN V3 Network. Below is the network structure, we use our LG308 as
LoRaWAN gateway here.

LDS01 THE THINGS

Duﬂl’ SE _— NITWO®REK
' LG308 TTH LeRaWaN server

LoRaWAN Gateway

The LDSO01 in installed on the door edge to detect the open/close event. And send the status to the LoRaWAN
server. The LDSO01 will uplink two type of messages to the server.

» A keep-alive message which send once per day.

« A door event message when there is a door open/close. (Alarm event can be disabled)

The LG308 is already set to connect to the TTN V3 network. So what we need to now is only configure the TTN
V3:

Step 1: Create a device in TTN V3 with the OTAA keys from LDSO01.

Each LDSO01 is shipped with a sticker with a unique device EUI:

o "‘"‘-_T‘-—' .

DEV ADDR: 01818548

DEV ELT: AB40410001 818548
PP EUL
APP KEY:
APPSKEY:
METSKEY:

User can enter this key in their LoRaWAN Server portal. Below is TTN V3 screenshot: Add APP EUI in the
application.
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Application ID*

Application name

Optional application description; can also be usaed o save noles aboul the application

m -
e 1p: 123

A 4Enddevices A% 2Collaborators O 2 APl keys Created 95 days ago
General information * Live data See all activity —
Application ID 123 1] /N 18:69:42 1231234234. Forward data message to Application Server

o 18:89:42 1231234234. Store upstream data message
Created at Feb2,2021 11:12:30

/P 10:09:42 1231234234. Forward uplink data message
Last updated at Apr30, 2021 11:00:33 ‘T 18:89:42 1231234234. Receive uplink data message

 18:89:42 1231234234. Successfully processed data message

/T 18:09:42 1231234234. Drop data message

End devices (4) Q =4 Import end devices

D = Name 2 DevEUI JoinEUI Created &



Register end device

From The LoRaWAN Device Repasitory Manually

1. Select the end device
Brand * Madel ©
Dragino Technology Co.,... | [rype to search... ~
cannot find your exact end device? | gy “ce reglatration.
LDOS20
LDOSTS

2. Enter registrationdata | oy

LETSE2
Please choose an end device first to 1data
LHTES
o
LSHSO-V2 ¥
1. Select the end device
Brand Model HardwareVer.”  Fimwarever.”  Profile [Begion)”
Drajgine Te:hrstegy Co.,... LS Linkrow . 130 | £u_sex_sm w

LDSo01
} MUAL VL0, PRV V10,0 REV A, Ower the air sctvition [OTAK), Class A
!.;l LoRaWAS DooT Sensar
ﬂ.
Product websioe
2. Enter registration data
Freguency plan &

Seiecl..

Thi Srsgpestensy Pilan el Dy 17 Gnad devign

AppE "
" == &% EE A8 48 & & -
e ——————————— . | e 1 Bppd e proaed b e devce monlactures luss b o deeelapement 8 can se Llesdweth e

DeewAR D7



You can also choose to create the device manually.

Register end device
From The LoRaWAN Device Repository Manually

Preparation

Activation mode *

& Over the air activation (OTAA)
Activation by personalization (ABP)
Multicast

Do not configure activation

LoRaWAN version & °

Hetwork Server address

eul.cloud. thethings.network

Application Server address

eul.cloud.thethings.network

External Join Server ()

Add APP KEY and DEV EUI

Step 2: Power on LDS01 and it will auto join to the TTN V3 network. After join success, it will start to upload
message to TTN V3 and user can see in the panel.



* Last seen B seconds ago 31 <438
Overvees Messapng Location Paytoad lormatters Clairning Geneeal settings
- Time Type Data preview
~« 0 Store upstress data message 4 88 DO 41
Formazrd data message to Applic. 6 88 DO 41 T8 AC 18 D3 73 22 59 21 87 Ak L] 18 51
3 ALASM: 0, BAT_V! , DOOR_CPEN_STATUS: §, DOOR_CPEN_TIMES: , LAST_DOOR_OPEN_DUBATION: o,
Pormard uplink data message
Feceive uplink data message o 00 &
% 88 DO 4 18 7B AC 18 03 73 22 59 21 87 AA 175668
Sutcessfully processed data me.
Droo data sessage u is & du ate
= 8 00 41 e a FDAC A8 03 73 22 80 21 07 AA 008
Receive data message
T Diop dats message s & duplicate
08 D0 43 15 ] B AL 57 Ak 08

Beceive data message

Uplink Payload
Uplink Payload total 10 bytes.

Note: Alarm bit is added since firmware version v1.3

Size(bytes)

3

3

value

Status&BAT

MOD

Always:0x01

Total open

door events

Last door open

duration (unit: min)

Example:

LoRaWAN Door Sensor User Manual

* Last seen 8 saconds ago 315 <38
Overvisew Messapng Location Paytoad losmatt
~ Tirme Type Data preview
Store upstreas dats sessage 8 DD &4
Formard data sessage to Applica % 88 DD 431
ALARN BAT_V

Formard uplink data message

link data message
Iy processed data seo
Drep data message

Peceive data message

op data message

Recoive dats message

wolicate

2 00 43

ers Clumning

TEACISDEITARET A

+ DOOR_CPLN_STATUS:

Gerseal setlings

B7 An t: 18 18

, DOOR_CPEN_TINES:

51

-
BACL8037 » 87 AA 15084
TBACIBO0ITIZASS 21 0T AL ]
A D37 L] BT AA L9060

Example Payload Decoder in TTN V3: http:/www.dragino.com/downloads/index.php?
dir=LoRa_End_Node/LDS01/Payload/

Downlink Payload

Example Downlink payload setting in TTN V3:



http://www.dragino.com

Downlink payload
Downlink Control Type Type Code size(bytes)
TDC (Transmit Time Interval—Keep Alive Interval) 0x01 4
RESET 0x04 2
Set confirmed mode 0x05 2
Clear Counting 0xA6 2
Enable/Disable Alarm OxA7 2
Control ADR/DR 0xA8 3
Set Alarm Timeout 0xA9 4

Uplink Downlink

Schedule downlink

Insert Mode
® | Replace downlink queue

Push to downlink queue (append)

FPort”

1

Payload

[A[w

01 e ee 3C

The desired payload bytes of the downlink message

Confirmed downlink

Schedule downlink

Type Code 0x01

If the payload=0100003C, means to control the LDS01’s Keep Alive interval to 0x00003C=60(S)

Type Code 0x04
If payload = 0x04FF, it will reset the LDS01.

Type Code 0x05(Since firmware v1.2)
0x05 00: Set uplink to LoRaWAN unconfirmed mode
0x05 01: Set uplink to LoRaWAN confirmed mode

Type Code 0xA6

Example: 0xA601: Clear Counting For LDSO01: reset both count number and time.




Type Code 0xA7 (Since firmware v1.2) 0xA7 01 : Equal to AT+DISALARM=1
0xA7 00 : Equal to AT+DISALARM=0

Type Code 0xA8 (Since firmware v1.2)

o Format: OxA8 aa bb

« aa: 1: Enable ADR ; 0 : Disable ADR (Same as AT+CADR
bb: set DR (Same as AT+CDATARATE ,only valid after ADR=
« Example: 0x A8 00 02 : Set ADR=0 and DR=1

Type Code 0xA9 (Since firmware v1.3)

See Alarm Base Timeout for detail.

Integrate with Datacake

Datacake provides a human friendly interface to show the sensor data, once we have data in TTN V3, we can use
Datacake to connect to TTN V3 and see the data in Datacake. Below are the steps:

Step 1: Be sure that your device is programmed and properly connected to the network at this time.

Step 2: To configure the Application to forward data to Datacake you will need to add integration. To add the
Datacake integration, perform the following steps:

S THE THINGS G THE THINGS STACK
" NETWORK m“ L ity Ediion

Add

Choose webhook template

¥ °
¢:ubidots Tago(@® |l Akenza
nteg / IoT made simple

M MQTT

% Webhoal: | Ubidots Datacake TagelO Akenza Core
Integrate with Ubidots over Send data to Datacake via TT Integrate with Tagol0 Integrate with Akenza Core

M Pub/Subs ik adapter

MW Storage integration

M AWS loT

M LoRa Cloud

LJThingSpeak Qubitro thethings-iO

Ow APl keys



Template information

Datacake
Send data to Datacake via TTI adapter

About Datacake ¥ | Documentation &

Template settings

Webhook ID™

Token *

Datacake AP| Token

Create datacake webhook
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Search Q All Manufacturers

= Dragino LSEO1
o 9
ragino

Dragino LT-22222-L
Dragino

Dragino LWLO1
Dragino

ESP32-Paxcounter
cyberman54

& ESPRESSIF

Elsys ELT-2

CIELSYS.se
Elsys.se

Showing 26 to 30 of 79 results Previous Next

Step 3: Create an account or log in Datacake.

Step 4: Search LDS01 and add DevEUI.
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We have introduced a new and mare powerful way te create dashboards. Try out the new dashboard builder by clicking the first Dashboard tab above
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Alarm Base on Timeout
Since firmware v1.3, LDS01 can monitor the timeout for a status change, this feature can be used to monitor
some event such as open fridge too long etc. User configure this feature by using:

AT Command to configure:

o AT+TTRIG=1,30 When status change from close to open, and device keep in open status for more than 30
seconds. LDS01 will send an uplink packet, the Alarm bit (the lowest bit of 10 10th byte of payload) on this
uplink packet is set to 1.

o AT+ TTIG=0,0 Default Value, disab le timeout Alarm.

Downlink Command to configure:

« Command:
e 0x A9 aa bb cc A9: Command Type Code
aa: status to be monitor
 bb cc: timeout.
If user send 0xA9 01 00 1E: equal to AT+TTRIG=1,30 Or 0xA9 00 00 00: Equal to AT+TTRIG=0,0. Disable

timeout Alarm.

LEDs

LED behavior

Power On GREEN on 1s, RED on 1s, BLUE on 1s
Joined successful GRENN LED on 5s

Send an uplink message GREEN LED blinks once

Got a downlink message BLUE LED blinks once




Battery

LDSO01 is powered by a CR2032 coin battery, when running in deep sleep mode, the device power consumption is
~5UA.

The main power consumption is transmitting an uplink message. Depends on LoRaWAN network signal strength,
the device can send different number of uplink messages.

1. In poor network coverage and US915 band. The device will transmit at SF10 at max power. in this case, it can
uplink about ~1,300 messages.

2. In good network coverage and EU868 band, the device will transmit at SF7, and can uplink as many as 12,000
messages.

When battery voltage is below 2.75v, the LDS01 can’t send uplink message.
Note: It is recommended to change battery when it reaches 2.8v. After change the battery, make sure to PRESS
RESET button to active the low power mode. Below shows the battery placement:

\

o o r 2% AN e o

Use AT Command

Access AT Command
LDSO01 supports AT Command set. User can use a USB to TTL adapter to configure LDS01 via use AT command,
as below.



« USBto TTL <- -> LDS01
¢« RX<-->TX
e TX<-->RX
« GND <- -> GND
In PC, User needs to set serial tool(such as putty, SecureCRT) baud rate to 115200 to access to access serial

console of LWLO1. Below is the output for reference: The AT Access password is 123456.

P8 =R

Bt [4078]1DRAGIND LWLD1 Device

Pt [IE-SER fomE) - | [4USH]Frequency Bana: A39I3 u1.8
el [4083]0TAR

ste | 116200 T | [4084]DevEui- BOSGELSOTFS2602B

[4087]class type A

[4080]Freq mode intra

Data Bits |8 -

: [41 14 ennnn UpLinkGounter- B wwsxs
b e Gt T | [4118]T% un freq 923200000 Hz 4t DR 2
@kw Tyoe |None - [4128]Start to Join, method @, nb_trials:3
b [3319]DRAGIND LYLA1 Device
Soietie sateine {gg;l};:::uencu Band: AS923 v1.8
@ Taxt O Hex [2225]DevEui= BOS6EH507FR26028

[2228]class type A

[] muats Feed Line o
[332%?]fFreq mode intra

[ Display Sead

[ Di=play Tine [8855]%%==x UpLinkCounter= B ssxszx
[3322]TX on freq 923200080 Hz at DR 2

Sund Satting [3369]Start to Join, method 6, nb_trials:3

@ Text O fax [3742]txDone

[8742]RX on freq 923200088 Hz at DR 2
Cloop [1000 [2]ns [8861]rxTimeOut

[9742]R% un freq 923200000 Hz aL DR 2
[10199]rx0one

+CIOINZOK

[10209] Joined

[10279]%xxx« UpLinkCounter= 0 »xzxx
[10283]TK on Freq 722800000 Hz at DR 5
[10352] txDone

[113391RX 00 £ren H7 ar DR 5

123456
Send

Each AT Command need to add an ENTER at the end before send. When entering the first command, the RED
LED will on and user can now input AT Commands. After input all needed AT Commands, Please input
AT+CLPM=1 to set the device to work in Low Power mode and RED LED will be off.

More detail AT Command manual can be found at AT Command Manual LoRaWAN Door Sensor User Manual

FAQ

How to upgrade the image?
User can upgrade the firmware of LWLO1 for bug fix, new features, or change working region. The upgrade

instruction are here: http://wiki.dragino.com/index.php?title=Firmware_Upgrade_Instruction


http://wiki.dragino.com/index.php?title=Firmware_Upgrade_Instruction

6.2 How to change the LoRa Frequency Bands/Region?
User can follow the introduction for how to upgrade image. When download the images, choose the required
image file for download.

6.3 Can | disable uplink for each event to save battery life?
Yes, since firmware version v1.2, this feature is supported, User can use below method to disable this:

via AT Command:

« AT+DISALARM=1, End node will only send packet in TDC time.
o AT+DISALARM=0, End node will send packet in TDC time or status change for door sensor.

via LoRaWAN downlink Command:

« OxA701 : Equal to AT+DISALARM=1
« OxA700 : Equal to AT+DISALARM=0

Order Info

Part Number: LDS01-XXX |
XXX

o EUA433: frequency bands EU433
» EU868: frequency bands EU868
» KR920: frequency bands KR920
« CN470: frequency bands CN470
o AS923: frequency bands AS923
o AU915: frequency bands AU915
« US915: frequency bands US915
» IN865: frequency bands IN865

« CN779: frequency bands CN779

Packing Info

Package Includes:
v LDSO01 x 1

Dimension and weight:

« Device Size: 64 x 30 x 14 mm

Support

« Support is provided Monday to Friday, from 09:00 to 18:00 GMT+8. Due to different timezones we cannot offer
live support. However, your questions will be answered as soon as possible in the before-mentioned schedule.

« Provide as much information as possible regarding your enquiry (product models, accurately describe your



problem and steps to replicate it etc) and send a mail to support@dragino.com

Documents / Resources

DRAGINO LDS01 LoRaWAN Door Sensor [pdf] User Manual
LDS01 LoRaWAN Door Sensor, LDS01, LoRaWAN Door Sensor

References

« & Dragino :: Open Source WiFi, Linux Appliance
« & Dragino Download Server ./downloads/LoRa_End Node/LDS01/
« & Dragino Download Server ./downloads/LoRa_End Node/LDS01/Firmware/

B Dragino Download Server ./downloads/LoRa_End_Node/LDS01/Payload/
« B The Things Network Console
« @ _Download PuTTY: latest release (0.78)
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