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Introduction

Organizations of all sizes can benefit from consolidating user management and authentication into services such
as Microsoft® Active Directory® (AD). The Active Directory service allows organizations to efficiently organize,
manage, and control resources. Active Directory is a distributed, scalable database managed by Windows
Server® domain controllers.

Dell EMC SC Series Active Directory integration provides a scalable solution for authentication that enables
administrators to manage a potentially large number of accounts across many SC Series arrays from a central
location. In addition, SC Series Active Directory integration simplifies account management for administrators by
enabling them to leverage their existing native Active Directory infrastructure.

Audience

This document is for technology professionals who desire to learn more about how to manage SC Series user
accounts with Active Directory.

Prerequisites

Understanding the material in this document requires an advanced working knowledge of the following:

Microsoft Windows Server

« Active Directory

o SC Series storage

Operation of Dell Storage Manager (DSM) software

Introduction to SC Series Active Directory integration
Overview

Dell EMC Storage introduced Active Directory integration with the release of Storage Center Operating System
(SCOS) 6.3.1. Since the initial release, improvements such as single sign-on and automatic discovery make
configuring and managing SC Series Active Directory integration seamless and intuitive.

Note: Active Directory integration is available on both the DSM Data Collector and SC Series arrays. However, AD
integration on the Data Collector only applies to the Data Collector itself and does not apply to any SC Series
arrays managed by the Data Collector.

In environments with more than one SC Series array, enable AD integration individually on each array.

Authentication method
SC Series AD integration requires Kerberos v5 authentication. NTLMv2 authentication is not supported.

Single sign-on



The DSM client supports single sign-on (SSO) when connecting to a DSM Data Collector configured to use Active
Directory integration, or when connecting directly to an SC Series array configured to use Active Directory
integration. Prior to using SSO, the Active Directory user must be granted rights to the DSM Data Collector or SC
Series array.

Active Directory functional levels

SC Series AD integration supports Windows 2016, 2012, 2008 R2, 2008, and 2003 R2 Active Directory functional
levels, and will function in environments with domain controllers running a combination of any of the
aforementioned server operating systems. The functional level of a domain or forest controls which advanced
features are available in the domain or forest.

Note: The functional level of a domain or forest is determined by the domain controller running the oldest version
of Windows Server in the domain or

forest. For example, a configuration with Windows Server 2012 and a Windows Server 2008 R2 domain controller
would run at a 2008 functional level. If possible, it is recommended to run at the latest functional level.

Read-only domain controllers (RODC)

SC Series AD integration supports the use of a combination of traditional domain controllers and read-only
domain controllers for authentication.

Trusts and child domains

SC Series AD integration allows for the joining of SC Series storage to one AD domain. When joined to the
domain, the SC Series array can authenticate users and groups in the local domain, as well as users and groups
from child and trusted domains. A two-way transitive trust must exist between the local forest and any external
forests in order for the SC Series array to authenticate trusted users. For more information about Active Directory
trusts, refer to the Microsoft TechNet article, Understanding Trust Types.

For detailed information about configuring SC Series AD integration with child domains and forest trusts, see
section 4.

Prerequisites

SC Series AD integration requires Active Directory Domain Services (AD DS) to be running and properly
configured. As with any AD installation, the Domain Name System (DNS) must be running in a healthy state and
properly configured.

DNS/domain settings

SC Series AD integration is heavily dependent upon a properly configured DNS environment. SC Series arrays
and the domain controller(s) must be able to communicate with each other using fully qualified domain names
(FQDN). In order to facilitate communication through FQDN between the SC Series array and the domain
controller(s), a Host (A) record, as well as a Pointer (PTR) record, must exist for each SC Series array in DNS. In
addition, SC Series AD integration automatic discovery uses service records (SRV records) to discover domain
controllers and settings.

For more information about DNS records, refer to the Microsoft TechNet article, Domain Name System.
Create a Host (A) record

To create a Host (A) record for an SC Series array on Windows Server 2012 or above, perform the following steps:



1. Open a console session to the primary DNS server. Log in as Administrator.

2. To open DNS Manager, at the start screen click Administrative Tools > DNS.

Shorteut Toals ] Application Toals

Home Share View Manage Manage
+ fﬂ « AllC.. » Admimistrative.., » v O | | Search Administrative Tools - |
MName - Date modified Type Size
4. Terminal Services 7/26/2012 3:05 AM File folder

(&) Active Directory Administrative Center 772572012 3:19PM  Shortcut 2KB
@b Active Directory Domains and Trusts 7/25/2012 3:19PM  Shortcut 2KB
(8 Active Directory Module for Windows Po...  7/25/20123:19PM  Shortcut 2KB
ﬁ Active Directory Sites and Services 7/25/2012 3:19 PM Shortcut 2KB
ﬁ Active Directory Users and Computers T725/2012 3:19 PM Shortcut 2KB
& ADSI Edit 7/25/2012 319PM  Shortcut 2KB -
@ Component Services 7/25/2012 3:22PM  Shortcut 2KB
ﬁ Computer Management 7/25/20123:19PM  Shortcut 2KB
ﬁ Defragment and Optimize Drives 7/25/2012 3:18 PM Shortcut 2KB
||£L DNS T/25/2012 3:19 PM Shortcut 2KB
Event Viewer 7/25/2012 3:20PM  Shertcut 2KB
[# Group Policy Management 7/25/2012 3:21PM  Shortcut 2KB
E' Internet Information Services (IIS) 6.0 Ma...  7/25/2012 3:15PM Shortcut 2KB
ﬁ Internet Information Services (IIS) Manager  7/25/2012 3:15PM  Shortcut 2KB
@, ISCS| Initiator T/25/2012 3:22 PM Shortcut ZKB
ﬁ. Local Security Policy 7/23/2012 3:19 PM Shortcut 2KB
ﬂ MPIO 77252012 3:32PM  Shortcut 2KB
5 ODBC Data Sources (32-bit) 7/25/2012 3:29 PM Shortcut 2KB
E ODBC Data Sources (64-hit) 7/25/2012 3:25 PM Shortcut 2KB
@ Performance Monitor /252012 317 PM Shortcut ZKB

32 items 1 item selected 1.20 KB

3. In DNS Manager, expand the domain controller, expand Forward Lookup Zones, right-click the domain, and
select New Host (A or AAAA).

2 DNS Name “
4 i 1524 Q (same as parent folder)
'3 @ Global Logs ] (same as parent folder)
a F‘_""""'a’d Lookup Zones || £ (same as parent folder)
4 ‘-_:I _msdcs.EXLab.Jocal (same as parent folder)
b |- EXLab.lacall =
b [ Reverselo Update Server Data File
b [=] Trust Point Reload
5 = 5&'“"'“"” New Host (A or AAAA)..
b J :
p [l ’S24Dablod [N ASICHANES-
New Mail Exchanger (MX)...
Mew Domain...
MNew Delegation...
Other New Records...
DNSSEC 3
All Tasks r
View b
Delete
Refresh
Export List...
Properties
Help

4. The New Host window appears:



Name (uses parent domain name if blank):
I

Fully qualified domain name (FQDN):
| Extab.local.

IP address:

[##] Create associated pointer (PTR) record

[ ] Allgw any authenticated user to update DNS records with the
same owner name

| Addtost |[ Cancel |

5. Enter the name of the SC Series array in the Name field, and provide the IP address of the SC Series array.
For a single-controller SC Series array, enter the controller IP address. For a dual-controller SC Series array,
enter the management IP address. Leave the Create associated pointer (PTR) record box checked. Click
Add Host.

Name (uses parent domain name if blank):
|sc22

Fully qualified domain name (FQDN):
| 5C22.ExLab.local.

IP address:
| 172.16.2.122|

[w] Create associated pointer (PTR) record

[] Allow any authenticated user to update DNS records with the
same owner name

Note: Creating a pointer (PTR) record will fail if a reverse lookup zone has not been configured for the subnet
where the SC Series array resides. Click OK to close the error message and continue creating the Host (A)
record.

To create a reverse lookup zone and PTR record, refer to section 3.1.2 of this document.

Warning: The associated pointer (PTR) record cannot be created,
A probably because the referenced reverse lookup zone cannot be found.

6. Once the Host (A) record is created, verify that it is listed in the DNS Manager.



&l kpwaK128 Host (&) 172.16.22.189

] mipd64020 Host (4) 172.20.68.30 static
=[a| Host (A) 172.16.22.244 static
iscig Host (4) 172.16.2.118 static
=522 Host (A) 172.16.2.122

] silverado Host (4) 172.16.22.131 1/3/2013 1

Reverse lookup zones and PTR records

1/6/2013 3:00:00 PM

0:00:00 AM

A reverse lookup zone enables clients to use a known IP address during a name query and look up a computer
name based on its address. PTR records map an IP to a hostname, whereas a host record maps a hostname to
an IP. Reverse lookup zones are independent of the DNS installation and need to be manually created.

Note: Without host and PTR records for the SC Series array, the domain join operation will fail while configuring

SC Series AD integration.

To create a reverse lookup zone:

1. Open a console session to the primary DNS server. Log in as Administrator.

2. To open DNS Manager, at the start screen, click Administrative Tools > DNS.

£33 = IAdministrative To.. shortcut Tools | Application Tools ILIE-
Home  Share  View Manage Manage v @
T [« AIC. » Administrative .. » v & | [ Search Administrative Too 2|
Name - Date modified Type Size ~
Terminal Services File folder
{8 Active Directory Administrative Center Shortcut 2KB
[#B Active Directory Domains and Trusts Shortcut 2KB
(24 Active Directory Module for Windows Po... 7, Shortcut 2KB
[3 Active Directory Sites and Services Shortcut 2KB
(@] Active Directery Users and Computers Shortcut 2KB
& ADSI Edit Shortcut 2KB »
[#+ Component Services 2KB
(& Computer Management 2 KB
[#% Defragment and Optimize Drives Shortcut 2KB
[, DNS Shortcut 2KB
(&1l Event Viewer Shortcut KB
[# Group Policy Management 2 KB
{8 Intemnet Information Services (I15) 6.0 Ma... Shortcut 2KB
{#5 Internet Information Services (IIS) Manager Shortcut KB
@‘ iSCSI Initiator Shortcut KB
jg Local Security Policy KB
E# mpio cut 2KB
{78 ODBC Data Sources (32-bit) Shortcut KB
{75 ODBC Data Sources (64-bit) KB
EI‘ Performance Monitor KB v
32 tems 1 item selected 1.20 KB =]
3. In DNS Manager, expand the domain controller, right-click Reverse Lookup Zones and select New Zone.
L
= DNS Name
b | Forward Lookup Zones || (71 2,16.172.
b | | Reversel '
p | Condition View N
b |f] Global Lo
Dafaa.bl

4. The New Zone Wizard window appears. Click Next.



Welcome to the New Zone
Wizard

- This wizard helps you create a new zone for your DNS

A zone translates DNS names to related data, such as IP
addresses or network services,

To continue, dick Next.

5. Select Primary zone. Click Next.

Zone Type
The DNS server supports various types of zones and storage.

Select the type of zone you want to create:
Creates a copy of a zone that can be updated directly on this server,
() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.
() Stub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority

(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone,

@smme)mhgcﬁvemw(avdﬁeaiyifmsmmmmm
controller]

[ <Back | mext> | [ cancel |

6. Select the zone replication scope. Click Next.

Active Directory Zone Replication Scope
You can select how you want DNS data replicated throughout your network.

Select how you want zone data replicated:
() To all DNS servers running on domain controllers in this forest: EXLab.local

(O To all domain controllers in this domain (for Windows 2000 compatibility): EXLab.local

(") To all domain controllers specified in the scope of this directory partition:

7. Select IPv4 Reverse Lookup Zone. Click Next.



Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6

8. Enter the first three octets of the IP address for the SC Series array. For example, if the IP address is

172.16.22.122, enter 172.16.22. Click Next.

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Network ID:

I1?2 16 ﬁ .

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order,

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0.10.in-addr .arpa.

(O Reverse lookup zone name:
| 22.16.172.in-addr.arpa

9. Select the dynamic update type. Click Next.

Dynamic Update
You can spedfy that this DNS zone accepts secure, nonsecure, or no dynamic
updates,

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

This option is available only for Active Directory-integrated zones.

(O allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
& This option is a significant security vulnerability because updates can be
accepted from untrusted sources.
(© Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

|<&adt”ﬂext>||<:aul|

10. Click Finish to complete the New Zone Wizard.



Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
specified the following settings:

Name: 22.16.172.in-addr.arpa
Type:  Active Directory-Integrated Primary
Lookup type: Reverse

A

Note: You should now add records to the zone or ensure
that records are updated dynamically. You then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish,

[ <gack |[Fnsh | [ cancel

Creating a PTR record

To create a PTR record:

1. Open a console session to the primary DNS server. Log in as Administrator.
2. To open DNS Manager, at the start screen click Administrative Tools > DNS.

Shortcut Tools l Application Tools

Home Share View Manage Manage

1T |:(g <« AllC... » Administrative ... » v C;| | Search Administrative Tools p |

r

Name Date modified Type Size

. Terminal Services 7/26/20123:05AM  File folder

i Active Directory Administrative Center 7/25/2012 3:19 PM Shortcut 2KB
|§ Active Directory Domains and Trusts 7/25/2012 3:19 PM Shortcut 2KB
(34 Active Directory Module for Windows Po...  7/25/20123:19PM  Shortcut 2KB
[#% Active Directory Sites and Services 7/25/2012 3:19 PM Shortcut 2KB
(2L Active Directory Users and Computers 7/25/2012 3:19 PM Shortcut 2KB
7% ADSI Edit 7/25/20123:19PM  Shortcut 2ke =
@- Component Services 7/25/2012 3:22 PM Shortcut 2KB
E Computer Management 7/25/2012 3:19 PM Shortcut 2KB
f#& Defragment and Optimize Drives 7/25/20123:18 PM  Shortcut 2KB
I__:h DNS 7/25/20123:19PM  Shortcut 2KB
(B Event Viewer 7/25/20123:20PM  Shortcut 2KB
Group Policy Management T/25/2012 3:21 PM Shortcut 2KB
g Internet Information Services (1IS) 6.0 Ma...  7/25/2012 3:15 PM Shortcut 2KB
E Internet Information Services (II5) Manager  7/25/2012 3:15 PM Shortcut 2KB
@, iSCSI Initiator 7/25/20123:22PM  Shortcut 2KB
(a5 Local Security Policy 7/25/2012 3:19 PM Shortcut 2KB
? MPIO 7/25/20123:32PM  Shortcut 2KB
ODBC Data Sources (32-bit) 7/25/20123:29PM  Shortcut 2KB
QODBC Data Sources (64-bit) 7/25/2012 3:25 PM Shortcut 2KB
@ Performance Monitor 7/25/2012 317 PM Shortcut 2KB

32items  1item selected 1.20KB

3. In DNS Manager, expand the domain controller, expand Reverse Lookup Zones, right-click the proper reverse

lookup zone, and select New Pointer (PTR).



£ DNs || Name -
a4 g Js24 ] (same as parent folder)
b gl Global Logs ] (same as parent folder)

b (| Forward Lookup Zones ] (same as parent folder)
4 || Reverse Lookup Zones £]172.16.22.120
=H 16.16.1?2.iﬂ-addr‘arpi j—| 172.16.22.131

ol 216.172in-addr.ampal| 5 17, 1622132
o 26072 ——— _
p ] Trust Points Update Server Data File
p [7] Conditional F¢ Reload
b 25 New Pointer (PTR)...
b 5 JS24.EXLab.local

New Alias (CNAME)...

New Delegation...

Other New Records...

DNSSEC »
All Tasks »
View 4
Delete

Refresh

Export List...

Properties

Help

4. The New Resource Record window appears. The Host IP Address and Fully qualified domain name

(FQDN) are automatically prepopulated but will need modification in the following step.

New Resource Record -

Pointer (PTR)

Host IP Address:
| 172.16.22, |

Fully qualified domain name (FQDN):
| 22.16.172.in-addr.arpa |

Host name:

| | Browse...

[] Allgw any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.

o || concel |

5. Enter the Host IP Address for the SC Series array that matches the Host (A) record, the Fully qualified
domain name (FQDN) of the SC Series array, and the Hostname followed by a period. Leave the Allow any
authenticated user to update... box unchecked. Click OK.



New Resource Record -
Pointer (PTR)

Host IP Address:
[ 172.16.22.122 |

Eully qualified domain name (FQDN):
| 122.22.16.172.in-addr.arpa |

Host name:

[SCZZ.e)d.ab.IocaI.| ] Browse...

[JAllow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.,

| o Cancel
6. Verify that the Pointer (PTR) record displays in DNS Manager.
Name = Type Data Timestamp
'—| (same as parent folder) Start of Authority (SOA) [50], js24.exlab.local., host...  static
| (same as parent folder) Name Server (NS) js24.exlab.local. static
i'—| (same as parent folder) Name Server (NS) js25.exlab.local. static
g 172.16.22.120 Pointer (PTR) ex05a.exlab.local. 12/27/2012 2:00:00 PM
_ i=]172.16.22.122 Pointer (PTR) sc22.exlab.local. static

SC Series network settings

On the SC Series array, each controller’s primary DNS server must be set to the primary DNS server used by
Active Directory. If a secondary DNS server also exists, configure each controller to point to it. Each controller
must also reflect the domain name where the SC Series array will exist and authenticate with. To modify the
DNS/domain settings of the controller, perform the following steps:

1. Using the DSM client, connect directly to the SC Series array or to a DSM Data Collector that has the SC
Series array added. If connected to a DSM Data Collector, select the SC Series array to manage.

2. Select the Hardware tab, and expand Controllers.

DEALEMC STORAGE MANAGER

'l Summary @ Storage @ BGELNELCEEM |0 Usage @

=51 Dell Storage

= Storage Certers .« » @ Controllers
£ sc14 B-@sc17
L4 sc17 = .. Controllers Controllers
. sca fEl-ip SN 66363
o sca2 -0} SN 66364 Name dinie | ey
Bsca =Y Enclosures ) SN 66383 Up Balance

23] Enclosure - 1
[+ : Enclosure - 2 | | % SN 66384 Up Balance

- @ Enclosure - 3

3. Right-click the first controller and select Edit Settings.
4. In the DNS Information section, enter the IP address of the primary DNS Server, the Secondary DNS Server

(if applicable), and the Domain Name. Click OK when finished.

DNS Information

DNS Server 172.16.17.5

Secondary DNS Server 172.16.17.10
Domain Name techsol local

5. For a dual-controller SC Series array, repeat this process on the other controller.



Active Directory user and group access

For detailed information on granting access to directory users and groups, see the Dell Storage Manager
Administrator’s Guide for your version of DSM.

Consider the following when granting access to an Active Directory user:

« In the case a directory user has been given access to the SC Series array directly and also belongs to a
directory group that has been granted access, the local user permissions will override the mapped group
permissions.

« A directory group mapped to the SC Series array with Volume Manager or Reporter privileges must be mapped
to a local SC Series group. The local SC Series group determines which folders the users in the mapped
directory group have access to. A directory group mapped to the SC Series array with Administrator privileges
does not require mapping to a local group because administrators have access to all folders in the SC Series
array.

« SC Series supports authentication of a user in up to 16 nested groups.

« 64 AD groups can be mapped to a single SC Series group.

SC Series permissions

If a directory user has Administrator permissions to the SC Series array, the permissions level cannot be changed
(downgraded) to Volume Manager or Reporter. However, user permissions can be changed from Volume Manager
to Reporter or vice versa.

Like directory users, directory groups that have Administrator permissions to the SC Series array cannot be
changed (downgraded) to Volume Manager or Reporter.

Permissions for a directly-mapped directory user can be changed, but not if the access is granted through
membership in a group.

When a directory user is a member of more than one directory group with access to the SC Series array, the least
restrictive permissions apply. For example, if a user is a member of Group 1 that grants Reporter access to the
SC Series array (more restrictive), and is also a member of Group 2 that grants Volume Manager access in the
SC Series array (less restrictive), the user is granted Volume Manager permissions when they log in.

Active Directory account maintenance

Granting access to user and group objects in a child or trusted domain

To allow access to users and groups from the child or trusted domains, it is important to understand the three
types of groups (universal, global, and domain local) within Active Directory.

A universal group can contain users and groups (global and universal) from any domain in the forest. Universal
groups do not consider a trust. Universal groups can be a member of domain local groups but not global groups.
Because SC Series arrays require a two-way trust in order to grant access to non-local users, using universal
groups for SC Series access is not recommended.

A global group can contain users, computers, and groups from the same domain, but not universal groups. A
global group can be a member of global groups of the same domain, domain local groups, or universal groups of
any domain in the forest or trusted domains.



A domain local group can contain users, computers, global groups, and universal groups from any domain in the
forest and any trusted domain, and domain local groups from the same domain. Domain local groups can be a
member of any domain local group in the same domain.

A user in a child domain can gain access to the SC Series array by being a member of a parent domain group that
has access, or by being a member of a local child domain group that is a member of a parent domain group that
has access. In this configuration, the parent domain group should be set to domain local because a global group
cannot contain domain local or global groups from a child domain.

A user in a trusted domain can gain access to the SC Series array by being a member of a local domain group
that has access, or by being a member of the group on the trusted domain that is a member of the local domain
group that has access. In this configuration, the local domain group should be set to domain local. The local
domain group cannot be a global group because global groups cannot contain cross-domain members. Groups on
the trusted domain should be created as global.

Account and group deletion

When an Active Directory user account is deleted, access to the SC Series array (whether access was granted
directly or through group membership) is lost. The corresponding SC Series user account must be manually
deleted.

When an Active Directory group is deleted, all the users of that AD group lose access to the SC Series array,
unless the users have access granted directly. The group mapping and all user accounts that were part of that
group must be manually deleted from the SC Series array.

Disabled or locked out accounts

Active Directory user accounts with access to the SC Series array (either directly or by group membership) will be
unable to log in to the SC Series array if the user account is disabled or locked out in Active Directory. Access to
the SC Series array is regained when the account is enabled.

Changing AD domains

SC Series AD integration can be changed to point to a different AD domain. DNS settings and SC Series
networking settings must be updated to reflect the new AD domain information. To change to a new AD domain,
run the Authentication Configuration wizard and enter the new AD domain settings.

When changing to a different AD domain, the original user and group mappings to the SC array from the previous
AD domain configuration will no longer grant access to the SC array.

An Additional resources
Technical support and resources
Dell.com/support is focused on meeting customer needs with proven services and support.

Dell TechCenter is an online technical community where IT professionals have access to numerous resources for
Dell software, hardware, and services.

Storage Solutions Technical Documents on Dell TechCenter provides the expertise that helps to ensure
customer success on Dell Storage platforms.

Related documentation


http://dell.com/support

Table 1 Referenced or recommended resources

Vendor Resource
Microsoft | Active Directory Domain Services Overview
Microsoft | Domain Name System (DNS) Overview

Dell EMC SC Series and Active Directory Integration
CML1135

Documents / Resources

DELL Dell EMC SC Series and Active Directory Integration [pdf] Instruction Manual
Dell, EMC, SC Series, Active, Directory, Integration
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