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Product Information

Specifications:

Product Name: Dell Command | Endpoint Configure for Microsoft Intune

Version: March 2024 Rev. A00

Functionality: Manage and configure BIOS settings with Microsoft Intune

Product Usage Instructions

Chapter 1: Introduction
Dell Command | Endpoint Configure for Microsoft Intune (DCECMI) allows easy and secure management and
configuration of BIOS settings through Microsoft Intune. It utilizes Binary Large Objects (BLOBs) to store data,
configure BIOS settings with zero touch, and maintain unique passwords. For more detailed information on
Microsoft Intune, refer to the Endpoint management documentation in Microsoft Learn.

Chapter 2: BIOS Configuration Profile
Creating and Assigning a BIOS Configuration Profile:

1. Craft the BIOS configuration package as a Binary Large Object (BLOB) using Dell Command | Configure.

2. Sign in to Microsoft Intune admin center with the appropriate account having the Policy and Profile Manager

role assigned.

3. Go to Devices > Configuration in the admin center.

4. Click on Policies and then Create Profile.

5. Select Windows 10 and later as the Platform.

6. Choose Templates in Profile type.

7. Select BIOS Configurations under Template name.

8. Click Create to create the BIOS configuration profile.

FAQ



Q: Where can I find more information about installing Dell Command | Endpoint Configure for Microsoft

Intune?

A: The Installation Guide for Dell Command | Endpoint Configure for Microsoft Intune is available on the

documentation page of Dell Command | Endpoint Configure for Microsoft Intune.

Q: How can I troubleshoot issues with Dell Command | Endpoint Configure for Microsoft Intune?

A: The Log Location section in Chapter 4 of the user manual provides information on troubleshooting methods

for the software.

Notes, cautions, and warnings

NOTE: A NOTE indicates important information that helps you make better use of your product.

CAUTION: A CAUTION indicates either potential damage to hardware or loss of data and tells you how to

avoid the problem.

WARNING: A WARNING indicates a potential for property damage, personal injury, or death.

© 2024 Dell Inc. or its subsidiaries. All rights reserved. Dell Technologies, Dell, and other trademarks are
trademarks of Dell Inc. or its subsidiaries. Other trademarks may be trademarks of their respective owners.

Introduction

Introduction to Dell Command | Endpoint Configure for Microsoft Intune (DCECMI):
Dell Command | Endpoint Configure for Microsoft Intune (DCECMI) enables you to manage and configure BIOS
easily and securely with Microsoft Intune. The software uses Binary Large Objects (BLOBs) to store data,
configure, and manage Dell system BIOS settings with zero-touch, and set and maintain unique passwords.
For more information on Microsoft Intune, see Endpoint management documentation in Microsoft Learn.

Other documents you may need
The Dell Command | Endpoint Configure for Microsoft Intune Installation Guide provides information about
installing Dell Command | Endpoint Configure for Microsoft Intune on supported client systems. The guide is
available at Dell Command | Endpoint Configure for Microsoft Intune documentation page.

BIOS configuration profile

Creating and assigning a BIOS configuration profile
Once the BIOS configuration package is crafted as a Binary Large Object (BLOB), the Microsoft Intune
administrator can use it to create a BIOS configuration profile. The profile can be created through Microsoft Intune
Admin Center to manage the Dell commercial client systems in an IT environment.

About this task
You can create a BIOS configuration package (.cctk) file using Dell Command | Configure. See Creating a BIOS
package in Dell Command | Configure User’s Guide at Support | Dell for more information.

Steps

1. Sign in to Microsoft Intune admin center using the Intune account having the Policy and Profile Manager role

assigned option.

https://learn.microsoft.com/en-us/
https://www.dell.com/support/home/en-pk
https://login.microsoftonline.com/organizations/oauth2/v2.0/authorize?redirect_uri=https%253A%252F%252Fintune.microsoft.com%252Fsignin%252Findex%252F&response_type=code%20id_token&scope=https%253A%252F%252Fmanagement.core.windows.net%252F%252Fuser_impersonation%20openid%20email%20profile&state=OpenIdConnect.AuthenticationProperties%253DQtRUI-f5qibSxN4g7Dk2pNY1wfk2ztYYQ3osaGU5PpghBKPzY25rqQ5ckMHpmZHuilmGXIci6XyDPezM1eI-SCUM7XscW9rZ0gLMHVlKI4Jiu6Y1Dya1dS-c5DZy3jYqCdnbuu_XmnY742Suc04TSDc1ni3wvUiYhylcVU58CP_F5E0WptAEmzfCtvng5ezyXq4CKNdTv1XQhPcoDKvQJZlyb-ePbLnMkZV3iDHUU54dhfUxa8oVsVCyaPwZP_0JfyxM0z18oz2Ocq5hAM864MotWEudTTYA5KocO_Dh7_J920fXkOnfFGVBoVhXiLGZEY-nK5U4-AvDkoWSjeWJO1wCMJYJpXidalor7sWxKRqp9h4o7NbXIYd5CIZgealG9hsaFBcwsDuR012I8An_Bj5imeOm2cCgY5Zd12oXuv7cgCMOiPrb8-OlgPCeZ3Ls&response_mode=form_post&nonce=638532175476847332.MWQzNjRiOGMtNTBjZC00MDBjLWFiNTEtNzdjOGU4MmU4OWE5N2ZhZDUyOTQtMzA0Mi00YmY0LWJmZTgtNDM5YmJjZTUxNmU3&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&site_id=501430&client-request-id=7af75345-1106-4817-91fa-e515a64493ac&x-client-SKU=ID_NET472&x-client-ver=7.2.0.0&sso_reload=true


2. Go to Devices > Configuration.

3. Click Policies.

4. Click Create Profile.

5. Select Windows 10 and later from the Platform drop-down list.

6. Select Templates in Profile type from the Platform drop-down list.

7. Under Template name, select BIOS Configurations.

8. Click Create. The BIOS configuration profile creation begins.

9. In the Basics tab, on Create BIOS configurations profile page, enter the Name of the profile and Description.

The description is optional.

10. In the Configurations tab on Create BIOS configurations profile page, select Dell in the Hardware dropdown.

11. Select any of the following options for Disable per-device password protection:

If you select NO, then Microsoft Intune sends a unique-per-device, random BIOS administrator password

that is applied on the device.

If you select YES, then the previously applied BIOS administrator password set through Microsoft Intune

workflow is cleared.

NOTE: If the BIOS administrator password is not set through Microsoft Intune workflow, then the YES

setting keeps the devices in a password-less state.

12. Upload the BIOS configuration package in Configuration file.

13. In the Assignments tab on Create BIOS configurations profile page, click Add groups under Included groups.

14. . Select the device groups where you want to deploy the package.

15. In the Review tab on Create BIOS configurations profile page, review the details of your BIOS package.

16. Click Create to deploy the package.

NOTE: Once the BIOS Configuration Profile is created, the profile is deployed to the targeted Endpoint Groups.

The DCECMI agent intercepts and applies it securely.

Checking the deployment status of the BIOS Configuration Profile
To check the deployment status of the BIOS Configuration Profile, do the following:

Steps

1. Go to the Microsoft Intune admin center.

2. Sign in with a user who has the Policy and Profile Manager role assigned.

3. Click Devices in the navigation menu on the left.

4. Select Configuration in the Manage devices section.

5. Locate the BIOS Configuration Policy that you created, and click the policy name to open the details page. On

the details page, you can view the device status—Succeeded, Failure, Pending, Unknown, Not applicable.

Important considerations when deploying a BIOS configuration profile

Use one BIOS configuration profile for a device group and update it when required, instead of creating a profile

for a given device group.

Do not target multiple BIOS Configuration Profiles to the same device group.

Using one BIOS configuration profile avoids conflict between multiple profiles that are assigned to the same

endpoint group.



Deploying multiple profiles to the same endpoint group causes a race condition and results in a conflicting BIOS

configuration state.

A Possible replay attack detected error message is also displayed in the EndpointConfigure.log. See Log

Location for Troubleshooting for more details.

In the Intune portal, the error message is displayed as Verification of Metadata failed. See Verification of

Metadata failed section in Frequently asked questions for more details.

For updating an existing profile, do the following in the Properties tab of the BIOS configuration profile:

1. Click Edit.

2. Edit Disable per-device password protection or Configuration file by uploading a new .cctk configuration

file. Modifying either or both of the above-mentioned options updates the profile version and triggers a

profile redeployment to the assigned endpoint group.

3. Click Review + save button.

In the next tab, review the details and click Save.

Do not modify BIOS Configuration Profiles in the Pending state.

If there is already an existing BIOS Configuration Profile that is deployed to the endpoint groups and the

status is displayed as Pending, do not update that BIOS Configuration Profile.

You must not update until the status transitions from Pending to Succeeded or Failure.

Modifying may cause conflicts and subsequent BIOS Configuration Profile version failures. Sometimes,

BIOS Password sync failures may occur, and you may not be able to see the newly applied BIOS

Password.

When managing passwords using Microsoft Intune Admin Center user interface, remember the following:

If you select NO for Disable per-device password protection, then Intune sends a random BIOS

administrator password that is applied on the device.

If you select YES for Disable per-device password protection, then the previously applied BIOS

administrator password through Intune workflow is cleared.

If no BIOS administrator password was applied earlier through Intune workflow, then the setting helps

keep the devices in a password-less state.

Dell Technologies recommends using Intune Password Manager for BIOS Password Management, as the

application provides superior security and manageability.

Dell BIOS management

Microsoft Graph API for Dell BIOS management

In order to use graph APIs for Dell BIOS Management, an application must have the following scopes assigned:

DeviceManagementConfiguration.Read.All

DeviceManagementConfiguration.ReadWrite.All

DeviceManagementManagedDevices.PrivilegedOperations.All

The following graph APIs can be used for Dell BIOS management:

Create hardware configuration

assign Hardware Configuration action



List hardware configurations

Get hardware configuration

Delete hardware configuration

Update hardware configuration

The following graph APIs can be used for Dell BIOS Password management:

List hardware Password Infos

Get hardware Password Info

Create hardware Password Info

Delete hardware Password Info

Update hardware Password Info

Using Graph APIs to retrieve the Dell BIOS Password manually

Prerequisites

Ensure that you use Microsoft Graph Explorer.

Steps

1. Sign in to Microsoft Graph Explorer using Intune Global Administrator credentials.

2. Change the API to beta version.

3. List the hardware password information of all the devices using the URL

https://graph.microsoft.com/beta/deviceManagement/hardwarePasswordInfo.

4. Click Modify permissions.

5. Enable DeviceManagementConfiguration.Read.All, DeviceManagementConfiguration.ReadWrite.All, and

DeviceManagementManagedDevices.PrivilegedOperations.All.

6. Click Run Query.

The hardware password information of all the devices, the current password, and the list of the previous

15 passwords are listed in a readable format in Response preview.

Important Information

System administrators can use Microsoft Graph Explorer or create PowerShell scripts using PowerShell SDK

for Microsoft Intune Graph API from PowerShell Gallery to fetch Dell BIOS Password Information.

Dell BIOS Password management Graph APIs also supports filters. For example, to get the hardware

password information of a particular device using Serial number, go to

https://graph.microsoft.com/beta/deviceManagement/hardwarePasswordInfo?$filter=serialNumber.

NOTE: Only List hardwarePasswordInfos and Get hardwarePasswordInfo APIs are supported. Create

hardwarePasswordInfo, Delete hardwarePasswordInfo, and Update hardwarePasswordInfo APIs are not

supported now.

Log Location for Troubleshooting

Dell Command | Endpoint Configure for Microsoft Intune (DCECMI) implements file logging functionality. You can
use verbose logs for DCECMI.
The log file is available at C:\ProgramData\Dell\EndpointConfigure. The file name is EndpointConfigure.log.

https://graph.microsoft.com/beta/deviceManagement/hardwarePasswordInfo
https://www.powershellgallery.com/
https://graph.microsoft.com/beta/deviceManagement/hardwarePasswordInfo?%2524filter=serialNumber


To enable detailed logs, do the following:

1. Go to the registry location HKLM\Software\Dell\EndpointConfigure\.

2. Create a DWORD 32 registry key with the name LogVerbosity.

3. Assign it a value of 12.

4. Restart DCECMI, and observe the verbose logs.

Table 1. DCECMI logs

Verbosity Value Message Description

1 Fatal
Critical error has occurred, an
d the system is considered un
stable.

3 Error A serious error has occurred t
hat is not deemed fatal.

5 Warning Warning message for user.

10 Informational This message is for informatio
nal purposes.

12 Verbose

Other informational messages
that can be logged and viewed
depending on the verbosity lev
el.

Frequently asked questions

How do I switch over to the Intune or AAD-managed password when I already have a BIOS password?

Intune does not provide a way to seed the initial password into AAD.

To switch over to the Intune or AAD-managed password, clear the existing BIOS password using the

same method that is used to set the BIOS password.

NOTE: Dell Technologies does not have a master password and cannot bypass the customer password.

How do I get the password for a device that I have to manually service?

Microsoft Intune does not display the password in the device properties. Go to Using Graph APIs to retrieve the

Dell BIOS Password manually for more information.

NOTE: Only List hardwarePasswordInfos and Get hardwarePasswordInfo are supported.

How do I pass a unique-per-device password to Dell Command | Update so that it can update the

firmware?

Dell Command | Update does not use a capsule BIOS update method that can securely bypass the BIOS

password. Windows Update, Autopatch, and Windows Update for Business uses the Dell capsule BIOS update

method. if you have deployed a unique-per-device password, you can use them. Ensure that Capsule BIOS

update is enabled in BIOS settings.

How do I keep from applying the BIOS configuration profile to non-Dell devices?

Currently, filters are not supported in the BIOS configuration profile assignment. Instead, you can assign an

exclusion group for non-Dell devices.

To create a dynamic exclusion group, follow these steps:



1. In Microsoft Intune admin center, go to Home > Groups | All groups > New Group.

2. In the Membership type drop-down list, select Dynamic Device.

3. Create the dynamic query according to the Dynamic membership rules for groups in Azure Active

Directory guidelines in Microsoft.

Where do I find the logs to debug any issues?

Dell log files can be found here: C:\ProgramData\dell\EndpointConfigure\EndpointConfigure<*>.log. Microsoft

log files can be found here: C:\ProgramData\Microsoft\IntuneManagementExtension\Logs\<*>.log

How do I resolve agent-reported errors?

Here are some agent-reported errors that you may see:

Agent reported error: 65

Description—The setup Password is required to change the setting. Use –ValSetupPwd to provide

a password.

This issue is observed when the device already has a BIOS password. To resolve the issue, use the

Intune BIOS password manager and clear the current BIOS password using Dell Command |

Configure tool or by logging into BIOS Setup. Then, deploy a new BIOS Configuration profile using

Intune with the option Disable per-device password protection set to NO.

Agent reported error: 58

Description—The setup password that is provided is incorrect. Try again.

The issue is observed when multiple BIOS configuration profiles are used for the same device

group. Delete the additional BIOS configuration profiles that are failing to fix the issue.

The issue can also be observed when the BIOS configuration profiles are modified when the status

is Pending.

NOTE: See Important Information for more details.

Verification of Metadata failed

The issue is observed when there are any failures while verifying the correctness of BIOS

Configuration Profile metadata.

The agent reports the status as Failed with the error Verification of Metadata failed.

No BIOS configurations are performed.

To resolve this issue, try redeploying the BIOS Configuration Profile, or delete and create a BIOS

https://www.microsoft.com/en-us/


Configuration Profile on Microsoft Intune.

How do I decode the error code return from DCECMI in the Microsoft Intune report?

See Dell Command | Configure Error Codes at Support | Dell for a list of all the error codes and their meaning.

How do I enable DCECMI verbose logs for troubleshooting?

1. Go to the registry location HKLM\Software\Dell\EndpointConfigure\.

2. Create a DWORD 32 registry key with the name LogVerbosity.

3. Assign it a value of 12.

4. Restart Dell Command|Endpoint Configure for Microsoft Intune-service from Services.msc and observe

the C:\ProgramData\Dell\EndpointConfigure\EndpointConfigure.log log for verbose messages.

See Dell Command | Configure Error Codes at Support | Dell for a list of all the error codes and their

meaning.

You can also see Log Location for Troubleshooting for more information.

How do I deploy DCECMI or create and deploy Win32 applications from Microsoft Intune?

See Dell Command | Endpoint Configuration for Microsoft Intune Installation Guide at Support | Dell on how to

deploy a DCECMI Win32 application using Microsoft Intune. The package autopopulates the DCECMI install

commands, uninstall commands, and the detection logic, once uploaded to Windows applications on Microsoft

Intune.

If I do not want to use the secure random password from Intune password manager and instead use

CCTK files for password operations with my custom password, is that allowed?

It is highly recommended to use Intune Password Manager for BIOS password management due to the

advantages offered.

If the password is set using .cctk file and not using Intune Password Manager, the password does not

switch to Intune or AAD-managed password.

The Intune password manager does not know anything that is related to the BIOS password set using a

.cctk file or manually.

The BIOS password is displayed as null/empty when Microsoft Graph APIs are used to fetch the BIOS

password.

Where are my passwords stored or synced?

Passwords generated by you, in the CCTK file, are not stored, synced, or managed by Intune or Graph. Only

secure, random, unique per device passwords that are generated by Intune, using the Yes/No toggle for

Disable per-device BIOS password protection, are synced or managed by Intune or Graph.

In which scenarios are profiles retriggered?

BIOS configuration profiles are not designed for proactive remediations in Intune.

A profile is not deployed repeatedly once successfully applied on the device. A profile is redeployed only

when you modify the profile in Intune.

You can also edit Disable per-device password protection or Configuration file by uploading a new .cctk

configuration file.

Modifying either or both of the above-mentioned options updates the profile version and triggers a profile

redeployment to the assigned endpoint group.

Contacting Dell
Dell provides several online and telephone-based support and service options. Availability varies by country and
product, and some services may not be available in your area. To contact Dell for sales, technical support, or
customer service issues, go to dell.com.
If you do not have an active Internet connection, you can find contact information on your purchase invoice,

http://dell.com


packing slip, bill, or Dell product catalog
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