Manuals+ — User Manuals Simplified.

=m
DELL Technologies
Support Assist for L = @ ® = N
Business PCs with S B e ewn T
Windows OS ?
Loisnin ]

DELL Technologies Support Assist for Business PCs with
Windows OS User Guide

Home » DELL Technologies » DELL Technologies Support Assist for Business PCs with Windows OS User

Guide ™
Contents
1 DELL Technologies Support Assist for Business PCs with Windows
(015

2 Release Summary

3 New and enhanced features

4 Compatibility

5 Prerequisites to deploy SupportAssist

6 Known issues

7 Limitations

8 Documentation & Others

9 Contact Dell

10 Documents / Resources
10.1 References

11 Related Posts

D&A L Technologies

DELL Technologies Support Assist for Business PCs with Windows OS


https://manuals.plus/#content
https://manuals.plus/
https://manuals.plus/
https://manuals.plus/category/dell-technologies
https://manuals.plus/dell-technologies/support-assist-for-business-pcs-with-windows-os-manual.pdf
https://manuals.plus/#dell_technologies_support_assist_for_business_pcs_with_windows_os
https://manuals.plus/#release_summary
https://manuals.plus/#new_and_enhanced_features
https://manuals.plus/#compatibility
https://manuals.plus/#prerequisites_to_deploy_supportassist
https://manuals.plus/#known_issues
https://manuals.plus/#limitations
https://manuals.plus/#documentation_others
https://manuals.plus/#contact_dell
https://manuals.plus/#documents_resources
https://manuals.plus/#references
https://manuals.plus/#related_posts

I m
Select a tool to scan or optimize your system, or Run All.

Get Drivers & Scan Clean Tune Optimize Remove Viruses
Downloads Hardware Files Performance Network & Malware
Run Now Run Mow Run Now Run Mow Run Now Run Now

Release Summary
This release includes new features, enhancements, and bug fixes to SupportAssist and TechDirect.

Version
3.6.0.56884

Release date
March 2024

Priority and recommendations
URGENT: Dell Technologies highly recommends applying this update as soon as possible. The update contains
changes to improve the reliability and availability of your Dell system.

NOTE: If the PCs in your organization are running an older version of SupportAssist for Business PCs, ensure that
you update to the latest version. Updating to the latest version ensures that you experience full benefits of the
enhanced SupportAssist features.

New and enhanced features

« For PCs running SupportAssist for Business PCs version 3.6—the validity of the remote optimization task is

extended from 72 hours to 30 days.

NOTE: For PCs running SupportAssist for Business PCs version 3.5 and earlier, the validity of the remote
optimization task remains as 72 hours.

« Ability to select language preferences while entering the primary and secondary contact information.
« Availability of new Dell library remediation scripts—BSOD Remediation and Thermal Optimization.

Ability to automatically apply updates when a new version of the custom catalog is available.

Ability to search for information about the PCs by using rules or PC identifiers.

« Performance improvements, security fixes, and bug fixes.

Compatibility



SupportAssist is supported on the following Dell devices:

« Laptops and desktops
o Latitude
o Precision *
o OptiPlex
o Inspiron **
o XPS
o Alienware
o Vostro
« Docking Stations—For the list of supported docking stations, see Dell Commercial Docking Compatibility.
o Precision Rack and Tower workstations are not supported.
o SupportAssist is not supported on Inspiron 3420.

NOTE: SupportAssist is not supported on virtual machines.
NOTE: SupportAssist is not supported on PCs using the Advanced RISC Machine (ARM) processors.

Prerequisites to deploy SupportAssist

PC requirements
The following are the requirements for a target PC to enable SupportAssist deployment and usage:

« Operating system:
o Microsoft Windows 10 version 1809 or later
o Microsoft Windows 11
« Software:
o PowerShell script execution
o Latest version of .NET Desktop Runtime 6.0.x. See Microsoft .NET 6.0.

NOTE: .NET Desktop Runtime versions 7.0.x and 8.0.x are not supported.

« Installed memory—4 GB

« Web browser—latest version of Google Chrome, Microsoft Edge, or Mozilla Firefox.

Network requirements
The following are the network requirements for a target PC to enable SupportAssist deployment:

« Active Internet connection

Transport Layer Security (TLS) version 1.2 or 1.3
« Elevation of the SupportAssistUl.exe launch command
« Ports, communication mode, protocol, and endpoints—the following table describes the usage of ports and

endpoints that must be enabled on the end-user PC running SupportAssist for Business PCs:

Table 1. Ports, communication mode, protocol, and endpoints
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Table 1. Ports, communication mode, protocol, and endpoints (continued)
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Gateway or firewall—if the PC connects to the Internet through a proxy server and if you do not want to configure
the proxy in system context mode, ensure that you configure the gateway or firewall to allow communication to the

following destinations:

Table 2. Gateway or firewall
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Known issues

Unable to view the Central Resource Manager user interface in High contrast mode

Description
o The Central Resource Manager user interface cannot be viewed in the High contrast mode of Windows.

« Workaround

o None
« Tracking number

o 323
« Version affected
o 3.6

SupportAssist hardware scans may not work as expected with older Dell Optimizer versions

« Description
o If Dell Optimizer version 4.1 is installed after deploying SupportAssist for Business PCs version 3.6,
SupportAssist hardware scans may not work as expected.
« Workaround

o Install Dell Optimizer 4.1 first and then deploy SupportAssist for Business PCs version 3.6.

Tracking number
o 7845

Version affected
o 3.6

Interactive tests not working with the Windows Narrator functionalitylnteractive tests not working with the
Windows Narrator functionality

« Description

o Certain user-interactive tests on the Troubleshooting page in the SupportAssist user interface may not
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work with the Windows Narrator functionality.
« Workaround
o None
« Version affected
o 3.6

Unused user profiles are not deleted

« Description
o The Delete Old Profile remediation script may not delete user profiles even if the profiles have not been
logged in on the PC for 60 days.
» Workaround
o None
« Tracking number
o 7602
Version affected
o 3.5

Notifications are not displayed to the PC user

o Description

o When you upgrade .NET Desktop Runtime to version 6.0.x, notifications are not displayed to the PC user.
« Workaround

o Restart the PC to start receiving the notifications.

Tracking number
o 6720

« Version affected

o 3.4.xand 3.5

Failed driver updates are not recommended in subsequent scans

« Description
o When a driver update fails, the driver that failed to update is not recommended in the subsequent driver
scans.
« Workaround
o None
« Tracking number
o 7342
« Version affected
o 3.4.1 and later

SupportAssist user interface failing to open for multiple signed-in users

« Description



o If a signed-in user has opened and used the SupportAssist user interface and not closed the session,
other signed-in users cannot open the SupportAssist user interface on the same PC.
» Workaround
o SupportAssist user interface must be closed for another user to open and use it.
« Tracking number
o 7735
«» Version affected

o All versions

Registry entries are not deleted during uninstallation

o Description
o While uninstalling SupportAssist for business PCs, some registry entries are not deleted. Therefore, a
new version of SupportAssist cannot be installed on these PCs.
» Workaround

o Run the SupportAssistUninstall_Cleanup.ps1 script and retry the installation.

Tracking number
o 1685
« Versions affected

o All versions

Limitations

« SupportAssist is not supported on virtual machines.

« SupportAssist is not supported on Precision Rack and Tower workstations.

« SupportAssist does not automatically perform diagnostic tests on components that require user intervention.

« SupportAssist does not support Transport Layer Security (TLS) versions—1.0 and 1.1.

« If Full Secure Sockets Layer (SSL) Inspection is enabled in system context mode, SupportAssist may not work
as expected.

« APIs are not available for partners and their customers.

« SupportAssist is not supported on Federal Information Processing Standard (FIPS) enabled PCs.

« SupportAssist is not supported on PCs using the Advanced RISC Machine (ARM) processors.

« Driver scans may not work as expected when both SupportAssist and Dell Command | Update are installed on
the same PC and different catalog deployment modes are selected.

« SupportAssist does not support the proxy auto-configuration (PAC) file.

Resources
This section lists the documentation resources and other useful links that provide more information about
SupportAssist for Business PCs.

Documentation & Others

Table 3. Resources
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Table 3. Resources (continued)
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Videos

« How to onboard to TechDirect to set up and connect SupportAssist for Business PCs —demonstrates
how to onboard to TechDirect and activate the Connect and manage service.

« How to view health of your PC fleet using SupportAssist for Business PCs —demonstrates how to view

the health of your PC fleet.

« How to view application experience for your PC fleet using SupportAssist for Business PCs —
demonstrates how to view the application experience data for your PC fleet in Connect and Manage.

« How to view security of your PC fleet using SupportAssist for Business PCs —demonstrates how to view

the security data for your PC fleet.

« How to create remediation rules for your PC fleet using SupportAssist for Business PCs —demonstrates
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how you can create remediation rules that help proactively identify and automatically resolve issues or threats
that occur on the PCs.

« How to create and manage catalogs for your PC fleet using SupportAssist for Business PCs —
demonstrates how to create and manage catalogs and deploy PC updates remotely.

Contact Dell

To contact Dell for issues on the Connect and Manage service and SupportAssist for Business PCs, perform the
following steps:

Go to TechDirect and click Contact us. The Contact Us page is displayed.
Enter the name, email address, phone, and company, and select the region.
From the Services list, select SupportAssist for Business PCs.

From the Subject list, select a required subject.

o > ©w b~

Enter the Service Tag and a message, attach any helpful files, and then click Submit.

Notes, cautions, and warnings

« NOTE: A NOTE indicates important information that helps you make better use of your product.
« CAUTION: A CAUTION indicates either potential damage to hardware or loss of data and tells you how to
avoid the problem.

« WARNING: A WARNING indicates a potential for property damage, personal injury, or death.

2020 — 2024 Dell Inc. or its subsidiaries. All rights reserved. Dell Technologies, Dell, and other trademarks are
trademarks of Dell Inc. or its subsidiaries. Other trademarks may be trademarks of their respective owners.

Documents / Resources

DELL Technologies Support Assist for Business PCs with Windows OS [pdf] User Guide
Latitude, Precision, OptiPlex, Inspiron, XPS, Alienware, Vostro, Support Assist for Business PC
s with Windows OS, Business PCs with Windows OS, Windows OS
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