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Product Information

The Visiotech DEMS PLUS Docking Software is a comprehensive software solution designed for managing and
accessing data from Visiotech body cameras. It offers advanced features and functionalities to enhance the user’s
experience with the Visiotech body camera system.

Installation Guide
The installation of the Visiotech DEMS PLUS Docking Software involves several steps to ensure a successful
setup. Please follow the instructions below:

Introduction
Before starting the installation process, it is essential to familiarize yourself with the software and its capabilities.
This section provides an overview of the software and its features.

Installation Preparation
Prior to installing the software, make sure your computer meets the minimum system requirements. Additionally,
ensure that you have administrative privileges to install software on your computer.

Install Visiotech DEMS Plus prerequisites

Insert the installation media or download the software package from the official Visiotech website.
Locate the installation file and double-click to start the installation process.

Follow the on-screen prompts to proceed with the installation.

Read and accept the End User License Agreement (EULA) to continue.

Choose the desired installation location or use the default location provided by the installer.
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Select the components you wish to install. It is recommended to install all available components for full
functionality.

7. Click “Install” to begin the installation process.

8. Wait for the installation to complete.

9. Once the installation is finished, click “Finish” to exit the installer.

Setup of DEMS Docking Software

Logging onto DEMS Dock:

1. Launch the DEMS Docking Software from your computer’s desktop or Start menu.
2. Enter your username and password in the provided fields.

3. Click “Login” to access the software. Features of the DEMS PLUS Software:

The DEMS PLUS Software offers a range of powerful features to manage and analyze data from Visiotech body
cameras. These features include:

« Advanced search capabilities
« Video playback and analysis
« User management

« Configuration settings

Log management



DEMS PLUS Programming
DEMS PLUS Programming allows users to customize various settings and preferences within the software. This
includes configuring camera settings, adjusting video playback options, and managing user permissions.

« Device Tab
The Device Tab provides a comprehensive overview of connected Visiotech body cameras. Users can view
camera status, access camera settings, and perform firmware upgrades.

« User Management Tab
The User Management Tab enables administrators to create, modify, and delete user accounts. It also allows
for the assignment of different access levels and permissions to individual users.

« Configuration Tab
The Configuration Tab allows users to configure various software settings, including storage locations, video
export options, and system preferences.

e Log Tab
The Log Tab displays a log of system activities, including user actions, camera events, and software
notifications. Users can filter and search the log for specific information.

« Installation of DEMS MapVideo Playback Software
The DEMS MapVideo Playback Software is an additional component that can be installed for enhanced video
playback functionality. Follow the instructions provided in the installation guide to install this software.

» Firmware Upgrade Process
The firmware upgrade process allows users to update the firmware of Visiotech body cameras for improved
performance and new features.

« Visiotech VS-2 Body Camera Firmware Upgrade
Follow the instructions provided in the firmware upgrade guide specifically designed for the Visiotech VS-2
Body Camera to ensure a successful firmware upgrade.

« Visiotech VC-2 Body Camera Firmware Upgrade
Refer to the firmware upgrade guide specifically created for the Visiotech VC-2 Body Camera for detailed

instructions on upgrading the camera’s firmware.

INTRODUCTION

« This installation manual details the installation procedure for the Visiotech DEMS Plus Docking Station
Software (Digital Evidence Management System) V5.21

« Please refer to the Visiotech DEMS Plus User Manual for detail on the operational features and user interface.

INSTALLATION PREPARATION

1. Download the installation files from the web link provided by Comvision
1. Files include: DEMSplusSetup — Docking station software installation
2. Minimum OS requirements
1. Windows 10 PRO, Windows 11 PRO
3. Minimum Hardware Requirements:
« CPU: No less than Intel 15, 6th Generation
« RAM: No less than 8GB



« Storage (Program): No less than 1GB
« Storage (Footage): No less than 500GB
« Screen Resolution: 1920x1080P.

Graphics High performance graphics

INSTALL VISIOTECH DEMS PLUS PREREQUISITES

1. Double click the installation file — DEMSplusSetup

. DEMSplusSetup 23/04/2020 1:32 PM Application 368,636 KB

2. Read and check the “I agree to the license tems and condisitions”, then click on “Install” to contine.

¥, DEMS Plus Setup - 6,4
"
4 ¥, DEMS Plus
w .
a»
End-User License Agreement (EULA) of "DEMS Plus" i

This End-User License Agreement ("EULA") is a legal agreement
between you and Visiotech Pty Ltd

I [11 agree ta the license terms and conditions I

Options & Install Close

3. Confirm install to alow PC changes
« You will need administrator right for this

« Select “Yes”

User Account Control x

Do you want to allow this app from an
unknown publisher to make changes to your
device?

DEMSplusSetup.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

X
Yes No

4. Installation of Microsoft SQL Server 2019 Express
1. The software will install SQL 2019 Express as the Database for the DEMS Plus software This process

can take a few minutes or more.



¥, DEMS Plus Setup

4. DEMS Plus
N

an»
Setup Progress

Processing: Microsoft SQL Server 2017 Express

Cancel

5. Installation and Setup of K-Lite Codec Pack
1. This is the setup for the video and Audio Codecs
2. This is an auto-install and no need to select in options

H
&9 K-Lite Codec Pack 15.0.2 Basic

Installing

Please wait while Setup installs the K-Lite Codec Pack on your computer.

Extracting files...
C:'\Proaram Files (x86) {-Lite Codec Padk\Filters\LAV\avcodecday-58.dl

ok

Cancel

Installation of USB Drives

« This is the installation of the USB Drives to comunacte to the Visiotech Body Cameras

« Chose the location where you would like this to be installed
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DEMS Plus Setup -

4. DEMS Plus

| g
'y

Setup Progress

o

Processing:  AmbaUSB_winBd_t5_ Win7_3.4.7_Setup.exe [.
>

Cancel

« This warning message will always pop-up.

« If older drivers are installed the installl process will remove and replace them with the updated version

« Click “OK”

o Click “Next”

Ambal5E Setup x
Please make sure DirectUSE and it's driver are removed before
! installing Ambal/58! Or let Ambal3E installer remove them |
l automatically!
« This is the setup USB Drives to comunacte to the Visiotech Body Cameras
AmbalJSB Setup — X
Welcome to AmbaUSB Setup
Setup will guide you through the installation of AmbaliSB.
Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.
Chick Mext to continue.
cance

« Chose the location where you would like this to be installed (recomend not to change)

« Click “Install”



Amballse Setup - x

Choose Install Location
Choose the folder in which to install AmbalJSE. ey

Setup will install AmbaliSB in the folowing folder, To instal in a dfferent folder, chick Browse
and select another folder. Ciick Install to start the installation

Destination Folder

Browse...

Space required; 26.9M8
Space avallable: 185.6G8

< Back g tall Canced

h—

« During the install process a new pop-up box will open to give you a choice of drives to install

« Click “Next” to view options

AmbalUSB Setup =

Inst alling

Please wait while AmbaUSB s being installed.,

Device Drrver Installation Wizard

Installation Wizard!

Extract: QtSWidgets.dl... 72%

Qutput folder: C:\Program Files\Ambarella\AmbaUSB

Dutput folder: C:\Program Files\Ambarelia\AmbalSB \oin
QtSCore.dl... 100%

Extract: QtSGu.dl... 100%

Extract: QtSWidgets.dl... 72%

computers dewvices need in onder 10 wornk

To continue, click Next

Welcome to the Device Driver

« All the options will be pre-selected that are required
e Click “Finish”

Device Driver Installation Wizard

Completing the Device Driver
Installation Wizard

The drivers were successfully installed on this computer

You can now connect your device to this computer. ¥ your device
came with instructions, please read them first

——

Dirver Name Status

W busb-win32 Ambarella E.. Readytouse

o
i B o D e Saa o Ban RN B

« Once installed

This wizard helps you install the software drivers that some

Cancel

W

ey



« Click “Finish”

AmbalJ5B Setup -

Completing AmbaUSB Setup

AmbaliSB has been installied on your computer.

Click Finish to dose Satup

« The installation automatically starts the DEMS Plus install after the prerequisites installations are done.
« It may take a minute or so for the “Next” button to appear.

« Click on “Next”

42 DEMS Plus Setup - X

visiotech  welcome to the DEMS Plus Setup Wizard
DEMS Plus

Please wait while the Setup Wizard prepares to guide you
through the installation,

Mg

by

« Read and check the “I accept the terms in the license Agreement”, then click on “Install” to continue.

« click on “Next” to continue



#5 DEMS Plus Setup = X

End-User License Agreement aw,
Please read the following kcense agreement carefully :":
End-User License Agreement (EULA) of "DEMS Plus” “

This End-User License Agreement ("EULA") is a legal agreement
between you and Visiotech Pty Ltd

This EULA agreement governs your acquisition and use of the DEMS
Plus software ("Software") directly from Visiotech Pty Ltd or
indirectly through a Visiotech Pty Ltd authorized reseller or
distributor (a "Reseller”).

Ellatceptthe terms n the License Agreement

Print ME Cance!

« Chose the location where you would like this to be installed (recomend not to change)
« Click “Next”

42 DEMS Plus Setup = X
Destination Folder e

Chick Mext to nstall to the default folder or dick Change to choose another. : ,;’

Install DEMS Plus to;

IC:\Program Fies (xB6) Wisiotech\DEMS Plus\

« Chose the Database you would like DEMS to connect to.

« If setting up single software system leave on “Local” and this will connect to the local SQL that was installed
ealier during the installation.

« If installing as a client and wanting to connect to a remote database, use the dropdown options to select the
Database you wish to connect to.

« NOTE (If wanting to connect to remote SQL Database and is not yet setup or shown in dropdown options
Select “Local” and then contact support when ready to connect remote database.)

« Click “Next”



ﬂ DEMS Plus Setup - X
SQL Server Instance ““.

Select the database server from the drop-down list or speafyitas
% “or %

Wnstance” or hostr port

llocal)

Back | MNext } Cancel

Select or enter the SQL Server nstance :'.;

43 DEMS Plus Setup

SQL Server Instance
Select or enter the SQL Server instance

Select the database server from the drop-down list or specfy it as
“hostrame” or “hostname jnstance” or hostmame:zport™:

av,

L
a»

|’

IDEMO-PRYSM-WS 1 \DEMSPLLS
|DEMO-PRYSM-WS 1 EXGARDE
IDEMO-PRYSM-WS 1\GARDIS

W 10-CAM-LAPTOP \DEMSPLUS
W 10-CAM-LAPTOP EXGARDE

« Once a database connection is made a new window will open.

note (If installing a client to remote database please see the “Trouble Shooting” section at the end of this

manual)

o Click “Install”

£ DEMS Plus Setup = X
“‘I
Ready to install DEMS Plus 3
an
Chck Install to begin the installiabon. Clidk Back to review or change any of your
installation settings. Chck Cancel to exit the wizard.
vl ] [ Conce
Now install the software and getting setting from the SQL database
£ DEMS Plus Setup = X
“‘I
Installing DEMS Plus 3
an

Status: Copying new files

Please wait while the Setup Wizard installs DEMS Plus.

Eack Next [}




« Once DEMS Plus is installed you will get a window to confirming the installation.
« Check the “Launch DEMS Plus” option if you wish to start DEMS Plus right away.
« Click “Finish”

(Note, PC may require re-start after installation)

# DEMS Plus Setup - X

ViSiO tECh Completed the DEMS Plus Setup Wizard
DEMS Plus

Chck the Firish button to exit the Setup Wizard,

["]Launch DEMS Plus

s

SETUP OF DEMS DOCKING SOFTWARE

LOGGING ONTO DEMS DOCK
Log onto the software with the default Administrator account:

« User ID: 000000
« Password: 123456

visiotech ~

User ID

[ )

Password

FEATURES OF THE DEMS PLUS SOFTWARE

1. Supports the multi-layer AES256 + RSA decryption. The customers private key is saved in the folder “key”.
2. Supports tracking playback on the Map.



Supports Case Reports, File Comments and Search Based on comments
Improved search filters

Supports theme settings (Only 1 theme now)

User Management with different levels of permission

User Management with photo
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Remote Database Connection
9. Remote centralised storage for Footage
10. Server/client setup
11. Set custom Body Camera Layout
12. GENETEC VMS Integration (Licensed)

DEMS PLUS PROGRAMMING

In the “Configuration” screen, administrators have access to the following areas:

« Device Tab

« User Management Tab
« Configuration Tab

e Log Tab

These are outlined in the following sections

S t I CURIPUSTE Tuesday 20U 14 storage C: WS DU WS000 Current user ILUCODNg

Unregistered 187.023G /222.713G
20 day or 89 remaining H

DEVICE TAB

The DEMS Plus software supports the Visiotech VC and Visiotech VS series of Body Cameras. Only basic
configuration of the Body Cameras can be completed from this page. The Camera Manager application is used for
more comprehensive body camera configuration. Options may change depending on camera firmware

Note: Only plug one camera into your PC when connecting and configuring a device.

« Visiotech VS Supports:



User ID, Device ID and resolution settings.
« Visiotech VC Supports:
o User ID, Device ID, Resolution, Video Length, Photo Resolution, Loop Recording, Auto IR, Pre-record
and Post Record Setting.
o USB Mode: Supports User ID and Device ID settings
o Note: These ID settings are applied to camera hardware only
o Use the “Read” button to read a connected cameras configuration

o Use the “Write” button to write configuration settings to a connected camera

7.21.0.0

2022/11/28 Monday 08:43-23 [7] S— WS 0001 - WS0001 Current us

Vi 5 i 0 tec h Registerad Administrator 3G

— Select your device User I : Video resolution: [1080F |
@® Visiotech YS Device ID: i:] Phato resolution: | 3214 |
1 Visintech VC Wideq length |5 minutes | Loop recarding: |07 |
) Visiotech YC-1 Pre-ecord |1 | Automatic infrared. |1 v|
Postracord |0 v

USER MANAGEMENT TAB
The User Management Tab is used to add, delete users and set their access to the DEMS Plus Software
functions.

» Add User: Program a new user by completing the user info fields then click the “Add” button.
« Delete User: Select the user to delete in the “User List” section and click the “Delete” button.
« Modify Current User account: Select the user to modify in the “User List” section, then modify the user in the

user info section, click the “Modify” button when complete.

() oen 00

o 202000818 Tuesdzy 20:40:02 [2] T VWIS DOCH - WS0001 Current user [D-000000
VISI oteCh Unregistered 1670226 1222 713G =
30 day or 98 remaining = Configuration Logout
[ ] copeam)
User Info Image (300 = 300p)
Image UseriD Dewice 10 Uszer ID* : Pas=word [:
00000C | 0000000 Camera D I: Departiment :
L Liser name: :] Site name: :]
ser role Image
t" User ) Department Manager C) Adrmanisbiator
Administrative Rights
O Adduser [ Add device I
Securily Permissions
[& Tagged ] Deletedata FIReport [ Expart [ Software =etiings
Department data
All data

Information description:



« User List: The user accounts currently programmed in the DEMS software database.

« User Info: Details user information including; User ID, Device ID, Name, Department, Organisation, User Photo
and their user role.

« User Permissions: These include the User Management, Operation and data Access. There are default
permissions for different User Roles. Also, the admin account holder can customise these further if necessary.

« Note: These ID settings are applied to user account in software database

CONFIGURATION TAB

The configuration tab is used to define storage paths and other software settings including file lifecycle periods.
1 X

et LR A T 2005 24 [5] e | wsooo1 - wsooos Current user ID:000000
Unregistered 187 022G 1222 713G
30 day or 98 remainrg [ | Upload Corfiguration

Software Seltings:
Software theme | Theme 1 v = Delete files on camera after upload

System language Engish v ] Register camiara befors upiaading
Scan interval (s) 10 v 7] Startup with Windows

Winimurm free space per drive (%) |5 Al 7] Virtua! keyboard

Total capacity alsrm oF T USE binding
percertags {3}

< 2l

File retention days (0 forever) 30
Mumber of days 1o s=ve
important files (0 forever)
Log retention days (0 forever)

3

< 3lle

=3k

Warkstation Name WS0001
Software registration;
The current machine code is '4e2c3d08', please enter
the registration code:
EER | oo

« Storage Paths: In the Storage Path List, the first path is the primary storage path and the 2nd path is the spare
storage path. Once the primary one is full, or not available, the software will switch to spare or secondary
storage path.

« Scan Period: This determines the scan time of the software. DEMS Plus will scan the body cameras every 10
seconds. If your computer is a low-performance PC, it is recommended to set this to 10 seconds.

« Minimum free space pre drive: Will change to next drive once drive and reached the set % of free space left.
If all drives are full software will stop uploading footage and will not delete off camera.

« Total capacity alarm: Will pop-up an alarm window and storage amount will show in red once set % of free
space is available.

« File retention days: Deletes the files after the specified day. For example, the software will delete the normal
files (without tags) after 30 days. (0 day will not delete any files) Number of days to save important files
(TAGGED): Deletes the files after specified time. For example, the software will delete the TAG files after 365
days. (0 day will not delete any files)

« Log retention days: Deletes Log files at the specified time. For example, the software will delete the LOG files
after 365 days.

« Workstation: Name of workstation.

« Software Register: Enter the Software key for DEMS Plus licencing. This key will be supplied by Comvision.
Two Licences available, Standard and Administrator (PLUS). Administrator (Plus) licence allows that licenced

workstation to query files uploaded from other workstations.



« Delete files in camera after upload: Automatically deletes the files within the camera’s storage after the
footage has been uploaded into the DEMS Docking Station.

« Register Camera before Upload: If activated, the software will match the camera ID with the user account ID
in the database. It only allows the bound cameras to dock and upload video.

« Startup with Windows: Enables DEMS Plus to auto -start and logon when windows start. (Program will start
without logon window)

« Virtual Keyboard: Enables onscreen keyboard

« USB Binding: Feature not available

LOG TAB
This page contains all operational logs for the DEMS software. Including, login, logout query, delete and so on.

Drigrtal Eve

¢ Monday 852 Current User I0-000000

SHELLEYES unregstered Starage Paih [ 100 8550 123 667G

Femaimng 17 Days o 32 Times -

2
PP _IT1111-001 0P

13 id 1 16 17 18 1]

28,12 Power Ol

8011 Power On

4056 Power OfFf

:0B:17 PowerOn

16,5826 00000C Login

1ECEBE 00000 Login the (ata Cuery Page
1ERECO0 DODOOC | ogout the System

160800 Power Off

17:35.43 Power On

TIEh0E UUUUUL  Login

1703557 O00OOC  Legin the Software Setings Page
1756044 DO0DOOC  Logout the System

17:36:44  Power OfF

13708 Power On

ITCEF1G 000000 Login

1703717 00000C  Login the Sofwars Setings Pags
1730019 000O0OC Logout the Systemn

173818 Power ON

1725743 Power On

175755 D00OOC | ogin

INSTALLATION OF DEMS MAPVIDEO PLAYBACK SOFTWARE

« In the DEMS install ZIP File there is a “MapVideo_For_DEMS V5.10.2.ZIP” file. This software is used as part
of the DEMS software and is also required for playing video files after they are exported and Encrypted from
the DEMS Plus Software.

« Extract the zip file to your required directory making it available for users to use with exported video files.

« The MapVideo application will play the video files and display GPS map tracking for the video file.

« If the video files are encrypted, the encryption key must be programmed in the key folders in order to

successfully play the files. This process is detailed in the Encryption Setup section of this manual.

FIRMWARE UPGRADE PROCESS
Each of the Visiotech Body Cameras have a different firmware upgrade process:

VISIOTECH VS-X BODY CAMERA FIRMWARE UPGRADE



You will need to use the VS-2 Cam Manager Software to unlock the camera and access the camera directory.
Copy the firmware file into the root directory of Visiotech VS-2 body camera, then reboot the camera.
The Visiotech VS-2 body camera will enter the firmware update procedure automatically after rebooting.

During the upgrade, the Visiotech VS-2 body camera may reboot several times.

o > w D~

Do not turn the camera off until the upgrade is complete. The upgrade can take several minutes.

VISIOTECH VC-2 BODY CAMERA FIRMWARE UPGRADE

You will need to use the VC-2 Cam Manager Software to unlock the camera and access the camera directory.
Copy the firmware file into the root directory of Visiotech VC-2 body camera, then reboot the camera.

The Visiotech VC-2 body camera will enter the firmware update procedure automatically after rebooting.

> 0w D=

During the upgrade, the Visiotech VC-2 body camera may reboot several times. The RED LED on the camera
will flash for up to 2 minutes before rebooting.

5. Do not turn the camera off until the upgrade is complete. The upgrade can take several minutes.

ENCRYPTION KEY SETUP

VISIOTECH VS-2 BODY CAMERA AES-256 ENCRYPTION KEY

For AES-256 encryption to work on the VS Series of Body cameras, a user’s encryption key must be programmed
into the camera and in any Visiotech software that plays the video files.

The following procedure details this:

VISIOTECH VS-2 BODY CAMERA PROCEDURE:

1. Connect the Visiotech VS-2 body camera to the USB port of your computer, start the AES Tool provided by

Comvision.
AESKey (©) 3/07/2019 2:35 PM File folder
platforms ® 3/07/2019 2:35 PM File folder
[£] AES function on F Eye &) 26/06/2019 6:29 PM  Adobe Acrobat Docu.. 133 KB
libusb0.dll ® 24/04/2015 11:36 AM  Application extension 66 KB
libusbctrl.dll @ 9/06/2019 11:34 PM Application extension 2,629 KB
V1€ newMachineAESTool O] 21/06/2019 5:00 PM  Application 146 KB
Qt5Core.dll ©)] 24/10/2018 2:56 PM Application extension 4,667 KB
Qt5Gui.dll O] 7/ 018 5:17 AM Application extension 4,853 KB
Qt5Widgets.dll O] 7/06/2018 5:20 AM Application extension 4,364 KB

2. Tick “AES encryption” to enable the AES function. Enter a 32-character AES key and click set to write the AES

password into the camera.



) newMachineAESTool S5 *

AES Password :

1 AES Encryption

Ib will be filled automatically if password length entered less than 32 :I

(i3]

@ r=wMachineAESTaal - I

@ Tips >

AES Password : AES Encryption

o Successfully!
ABCDEF0O00000000000000000000

Set
o]
eETTTT
3. The AES key will be generated and automatically put into the folder.

AESKey © 3/07/2019 2:35 PM File folder

platforms ©@ 3/07/2019 2:35 PM File folder
@ AES function on F Eye @) 26/06/2019 6:29 PM Adobe Acrobat Doau... 133 KB
- libusb0.dll @ 24/04/2015 11:36 AM  Application extension 66 KB
-~ libusbctrl.dll © 9/06/2019 11:34 PM Application extension 2,629 KB
o newMachineAESTool O] 21/06/2019 5:00 PM Application 146 KB
“. Qt5Coredll © 24/10/2018 2:56 PM Application extension 4,667 KB
- Qt5Guidll © 7/06/2018 5:17 AM Application extension 4,853 KB
“. Qt5Widgets.dll ® 7/06/2018 5:20 AM Application extension 4,364 KB

4. Reboot the camera.
5. Go into the camera menu settings and set the AES Encryption setting to on.

1. Note: Using this menu setting, users can turn encryption on and off as required. When set to on the
camera will use the key in the camera.

VISIOTECH SOFTWARE AES KEY PROCEDURE:

1. Copy the AES key folder from the AES encryption tool into the installation directory of the Visiotech DEMS Plus
Software Folder.



OS5 (C) » Program Files (x86) » Visiotech > DEMS Plus

~

2 [] Name Date modified Type Size

AESKey 15/06/2020 2:20 pm File folder
iconengines 15/06/2020 2:20 pm File folder
imageformats 15/06/2020 2:20 pm File folder
key 15/06/2020 2:20 pm File folder
log 15/06/2020 2:20 pm File folder
mediaservice 15/06/2020 2:20 pm File folder
platforms 15/06/2020 2:20 pm File folder
[ 1 portrait 15/06/2020 2:32 pm File folder
res 15/06/2020 2:20 pm File folder
sqldnivers 15/06/2020 2:20 pm File folder

%1 config 13/08/2020 1:44 pm Configuration setti.. 1KB

|j debug 13/08/2020 1:46 pm Text Document 2KB

[ ] icudtl.dat 7/06/2018 11:25 am DAT File 9,894 KB

[ keyboard 13/11/2018 1:09 pm Application 8,090 KB

|j libeay32.dll 8/04/2014 6:26 am Application extens.. 1,150 KB

LI libusb0.dll 28/03/2019 12:03 pm Application extens.. 66 KB

2] libusb-1.0.dll 29/11/2018 10:53 am Application extens.. 133 KB

|J libusbctrl.dll 28/03/2019 12:03 pm Application extens.. 2,625KB

14/11/2019 11:15 am Application 462 KB

=¥ mapYideo

2. You will now be able to play the AES encrypted video in the DEMS Docking Software.
NOTE:

« If you want to change the AES key, you will need to delete all AESKey folders and repeat this procedure.

« Do not lose the encryption key for your site. Without this key the video files are not usable.

VISIOTECH VC-2 BODY CAMERA AES-256 / RSA ENCRYPTION KEY

The Visiotech VC-2 Body Camera uses a multi-layer encryption methodology. It uses RSA Encryption on the video
header and AES-256 Encryption on the video data. Users can randomly generate their own RSA Encryption Key
and a second AES Encryption Key is generated via the following procedure.

1. Connect the Visiotech VC-2 body camera to the USB port of your computer, unzip the file VC-2 RSA key V3

and place it into a directory of your choice, open the RSA Encryption Tool.

key = 7/08/2019 12:03 PM File folder
platforms )] File folder

o libeay32.dll = 0472014 T:26 AM Application extension

%] MwUSB.dIl = 2571272015 1:13 AM Application extension

= t5Coredll = 24/10/2018 11:56 AM Application extension

o Ot5Guidll &= 7/06/2018 317 AM Application extension

[+ CtsWidgets.dll 5] 7/06/2018 3:20 AM Application extension

6‘ RSA Encryption Tool &) 6/03/2019 10:38 AM Application
1] ZFYdILdll &= 3/06/2018 6:29 PM Application extension

2. If you do not have and RSA keys, the Software will create a pair for you. Click on “Create RSA Key Pair” and it

will create a Key folder and place your new Pair of keys into that folder



€ VC-2 RSA/AES Key Generator V3.0 — * (o]
Text Text
Cipher Cipher
O tp X
o create successfull
OK
Create RSAKey Pair Send Create RSA Key Pair Send

There is now a Key to Program into the VC Camera

3. Click on the “Send” button to generate a random password and send it to the VC-2 camera. Once transferred to
the camera you will get a pop-up window confirming this.
NOTE: If the camera does not display the “Successful” message during this process, unplug the VC-2 Camera
and try again.

o i o]

Toxt Text  60IpEOIPEOIPEOIp (%)

Cipher Cipher §as01facdf9acd4fescbba?c09d410afbaBbb3e7c92dd 1 befl
4e20h92334decf13cfb 77 c66d332baf4RB540fA8T 80267952
0f4g o Success % B33c772bad73
817 Ded726cef9d3
649 0de8iG227 131
ef1d Keytransferred to device 508357704163
246 81032936390
238| bOb8dbecdie
a3d 8773112a87ce
814 OK  Bgcate1618c30
ced

Create RSAKey Pair Send Create RSA Key Pair Send

4. The VC Series of cameras also need to be programmed to record footage as encrypted file, this is to be done
Via the VC Cam Manager (See VC Manual for more details).

[ Other Settings
Resolution 1296FHD ~ Apply Photo Size 32M > Apply Loop Recording Off > Apply
Length of Each Video [10mins  ~ Apply Pre-record Off o Apply Post-record Off > Apply
Auto IR Off o Apply Auto Power Off Off ¥ Apply Image Quality High > Apply
Speaker Volume Off o Apply GPS Off = Apply Record After Power Or, Off & Apply
Record Motification Off ¥ Apply Motion Detection Off i Apply Stealth Mode Off o Apply
Wifi Function Off b Apply RSA Encryption Off . Apply

5. Now go into the key folder in the VC-2 RSA key V3 directory and copy the privateKey.pem key



Mame Date modified Type Size

key 11/12/2018 09:54 File folder

platforms 11/12/2013 0%:54 File folder
o createR5ATool.exe 06/11/2018 20:20 Application 149 KB
|:] libeay32.dll 08/04/2014 (726 Application extens.., 1,150 KB
D MwUSE.dll 251272015 C1:13 Application extens... 68 KB
[Tj Ct5Core,dll 2411072018 11:56 Application extens.., 4,667 KB
|:| Ct5Gui.dll 07/06/2018 0317 Application extens.. 4853 KB
d Ct5Widgets.dll 07/06/2018 03:20 Application extens... 4,364 KB
|ﬂ ZFydil.dll 03/06/2018 18:29 Application extens... 36 KB

6. Paste the privateKey.pem key into the DEMS Plus Software directory in the folder labelled “key”
0OS (C:) > Program Files (x86) > Visiotech > DEMS Plus

o~

& D Name Date modified Type Size

AESKey 15/06/2020 2:20 pm File folder

iconengines 15/06/2020 2:20 pm File folder

imageformats 15/06/2020 2:20 pm File folder

key 15/06/2020 2:20 pm File folder
O log 15/06/2020 2:20 pm File folder

mediaservice 15/06/2020 2:20 pm File folder

platforms 15/06/2020 2:20 pm File folder

portrait 15/06/2020 2:32 pm File folder

res 15/06/2020 2:20 pm File folder

sgldrivers 15/06/2020 2:20 pm File folder
L_j config 13/08/2020 144 pm Configuration setti... 1KB
= de ug /2 46 pm ext Document
El deb 13/08/2020 1:46 Text D 2 KB
Ij icudtl.dat 7/06/2018 11:25 am DAT File 0,894 KB
keyboard 13/11/72018 1:09 pm Application 8,090 KB
[ ibeay32. ¥ 2 .26 am pplication extens... p I
1] libeay32.dll 8/04/2014 6:26 A 1,150 KB
Ij libusb0.dll 28/03/2019 12:03 pm Application extens... 66 KB
i:] libusb-1.0.dll 29/11/2018 10:53 am Application extens... 133 KB
I:I libusbctrl.dll 28/03/2019 12:03 pm Application extens... 2,625 KB
w» mapVideo 141172019 11:15 am Application 462 KB
D NvUSB.dll 25122015 12:13 am Application extens... 68 KB

7. Now DEMS Plus Software will play back the Encrypted video files.

Trouble Shooting

REMOTE SQL CONNECTION

« The DEMS Plus software can connect to a remote SQL database.
« When installing a client to connect to a remote SQL the installer will search the network for Microsoft SQL

server that able connect to.



#2 DEMS Plus Setup - X

SQL Server Instance av, ;
Select or enter the SQL Server instance :";

Select the database server from the drop-down list or speafy it as
“hostname™ or “hostnameinstance” or hostname:port™

local)

DEMO-PRYSM-WS 1\DEMSPLUS
DEMO-PRYSM-WS 1\EXGARDE
DEMO-PRYSM-WS 1\GARDIS
W 10-CAM-LAPTOP\DEMSPLUS
W 10-CAM-LAPTOP \EXGARDE

ot [ ] | s

« If your database is not shown like in the above image it maybe because the SQL Server maybe not setup to

receive external connections. By default, when SQL Server Express is installed it generates a random port to
listen on. In addition, SQL Server Express only listens for connection on localhost. Using the SQL Server
Configuration Manager, you will need to tell SQL Server Express to use port 1433.

To allow SQL Server Express to accept remote connections, please follow these steps:

1. Log into your machine that has the SQL Express server.
2. Click Start, Programs, Microsoft SQL Server 2017 and select SQL Server Configuration Manager.
Microsoft SQL Server 2008

l Microsoft SQL Server 2014
B Micosoft SOL Server 2017

!! SQL Server 2017 Configuration Ma...

E SQL Server 2017 Error and Usage R...

. SQL Server 2017 Import and Expor...

: SQL Server 2017 Installation Cente...

l Microsoft SQL Server Tools 18
ﬁ Microsoft Store

L [type here to search
3. Select SQL Server Network Configuration
4. Double click on Protocols for SQLEXPRESS
5. Right click TCP/IP and select Properties




6. Scroll down to IPAIl make sure TCP Dynamic Ports is blank and that TCP Port is set to 1433.

11.
12.
13.
14.

Fﬂ Sql Server Configuration Manager
File Action \View Help

LN IRERE

‘ﬁ SQL Server Configuration Manager (Local)
B saL server Services
ﬂ SQL Server Network Configuration {32bit]é
» B sqL Native Client 11.0 Configuration (32b |
v _a_ SQL Server Network Configuration
& Protocols for DEMSPLUS
&= Protocols for EXGARDE
» % SAL Native Client 11.0 Configuration

Protocol Name

%~ Shared Memory
¥ Named Pipes

Status
Enabled
Disabled
Disahled

Enable

Disable
Properties
Help

TCP/IP Properties ? b4
Pro IP Addresses
Enabled No A
|P Address feB0:a893:adafB470:5011%16
TCP Dynamic Ports 0
TCP Port
B8 ps
Active Yes
Enabled No
IP Address 10.50.130.108
TCP Dynamic Ports 0
TCP Port
B po
Active Yes
Enabled No
|P Address =1
TCP Dynamic Ports 0
TP Port
8 pan
TCP Dynamic Ports
I : -
TCP Port
TCP port
oK Cancel Apply Help

. Click OK
. Make sure that port: 1433 is enable on your firewall.

. You may need to restart SQL 2017 Express or the whole machine.
10.

Make sure that the SQL Browser is enabled and running.

Open Services

Double-click Services to open the services menu.

Find and right-click on SQL Server Browser, then click Properties.

Toggle the Start-up Type in the drop-down menu to Automatic.




15. Click Apply to save the changes.
16. Start the Service

1 Services (Local)
5QL Server Browser Mame Description Status Startup Type Log On As
: {:)_;Sensor Service A service fou. Manual (Trig...  Local Syste...
Stop the service --Sé;Senrer Supperts fil..  Running  Automatic (T.. Local Syste..

Pause the service

Restart the service i Shared PC Account Manager Manages pr... Disabled Local Syste...
5} Shell Hardware Detection Provides no.. Running  Automatic Local Syste...
o '{-‘;_’;Smirt Card Manages ac... Manual (Trig...  Local Service
o crpyan &3 Smart Card Device E Creates soft Manual (Tig... Local Syst

Bicnrictie SOL Servis conniiion % Smart Card Device Enumera.., Creates soft.. anual (Trig... Local Syste..
information to client computers. &k Smart Card Removal Policy  Allows thes... Manual Local Syste...
.'_:,’ SmartByte Network Service Running  Automatic Local Syste...
Q;SNI'«"IP Trap Receives tra... Manual Local Service

f,? Software Protection Enables the ... Automatic (...  MNetwork 5.
QSpatial Data Service This service ... Manual Local Service

J.\) Spct Verifier Verifies pote... Manual (Trig...  Local Syste..

f,? SOL Server (DEMSPLUS) Provides sto.. Running  Automatic MNT Service...

55 S0L Server Agent (DEMSPL..  Executes jo.., Disabled Network 5.
5QL Server Browser Provides 5Q... Running Automatic Local Service

SCL Server CEIP service (DE.. CEIP service.. Running  Automatic NT Service..,

5.'\-5- SOL Server V55 Writer Provides th.. Running  Autematic Local Syste...
-S;_‘.;SSEP Discovery Discovers n..  Running  Manual Local Service

.‘_':,’ State Repository Service Provides re..  Running  Manual Local Syste...

54 Still Image Acquisition Events  Launches a... Manual Local Syste...

--S;‘;Sto'age Service Provides en.. Running  Manual (Trig...  Local Syste...

L‘.;};Sto'aue'l'lers Management Cptimizes t... Panual Local Syste...

] \ Extendec!l,&Standard_j
W =% Network "% Resource Monitor T3 20T 45 P Shortcot ZKB

CHANGING LOCAL SERVER TO REMOTE CONNECTION
If changing a local server into a remote server installation, please contact your supplier.

CAMERAS NOT FINISHING DOWNLOADING

« If one or multiple cameras are “Frozen” and not increasing on % uploaded, please check if camera encryption
keys
« If not using encryption please check to make sure cameras are not programmed to have encryption on.

CHANGING CAMERA LAYOUT
If wanting to change the Upload Screen Camera layout, please contact your supplier.
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