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Product Information
Specifications:

e Product Name: Cisco Secure Network Analytics Deployment

e Integration: Cisco ISE Integration for ANC
Cisco Secure Network Analytics Deployment and Cisco ISE Integration for ANC

Installation of SMC

Log in to the console, type the command SystemConfig. Enter the network configuration

for the appliance.

Cisco Secure Network Analytics Manager VE version 7.4.1 build 20220411.1352-0674092e2d2e-0 serial

Enter the new network information:

IP Address:
Netmask:
Gateuway:
Broadcast:
Host Name:
Domain:

<Cancel>




Cisco Secure Network Analytics Manager VE version 7.4.1 build 20220411.1352-0674092e2dZe-0 serial

You have completed First Time Setup. Your appliance is ready to reboot.
Reboot takes approximately 5-15 minutes to complete, depending on your
appliance model. Select OK to save your configuration and reboot your
appliance.

Stopped Vertica Monitoring Service.
1 Stopped irgbalance daemon.
Removed slice system—getty.slice.
Stopped LSB: Imitialize EDAC.
Stopped target System Time Synchromized.

1 Stopped LSB: Start some power management scripts.
1 Stopped LUM event activation on device B:4.
Removed slice system-lumZ2\xZ2dpuscan.slice.

Stopped LSB: Start pdnsd.

Stopped Session 14 of user root.

Stopping User Manager for UID O...

Stopping Login Service. ..

Unmounted Persistent Journal Storage.
Stopped User Manager for UID O.

Stopping User Runtime Directory /runsuser/0...
Unmounted /runsuser/0.

Stopped Availability of block devices.
Stopped User Runtime Directory /run-user/0.
Removed slice User Slice of UID 0.

Stopping D-Bus System Message Bus...
Stopping Permit User Sessions...

Stopped LSB: set CPUFreq kermel parameters.

Installation of Datastore Node

Log in to the console, type the command SystemConfig. Enter the network configuration

for the appliance.



Cisco Secure Network fnalytics Data Node VE version 7.4.1 build 20220411.1352-0674092e2d2e-0 seria

Enter the new network information:

IP Address: (ELEENIETT]
Netmask:

Gateway:

Broadcast:

Host Name:

Domain:

<Cancel>

We have configured the management interface, the following is a second network
interface for the inter-Data Node communication (communication with other data nodes).

Cisco Secure Network Analytics Data Node VE version 7.4.1 build 20220411.1352-0674092eZdZe-0 seria

Select DK to use this IP Address for inter-Data Node communication, or
enter a value for the low-order byte.

This IP address must be 169.254.42.x, where x is in the range [1, 2541

IP Address: [[ENEIEFASTII

Netmask:

{Cancel>

Installation of Flow Collector

Log in to the console, type the command SystemConfig. Ensure that all telemetry

options are selected.



Cisco Secure Network finalytics FlowCollector for NetFlow VUE version 7.4.1 build 20220411.1352-0674

Select telemetry types:

(<1 ietF loul
[»] Network Visibility Module — NUM
[»] Firewall Logs

<Cancel>

Configure the ports for the telemetry.

¢ Netflow: 2055

e Network Visibility Module: 2030
e Firewal Logs: 8514

Cisco Secure Network finalytics FlowCollector for NetFlow VE version 7.4.1 build 20220411.1352-0674

Enter UDP port for telemetry types below:

NetFlouw
Network Visibility Module - NUM  7Z{E[]
Firewall Logs 8514

{Previous> < Cancel >




Cisco Secure Network finalytics FlowCollector for NetFlow VE version 7.4.1 build 20220411.1352-0674

fire you sure you want to use these telemetry settings?

After installation completes, you can update the telemetry settings
using the Flow Collector Advanced Settings page.

NetFlow: Enabled, Port: 2055 - Configured in AST
Network Visibility Module — NUM: Enabled, Port: 2030
Firewall Logs: Enabled, Port: 8514

Enter the network configuration for the appliance.

Cisco Secure Network finalytics FlowCollector for NetFlow VE version 7.4.1 build 20220411.1352-0674

Enter the new wetwork information:

IP Address
Netmask:
Gateway:
Broadcast:
Host Name:
Domain:

Cancel>

Installation of Flow Sensor

Log in to the console, type the comand SystemConfig. Enter the network configuration

for the appliance.



IP Address:
Netmask:
Gateway:
Broadcast:
Host Name:
Domain:

<Cancel>

Installation of Cisco Telemetry Broker

Cisco Telemetry Brocker the core component of

Cisco Secure Network Analytics (Formerly Cisco Stealthwatch) and a powerfull

device to optimize telemetry, it is mainly used :

« To simplify collection and aggregation of Netflow, SNMP and Syslog traffic.

« It simplifies configuring and sending Netflow data using one exporter in your Network
Devices instead of different exporters, especially when you have disparate netflow
analyzers like Cisco Secure Network Analytics, SolarWinds or LiveAction, or in case
you have multiple flow collectors with Cisco Secure Network Analytics.

« In addition it simplfies the Telemetry Streams when using multiple destinations and

differents logs management solutions.

The architecture of Cisco Telemetry Broker consists of two components:

o Manager Node
o Broker Node.

Broker Nodes are all managed by one Cisco Telemetry Broker manager using the
Management Interface. Manager Node requires one network interface for management
traffic. Broker Node requires two network interfaces. One management interface for
communication with the manager and the Telemetry interface to send Telemetry to Flow
Collector which in turn sends to the configured destinations such as SMC Management

Console in the Cisco Secure Network Analytics solution. The Destination Flow Collector



IP Address/Port of the telemetry traffic in Cisco Secure Network Analytics solution is
added on the Manager Node and pushed down to the Broker Node through the

management interface to instruct them where to NetFlow traffic.

When Intalling the Broker Node, you must join it to the manager Node using the sudo
ctb-manage command and provides the |IP Address and admin credentials of the
Manager Node. Once the Broker Node is added into the Manager Node, the Web GUI of
the Manager Node displays the Broker Node added with its management IP Address. To
finish the integration between the Broker Node and Manager Node, you need to added
the Data or Telemetry Network Interface of the Broker Node to the Manager Node.
Finally the Network Devices such as firewalls, Routers and Switches use the Broker

Node Telemetry Interface IP Address as the Netflow Exporter.

Deploy the Manager Node

Run the sudo ctb-install —init command.

Enter the following informations :

Password for the admin user

Hostname

IPv4 address, subnet mask, and default gateway address for the Management
Network interface

DNS nameserver IP address

admin@ctb-zhfavuas:~$
admin@ctb-zhfaUuas:~%$ sudo ctb-install --init

starting install process for CTB Manager

CTB Version: v1.2.2-0-g5e59a32

== Setting up admin account:
Password:|}

Deploy the Broker Node

Run the sudo ctb-install —init command.

Enter the following informations :



Password for the admin user

Hostname

IPv4 address, subnet mask, and default gateway address for the Management
Network interface

DNS nameserver IP address

cth-install --init

Starting install process for CTB Broker Node
CTB Vers] 2.2=( Ji

== Setting ug
Password:

Run the sudo ctb-manage command.

Enter the following informations :

o IP address of the Manager node

o Username of the admin account of the Manager node

s, OU = dCloud, CN = 198
. ou dCloud, CN 198.

1t the authentici
iPI key from 198.19.20.
e: admin

Log in to Cisco Telemetry Broker. In a web browser, enter the Manager’'s management

interface IP address of the manager node. From the main menu, choose Broker Nodes.

In the Broker Nodes table, click the broker node. In the Telemetry Interface section,

Configure the Telemetry Interface et the default gateway.



i
cisco

Broker Nodes

Broker Node Name Telemetry Interface

ctb-vnrAQ73r
a © 198.19.20139

High Availability Clusters

m

b o reke
iees [elemetry Broker

Broker Nodes / ctb-vnrAQ73r

ctb-vnrAQ73r

General

cth-vnrAQ73r
198.19.20.151

Telemetry Interface

2

ens192
00:50:56:97:71:2b
0000:0b:00.0
106G

Telemetry Broker Overview  Destinations

Sources Broker Nod: Manager Node Integrations
Capacity Cluster Received Rate (bps)
i 811k
Sources Broker Nodes Manager Node Integrations
Status

]

Active

198.19.20.139/24

198.19.20.1

Sent Rate (bps)

Received Rate

611

611k

& 291

Highest Received Rate v

Status

© sending Data

+ Add Cluster

# 22

¥ Remove Broker Node

Sent Rate

611

Now the SNA appliances are configured with a management IP address, we need to

complete the Appliance Setup Tool (AST) on each SNA components.

The Appliance Setup Tool (AST) will configure the appliances to be able to communicate

with the rest of the SNA deployment.

SMC

e Access the SMC GUI.



@ bl
cisco

Secure Network Analytics

r Name *

admin

ge the Default Passwords for admin, root, and sysadmin.

I|I|I|I|I
CIsco

Welcome to the Secure Network Analytics Appliance
Setup Tool!

This tool will help you configure your Secure Network Analytics appliance step by step.

Before you begin
ure your firewalls and ACLs will allow access.
= Gather the host name for the appliance and IP addresses for the following
« Appliance
Subnet mask
Default and broadcast gateways
NTP and DNS servers

Manager IP Address for Central Management

For more information, refer to your Secure Network Analytics System documentation

i Detaut P Change Default Passwords

P Step 2:
=== Management Network Interface

M Step 3:
=3 P

Host Name and Domains

Step 4:
DNS Settings

Step 5: Note: You must change the password for all the users before continuing.
NTP Settings

@ ADMIN
Step 6:

Register Your Appliance
Current Password:™

# Complete

New Password:™ sanssssnns

Pascword Strength - Medium

Confirm New Password: eseseasens

B Show Password

* = Required




Change Default Passwords

Note: You must change the password for all the users before continuing.
@ ROOT
Current Password:*
# Complete

New Password:™

Required

Confirm New Password:

* = Required

Change Default Passwords

a
Change Default Password

and Domains

Note: You must change the password for all the users before continuing.

@ SYSADMIN
Current Password:*

# Complete

New Password:*

Confirm New Password:

* = Required

'Next =

No changes for the Management Network Interface.



Management Network Interface

Enable communication between this appliance and the netw Default n ork settings for this appliance a
below. B changing any of thes: ttings, confer with r network admini

your 1P i

IP Address:*

# Complete Subnet Mask:*

Broadcast Address:™

Configure the Host Name and Domains.

¥ Steo s Host Name and Domains

inge Default Password

Enter identifying information for this appliance and the network domain where itis installed

Warning! If you change your I address, host name, or network domain name, the appliance identity certficate s
replaced automatically. If you have a custom certificate, save the certificate and private key before you change

Host Name:*
Network Domain:*

Identify your organization's domain and the IP add
b ring

Manager Domain:*

mplete

Manager Domain Type: *

1P Address Ranges:

*= Required

e Configure the DNS Servers.



% Manager VE vl
cisco

Y Stapt: DNS Settings

Change Default Password

Step 2: e ) of your domain name server(s). To add ick the + button. To delete a
Management Network Inte| e g ox, and then ¢ the - button.

DNS Server
Step 3:

Host Name and Domains

# Complete

* = Required

o Configure the NTP Server.

% Manager VE alvaln
Appliance Setup cisco

NTP Settings

k time protocol serve
d for other devices that feed information to the Flow Co or for NetFlow. To add a server,
n. To delete a server, select the correspond , and then k the - button

Delete  NTP Server

and Domains

# Complete

* = Required

« Finally register the SMC.



Register your appliance

1 the IP address of the Central Manager that you will be using to configure and manage this applianc

e The SMC will reboot.

Datastore Node
Follow the same procedure, the only difference is the configuration of Central
Management Settings. In this section Enter the IP address of SMC 198.19.20.136 and

the username/password.

Flow Collector
Follow the same procedure, the only difference is the configuration of Central
Management Settings. In this section Enter the IP address of SMC 198.19.20.136 and

the username/password.

Flow Sensor

o Follow the same procedure, the only difference is the configuration of Central
Management Settings. In this section Enter the IP address of SMC 198.19.20.136 and
the username/password.

o To complete the configuration, Initialize the DataStore node.

e SSH to the DataStore node and run the SystemConfig command.

e Follow the interactive dialog to initialize the DataStore node.

e Access the SMC GUI, in the Central Management we can see all Cisco SNA

appliances are connected to SMC.



==
ig/f Central Management Appliance Manager Data Store  Update Manager  App Manager Smart Licensing X | bl cEcURE

Inventory

4 Appliances found

Q_ Filter Appliance Inventory Table

Appliance Status. ~ Host Name ~ Type ~ 1P Address ~ Actions
Connected datastore Data Node 198.19.20.101
DNODEVE-VMware-4217b62bb737 38ef-
3ac226d579b85ccd
Connected fenf Flow Collector | Baia Stare 198.19.20.137
FCNFVE-UMware-4217b62bb737386f-
3ac22bd579b65bbe
Connected fs Flow Sensor 198.19.20.138

FSVE-VMware-42173a464eb01a9f-
f0452db 1e75acf25

Connected smc Manager 198.19.20.136
SMCVE-VMware-42170879186938e5-
0918cdf8aa198bd1

Cisco Telemetry Broker Configuration
Access the Cisco Telemetry Broker Manager node GUI. Click Add Destination and select

UDP Destination. Configure the following parameters.

e Destination Name: SNA-FC
o Destination IP Address: 198.19.20.137
¢ Destination UDP Port: 2055

“I:IIIS'::IOI' Te!emetr\j Broker Overview Destinations Sources Broker Nodes Manager Node Integrations o 3 10 I+

Destinations

No destinations have been configured

You can export your current UDP Director destination and rules configuration as an
XML file and import it into Telemetry Broker.

Upload XML File

Alternatively, you can manually add a destination to Telemetry Broker.

Add Destination

UDP Destination

SCA Destination @

Add Destination

Destination Name

| SNA-FC

Destination IP Address Destination UDP Port
‘ 198.19.20.137 ‘ ‘ 2055

Use either IPv4 or IPv6 format

‘i) Check Destination Reachability
Allows Telermi o

Click Add Rule.



Iéllls'éIc;' Telemetry Broker Qverview Destinations Sources Broker Nodes Manager Node Integrations F o ‘l_a -

Destinations

Mast Recently Added v Add Destination

SNA-FC 198 19.20.137:2055 Reachable f

A Add a minimum of 1 rule to send telemetry to this destination.

+ Add Rule

o Enter 2055 as the Receiving UDP Port.

Add Rule

Receiving UDP Port

2055

Include sources in these subnets

left blank. ail sources (the 0.0.0.0/0 subnet) will be

Click Add Destination and select UDP Destination.

Configure the following parameters.

e Destination Name: Manager
e Destination IP Address: 198.19.20.136
o Destination UDP Port: 514

Add Destination

Destination Name
| smc

Destination IP Address Destination UDP Port
| 198.19.20.136 2055

Use either IPvd or [Pvé format.

(:: Check Destination Reachability
etry Broker to detect non-responsi

nation or firewall rule configurat

 Click Add Rule.
o Enter 2055 as the Receiving UDP Port.



Add Rule

g UDP Port

'lcllls'élcl,' Telemetry Broker Overview  Destinations ~ Sources  Broker Nodes  Manager Node  Integrations 4 19 b

SNA-FC 198.19.20.137:2055 /

=
£ e
]
Sent Last 24h T 400
S
374MB ¢
May 18
2024
W Total (kbps)
UDP | 2055
356MB + Add Rule
10 Sources

SMC 198.19.20.136:2055 /

Sent Last 24h

651 B

Sent Rate (bps)

" May 18
2024

W Total (bps)

Cisco ISE Identity Services Engine Integration

Navigate to Administration > pxGrid > Certificates.

Complete the form as follows:

Click in the | want to field and select Download Root Certificate Chain

Click in the Host Names field and select admin

e Click in the Certificate Download Format field and select the PEM option
e Click Create

“thetl Identity Services Engine Home

» Context Visiblity  » Operations  » Policy [ RTREEa) License Waming 4

» System  » [dentity Management  » NetworkResources  » Device Portal Management  pxGrid Services  » Feed Service b Threat Centric NAG

All Clients ‘Web Clients. Capabilities Live Log Seftings. Certificates Permissions.

Generate pxGrid Certificates

|wantto® | Download Root Certificate Chain -
Host Names * * admin

Certificate Download Format * | Centificate in Privacy Enhanced Electronic Mail (PEM) format, key in PKCS8 PEM format (including certificate chair v L]

Cresei X crene
o Download the file as ISE-CA-ROOT-CHAIN.zip.



e On the SMC GUI, click Central Management. On the Central Management page,

locate the SMC Manager appliance, then select Edit Appliance Configuration.
e Click General.

?0 CC[]U d| M aﬂago[ﬂ()ml Appliance Manager Data Store Update Manager App Manager Smart Licensing

Inventory / Appliance Configuraticr

Appliance Configuration - Manager Cancel
smc (198.19.20.136) / Last Updated: 05/13/2024 1:17 PM by admin

Appliance Network Services General

Trust Store ikl i

e Scroll down to Trust Store and click Add New. Select the CertificateServicesRootCA-
admin__.cer file. Click Add Certificate.

e Central Managemem Appliance Manager Data Store Update Manager App Manager Smart Licensing

nventory [ Appliance Canfiguration

Appliance Configuration - Manager

Cancel
smc (198.19.20.136) / Last Updated: 05/13/2024 1:17 PM by admin

Appliance Network Services

Trust Store

Add Certification Authority Certificate

Friendly Name * Certificate File *
ISE-CA-ROOT-CHAIN

e The SMC will now trust certificates issued by the ISE CA.

se Central Management Appliance Manager Data Store Update Manager App Manager Smart Licensing & || il cpoyng
Inventory / Appliance Configuration
Appliance Configuration - Manager Gancel
sme (198.19.20.136) / Last Updated: 05/13/2024 1:17 PM by admin
Configuration Menu v
Appliance Network Services General
82a988ef1d867a6349
ISE-CA-ROOT-CHAIN Certificate Services Root Certificate Services Root 2018-08-07 12:48:41 2028-08-08 12:48:41 7936e99a997b41cad1230d 4096 bits clete
CA - admin CA - admin fc53a31170

5 Certificates
[ Revert

« Click the Appliance tab. Scroll down to Additional SSL/TLS Client Identities section
and click Add New.

Configuration Menu ¥

ssssss

Configuration Menu W



=;-0 ) Central Managemem Appliance Manager Data Store Update Manager App Manager Smart Licensing

Inventory / Apphance

Appliance Configuration - Manager
sme (198.19.20.136) / Last Updated: 05/13/2024 1:17 PM by admin

Appliance Network Services General
—
Friendly Name Issued To Issued By Valid From Valid To Serial Number
sme sme.deloud.cisco.com sme.deloud.cisco.com 2024-05-12 11:24:37 2029-05-13 11:24:37 2fd8dff9ec18345fb06dBa7 1e5f
0607e1d24ace
Additional SSL/TLS Client Identities @
Friendly Name Issued To Issued By Valid From Valid To Serial Number Key Length

There is no data to display

o It will ask if you need to generate a CSR, select Yes and click Next.

j—o )} Central Management Appliance Manager Data Store Update Manager ~ App Manager  Smart Licensing
Inventory / Appliance Configuration

Appliance Configuration - Manager

sme (198.19.20.136) / Last Updated: 05/13/2024 1:17 PM by admin

Appliance Network Services General

Do you need to generate a CSR?

e Yes

No

A Your certificates are critical for your system's security. Improperly modifying your certificates can break
your system. Follow the instructions in the Help to update the Additional SSL/TLS Client Identities

Fill out the CSR as follows:

o RSA Key Length

e Organization

e Organizational Unit
 Locality or City

« State or Province

e Country Code

o Email Address

Click Generate CSR, then Download CSR.

T p—
4 il sECURE

Configuration Menu 1

Key Length
8192 bits
Add New
Actions
4 & SECURE

Configuration Menu ¥



<o Central Management Appliance Manager  Deta Store

Appliance Configuration - Manager
smc (198.19.20.136) / Last Updated: 05/13/2024 1:17 PM by admin

Appliance Network Services General

Generate a CSR
RSA Key Length *
2048 bits
@ 4096 bits
8192 bits

Organization

Security IT

? Central Maﬂageme-ﬂ Appliance Manager Data Store

e Configuration

Appliance Configuration - Manager
sme (198.19.20.136) / Last Updated: 05/13/2024 1:17 PM by admin

Appliance Network Services General

Additional SSL/TLS Client Identities @

Add SSL/TLS Client Identity

Friendly Name *

Update Manager

Update Manager

App Manager Smart Licensing

sme.dcloud.cisco.com

Organizational Unit

Security Analyst

State Or Province

California

Email Address

App Manager Smart Licensing

rtificate File *

Cancel ‘

Access the Cisco ISE GUI. Navigate to Administration > pxGrid > Certificates.

Use the following informations :

. request)

: Type SMC in the Description field
. Address

: Enter a password

e Click Create

Past the CSR in the Certificate Signing Request Details field

Select PKCS12 format as the Certificate Download Format option

In the | want to field, select Generate a single certificate (with certificate signing

Select IP Address in the SAN field and enter 198.19.20.136 as the associated IP

& |
Can Apply Settings
onfiguration Me
R
Cancel Apply Settings
nfigl n Mer
Download CSR



~ Administration

¥ Syslem  F Identity Management  » Network Resources ¢ Device Portal Management  pxGrid Services | b Feed Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions
—_—

Generate pxGrid Certificates

|wantto™  Generate a single certificate (with centficate signing request) v
Certificate Signing Reguest Details * rqu:H(;Fl%?""j;,:\FEI).F:‘;iATF\fR-FG‘ JEST-— :
Description ~ SMC
Cerlificate Template  PxGnd_Certificate_Template (i}
Subject Alternative Name (SAN)  IPaddress ~ 198.19.20.138
Certificate Download Format * ~ PKCS12 format (including certificate chain, one he certificate chain and key) v @

Cenificate Password *

Confirm Password *

[ resot 1 create
¢ Save the certificate created with a name SMC-PXGRID.

Note :

In some existing Cisco ISE deployment, you may have expired system certificates used

for admin, eap and pxGrid services as shown below.

ense Waming &

- System » ldentity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Click here to do visibility setup. Do not shaw this again

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » AdminAccess  » Seltings

(<]
= Certificate Management CA Certificates
System Certificates J Edt ||k Import. | @ Export | X [ p: ¥ Refresh |
Trusted Cerificates Friendly Nams Status Trusted For Sernial Number Issued To Issusd By Vahd From Expiration Date  Expiration Status
OCSP Glient Profile ¥ i
79 36 E9 A 00 7B 4F = -
ani —  Certificate Services Root 5 Certificate Services Root  Cerlificate Services Roat Tue, BAug
Certificate Signing Requests [ 5 ; s e 7 Aug 2018 g
bbilass U CA- adminz0oont B Erabled o ies Endpoinis, AdminAuth CA- admin CA - admin e 7 ALg- 201 2028
Cartificate Periodic Check Satti e .
79 EA OE 6E 528543
Gerlificate Senvices Node Certificate Services Node  Gertificate Services Rool Tue, 8 AU
ot Mokt O a amiesooo0s ¢ @ Evabled  Infrastructure Endpoints AdminAuth C882 BE2DCB74D4 ot SEMEEsTibae RIS SEVEESROSL 10 7 mug 2018 L L]
~ Cartficits Author CA - admin#00002 o A ci 202
oiibals Chee i o el te Services ertificale Services Node Tue, 8 Au
Overview 0 Endpoint Sub CA- B Enabled Endpoints AdminAuth Infrastructure 84 B7 67 A5 FA FAFE ;‘iR bk e = NO%€ Tue; 7 Aug 2018 )(:,‘q o [-]
2dmin#00003 Foaz int Sub CA - admin  CA - admin J2.
Issusd Certificates Certificate Services 70BBDFD7TA4B34F  Certificate Services Crtiste i Nods Yo, B8
: : ) OGSP Responder - B Enabled Infrastructure, Endpoints AdminAuth AD BS 17 5CE0 3349 OCSP Respander - = s Tue, 7 Aug 2018 s 9 [
Centificate Authority Certificates admin#00004 4201 dinin A - admm = 2023

Intemal CA Settings
Cerlificate Templales

External CA Settings

This is because the Cisco ISE internal CA certificates that sign these system certificates

are expired.

oses  Identity Services Engine = Administration

~System | b Identity Management  » Network Resources b Device Postal Management  pxGnd Services  » Feed Service  # Threat Centric NAG
Click here to do visibilty setup Do not show this

Deployment  Licensing  ~Cerificates  # Logging  » Maintenance  Upgrade  » Backup & Restore  » AdminAccess  » Setlings
e

L]
» Certificate Management CA Certificates
~ Certificate Authority / [ Import | & X D 4 Vew || Refresh
. e . . : . . . = Expiratior
Friendly Name Status Trusted For Serial Number Issued To Issued By Valid From Expiration Date ot
Overview Status
Issued Certificates ¥ adyin
Certificate Authority Certificates o Cenifica R Uniknr Cenificate Service
3 = = B Enabled nknown A man [~]
Internal CA Settings
—  Certificate Services Node e Cerfificate Senvices Cerificate Services Root o Tue, 8 Aug
Certricate Tamplates ~ CA- admin#00002 Efkiec nioun Node CA- admin GA- admin e 2 g 2mn 2023 L
External CA Settings B3 05 FD 58 42 ” 8
8] T . S ICES & Services g N . Tue, 8 Aug
= B Enabled Urinon TASFAFAFE  Copoint Sub CA- admin  Node CA - admin a7 A 2098 L
70BBDF D7 A4 B34F  Cerfificate Services Cortifcals Semvites Tue, B AL
(] OCSP Responder B Enabled Unkngwn ADB5175CE0 3349 OCSP Responder AR ' Tue, 7 Aug 20 ML T (-]
2 . Node CA - admin - 2023
admind0004 admin
- Infrastructu rvices Root 16 May
Wed
o B Enabled Services Er Adn ok adm veed, 34
o Gerificaie Services Node Enabled Ml icture Endroings AdminAith iﬁ;??n Certificate Services Centificate Services Root Wed, 15 May 2024 Tue, 16 May
U ca- admim0000s B Enal nirastnacture, Endpoints AdminAuth ?Ft-é 23 Rie A ad ST Vet 5 May 20 2
Cerfriicate Serv .
- ficate Sen ue, 16 May
] Endpomt Enablad Infrastructure Endpomts AdminAuth Detiicuiss day 2024 TG A
Endpaint Sub GA 2034
admin#000
02 C8 B9 6F EB 8D 4A . . e —
rastruciure End At o6 4748 e Service A My a0 = Way
B Enabled Infrastructure Endpoints AdminAuth  AD BE 26 15 B& 17 48 AP Wed, 15 May 2024 o000

adming00008 2



To renew the system certificates. Navigate to Administration > Certificates > Certificate
Signing Requests. In the Usage field, select ISE Root CA, then click on Replace ISE
Root CA Certificate Chain.

~ Adminisiration

=

+ Operabor: » Policy

~System | b Identity Management  » Network Resources b Device Portal Management  pxGrid Services b Feed Service b Threat Centric NAC 5
Click here to do visibility setup Do not show this again
Deployment  Licensing = Certificates  » Logging  » Maintenance  Uparade  » Backup & Restore b Admin Access b Seftings
(]
~ Certificate Management Certificate Signing Request
Certificate types will require different extended key usages. The list below outlines which extended key usages are required for each centificate type:
System Centificates
ISE Identity Certificates:
el Ceaes « Multi-Use (Admin, EAP, Portal, pxGrid) - Client and Server Authentication
OCSP Glient Profile « Admin - Server Authentication
» EAP Authentication - Server Authentication
Cerificate Signing Requests « DTLS Authentication - Server Authentication
Certificate Periogic Check Sett * Portal - Server Authentication
* pxGnd - Client and Server Authentication
= Certificate Authority « SAML - SAML Signing Certificate

« ISE Messaging Service - This is not a signing request, but an ability to generate a brand new Messaging centificate

Overview ISE Certificate Authority Certificates:

Issued Certificates « ISE Roat GA - This is not a signing request. but an abiity to generate a brand new Roaot GA certificate for the |SE CA functionality

« ISE Intermediate GA - This is an Intermediate CA Signing Request
« Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to rensw the OCSP responder certificate that is signed by the
ISE Root GA/ISE Intermediate CA.

Certificate Authority Certificates
Internal CA Settings.
Certificate Templates

Usage
External CA Settings

Certificate(s) will be used for [ISE Root CA =

Replace I5E Root CA Certificate chain | @ g

The Cisco ISE generate a new Internal CA certificates. Dont forget to adjust the Trusted

For field for the appropriate services such as pxGrid.

Identity Services Engine

 Administration

~System | » Ildentity Management  » Network Resources ¢ Device Postal Management  pxGrid Senvices  » Feed Service  » Threat Centric NAG
Cick here fo da visibility setup Do not show this
Deployment  Licensing = Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  # Settings
o
b Certificate Management CA Certificates
¥ E E 1o = ¥
~ Certificate Autharity ’ bk mpor | & X Dok | [
v Friendly Name Status Trusted For Serial Num lssued To Issuid By Valid From L’:_'“;B:":‘
Issued Certificates ¥ adyriny
Centificate Authority Certificates O B Enabled Elikriiwen es Rool .
Internal CA Settings
Certicate Services Node Cerfificate Services
Unknawn Tue, 7 Aug 2018
Cenificate Templates CA - admin#00002 Erled oy Node CA- admin e, 3 g 203 e
External CA Setiings Fi
Cenificate Services —_—
Unknewn ue. 7Aug 2018
E e B Enabled Urnikna 4 Endpoint Sub CA. adr i, 7 Aug 20 [-]
Cerficate Services 70BBOF D7 A4B34F  Certificate Services Certificate Services
(] ©OCSP Responder B Enabled Unknown AD B5 17 5C ED OCSP Respander iy o Tue, 7 Aug 2018 hh [
admink00004 42 01 admin il et
21 4B OF D2 .
—  Cerfificate Infrastr vices Root .
B Enabled St At ay 2024
= ; ) § Certificate Services Certificate Services Root ,
L] B Enabled Infrastructure, Endpoints AdminAuth Mo GA - adiin CA - ot ay 2024 [ ]

o i Certificate Services Tue, 16 May
] E Infrastructure, Endpomts AdmmAuth
B Enabled A R SRR Endpaint Sub GA - admin Node CA - admin 2034
FEBED4A  Cetificate Servic — —
B Enabled Infrastructure Endpoints AdminAuth  AD BE 26 16 B4 17 48 OCSP Responder - iRy Wed, 15 May 2024 i it
- admin 2020
224 admin 2

Now the system certificates are valid.




Home  » ConfextVisbiity  » Operafions  » Policy [ERGNCHATETEN

+System | » ldentity Management b Network Resources b Device Portal Management  pxGnd Serviees b Feed Service b Threat Centric NAG
Click here to do wisibility setup D

wow this again
Deployment  Licensing  vCertificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » AdminAccess ¢ Settings

o
= Certificate Management System Certificates 4, For disaster recovery itis recommended to export certificate and private key pairs of all system certificates.
System Cenficates J Edi | [ Generate Self Signed Cenificate. | [ Impors.| @ Bxpor |3 Delete || 42 view
Tristed Cedificates Friendly Name Used By Eortal group tag Issued Ta Issued By Valid From Expiration Date
QCSP Client Profile
Gerlificale Signing Requests S il s tn e 16 May 2
Certificate Periodic Check Setl
¥ Certificate Authority s LR
pxGrid admin.deloud ci Szenfiicaie Shrvices EROPOILS (e 15 May 21124
ub CA - admin
@ SAML-Certif SAML SANL_admin dcloud cisco com 1 deloud cisco.com  Thu, 16 May 2024 Sat, 16 May 2026
EAP Authentication - =
[0  Default Cerlificate EAP Radiws  Portal, RADIUS PetoUk T eriel Geribeale Crobp. il admin deloud cisco com Thu, 16 May 2024 Sat, 16 May 2026
DTLS s
0 admin Admin admin.dcloud cisco.com deloud Thu, 16 May 2024 Sat, 16 May 2026

Access the SMC GUI. Go to Central Management. In the SMC Appliance Configuration
tab, scroll down to Add SSL/TLS Client Identity form, then click Choose File, select the
SMC-PXGRID certificate.

‘:;. Ceﬂtra‘ Managerﬂeﬂ{ Appliance Manager Data Store Update Manager App Manager Smart Licensing & |l

cisco

Inventory [ Appl

Appliance Configuration - Manager Cancel

sme (198.19.20.136) / Last Updated: 05/13/2024 1:17 PM by admin

nce Configuration

Configuration Menu ¥
Appliance Network Services General

Additional SSL/TLS Client Identities @

Add SSL/TLS Client Identity

Friendly Name * Centificate File *

SMC-PXGRID 3RID.E

Bundle Password * Confirm Password *

[ Add Client Identity
Additional SSL/TLS Client Identities @ T Add New
Friendly Name Issued To Issued By Valid From Valid To Serial Number Key Length Actions
SMC-PXGRID Security IT Certificate Services 2024-05-15 12:15:57 2034-05-16 11:50:47 b1b02631ae549c995c495f 4096 bits Delete
Endpoint Sub CA - admin 30d0158a1

Revert i

In the SMC GUI, navigate to Deploy > Cisco ISE Configuration.

Configure the ISE Configuration with the following parameters:

¢ Cluster Name: ISE-CLUSTER
¢ Certificate: SMC-PXGRID
e Primary PxGrid Node: 198.19.20.141



¢ Client Name: SMC-PXGRID

<o) Network Analytics FeTRamL. | Daaswre «

Cisco ISE Configuration Setup @

Connection Details

Cluster Name: *

ISE-CLUSTER

Certificate: @ *

SMC-PXGRID

PxGrid Node 1: *

198.19.20.141

PxGrid Node 2:

ex. 10.10.10.10 or pxgrid.ise.cisco.com

PxGrid Node 3:

ex. 10.10.10.10 or pxgrid.ise.cisco.com

Client Name: @ *

SMC-PXGRID

Enable strict ISE Server Identity Verification @

-

<o) Network Analytics

FETRAINI... = DataStore v

Cisco® ISE Configuration
Cisco® ISE Configuration @

* Cluster Name = pxGrid Nodes

ISE-CLUSTER 198.19.20.141 ---

FETRAINI.. Data Store  ~

o] Network Analytics
Cisco® ISE Configuration
Cisco® ISE Configuration @

= Cluster Name  pxGrid Nodes

ISE-CLUSTER 198.19.20.147 «+»

Navigate to Monitor > Users.

Dashboards v Monitor v Analyze v Jobs v Configure v Deploy v
—
Integration options @
Integrated Product @
%) Cisco ISE
Cisco ISE PIC (Passive Identity Connector)
v | Adaptive Network Control @
Static SGT Classifications @
| Sessions @
7] Track sessions derived from machine authentications @
Dashboards v Monitor v Analyze v Jobs v Configure v Deploy
< UserName Status
SMC-PXGRID o
Dashboards Monitor » Analyze v Jobs ¥ Configure » Deploy v
2 User Name Status
SMC-PXGRID [ s

Notice that we can see User data on SMC.

Q & ¢ &b SECURE

‘ Cancel

o & | ‘% SECURE

Add new configuration

Actions

Q 4@ L 4| b sECURE

Add new configuration

Actions



G .
Se Network Analytics — FeTRaNL. | BataStore  + Dashboards *  Monitor v+ Analyze v Jobs»  Configure v  Deploy + Q L 3| sECURE

Users (31)
Current Filters Users
Inside Hosts Sorted by overall severity @
Clear All - 2 x = — . - " an -
* User Name Sessions = Cl || « RC + cac ~ EP ~ DS = + DH s EX - PV ~ AN Le
Filter Results By: dust 11 2% 25%
LOCATIONS b ken 1/1 16%
RFC 1918 (31) i — o
Select Multiple s /
erin 1/1 2% 3%
jovey o = - "
tana 111 2% 1% 1%
kyla 1/ 1%

ISE Adaptive Network Control (ANC) Policies
Select Operations > Adaptive Network Control > Policy List > Add and enter
SW_QUARANTINE for the Policy Name and Quarantine for the Action.

‘U5 Identity Services Engine Home  » ContextVisbility [delSet T8l  Polcy  » Administraion  » Work Genters License Warning A

» RADIUS  Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot = ~Adaptive Network Control ~ Reports

Policy List  Endpeint Assignment
e

List > New
Input fields marked with an astensk (*) are required

Name* | SW_Quaraniine

Action « QUARANTINE

D D

"t Identity Services Engine Home  » ConlextVisiblity PRGN ' FPoicy b Administration  » Work Centers License Warning A

» RADIUS  Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot = Adaptive Network Control ~ Reports

Palicy List  Endpoint Assignment
e

List
0 Sefected
O Refresh 4 Add T Trasnw Ed o~
O Policy Name ANG Actions
O SW_Quarantine QUARANTINE

Access the SMC GUI. Select an IP address in the dashboard, we can see that the ISE
ANC Policy is populated.



F== i
:{g} Network Aﬁa\y[\cs FETRAINI.. | DetaStore v Dashboards +  Monitor v  Analyzev  Jobs+  Configurev  Deploy v Q L | secure

Concern Index Target Index Recon CacC Exploitation DDoS Source DDoS Target Data Hoarding Exfiltration Policy Violation Anomaly
Host Summary Traffic by Peer Host Group (last 12 hours) < Alarms by Type (last 7 days)
sl Alarms by Type
D 10.201.3.122 ... a0
@ Atlanta United Sta... ® a3
[ Flows } [ classity ] [ History } 30 3
10.201.3.122 Japsn® =
Status: Act Italy® -
E
Hosthame: - Germany® §
®Multicast Switzertan...® E 20 7
Host Groups: Atlanta,PCI Devices ®PCI Device... e & 5
Location: RFC 1918 @ Broadcast United Kin...®
1
First Seen: 5/12/24 6:40 PM @Catch All
Last Seen: 5/18/24 523 PM SLtricLocal
0 0 o
G i o
Policies: Insice 5112 5013 518 515 516 517 si18
MAC Address:

® CSE:Unauthorized PCI Trafic @ Policy Violation
ISE ANC Policy: -- Edit Deselect All Select All

Applying ANC policy X

Select the ANC Policy to apply to ISE cluster for this
host: 10.201.3.122

ISE Server: ISE-CLUSTER

Username: frederick
MAC: 00:21:70:¢3:17:94
ANC Policy: | No policy applied v |

No policy appiied ‘

SW_Quarantine ‘

Close

ISE Authorization Policies

« Global authorization exception policies enable you to define rules that override all
authorization rules in all of your policy sets. Once you configure a global authorization
exception policy, it is added to to all policy sets.

e The local authorization exception rule overwrites the global exception rules. So the
local exception rule is processed first, then the global exception rule, and finally, the
normal rule of the authorization policy.

e One of the interesting use case of these Exception Rules is when you configure Cisco
Secure Network Analytics (Stealth watch) with Cisco ISE for Response Management
using Adaptive Network Policy (ANC) so that when an alarm is raised, Cisco Secure
Network Analytics (Stealth watch) will request Cisco ISE to quarantine the host with

Adaptive Network Control Policy through Px Grid.



e The best practice to configure the Authorization Policy on Cisco ISE to quarantine the
host either in the Local Exception or Global Exception.

e If you want to apply the ANC Policy to all your policy sets, VPN, wired wireless aka all
wired VPN and wireless users. Use the Global Exception.

« If you want to apply the ANC Policy only to VPN users or Wired users. Use the Local
Policy inside the VPN Policy Sets or Wired Policy Set respectively.

‘dsdy Identity Services Engine Home b ContextVisbiity b Operations » Administraion ~ » Work Centers e e

Policy Sets | Profiling  Posture  Client Provisioning  » Policy Elements

@ Default Default policy set Default Network Access

? Authentication Policy (3)

¥ Authorization Policy - Local Exceptions (0)

Results

Status Rule Name Conditions Profiles Security Groups

rd @ ANC Quarantine Local E Session-ANCPolicy EQUALS SW_Quarantine DenyAccess e Select from list v s

¥ Authorization Policy - Global Exceptions (0)

Results

Status Rule Name Conditions Profiles Security Groups

e @ ANC Quarantine Global E Session-ANCPolicy EQUALS SW_Quarantine « DenyAccess + Select from lis v s

¥ Authorization Policy (10)

Automatic Action and Response with ANC

Scenario : A company is using Cisco Umbrella as the DNS server to prevent internet
threats. We want a custom alarm so that when internals users are using other external
DNS servers, an alarm is triggered to prevent connection to rogue DNS servers that
potentially redirect traffic to external sites for malicious purposes. When an alarm is
raised, Cisco Secure Network Analytics will request Cisco ISE to quarantine the host
that uses rogue DNS Servers with Adaptive Network Control Policy through PxGrid.
Navigate to Configure > Host Management. In the parent host group Inside Hosts,

create a Host Group named Corporate Networks for your internal networks.



g@}‘ Network Analytics  deloud »

Host Group Management @

‘ Filter by Host Group Name

w dcloud »«-
» & Inside Hosts +++
» Outside Hosts «+

Authorized to Protected Assets +..

» Bogon «+»
14 Command & Control Servers ««.
» Torsss

I Import All | | Export All I

Dashboards « Monitor » Analyze

New Host Group

Host Group Name *

Jobs » Configure « Deploy »

| Corporate Networks

Parent Host Group

Description (512 Char Max)

IP Addresses And Ranges @

198.19.30.0/24

Import IP Addresses and Ranges

In the parent host group Outside Hosts, create a Host Group named Umbrella DNS

Servers for Umbrella IP addresses.

[

o7 Network Analytics  deloud «

o

Host Group Management @

Filter by Host Group Name

w dcloud +»+
- Inside Hosts +..
Catch All v+«
AHGA Inside v+
» Business Units =+
» By Function ««.
By Location ---
Compliance Systems ...
Confidential Servers ...
Corporate Networks ««.
» Industry Reporting «++
Protected Asset Monitoring +..
Trapped Hosts - Honeypot «..
» @ Outside Hosts +++
Authorized to Protected Assets +..
» Bogon +«.
4 Command & Control Servers «««
» Tor««.

| Import All ‘ [ Export All I

Dashboards » Monitor =

New Host Group

Host Group Name *

Analyze »

Jobs » Configure » Deploy =

‘ Umbrella DNS Servers

Parent Host Group
Outside Hosts

Description (512 Char Max)

IP Addresses And Ranges @

208.67.222.222
208.67.220.220
208.67.220.222
208.67.222.220
2620:119:35::35
2620:119:53::53

Import IP Addresses and Ranges

The internal users are using Cisco Umbrella as the DNS server to prevent internet

threats. Configure a custom alarm so that when internals users are using other external



DNS servers, an alarm is triggered to prevent connection to rogue DNS server that
potentially redirect traffic to external sites for malicious purposes. When an alarm is
raised, Cisco Secure Network Analytics will request Cisco ISE to quarantine the host

that uses rogue DNS Servers with Adaptive Network Control Policy through PxGrid.

Navigate to Configure > Policy Management.

Create a Custom Events with the following informations :

Name : Unauthorized DNS Traffic

Subject Host Groups : Corporate Networks

Peer Host Groups : Outside Host Except Umbrella DNS Servers
Peer Port/Protocols : 53/UDP 53/TCP

Basically this event is triggered when any host withing Corporate Networks Host Group
communicates with any host within Outside Hosts Host Group except those within
Umbrella DNS Servers Host Group, through 53/UDP or 53/TCP, an alarm is raised.

e Network Analytics  deloud « Dashboards +  Monitor +  Analyze + Jobs+  Configure s  Deploy « [« T R

Policy Management

Custom Events (7] Relationship Events (412) Core Events (481)

020 -«
»
SE: P2P to Internet 1 i@ Hos » or
»
o ] Network Analytics  deloud « Dashboards Monitor »  Analyze =  Jobs » Configure » Deploy = Q L |
Palicy Management | Custom Security Event Dttt | m
Description Status
Unauthorized DNS Traffic Alarm is generated when internal hosts is using external DNS Server rather than Cisco Umbrella « Q) A
Corporate Networks Qutside Hosts hin Umbrella DNS Servers 53/UDP 53/TCP,
A Alarm when a single flow
matches this event.
Peer Host Groups | Gisice Hosts 36 JENSER ¢ Ui DS Servers X ®
ols ®

Navigate to Configure > Response Management. Click on Actions.



o) " Network Analytics  deloud Dashboards +  Monitor =  Analyze»  Jobs+  Configure»  Deploy

0
-
e
|+

Response Management

Rules Actions Syslog Formats
Actions ew Action v
Name 1 Type Description UsedByRules  Enabled Actions
Auto Mitigation - Source Host ISE ANC Policy Automatically quarantine the offending source host leveraging an ISE ANC policy action. 1 -
Send email Email Sends an email to the recipients designated in the To field on the Email Action page 4 b ]
Send 1o Sysiog Sysiog Message Sends a message to the syslog server designated i the Syslog Address field using the 4 »

default Syslog Message format

Select the ISE ANC Policy Action. Give a name and select the Cisco ISE cluster that
should be contacted to apply a quarantine policy for any violation or connection to rogue

servers.

Network Analytics dcloud ~ Dashhoards » Menitor ~ Anzlyze ~ Jobs Configure ~ Deploy ~ Q A

Response Management

Rules Actions  Syslog Formats

ISE ANC Policy Action cancel | [IERE
Name Description
| ISE ANC For Corporate Users I |

@ ) Enabled Disabled actions are not performed for any associated rules. 4|

ISE Cluster

| @Cloud ISE (dcloud) v |

ANC Policy

| SW_Quarantine -

Apply To

. Source Host Target Host

Response Management

Rules Actions Syslog Formats
Actions Add New Action v
Name ¢ Type Description Used By Rules Enabled Actions
Auto Mitigation - Source Host ISE ANC Policy Automatically quarantine the offending source host leveraging an ISE ANC policy action 1 -}7\ see
ISE ANC For Corporate Users ISE ANC Policy 0 ‘/) wen
Send email Email Sends an email to the recipients designated in the To field on the Email Action page. 4 x:) Yy
Send to Syslog Sysiog Message i::atsnas;:s;a:‘::a:w: z)y;i:c;gt] server designated in the Syslog Address field using the 4 \»:-. veh

Under the Rules section. Create a new Rule. This rule will apply the previously Action
when any host inside the internal network is trying to send DNS traffic to rogue DNS

Servers. In the section Rule is triggered if, select Type, scroll down and select the

e



custom event created previously. Under the Associated Actions, select the ISE ANC

action created previously.

Name Description

Auto Quarantine with Cisco ISE ANC

@) Enabled Disabled rules are not triggered even when associated conditions are me 4

Rule is triggered if:

ANY v | of the following is true: [+]1[>1]

Type v | is | Unauthorized DNS Traffic v =

Associated Actions

Execute the following actions when the alarm becomes active:

Name 1 Type Description UsedByRules  Assigned
S

ISE ANC For Corporate Users ISE ANC Policy 0 - )
« Cm

From an inside host, open the CMD console. Execute the nslookup command, then

server 8.8.8.8 command. Type in a few addresses for the 8.8.8.8 DNS server to resolve.

EX cmd.exe - nslookup

: dns.google
8.8

> www.cisco.com
Server: dns.google
Address: 8.8.8.8

Non-authoritative answer:

Name : e2867 .dsca.akamaiedge.net

Addresses: 2a02:26f0:fd00:591::b33
2 6f0:Td00:59F::b33

Aliases: i
www.cisco.com.akadns.net

wwwds . cisco.com.edgekey.net

wwwds . cisco.com.edgekey.net.globalredir.akadns.net

> www.amazon.com
dns.google

I Www.amazon.com )
tp.47cf2c8c9-frontier.amazon.com
www.amazon.com. edgekey.net

> www.twitter.com
Server: dns.google
Address: 8.8.8.8

Non-authoritative answer:
twitter.com
104.244.42.65
104.244.42.1
: wew.twitter.com

Navigate to Monitor > ISE ANC Policy Assignments. You should see that the Cisco
Secure Network Analytics applied Adaptive Network Control Policy through PxGrid and

ISE to quarantine the Host.



P d I Network Analytics  deloud » Dashboards +  Monitor»  Analyze+  Jobs»  Configure +  Deploy aQ 4 &

ISE ANC Policy Assignments

A . R ted ANC Assi
ssignment | ested By Time Tquasta Effective ANC Policy A;ZQI;'BIM

Host IP Address ISE Cluster MAC Address %
Policy

dCloud ISE Automatic (Response Management) 2/23/2023 8:55 AM SW_Quarantine

FAQ

Q: How do | complete the Appliance Setup Tool (AST) on each SNA component?
A: Once SNA appliances are configured with a management IP address, you can
complete the AST on each component by following the specific instructions provided for

that component within the user manual or setup guide.

Documents / Resources

|+

CISCO Secure Network Analytics Deployment [pdf] Instruction Manual
Secure Network Analytics Deployment, Network Analytics Deployment, A

nalytics Deployment, Deployment
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