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Specifications:

e Product Name: Cisco ISE Cluster Distributed Deployment
e Author: Redouane MEDDANE
o Certificate Type: PKI Infrastructure

o Object Type: Certificate Authority
Product Usage Instructions

Self-Signed Certificate Installation:
In a distributed deployment, each node installs a self-signed certificate signed by the
system. This certificate serves as a Certificate Authority and is unique in that it’s self-

signed, ensuring its own authenticity.

Services Using Self-Signed Certificates:

Admin Access
EAP Authentication
RADIUS DTLS

Portals

Certificate Management:
Primary PAN centrally manages the certificates for the cluster. It can create, delete, and

renew the nodes’ certificates.

Certificate Hierarchy:
The internal PKI hierarchy includes Root CA certificates and subordinate certificates for

different nodes.

Demystifying PKI Infrastructure and Certificate Management With Cisco ISE Cluster
Distributed Deployment

In distributed deployment, each node installs a self-signed certificate signed by the
system and has the Object Type : Certificate Authority. This certificate is unique in that
it's self-signed, essentially ensuring for its own authenticity. It doesn’t require validation

from an external or superior entity because it already sits at the top of the trust hierarchy.



This self-signed certificate is used by the following services admin, EAP authentication,
RADIUS DTLS and portals.
Below the list of the self-signed certificate used by each node. Each certificate has the

Common Name equal to the FQDN of the node.

PAN-MNT-P.

‘duth Identity Services Engine C ty » Operations » Palicy * Administration

~System | b Identity Management b Network Resources  » Device Portal Management  pxGrid Services b Feed Service  » Threat Centric HAC

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade b Backup & Restore  » Admin Access  » Settings

= Certificate Management System Certificates j, For disaster recovery it is recommended to export certificate and private key pairs of all system centficates.
System Certificates J Edt | [ Generate Self Sgned Certificate. | == Import | @ Export | (X Delete || 40 View
Trusted Certificates Friendly Hame Used By Fortal group tag Issued To ssued By Valid From Expiration Date

OGSP Ciient Profie

Cerificate Si Request: Certificate Services End S Sat 76 May 2!
R sy T e =] pan-mnt.p callab.com bi‘;“p_r 1_'“(: Endpoint S o1 26 May 2024 Sat, 26 May 2029
Certificate Penodic Check Settings o
QU=ISE Messaging Senvi
* Certificate Authority pan-mnt-p coliab,comeCeriifs ISE Messaging Certificate Senices Endpoint Su -
- Hlab comiC = i coliab oot o S Sat, 25 May 2024 sat, 26 May 2029 [
O ndpoint Sub CA -pa  Service BARERSEES sl b CA - pan-mnt-p e .
01
(] SANL SAML_pan-mnt-p collab.com SAML_pan-mnt-p.coliab.com Sun, 26 May 2024 Fri, 25 May 2029
EAP Authentication, e
faull self-signed server c Defa Ceriificate Group PTRE A day 202
O DE‘ B SCE el Sknes cerl Admin, Portal Bl Fruttss Cesicel Lo pan-mnt-p.cofiab.com pan-mnt-p.collab.com Sun, 26 May 2024 Fri, 26 May 2029
RADIUS DTLS
» pan-mnt-s
» psnt
» psn?

oh' Certificat b

Général Détails Chemin d’accés de certification

@n Informations sur le certificat

Vous ne pouvez pas faire confiance a ce certificat
racine de I'autorité de certification. Pour activer la
confiance, installez ce certificat dans le magasin
d‘autorités de certification de la racine de confiance.

Délivré a: pan-mnt-p.collab.com

Délivré par pan-mnt-p.collab.com

Valide du 26/05/2024 au 25/05/2029

Installer un certificat... Dédaration de ['émetteur



PAN-MNT-S.

Default self-signed saml server ¢

@l Certificat

Général Détails Chemin d'accés de certification

Chemin d'accés de certification

i pan-mnt-p.collab.com

Etat du certificat :

Afficher le certifi

cal

Ce certificat racine de I'autorité de certification n'est pas de confiance car
il ne fait pas partie du magasin d'autorités de certification de radne de

confiance.

O ertificate - CN=SAML_pan-mnt-  Not in use SAML_pan-mnt-s_collab com SAML_pan-mnt-s.collab com Sun, 26 May 2024 Fri, 25 May 2029
s.collab.com
OU=Certificate Services System
Certificate, CN=pan-mnt-s_colla ) Certificate Services Endpoint Su Sat 26 May 2029 7
o b.com#Certificate Services Endp pxGrid parmats:coltaboom b CA - pan-mnt-s Saty2ohay 264 B y .
oint Sub CA - pan-mnt-s#00003
OU=ISE Messaging Service, CN=
pan-mnt-s.collab.com#Certificat  ISE Messaging Certificate Services Endpoint Su Sat 26 May 2029 =
D e Services Endpoint Sub CA-pa Service Batt it collat com b CA - pan-mnt-s aa 2xhay 2024 o = .
n-mnt-s#00003
EAP Authentication,
O ;)t:fauh self-signed server certific Admin, Portal, Dtefault Portal Certficate Group pan-mnt-s.collab.com pan-mnt-s.collab.com Sun, 26 May 2024 Fri, 25 May 2029
RADIUS DTLS o
Default self-signed saml server c X
O ertificate - CN=SAML_pan-mnt-  SAML SAML_pan-mnt-p.collab.com SAML_pan-mnt-p.collab.com Sun, 26 May 2024 Fri, 25 May 2029
p.collab.com
» psn-1

> psn-2




@' Certificat

Geénéral Détails Chemin d’accés de certification

m Informations sur le certificat

Vous ne pouvez pas faire confiance a ce certificat
racine de I'autorité de certification. Pour activer la
confiance, installez ce certificat dans le magasin
d’autorités de certification de la racine de confiance.

Délivré a: pan-mnt-s.collab.com

Délivre par pan-mnt-s.collab.com

Valide du 26/05/2024 au 25/05/2029

Installer un certificat... Dédaration de I'émetteur

oRr' Certificat
Général Détails Chemin d'acces de certification

Chemin d'accés de certification

s) pan-mnt-s.collab.com

Afficher le certificat

Etat du certificat :

Ce certificat radne de l'autorité de certification n'est pas de confiance car
il ne fait pas partie du magasin d'autorités de certification de racine de
confiance.

PSN-1.



> pan-mnt-s

Default self-signed saml server ¢

O ertificate - CN=SAML_pan-mnt- ~ SAML SAML_pan-mnt-p_collab.com SAML_pan-mnt-p collab com Sun, 26 May 2024 Fri, 25 May 2029
pcollab com
EAP Authentication,
O Dtefau\t S Admin, Portal, Défauh RUEAEIE R psn-1.collab.com psn-1.collab.com Sun, 26 May 2024 Fri, 25 May 2029
i RADIUS DTLS .
Default self-signed saml server ¢
O eriificate - CN=SAML_psn-1.colla Not in use SAML_psn-1.collab.com SAML_psn-1.collab.com Sun, 26 May 2024 Fri, 25 May 2029
b.com
QU=Certificate Services System
Certificate, CN=psn-1.collab.com . % Certificate Services Endpoint Su Sat 26 May 2029 7
o #Certificate Services Endpoint S PAELS i cotbcon b CA-psn-1 L R . Z .
ub CA - psn-1#00003
OU=ISE Messaging Service,CN=
psn-1.collab.com#Certificate Ser  ISE Messaging Certificate Services Endpoint Su Sat 26 May 2029
o vices Endpoint Sub CA - psn-1#0  Service PR colabicom b CA - psn-1 SatZhMay2024 . %
0003
» psn-2
@ Certificat X

Général Détails Chemin d'accés de certification
Chemin d'acces de certification
i psn-1.collab. com

Afficher le certificat

Etat du certificat :

Ce certificat racine de 'autorité de certification n'est pas de confiance car
il ne fait pas partie du magasin d'autorités de certification de racine de
confiance,




oAl Certificat X
Général Détalls Chemin d'accés de certification

Chemin d'accés de certification
i psn-1.collab.com

Afficher le certificat

Etat du certificat :

Ce certificat racine de l'autorité de certification n'est pas de confiance car
il ne fait pas partie du magasin d'autorités de certification de racine de

confiance,
PSN-2
-
» pan-mnt-s
» psn-1
Default self-signed saml server ¢
[0  erificate - CN=SAML_pan-mnt-  SAML SAML_pan-mnt-p.collab.com SAML_pan-mnt-p.collab.com Sun, 26 May 2024 Fri, 25 May 2029
p.collab.com
Default self-signed saml server ¢ .
O ertificate - CN=SAML_psn-2.colla Not in use SAML_psn-2.collab.com SAML_psn-2.collab.com Sun, 26 May 2024 Fri, 25 May 2029
b.com
EAP Authentication,
o Dtefauh self-signed server certific Admin, Portal, Dc?fault Portal Certificate Group psn-2 callab.com psn-2 collab.com Sun, 26 May 2024 Fri, 25 May 2029
=5 RADIUS DTLS '
OU=Certificate Services System
Certificate, CN=psn-2.collab.com g Certificate Services Endpoint Su Sat 26 May 2029
O #Certificate Services Endpoint S pxexed paEfcokexeom b CA - psn-2 SR ) %
ub CA - psn-2#00003
OU=ISE Messaging Service,CN=
O psn-2.collab.com#Certificate Ser  ISE Messaging psn-2 callab.com Certificate Services Endpoint Su Sat, 25 May 2024 Sat, 26 May 2029

vices Endpoint Sub CA - psn-2#0 Service
0004

b CA-psn-2



af Certificat X

Général Détails Chemin d’accés de certification

@,ﬁ Informations sur le certificat

Impossible de vérifier ce certificat auprés d'une
Autorité de certification de confiance.

Délivréa: psn-2.collab.com

Délivre par Certificate Services Endpoint Sub CA - psn-2

Valide du 25/05/2024 au 26/05/2029

Installer un certificat... Dédaration de ['émetteur

@R Certificat %
Général Détails Chemin daccés de certification

Chemin d'accés de certification
' [be) psn-2.collab.com

Etat du certificat :

Ce certificat racine de |'autorité de certification n'est pas de conflance car

il ne fait pas partie du magasin d'autorités de certification de radine de
confiance.

When you install Cisco ISE cluster, an internal PKI hierarchy is built. The certificate
management are centralized on the Primary PAN where you can create, delete and
renew the nodes certificates. First the primary PAN has the Root CA certificate

representing the top of trust hierarchy as shown below.



ar' Certificat p o

Général Détails Chemin d'accés de certification

@ﬂ Informations sur le certificat

Vous ne pouvez pas faire confiance a ce certificat
racine de I'autorité de certification. Pour activer la
confiance, installez ce certificat dans le magasin
d'autorités de certification de la racine de confiance.

Délivré a: Certificate Services Root CA - pan-mnt-p

Délivré par Certificate Services Root CA - pan-mnt-p

Valide du 25/05/2024 au 26/05/2034

Installer un certificat... Dédaration de 'émetteur

or Certificat X
Général Détails Chemin d'accés de certification

Chemin d'accés de certification
fow! Certificate Services Root CA - pan-mnt-p

Etat du certificat :

Ce certificat racine de l'autorité de certification n'est pas de confiance car
il ne fait pas partie du magasin d'autorités de certification de radine de
confiance.

The PAN has also a subordinate certificate called Certificate Services Nodes CA — pan-

mnt-p signed by its Root CA certificate as shown below.



aR Certificat

Général Détails Chemin d’accés de certification

@‘ﬂ Informations sur le certificat

Impossible de vérifier ce certificat auprés d’'une
Autorité de certification de confiance.

Délivré a: Certificate Services Node CA - pan-mntp
Délivre par Certificate Services Root CA - pan-mnt-p

valide du 25/05/2024 au 26/05/2034

Installer un certificat... Dédaration de I'émetteu

o' Certificat
Général Détails Chemin d'accés de certification

Chemin d'accés de certification

| o] Certificate Services Root CA - pan-mnt-p
t-{ g Certificate Services Node CA - pan-mnt-p

Etat du certificat :
Ce certificat est valide.

In additon the Primary PAN generates a subordinate certificate called Certificate
Services Endpoint Sub CA — pan-mnt-p and it is signed by the Node Certificate of the

primary PAN called “Certificate Services Nodes CA — pan-mnt-p”.



ol Certificat

Geénéral Détails Chemin d’accés de certification

ba Informations sur le certificat

Impossible de vérifier ce certificat auprés d'une
Autorité de certification de confiance.

Délivré a: Certificate Services Endpoint Sub CA - pan-mnt-p

Délivreé par Certificate Services Node CA - pan-mnt-p

valide du 25/05/2024 au 26/05/2034

Installer un certificat... Dédaration de ['émetteur

oR' Certificat
Général Détails Chemin d'accés de certification
Chemin d'accés de certification
il Certificate Services Root CA - pan-mnt-p

-] Certificate Services Node CA - pan-mnt-p
-] Certificate Services Endpoint Sub CA - pan-mnt-p

Afficher le certificat

Etat du certificat :

Ce certificat est valide.



Identity Services Engine

Home

=System b identity Management
~ Cenificates

Deployment  Licensing

b Certificate Management

~ Certificate Authority

Overview

Issued Certificates

Certfficate Authority Certficates
Internal CA Settings

Certficate Templates

External CA Settings

» Network Resources

» Device Portal Management  pxGrid Services

» Fead Service:

¥ Threat Centric NAC

Expiration Status

Fri, 26 May 2034

Fri, 26 May 2034

»Logging b Maintenance  Upgrade  » Backup & Restore  » AdminAccess b Seftings
CA Certificates
J Edt | e Import. ] @ Egort | X Deete | J2 View  [§ Refesh. |
Friendty Name Status Trusted For Serial Number Issued To Issued By Valid From Expration Date
¥ pan-mnl{
Cerincaie sen = . ICH R MIFECAD DT Cerncale Services Nade g T e
B Enabled Endpointsnifasiiuciure  go bl Adeh o ET BN 70 CA- panamntp Sat, 25 May 2024
. 3524 7E 17 4AB54ACC Certificate Senvices Node -
Infrastructur i = = Sal, 26 May 2024
Enabled rastructure Er smlE e Pl Sal, 26 May 202
Certificate: 3 FEAAESD7 AB 4D 83  Certificate Services Root  Cerficate Services Root =
E st s e s Sat, 25 May 202 i, 26 May 2034
O ca.parmo B Frisd i e AD 36 6105126CB292  CA- pan-mnt-p CA - pan-mnt-p 22PN 2120, AR
Cerfficate Seryices OCSP
g = ey e ” P Pe T pP——CenraSerre: ¥ RSN 5oL 26 Moy 2024 ok, 26 Moy 202
) Responder - pan-mat B Enabled Infrastructure, Endpor A e A R Sat, 26 May 2024 at, 26 May 2029

PHO0004
» panmits
> psn-
> psn2

When you register the secondary PAN two subordinate certificates are generated.

I ¥ pan-mni-S

Certificate Services Node
] CA - pan-mnt-s#00007
Certificate Services
O | Endpoint Sub CA - pan
mnt-s#00008

59 2B 6E BB 0D 3F 48 EF
82 64 BA 9A BF AF BT CF

OE CO OF C0 47 AD 45 AF
9108 D3 45860 07 72 DF

Certificate Services Node
CA - pan-mnt-s
Certificale Services
Endpoint Sub CA - pan
mnks

Certificate Services Root
CA - pan-mnt-p

Certificate Services Node
CA - pan-mnt-s

Sat, 25 May 2024

Sat, 25 May 2024

Fri, 26 May 2034

Fn, 26 May 2034

Cerificate Services OCSP
[0 Responder - pan-mnt-
s#00009

» psn-1

> psn2

Enabled Infrastructure, Endpoints
B Enabled Infrastructure Endpoints
B Enabled Infrastructure, Endpoints

37712D9F 38654970
AF 55 D3 D0 54 ED B2 1A

Certificate Services OCSP
Responder - pan-mnt-s

Certificate Services Node
CA - pan-mnt-s

Sat, 25 May 2024

Sat, 26 May 2029

Certificate Services Nodes CA — pan-mnt-s signed by the primary PAN Root CA.

o' Certificat

Général

Détails Chemin d'accés de certification

%

m Informations sur le certificat

Impossible de vérifier ce certificat auprés d'une
Autorité de certification de confiance.

Installer un certificat. ..

valide du 25/05/2024 au 26/05/2034

Délivré a: Certificate Services Node CA - pan-mnt-s

Délivré par Certificate Services Root CA - pan-mnt-p




o Certificat W
Général Détails Chemin d'accés de certification

Chemin d'accés de certification

| ol Certificate Services Root CA - pan-mnt-p
--[3] Certificate Services Node CA - pan-mnt-s

Afficher le certificat

Etat du certificat :
Ce certificat est valide.

Certificate Services Endpoint Sub CA — pan-mnt-s signed by the subordinate certificate

Services Nodes CA — pan-mnt-s.

oh' Certificat b4

Général Détails Chemin d’accés de certification

m Informations sur le certificat

Impossible de vérifier ce certificat auprés d'une
Autorité de certification de confiance.

Délivré a: Certificate Services Endpoint Sub CA - pan-mnt-s

Délivré par Certificate Services Node CA - pan-mnt-s

valide du 25/05/2024 au 26/05/2034

Installer un certificat... Dédaration de [émetteur



&h! Certificat X
Général Détails Chemin d'accés de certification

Chemin d'accés de certification
pp Certificate Services Root CA - pan-mnt-p

-] Certificate Services Node CA - pan-mnt-s
--[25] Certificate Services Endpoint Sub CA - pan-mnt-s

Etat du certificat :
Ce certificat est valide.

In addition, a server or entity certificate is generated for the secondary PAN with the
Common Name equal to the FQDN pan-mnt-s.collab.com, this server certificate is
signed by the subordinate certificate Services Endpoint Sub CA — pan-mnt-s.collab.com.

o' Certificat 4

Général Détails Chemin d’accés de certification

m Informations sur le certificat

Impossible de vérifier ce certificat auprés d'une
Autorité de certification de confiance.

Délivré a: pan-mnt-s.collab.com

Délivreé par Certificate Services Endpoint Sub CA - pan-mnt-s

Valide du 25/05/2024 au 26/05/2029

Installer un certificat... Dédaration de I'émetteur


http://pan-mnt-s.collab.com
http://pan-mnt-s.collab.com

on! Certificat
Général Deétails Chemin daccés de certification

Chemin d'accés de certification
g Certificate Services Root CA - pan-mnt-p
i-{] Certificate Services Node CA - pan-mnt-s

-] Certificate Services Endpoint Sub CA - pan-mnt-s
5] pan-mnt-s.collab.com

Etat du certificat :

Ce certificat est valide,

When you register the Policy Service Node PSN, each PSN node is provisioned a
subordinate certificate called Certificate Services Endpoint Sub CA and it is signed by
the Node Certificate of the primary PAN called “Certificate Services Nodes CA — pan-
mnt-p”. In this example, the PSN-1 is provisioned with a subordinate certificate called
“Certificate Services Endpoint Sub CA — PSN-1".



oRr' Certificat X

General Détails Chemin d'accés de certification

m Informations sur le certificat

Impossible de vérifier ce certificat auprés d'une
Autorité de certification de confiance.

Délivré a: Certificate Services Endpoint Sub CA - psn-1

Délivreé par Certificate Services Node CA - pan-mnt-p

Valide du 25/05/2024 au 26/05/2034

Installer un certificat... Dédaration de 'émetteur

o' Certificat >

Général Détails Chemin d'accés de certification
Chemin d'acceés de certification

E] Certificate Services Root CA - pan-mnt-p

-{Z5] Certificate Services Node CA - pan-mnt-p
{5 Certificate Services Endpoint Sub CA - psn-1

Etat du certificat :
Ce certificat est valide,

The PSN-2 is provisioned with a subordinate certificate called “Certificate Services
Endpoint Sub CA — PSN-2”.



of Certificat pod

Général Détails Chemin d’accés de certification

@a Informations sur le certificat

Impossible de vérifier ce certificat auprés d'une
Autorité de certification de confiance.

Délivré a: Certificate Services Endpoint Sub CA - psn-2

Délivre par Certificate Services Node CA - pan-mntp

Valide du 25/05/2024 au 26/05/2034

Installer un certificat... Dédaration de I'émetteur

ai Certificat W
Général Détails Chemin d'accés de certification

Chemin d'accés de certification

Eﬂ\l Certificate Services Root CA - pan-mnt-p
-] Certificate Services Node CA - pan-mnt-p
-] Certificate Services Endpoint Sub CA - psn-2

Afficher le certificat

Etat du certificat
Ce certificat est valide.

By default, each node uses the self-signed certificate for the following services: admin
access, EAP authentication, RADIUS DTLS and portals.



Identity Services Engine Home 3 Administration

- System » Identity Management b Network Resources  » Device Portal Management  pxGrid Services » Feed Service  » Threat Centric NAC

Deployment  Licensing = Cerlificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Seltings
i,

L]
~ Certificate Management System Certificates , For disaster recovery it is recommended to export certificate and private key pairs of all system cerlificates.
System Certificates / tdt | Hb_ Generate Self Sgned Certificate. | (<= Import | @ Export | € Delete | | J View
Trusted Cerfficates Friendly Name Used By Fortal group tag Issued To Issued By Valid From Exprration Date
©CSP Client Profile Siiat]
rificate Services System
Certificate Si ot tificate. CN=pan-mnt.p.coll N " Certificate Services Endpoint Si . i Sat. 26
Certrficate Penodic Check Settings oint Sub CA - pan-mnt-p#0
OU=ISE Messaging Service
» Certificate Authority pan-mnt-p.colisb comiCerfificat  ISE Messaging o Certificate Services Endpoint SU ¢, o 11 oo .
O s Endoad S CA-pal Bardca PXrmeh g colay o b CA- pan-mnt-p S EaMue i Sl g 21020
-pH0000T
ed saml server ¢
O ate - CN=SAML_pan-mnt SAML SAML_pan-mnt-p collab com SAML_pan-mnt-p coltab com Sun, 26 May 2024 Fri, 25 May 2029
p coliab cor
N = e EAP Authentication, = e —
O Defmscksigedsenercenic nimn, o) Default Portal Cerfieate GO0UD. by mint.p collab.com pan-mntp collab com Sun, 26 May 2024 Fri, 26 May 2020
ks RADIUS DTLS
» pan-mnt-s
» psn-1
» pan-2
Default self-signed saml server ¢ .
O ertificate - CN=SAML_pan-mnt-  Not in use SAML_pan-mnt-s_collab com SAML_pan-mnt-s.collab.com Sun, 26 May 2024 Fri, 25 May 2029
s.collab.com
OU=Certificate Services System
0 oaimntl, et sctabcor  Solede Seuces S 25 sa. 20y 202
oint Sub CA - pan-mnt-s#00003
OU=ISE Messaging Service, CN=
pan-mnt-s.collab.com#Certificat  ISE Messaging Certificate Services Endpoint Su Sat 26 May 2029 %
D e Services Endpoint Sub CA-pa Service Batt it collat com b CA - pan-mnt-s aa 2xhay 2024 o = .
n-mnt-s#00003
EAP Authentication,
O ;)t:fauh self-signed server certific Admin, Portal, Diefault Portal Certficate Group pan-mnt-s.collab.com pan-mnt-s.collab.com Sun, 26 May 2024 Fri, 25 May 2029
RADIUS DTLS ¥
Default self-signed saml server c X
O ertificate - CN=SAML_pan-mnt-  SAML SAML_pan-mnt-p.collab.com SAML_pan-mnt-p.collab.com Sun, 26 May 2024 Fri, 25 May 2029
p.collab.com
» psn-1
> psn-2
> pan-mnt-s
Default self-signed saml server ¢
O ertificate - CN=SAML_pan-mnt-  SAML SAML_pan-mnt-p collab.com SAML_pan-mnt-p collab com Sun, 26 May 2024 Fri, 25 May 2029
pcollab com
EAP Authentication,
O g)t:fau\t self-signed server certific Admin. Portal, Default Portal Certificate Group pon.cob o P cossh com Sun, 26 May 2024 Fri, 25 May 2029
RADIUS DTLS g
Default self-signed saml server ¢
O eriificate - CN=SAML_psn-1.colla Not in use SAML_psn-1.collab.com SAML_psn-1.collab.com Sun, 26 May 2024 Fri, 25 May 2029
b.com
QOU=Certificate Services System
O gg:m;zzgg;ﬂ;’;; Ez'{ﬁz;{“g pXGrid psn-1.collab.com Ezﬂf[“s;iﬁe”‘ces Endpoint SU o+ 55 May 2024 Sat, 26 May 2029
ub CA - psn-1#00003
QU=ISE Messaging Service,CN=
psn-1.collab.com#Certificate Ser  ISE Messaging Certificate Services Endpaint Su Sat 26 May 2029 7
o vices Endpoint Sub CA - psn-1#0  Service peidcolabicom, b CA - psn-1 Sat2hMay 2021 ’ % @
0003
» psn-2
» pan-mnt-s
P psn-1
Default self-signed saml server ¢ .
[0  erdificate - CN=SAML_pan-mnt-  SAML SAML_pan-mni-p.collab.com SAML_pan-mnt-p.collab.com Sun, 26 May 2024 Fri, 25 May 2028
p.collab.com
Default self-signed saml server ¢ )
[]  ertificate - CN=SAML_psn-2.colla Notin use SAML_psn-2 collab com SAML_psn-2 collab.com Sun, 26 May 2024 Fri, 25 May 2029
b.com
EAP Authentication,
o ;eefauh self-signed server certific Admin, Portal DE.:fauIt Portal Certificate Group psn-2.collab.com psn-2 collab.com Sun, 26 May 2024 Fri, 25 May 2029
RADIUS DTLS =
OU=Certificate Services System
A ol Snies XS5,y 0 s, iy 2
ub CA - psn-2#00003
QU=ISE Messaging Service,CN=
O psn-2.collab.com#Certificate Ser  ISE Messaging psn-2 callab com Certificate Services Endpoint Su Sat, 25 May 2024 Sat, 26 May 2029

vices Endpoint Sub CA - psn-2#0 Service
0004

b CA - psn-2

We can instruct each node to use another system certificate such as the one used for
pxGrid which is signed by the Certificate Services Endpoint Sub CA of each node.

Primary PAN pan-mnt-p.



= Administratio

wSystiem | ¢ ldentity Management  » Network Resources  » Device Ponal Management  pxGrid Services  » Feed Service  # Threat Centric NAC

Deployment  Licensing  ~Certficates » Logging b Maintenance  Upgrade  » Backup & Restore b Admin Access Setings
e

L]
~ Centificate Management System Certificates ), For disaster recovery it is recammended to export certificate and private key pairs of all system certificates
System Certficales |/ Edt || Generate Seif Signed Certificate | |4 Import | (@ Exporc | (¥ Dekete ||, view |
Trissted Certificates Friendly Name Used By Portal group tag lssued To Issued By Valid From Expiration Date
OCSP Client Profile ¥ parres
OU=Certficate Services System
Certificate Signing Requests Gertificate, CN=pan-mal-p.colla Cerificate Services Endpoint Su Sat 26 May2029 |9
b com#Centiicate Services Endp PO Rl A b CA- pan-mat-p k25 Hex 12 ks a
Certificate Periodic Check Settings aint Sub CA - pan-mnt-p#00002
OU=ISE Messaging Service GN=
¥ Certificate Authority pan-mnt-p.collab.com#Certificat  ISE Messaging Centificate Senvices Endpoint Su ot
.coms e = o EARE fic at, 25 May 2 Sat 26 May 2023 |G
O e i S pan-mint-p collab com i Sat, 25 May 2024 -]
n-mnt-p00001
Default seff-signed sam server ©
(m] ertificate - CN=SAML_pan-mnt-  SAML SAML_pan-mnt-p.collab.com SAML_pan-mnt-p.collab.com Sun, 26 May 2024 Fri, 25 May 2029
p.collab com
EAF Authentication, -
o ;\lcram[ sell-signed server certific Admin, Portal, Default Poral Certificate Group pan-mit.p.collab.com pan-mnt-p.callab.com Sun, 26 May 2024 Fri, 25 May 2028
RADIUS DTLS 3

Administration

~System | » Idenlity Management  » Network Resources  » Dlevice Portal Management  pxGrid Services  » Feed Service  » Threat Gentric NAG

Deployment  Licensing = Certficates  » Logging  » Maintenance  Upgrade  » Backup & Restore b AdminAccess b Settings
e
o Issuer

- Certificate Management

* Friendly Name !mfmte.cN=uan—mnw.m\hb.cum#{emﬁcate Services Endpoint Sub CA - pan-mint-p#00002 |

System Certificates

Trusted Cenrificates Description | |

QS R R Subject  CN=pan-mint-p callab com,OU=Certificate Services System Certificate

Certificate Signing Requests

Certificate Periodic Check Seftings Issuer  Certificate Services Endpoint Sub CA - pan-mnt-p
+ Certifieate Authority
Vahd From  Sat, 25 May 2024 12.17:21 UTC
Velid To (Expiration)  Sat, 26 May 2028 12:17:21 UTC
Serial Number 26 C9 CA 28 11 DD 43 04 9F 97 2B 31 52 A4 BD A6
Signature Algorithm  SHA256WITHRSA

Key Length 4096

Certificate Policies

Usage

[ Admin: Use cenificate to

[[] EAP Authentication: |/=x

[ RADIUS DTLS: Use certficate for the

| pxGrid: Use ¢

Secondary PAN pan-mnt-s.

¥ pan-mnt-s
Default self-signed saml server ¢

0O ertificate - CN=SAML_pan-mnt-  Notin use SAML_pan-mnt-s.collab.com SAML_pan-mnt-s.collab.com Sun, 26 May 2024 Fn, 25 May 2029
s.collab.com
OU=Certificate Services System

gﬁ:ﬁ;%iﬂt;:w;::gﬁdp pxGrid pan-mnt-s. collab.com E%l'ﬁ_c;i_amm_?s Endpoint Su Sat, 25 May 2024 Sat, 26 May 2029
oint Sub CA - pan-mnt-s#00003
OU=ISE Messaging Service CN=
pan-mnt-s_collab com#Certificat  ISE Messaging ey Certificate Services Endpoint Su Sat 26 May 2099 =
O € Services Endpoint Sub CA -pa  Service parmyEs kb Lom b CA - pan-mnt-s e 25 May 2ot i .
n-mnt-s#00003
P u EAP Authentication i i .
O glzfaull seif-signed server certific Admin, Poral D?fdun Frostal Cestiiale: Geoop pan-mnt-s.collab.com pan-mnt-s.collab.com Sun, 26 May 2024 Fri, 25 May 2029
RADIUS DTLS
Default seff-signed sami server c )
[0  edificate - CN=SAML pan-mnt- SAML SAML_pan-mnt-p.collab.com SAML_pan-mnt-p.collab.com Sun, 26 May 2024 Fri, 25 May 2029
p.collab.com
> psn-1

» psn-2



Usage

V| Admin: Use certificate to authenticate the ISE Admin Portal

|:| EAF Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling

[] RADIUS DTLS: Use certificate for the RADSec server

¥| pxGrid: Use certificate for the pxGrid Controller

SAML: Use certificate for SAML Signing

[] Portal: Use for portal

Renew Self Signed Certificate

Policy Service Node PSN-1.

B pan-mnt-s

¥ psn-1

O

0O

O

]

Default self-signed saml server ¢
ertificate - CN=SAML_pan-mnt-
p.collab.com

Default self-signed server certific
ate

Default self-signed saml server ¢
eriificate - CN=SAML_psn-1.colla
b.com

OU=Certficate Services System
Certificate, CN=psn-1.collab com
#Certificate Services Endpoint S
ub CA - psn-1#00003

OU=ISE Messaging Service, CN=
psn-1.collab.com#Certificate Ser
vices Endpoint Sub CA - psn-14#0
0003

» psn-2

SAML

EAP Authentication .
R Portid D?fau\t Portal Certificate Group
RADIUS DTLS A

Not in use
pxGnd

ISE Messaging
Service

Usage

SAML_pan-mnt-p.collab.com

psn-1.collab.com

SAML_psn-1.collab.com

psn-1.coliab.com

psn-1.collab.com

SAML_pan-mnt-p.collab.com

psn-1.coliab.com

SAML_psn-1.collab.com

Certificate Services Endpoint Su
b CA - pen-1

Certificate Services Endpoint Su
b CA - psn-1

Sun, 26 May 2024

Sun, 28 May 2024

Sun, 26 May 2024

Sat, 25 May 2024

Sat, 25 May 2024

Admin: Use certificate to authenticate the ISE Admin Portal

Fri, 25 May 2029

Fri, 25 May 2029

Fri, 25 May 2029

Sat, 26 May 2029

Sat, 26 May 2029

[C] EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling

] RADIUS DTLS: Use certificate for the RADSec server

¥| pxGrid: Use certificate for the pxGnid Controller

SAML: Use certificate for SAML Signing

Portal: Use for portal

* Portal group tag ‘ Default Portal Certificate Group v| 7

Portal(s) using this tag  gyop portal (defautt)
Certificate Provisioning Portal (default)
Hotspot Guest Portal (default)

My Devices Portal (default)

Sponsor Portal (default)

Renew Self Signed Certificate

Policy Service Node PSN-2.

Blackiist Portal (default)

Client Provisioning Portal (default)

MDM Portal (default)
Self-Registered Guest Portal (default)

Sponsored Guest Portal (default)



» pan-mnt-s

» psn-1
¥ psn-2
Default self-signed saml server ¢ _
O erificate - CN=SAML_pan-mnf-  SAML SAML_pan-mnt-p.collab.com SAML_pan-mnt-p.collab.com Sun, 26 May 2024 Fri, 25 May 2029
p.collab.com
Default self-signed saml server ¢
O ertificate - CN=SAML_psn-2.colla Not in use SAML_psn-2 collab.com SAML_psn-2 collab.com Sun, 26 May 2024 Fri, 25 May 2029 @
b.com
: EAP Authenticat - T
O [iefau\t Selishiied Server certin Admmuﬁaewza‘ra " Defauit Portal Certicate Sy psn-2.collab.com psn-2.collab.com Sun, 26 May 2024 Fri, 25 May 2029 v
i RADIUS DTLS
OU=Certificate Services System
ub CA - psn-2200003
OU=ISE Messaging Service,CN=
psn-2_collab.com#Certificate Ser ISE Messaging Certificate Services Endpoint Su £ Ay g 6 May 2 7
O vices Endpoint Sub CA - psn-2#0 Service pSi} 2. colab.cory b CA - psn-2 Catica by 0od 58t 26 May 2029
0004
Usage
Admin: L
[[] EAP Authentication: se
[0 RADIUS DTLS:
pxGrid:
SAML:
Portal:
* Portal group tag | Default Portal Certificate Group = ‘ 7
Portal(s) using this tag  gyoD portal (defaul) Blacklist Portal (default)
Certificate Provisioning Portal (default) Clent Provisioning Portal (default)
Hotspot Guest Portal (default) MDM Portal (default)
My Devices Portal {default) Self-Registered Guest Portal (default)
Sponsor Portal (default) Sponsored Guest Portal (default)

Renew Self Signed Certificate

The primary PAN is now using the system certificate for admin access and signed by its

own subordinate CA certificate called Certificate Services Endpoint Sub CA — pan-mnt-p.

Certificat

pan-mnt-p.collab.com

Nom du sujet

Unité organisationnelle Certificate Services System Certificate
Nom courant pan-mnt-p.collab.com

Nom de I"'émetteur

Nom courant Certificate Services Endpoint Sub CA - pan-mnt-p




The secondary PAN is now using the system certificate for admin access and signed by
its own subordinate CA certificate called Certificate Services Endpoint Sub CA — pan-

mnt-s.

Certificat

pan-mnt- Certificate Services Endpoint Certificate Services Certificate Services
s.collab.com Sub CA - pan-mnt-s Node CA - pan-mnt-s Root CA - pan-mnt-p

Nom du sujet

Unité organisationnelle Certificate Services System Certificate
Nom courant pan-mnt-s.collab.com

Nom de I'émetteur

Nom courant ( Sub CA - pan-mnt-s

The Policy Service Node PSN-1 is now using the system certificate for admin
access/portals and signed by its own subordinate CA certificate called Certificate

Services Endpoint Sub CA — psn-1.

Certificat

Certificate Services Certificate Services Certificate Services

sn-1.collab.co d
P | ket cox Endpoint Sub CA - psn-1 Node CA - pan-mnt-p Root CA - pan-mnt-p

Nom du sujet

Unité organisationnelle Certificate Services System Certificate

Nom courant psn-1.collab.com

Nom de I'émetteur

Nom courant ( es Endpoint Sub CA - psn-1

The Policy Service Node PSN-2 is now using the system certificate for admin
access/portals and signed by its own subordinate CA certificate called Certificate

Services Endpoint Sub CA — psn-2.



Certificat

Certificate Services Certificate Services Certificate Services
Endpoint Sub CA - psn-2 Node CA - pan-mnt-p Root CA - pan-mnt-p

psn-2.collab.com

Nom du sujet

Unité organisationnelle Certificate Services System Certificate

Nom courant psn-2.collab.com

Nom de I'émetteur

Nom courant

Frequently Asked Questions

Q: Can | use a different system certificate for services?
A: Yes, you can instruct each node to use another system certificate, such as the one
used for pxGrid, signed by the Certificate Services Endpoint Sub CA of each node.

Documents / Resources

CISCO PSN-2 Identity Services Engine [pdf] User Guide
PSN-2, PSN-2 Identity Services Engine, Identity Services Engine, Servic

es Engine

References

¢ User Manual

@ Cisco, Identity Services Engine, PSN-2, PSN-2 |dentity Services Engine, Services
m Cisco Engine
—Previous Post
Cisco Spaces Apps Owner’s Manual

Leave a comment

Your email address will not be published. Required fields are marked *


https://manuals.plus/m/6ec09ec278a691eb12f29923176d10b000d89e62bdeaa8936d2d9c3bd7dda31d
https://manuals.plus/m/6ec09ec278a691eb12f29923176d10b000d89e62bdeaa8936d2d9c3bd7dda31d
https://manuals.plus/m/6ec09ec278a691eb12f29923176d10b000d89e62bdeaa8936d2d9c3bd7dda31d_optim.pdf
https://manual.tools/?p=16611413#MTA0LjI4LjIzNC4xNzk7Ozs7
https://manuals.plus/category/cisco
https://manuals.plus/tag/cisco
https://manuals.plus/tag/identity-services-engine
https://manuals.plus/tag/psn-2
https://manuals.plus/tag/psn-2-identity-services-engine
https://manuals.plus/tag/services-engine
https://manuals.plus/cisco/spaces-apps-manual

Comment *

Name

Email

Website

[T Save my name, email, and website in this browser for the next time | comment.

Post Comment

Manuals+, Privacy Policy | @manuals.plus | YouTube

This website is an independent publication and is neither affiliated with nor endorsed by any of the trademark owners. The "Bluetooth®" word mark and logos
are registered trademarks owned by Bluetooth SIG, Inc. The "Wi-Fi®" word mark and logos are registered trademarks owned by the Wi-Fi Alliance. Any use of

these marks on this website does not imply any affiliation with or endorsement.


https://manuals.plus/
https://manuals.plus/privacy-policy
https://x.com/manualsplus
https://www.youtube.com/@manualsplus

	CISCO PSN-2 Identity Services Engine
	Product Information
	Product Usage Instructions
	Frequently Asked Questions
	Documents / Resources
	References

	Post navigation
	Leave a comment

