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Introduction

This document describes the integration of the Cisco ISE with the Secure LDAPS server as an External Identity
Source.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

« Basic knowledge of Identity Service Engine (ISE) administration

« Basic knowledge of Active Directory/Secure Lightweight Directory Access Protocol (LDAPS)
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Components Used
The information in this document is based on these software and hardware versions:

Cisco ISE 2.6 Patch 7
Microsoft Windows version 2012 R2 with Active Directory Lightweight Directory Services installed

« Windows 10 OS PC with native supplicant and user certificate installed
« Cisco Switch C3750X with 152-2.E6 image

The information in this document was created from the devices in a specific lab environment. All of the devices
used in this document started with a cleared (default) configuration. If your network is live, ensure that you
understand the potential impact of any command.

Background Information

LDAPS allows for the encryption of LDAP data (which includes user credentials) in transit when a directory bind is
established. LDAPS uses TCP port 636.

These authentication protocols are supported with LDAPS:

« EAP Generic Token Card (EAP-GTC)

» Password Authentication Protocol (PAP)

« EAP Transport Layer Security (EAP-TLS)

« Protected EAP Transport Layer Security (PEAP-TLS)

Note: EAP-MSCHAPV2 (as an inner method of PEAP, EAP-FAST or EAP-TTLS), LEAP, CHAP, and EAP-MD5 are
not supported with LDAPS External Identity Source.

Configure

This section describes the configuration of the network devices and integration of the ISE with Microsoft Active
Directory (AD) LDAPS server.

Network Diagram

In this configuration example, the endpoint uses an Ethernet connection with a switch to connect with the Local
Area Network (LAN). The connected switchport is configured for 802.1x authentication to authenticate the users
with ISE. On the ISE, LDAPS is configured as an external identity store.

This image illustrates the network topology that is used:
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Install Identity Certificate on Domain Controller



In order to enable LDAPS, Install a certificate on Domain Controller (DC) that meets these requirements:

1. The LDAPS certificate is located in the Domain Controller’s Personal Certificate Store.

2. A private key that matches the certificate is present in the Domain Controller’s store and is correctly associated
with the certificate.

3. The Enhanced Key Usage extension includes Server Authentication (1.3.6.1.5.5.7.3.1) object identifier (also
known as OID).

4. The Fully Qualified Domain Name (FQDN) of the Domain Controller (for example, DC1.testlab.com) must be
present in one of these attributes: The Common Name (CN) in the Subject field and DNS entry in the Subject
Alternative Name Extension.

5. The certificate must be issued by a Certificate Authority(CA) that the Domain Controller and the LDAPS clients
trust. For a trusted secure communication, the client and the server must trust each other’s root CA and the
intermediate CA certificates which issued certificates to them.

6. The Schannel cryptographic service provider (CSP) must be used to generate the key.

A Certificate -

 General | Details | Certification Path _

Show: | <All> v ‘

Field Value ~

| Tssuer testlab-DC1-CA-1, testiab, com |
_|Valid from Friday, October 11, 2019 2:03:01 AM
“|lvaidto  Saturday, October 10, 2020 2:03:01 AM
JSubject  DCl.testlab.com |
~|Publickey RSA (20483 Bits)

&} ] Certifica... DomainController

.i._t:knhance. .. Client Authentication (1.3.6.1.5.5.7.3.2), Server Authi|v
< m >

Other Name:
DS Object Guid=04 10 a6 36 1d 3c f4 3f a8 4783 d7d3d546 20 a3 3f
DNS Name=DC 1.testlab.com ]

Access LDAPS Directory Structure
In order to access the LDAPS Directory on the Active Directory server, make use of any LDAP browser. In this
LAB, Softerra LDAP Browser 4.5 is used.

1. Establish a connection to the domain on TCP port 636.

Hare: = Valae Type Sioe
o~ | BEierret Pubhc Servers ot Expanded o =
[ et oo | tratiat oo 806,00 = bt DO mioem S e | T

| teassh

2. For simplicity, Create an Organizational Unit (OU) named ISE OU in the AD, and it must have a Group named

UserGroup. Create two users (user1 and user2) and make them members of the group UserGroup.

Note: LDAP Identity Source on ISE is used only for User authentication.


http://dc1.testlab.com

Scope Pane w ¥ [ Name A Value Type
1if Softerra LDAP Browser | = UserGroup Entry
@ Internet Public Servers CHen user2 Entry
=} testisb = fa] userl Entry
-3 CN=Builtin o] DESKTOR-15 Entry
-] CN=Computers Cllen ComputerGroup Entry

&[] OU=Domain Controllers (=] distinguishedName OUSISE OU,DC wtastab, DCweom Attribute

&1l CN=ForeignSecurityPrincpals ( dSCorePropagationData  1/1/1601 Attribute

E-(al Ou=Infractuchre =] dSCorePropagationData  §/20/2020 2:51:11 AM Attribute

iy~ — 7 = ghLink [LDAP: fjcn=(21A53813-6971-45E8-8545-FDOCEIE29790} c...  Attribute

3] instanceType [ Writable ] Attribute

= name ISE QU Attribute

(=] objechCategory CN=0rganizational-Unit,CN=Schema, CN=Configuration,DC=,..  Attribute

(=] objectClass organizationalUnit Attribute

(=] objectClass top Attribute

[ =l ou ISE0U Attribute

8- (=] uShChanged 607428 Attribute

-f @ uShCreated 603085 Attribute

o =l whenChanged 6/21/2020 2:44:06 AM Attribute

B = whenCreated 6/20/2020 2:51:11 AM Attribute

@[ CN=System =] objectGUID {44F 45D 1D+ 1787-48DF -ABCE - FED2TFAFE94} Binary Attribute

Integrate ISE with LDAPS Server

1. Import the LDAP Server Root CA certificate in the Trusted Certificate.

"Uuib identity Services Engine  Home b CotwdVisbily  » Oporations  » Poliy » Work Conters

=Systemn b |dentity Management  » Matwork Resources  » Device Portal Management  puGrid Services v Foed Sanvice  » Thieat Cantric NAC

Deployment  Licensing  ~Certificales  » Logging  » Maimtenance  Upgrade  » Backup & Resiore  » Admin Access  » Setings
— e -

e A

[] Friendy Name + | Staws Trusted For Serial Numibes Issued To lssued By
.S Menagae: (oo oJil JIl 1L I [
Infrasructune
System Gertificates O ocica B Enabled Cisco Serdces 1829 1C ATOD 13,  tsllab-DC1-CA-1 lestab-DC1-CA-1
Trusted Cortificates s L

2. Validate the ISE admin certificate and ensure that the ISE admin certificate issuer certificate is also present in
the Trusted Certificate Store.

3. In order to integrate the LDAPS server, make use of the different LDAP attributes from the LDAPS directory.

Navigate to Administration > Identity Management > External Identity Sources > LDAP Identity Sources > Add.

sl jdantity Sarvices Engine Home  » ConbextVishiity  » Operations « adminisiration RS

* System = ldentity Management  » Network Rescurces  » Device Portal Management  puGrid Services  » Feed Servica  » Theeat Centric MAC

v identites  Groups  External identity Sowrces  Mentity Sowrce Sequences ¢ Seftings
—

External Identity Sources LDAP identity Sounces List > testisb_ldaps
o i = " _ - "
Dirgctory Organization Greaps Atributes Advanced Setings
» [ Certificain Autheritication Profila
w [ Active Directory
e * Marme testiab_ldaps
'-_ testiab
-+ o oae Description |
o tesllab_ldaps
= Schema H
£ onas > Customn
+ [ RADIUS Taken
) v ecD * Subject Objectciass | person | * Group Objectclass [ Group ]
£ SAML W Providars = 7
5 Social Login * Subject Name Afiibute | sAMAccountiame | - Groun Map Atirioute | memberor ]
* Group Nama Attribute |dn | Certificate Attribute |lﬁefCaﬂlﬁcate |

(=) Subject Objicts Contain Referencs To Groups
) Group Objects Contain Reference To Subjects

Subjects In Groups Are Stored In Member Altribute As Distinguished Name b

User Info Attributes
FirstName | gventiame | Department | department |
LastName [sn | Omanizational urit [ eompary |
JooTiwe [te | weawy 1
Email [ mad State or Province [t ]

|
Telephone | telephonehumber ] Country [0 ]
|

Street Address | streetAddress

Save Reset

4. Configure these attributes from the General Tab:

Subject Objectclass: This field corresponds to the Object class of user accounts. You can use one of the four
classes here:

* Top

* Person



* OrganizationalPerson
* InetOrgPerson

it Softerra LDAP Browser

+- 0 CN=Suitin =) objectClass user Attribute
-7 CN=Computers = objectClass organizationalPerson Attribute
+ - ] OU=Domain Controlléers =

+-[1ll CN=ForeignSecurityPrincipals = objectClass top Attribute
]

-

Ll CN=Infrastructure
Ll OU=ISE Group
|-l OU=ISEOU
- [l CN=ComputerGroup
- CN=| -19
{3 CN=user

Subject Name Attribute: This field is the name of the attribute containing the username from the request.
This attribute is retrieved from the LDAPS when the ISE inquires a specific user name in the LDAP database
(you can use cn, sAMAccountName, etc). In this scenario, user1 username on the endpoint is used.

Scope Pane w 3 N T— userl
Softerra LDAP Browser
= J testiah Name A Valype Type
%[ CnsBuiltin Em userl Attribute
5[ Ch=Computers =] displayhame: userl Attribute
315l OU=Domain Controlars (= distinguishedName Ch=user 1,0U=ISE OU,DC=testab,DC=com Attribute
#-_Jl CN=ForeignSecurityPrincipals (=] giveniName userl Attribute
#- [l CN=Infrastructure =lname usar] Attribute
¥l QU=ISE Group
= ouU=ISEQU ETPTECIpal e STEshaD.
#- L CN=ComputerGroup (=] userCertificate useri Binary Attribute
+ CH=DESKTOP-19
= CHN=user
¥ CN=UserGroup

Group Name Attribute: This is the attribute holding the name of a group. The Group name attribute values in
your LDAP directory must match LDAP group names on the User groups page

soprne x B =T =
fterra LDAP Browser =l en UserGroup Attribute
=1~ testiab [5] distinguishedhame CN=UserGroup,DU=ISE OU,DC=testiab, DC =com
+- [l CH=Builtin [ =] dSCorePropagatonbata 11601 Attribute
-] CM=Computers [E) groupType [ GlobalScope, Security ] Attribute
=1l OU=Domain Controlers (= instanceType [ Writable ] Attribute
[l CM=ForeignSecurityPrincipals (=) member Ch=user1,0U=ISE OU,DC =testiab,DC=com Attribute
- Ci=Infrastructure =) member Ch=user2,0U=ISE OU,DC =testiab,DC=com Attribute
#-LJ OU=ISE Group =1 name UserGroup Attribute
=13 OU=ISEOU =] bjectCategory CH=Group, CN=5chema, CHi=Configuration, DC =testiab, DC=com Atiribute
-1l CN=ComputerGroup =) cbjectClass group Attribute
-l CN=DESKTOP-19 ) 2
Gl Oheuser1 = objectClass top Attribute
= (=) sAMAccountiame UserGroup Attribute
: CNmUserGroup (=] sAMAccountType < samGroupObject > Attribute
Group Objectclass: This value is used in searches to specify the objects that are recognized as groups.
“_ [ Ch=ComputerGroup =] sbjectSid 5-1-5-21-296028490 3530060960 50-347/662626-1156 Binasy Attribute
# (] CN=DESKTOP-19 = ohjectGUID {3996 7F90-898E-4485-9CC5-B28C080EB 239} Binary Attribute
@[3 CN=user1 (=] objectClass top Attribute
-3 CN=user2 |2 objectclass group | Attribute
i [en =UserGroup [=] shjectCategory CN=Group, O =5Sdhema, CH=Configuration DC = testlab, DC =com Attribute

Group Map Attribute: This attribute defines how the users are mapped to the groups.
Scope Pane v X UserGroup

B SeRes W Beecs: Name Value “twe
i CM=Computers

i OU=Domain Controllers

_Jl CH=ForeignSecurityPrincipals
(3 cn=Infrastructure

([l OU=I5E Group

Ll oU=ISE QU

#- ]| CN=ComputerGroup
#-_J]l CN=DESKTOP-15

[Foreet ]
Certificate Attribute: Enter the attribute that contains the certificate definitions. These definitions can optionally

n-E-B-8-8-8-80

be used to validate certificates that are presented by clients when they are defined as part of a certificate

authentication profile. In such cases, a binary comparison is performed between the client certificate and the
certificate retrieved from the LDAP identity source.



= OU=ISE QU
#-_Jl ON=ComputerGroup

#-| ] ON=DESKTOP-19
i CN=user1

Attriute

5. In order to configure the LDAPS connection, navigate to the Connection tab:

LDAP Identity Source
General onn

LDAF Identity Sources Lis > testiab_ldaps

Directory Organization

Primary Servaer

* HostnameP | del testiab.com [

" Port | 636

[[] Specify server for each ISE node

Access

Admin DN

Password

Secure Authentication

) Anonymous Accass

(@) Authemiicated Access

* [ Cn=poongarg,CN=Users,DC=test

af
| pevaenee

[/] Enable Secure Authentication

(/] Enable Server Identity Check

Advanced Settings

Secondary Sennar

[[] Enable Secondary Server

Hostiname/IP

Peort | 389

Access = Anonymous ACCess
Authenticated Access

Adrmin DN

Password

Sacure Authentication Enable Secure Authentication
Enable Servar ldantity Check

Test Bind (o Server

Failowver Always Access Primary Sarvar First

= Failback To Primary Sarver Aflor 5

LDAP Server Roat CA [pC1-cA ] LDAP Server Floot CA  DST Root CA X3 Certificate A ™
Issuer CA of ISE Certificates  [pCi-ca ] Issuer CA of ISE Certificales  Select if required (optional)
* Server Timeout | 10 | i Seconds Server Timeoul 10 1 Secands
* Max. Admin Connections [20 i i Max. Admin Connections 20
[ Forca raconnect viry i Minutes Fofc reconnec] svedy i Mirnibis:

6. Run dsquery on Domain controller to get the username DN to be used to make a connection to LDAP server:

PS C:\Users\Administrator> dsquery user -name poongarg

“CN=poongarg,CN=Users,DC=testlab,DC=com”

Step 1. Set the correct IP address or Hostname of the LDAP server, define the LDAPS port (TCP 636), and
Admin DN to make a connection with the LDAP over SSL.

Step 2. Enable Secure Authentication and Server Identity Check option.

Step 3. From the drop-down menu, select the LDAP Server Root CA certificate and ISE admin certificate Isser

CA certificate (We have used certificate authority, installed on the same LDAP server to issue the ISE admin

certificate as well).

Step 4. Select the Test Bind to server. At this point, any subjects or groups are not retrieved because the

search bases are not yet configured.

7. Under Directory Organization tab, configure the Subject/Group Search Base. It is the join point for the ISE to

the LDAP. Now you are able to retrieve only subjects and groups that are children of the joining point. In this

scenario, both the subject and group are retrieved from the OU=ISE OU




LDAF |dentity Sources List > testlab_ldaps

LDAP Identity Source
General Connection Groups Attributes Advanced Settings

* Subject Search Base | OU=ISE OU,DC=testlab,DC=com | Naming Contexts... |i

* Group Search Base | OU=ISE OU,DC=testlab,DC=com | Naming Contexts... |i

Search for MAC Address in Format | xoc-anoe-a0e-xx-xx-x00 - |

O Strip start of subject name up to the last occurrence of the separator

O Strip end of subject name from the first occurrence of the separator

8. Under Groups, click Add to import the groups from the LDAP on the ISE and retrieve the groups, as shown in

this image.

LDAP |ldentity Sources List > testlab_ldaps

LDAP Identity Source
General Connection Directory Organization Attributes

Edit =Add v 3¢Delete Group

] Name a
[] CN=UserGroup,0U=ISE OU,DC=testlab,DC=com

Configure the Switch

Configure the switch for 802.1x authentication. Windows PC is connected to switchport Gig2/0/47
aaa new-model

radius server ISE

address ipv4 x.x.x.x auth-port 1812 acct-port 1813

key XXXXXx

aaa group server radius ISE_SERVERS

server name ISE

|

aaa server radius dynamic-author

client x.x.x.x server-key Xxxxxx

|

aaa authentication dot1x default group ISE_SERVERS local
aaa authorization network default group ISE_SERVERS
aaa accounting dot1x default start-stop group ISE_SERVERS
|

dot1x system-auth-control

ip device tracking

|

radius-server attribute 6 on-for-login-auth

radius-server attribute 8 include-in-access-req

!

!

interface GigabitEthernet2/0/47

switchport access vlan xx

switchport mode access

authentication port-control auto

dot1x pae authenticator

Configure the Endpoint



Windows Native Supplicant is used and one of the LDAP supported EAP protocol is utilized, EAP-TLS for user
authentication and authorization.

1. Ensure that PC is provisioned with user certificate (for user1) and have intended purpose as Client

Authentication and in the Trusted Root Certification Authorities, the issuer certificate chain is present on the
PC.

—

L] [
iFile Action View Favorites Window Help

o 2@ 4 BXE | HEE

7| Console Root lssued To lssued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Template
v G Certificates - Current (| gy . testlab-DC1-CA-1  6/20/2021 Client Authentication..| <None> User-Test
v [ | Personal
| Certificates
= iz 2
7| Trusted Root Cert Wil Certificate
| Enterprise Trust General | Debaic | Certification Path
7| Intermediate Cert

1 Active Directory L

| Trusted Publisher: fi Certificate Information

| Untrusted Certific

1 Third-Party Root | This certificate is intended for the following purpose(s):
7 Trusted Peaple * Proves your identity to a remote computer

| Client Authentica * Allows data on disk to be enaypted

7| Local NonRemov:
] Certificate Enrollry

~| Smnart Card Truste

Issued to: userl

Issued by: testiab-DC1-CA-1

Valid from 6/20/2020 to 6/20/2021

T Youhave a private key that comesponds to this certificate,
[ssuer Statement
< > || < | >
Personal store contains 1 certificate. I oK I

2. Enable Dot 1x authentication and Select Authentication method as Microsoft:Smart Card or other certificate for
EAP-TLS authentication.

¥ peiPassthrul Properties X

Metworking  Authentication  Sharing

Select thes option 1o provide authenticated netwardk access for
this Ethemet adapter,

‘@ Enable |EEE 802 1% authentication

Choase a network authentication method:

‘w:wm«mm | | Settings

[ Remember my credertials for this connection each
time I'm logged on
[ Fallback te unauthorized network access

Addtional Seitings...

Cance
3. Click on Additional Settings, and a window opens. Check the box with specify authentication mode and choose
user authentication, as shown in this image.




B pciPassthrud Properties Advanced settings x

Metworking Authentication Shg 802, 1X settings

[ Specify authentication mode
Select this option to provide au
this Ethemet adapter. User authentication ~ Sawve redentizls
[] Enable IEEE 802.1X auther Delete credentials for all users
Cho etwork authenticati
R I [CJEnable single sign on for this network

Microsoft: Smart Card or other| iy i
ul Perform immediately before user logon

Perform immediately after user logon

[-] Remember my credentials fi

time Im logged on i

4

Allow additional dialogs to be displayed during single
[] Fallback to unauthorized ne SorLon

This network uses separate virtual LANs for machine
and user authentication

Addtional Settings... |7

[oc ][ cance

Configure Policy Set on ISE
Since EAP-TLS protocol is used, before Policy Set is configured, Certificate Authentication Profile needs to be
configured and the Identity Source Sequence is used in the Authentication policy later.

"Hica’ Identity Services Engine Home ¢ Context Visidity  + Opermiions + Palicy + Werk Conlors

» System v identty Managemerd | » Nebwork Rescurces  » Dewice Porial Management  pwGrid Services  » Feed Service  » Threat Ceniric NAC

b Mdentities Grobps  External identlty Soufces  Idénlity Source Sequences ¢ Sellings
S

Extarnal Identity Sources Cenificale Authentication Profiles List » LDAPS_cert
Certificate Authentication Profile

+ [ Cerificabe Authenticalion Profie

- [ Actve Dirssten “Mame [LDAPS et |
<3 testiab r
. Loap Doscription | EAR-TLS certificate based authentication with LDAPS
[ coBe i)
(51 RADILS Token
(5] RSA SecuriD
f5] SAML 14 Providers lgentity Store | testiab_Idaps
5] Soclal Login
Use identity From (3} Certicate Attibute | Subject - Common Name =]

Any Subject or Altemative Name Attributes in the Certificate (for Active Directory Only)

Match Clien Conscale Agairs
Cartificate In Icentity Siore Mawer

Cinlly b0 resoive identity ambiguity

(@) Aways perform binany comparison

ED | feset
Refer to the Certificate Authentication Profile in the Identity Source Sequence and define the LDAPS external
identity source in the Authentication Search list:




Identity Services Engine Homea

+ Contaxt Visibility

» System = ldentity Management » Metwork Resources

Identity Source Sequence
+ Identity Source Sequence

*Name | LDAPS| |

Description

» Oparations
+ Device Portal Management  puGrid Services
v ldentities  Groups  Extemal Identity Sources  Identity Source Sequences b Sellings

v Policy

~ Administration

» Work Cantars

» Feed Service  » Threat Centric NAC

* Certificate Based Authentication

Select Certificate Authentication Profile [LDAPS. cert 7]

v Authentication Search List

Avallable

A set of identity sources that will be accessed in sequence until first authentication succeeds

Selacted
Internal Endpoints l testiab_|daps
Internal Users
Guest Users
testlab
All_AD Join_Points
rad
p->
<<

+ Advanced Search List Settings
If a selected identity store cannatl be accessed for authentication

'S
s
(®) Treat as if the user was not found and proceed to the next store in the sequence

s

Save Resat

Do not access other stores in the sequence and set the "AuthenticationStatus™ atiribute to "ProcessError”

Now configure policy set for Wired Dot1x authentication:

‘i Mdenthy Services Engine  poms  » Conlext Visblty  + Operations

Polcy Sets  Profilng  Pesture  Client Provisioning  » Policy Elements

» Administration * Work Canters

Palicy Sets -+ Wired Dot1x

Status  Policy Set Name Description Conditions

& wred Dotix B wired_soz1x

Liconso Warning &

Reset Policyset Hitcounts

Allowed Protocols | Server Sequence Hits

Drefault Network Access PR 453
~ Authentication Policy (2)
+  Staws  Rule Name Conditions. Use Hils  Actions
LDAPS ® v
@ oo C  Network Access-NetworkDevicaama EQUALS LAB-Switch 223 &
> Cptions
LDAPS e
@  Detaur ] &
» Options
¥ Authorization Palicy (2
Results
+
Status  Rule Name Conditions Profiles. Security Groups Hils  Actions
@ Users in LDAP Store & lestiab_idaps ¥ EQUALS CN=UiserG U=ISE OU,DC=tesllab,DC=com * PermitAcoess & -+ a7 o
@  Defaut =Denyhccess + -4 1" o

After this configuration, we can authenticate the Endpoint using EAP-TLS protocol against the LDAPS Identity

source.




4 pciPassthru0 Status X
General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: Mo network access
Media State: Enabled
Duration: 00:01:21
Speed: 1.0 Gbps
Details...
Activity
Sent L - Received
Bytes: 3,093 676
) Properties ¥ Disable Diagnose
Close

Verify

1. Check the authentication session on the switchport connected to PC:

Local

emplate: DEFAULT_LINK

Method

Authe Su

2. In order to verify the LDAPS and ISE configurations, you are able to retrieve the subjects and groups with a

test connection to the server:



3. Verify the user authentication report:

S Rotvesh @ ResotRepeat Counts 2 Export Tow ¥ Fitar~ -
Time: Status Details Identity Endpoint ID Authentication Po...  Authorization Policy Authorization Profi...  Network De...  Device Porl Authentication Pro.

x j Kenity Endpaint D Authentication Policy | Autharization Policy Authorization Profies | Metwork Devicr | Device Port Authersication Protoce
Jun 24, 2020 04:45:21.727 AM [ ] o user B4:96-91:26:DE-CO Wired Dot1x >> Dotix  Wired Dotlx >> Users in LDAP Store  PermitAccess GigabllEthemet2i4T  EAP-TLS
Jun 24, 2020 04:45:20,671 AM B o user! BASEI2EDECO Wired Dotix »> Dotlx  Wired Dot1x »> Usors in LDAP Slors  PermitAccess LAB-Swch GigabllEthemet2nie?  EAP-TLS

4. Check the detailed authentication report for the endpoint:

Overview
Event 5200 Authentication succeeded
Username user1
Endpoint Id B4:96:91:26:DE:C0 &
Endpoint Profile Unknown
Authentication Policy Wired Dot1x >> Dot1x
Authorization Policy Wired Dot1x >> Users in LDAP Store

Authorization Result

PermitAccess




5. Validate the data is encrypted between the ISE and LDAPS server by taking packet capture on the ISE towards

the LDAPS server:

Authentication Details

Source Timestamp

2020-06-24 04:40:52.124

Received Timestamp 2020-06-24 04:40:52.124
Policy Server ISE26-1

Event 5200 Authentication succeeded
Username useri

Endpoint Id B4:96:91:26:DE:CO

Calling Station Id

B4-96-91-26-DE-CO0

Endpoint Profile Unknown

IPv4 Address 10.106.38.165

Authentication Identity Store testlab_|daps

Identity Group Unknown

Audit Session Id 0ABAZ6390000130C98CEG0RE
Authentication Method dot1x

Authentication Protocol EAP-TLS

Service Type Framed

Network Device LAB-Switch

15041 Evaluating ldentity Policy

15048 Queried PIP - Network Access.NetworkDeviceName
22072 Selected identity source sequence - LDAPS

22070 Identity name is taken from certificate attribute
15013 Selected Identity Source - testlab_|daps

24031 |Sending request to primary LDAP server - testlab_ldaps

24016 Looking up user in LDAP Server - testlab_ldaps
24023 User's groups are retrieved - testlab_ldaps

24004 User search finished successfully - testlab_ldaps

22054 |Bin.=_|r3.r comparison of certificates succeeded

22037 Authentication Passed
12506 EAP-TLS authentication succeeded

15036 | Evaluating Authorization Policy |

24209 Looking up Endpoint in Internal Endpoints IDStore - user1
24211 Found Endpoint in Internal Endpoints IDStore

15048 |Crueried PIP - testiab_Idaps.External Groups |

11503 Prepared EAP-Success
11002 Returned RADIUS Access-Accept

15016 Selected Authorization Profile - PermitAccess
22081 Max sessions policy passed

22080 New accounting session created in Session cache




G&hi Info
ln—ln [SYN] Seq=f Win=29200 Len=d MSS=1460 SACK_PERM=1 TSval=140972872 Tsecr=@ WS=128
IS, AcK] Acke1 Wing157 Lenet WSS=IdG0 256 SACK PEVI-L TS =J0156561 Toecr-14a97aa2
140972873 Toecr=38158562

He- Time i Source Destinatien Protocal _ Lengih  Address
20 2020-06-24 10:40:24. 205431 10.197.164.22 74 vazec:

10197, 364,21 ) .22
18.197.164.22 16.157.164.21
19.197.164.22 18.157.164.21
18.197.164.21 18 22
: 1 16.197.164.22

6 2020-06-24 10: « 215 18.197.164.22
7 2029-96-24 18: 198.197.164.21
I8 2028-96-14 10: I 18. 197, 164.27
B 2000-06-24 10:40:24.230384 18.197.964.20
30 2020-96-14 10:40:24.2317: 18.197.164.22
31 2000-96-14 193

Seqsd
16007 - £36 [ACK] Sequl Ack=l Wirm29312 L
Client Hella
5en 0,

10:48
73 2020-96-14 19:
23 2008-06-24 10:

e]
Tia140372877 Toe =30158962

tion uuuln ket size liaited during cagty
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Troubleshoot

This section describes some common errors that are encountered with this configuration and how to troubleshoot
them.

« In the authentication report, you could see this error message:

Authentication method is not supported by any applicable identity store

This error message indicates that the method you picked is not supported by LDAP. Ensure that the Authentication
Protocol in the same report shows one of the supported methods (EAP-GTC, EAP-TLS, or PEAP-TLS).

« Test bind to server ended with an error.

Most commonly this is due to the LDAPS server certificate validation check failure. In order to troubleshoot such
types of issues, take a packet capture on ISE and enable all the three runtime and prrt-jni components at debug
level, recreate the issue, and check the prrt-server.log file.

Packet capture complains about a bad certificate and prrt-server shows:
04:10:20,197,ERROR,0x7f9¢c5b6f1700,LdapSsiConnectionContext::checkCryptoResult(id = 1289): error message
= SSL alert: code=0x22A=554 ; source=local ; type=fatal ; message="Server certificate identity verification failed:
host IP didnt match SAN IP.s3 cint.c:1290

Note: The hostname in the LDAP page must be configured with the subject name of the certificate (or
any of the Subject Alternate Name). So unless you have such in the subject or SAN, it does not work,
the certificate with the IP address in the SAN list is needed.

3. In the authentication report, you could notice that the subject was not found in the identity store. This means
that the user name from the report does not match the Subject Name Attribute for any user in the LDAP database.
In this scenario, the value was set to sAMAccountName for this attribute, which means that the ISE looks to the
sAMAccountName values for the LDAP user when it attempts to find a match.

4. The subjects and groups could not be retrieved correctly during a bind to server test. The most probable cause
of this issue is an incorrect configuration for the search bases. Remember that the LDAP hierarchy must be
specified from the leaf-to-root and dc (can consist of multiple words).

Related Information



« https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/119149-configureise-
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