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Catalyst SD-WAN Security Configuration

 Note
To achieve simplification and consistency, the Cisco SD-WAN solution has been rebranded as Cisco Catalyst SD-
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WAN. In addition, from Cisco IOS XE SD-WAN Release 17.12.1a and Cisco Catalyst SD-WAN Release 20.12.1,
the following component changes are applicable: Cisco vManage to Cisco Catalyst SD-WAN Manager, Cisco
vAnalytics to Cisco Catalyst SD-WAN Analytics, Cisco vBond to Cisco Catalyst SD-WAN Validator, and Cisco
vSmart to Cisco Catalyst SD-WAN Controller. See the latest Release Notes for a comprehensive list of all the
component brand name changes. While we transition to the new names, some inconsistencies might be present in
the documentation set because of a phased approach to the user interface updates of the software product.

Table 1: Feature History

Feature Name Release Information Description

GRE Over IPsec Tunnels Between
Cisco IOS XE Devices

Cisco IOS XE Catalyst SD-WAN Re
lease 17.7.1a
Cisco vManage Release 20.7.1

This feature allows you to set up G
RE over IPsec tunnels with IKEv2 R
SA-SIG authentication on
Cisco IOS XE Catalyst SD-WAN
devices in the controller mode to co
nnect to Cisco IOS XE devices in th
e autonomous mode. This set up e
nables Cisco IOS XE Catalyst SD-
WAN devices to use OSPFv3
as the dynamic routing protocol and
multicast traffic across the WAN net
work.
You can configure GRE over IPsec 
tunnels using the CLI device templa
tes in Cisco SD-WAN Manager for 
Cisco IOS XE Catalyst SD-WAN de
vices.

IPv6 GRE or IPsec Tunnels
Between Cisco IOS XE Catalyst
SD-WAN and Third-Party Devices

Cisco IOS XE Catalyst SD-WAN
Release 17.12.1a

This feature allows you to configure
an IPv6 GRE or IPSEC tunnel from 
a Cisco IOS XE Catalyst SD-WAN 
device to a third-party device over a
service VPN.

GRE Over IPsec Tunnels Between Cisco IOS XE Catalyst SD-WAN Devices

You can configure Generic Routing Encapsulation (GRE) over an Internet Protocol Security (IPsec) tunnels on
Cisco IOS XE devices. GRE supports multicast and dynamic routing protocol, IPsec with IKEv2 protocol offers the
enhanced security. GRE over IPsec tunnels are configured using the OSPFv3(dynamic routing protocol) and
multicast(in sparse-mode), using the IPsec to encrypt the packets across the tunnels, and using the IKEv2 along
with RSA-SIG authentication to perform authentication, establish and maintain security associations.

Prerequisites for GRE Over IPsec Tunnels Between Cisco IOS XE Devices
To configure GRE over IPsec tunnels, use Internet Key Exchange Version 2 (IKEv2) protocol, and RSA Signature
as the authentication method.

Restrictions for GRE Over IPsec Tunnels Between Cisco IOS XE Devices

IPv6 addresses for IPsec tunnel source are not supported.

You cannot configure GRE Over IPsec tunnels between Cisco IOS XE devices using Cisco SD-WAN Manager

GUI.

Benefits of GRE Over IPsec Tunnels Between Cisco IOS XE Devices



Enables migration. You can either migrate to a Cisco Catalyst SD-WAN network or modify a device to support

Cisco Catalyst SD-WAN.

Provides a full mesh connection between a branch and data center, irrespective of whether the network is a

Cisco Catalyst SD-WAN network or a non-SD-WAN network.

Supports OSPFv3 and multicast traffic from a Cisco Catalyst SD-WAN enabled branch to a non-SD-WAN data

center.

Use Case for GRE Over IPsec Tunnels Between Cisco IOS XE Devices
In this sample topology, there are Cisco IOS XE devices that are located in different data centers and branches.
Two Cisco IOS XE devices in the controller mode are located in the Cisco Catalyst SD-WAN network, one in a
data center and another in a branch. The other two Cisco IOS XE devices in the autonomous mode are located in
a non-SD-WAN network. A GRE over IPsec tunnel is configured to connect the Cisco IOS XE devices from the
branch on the Cisco Catalyst SD-WAN network to the data center located in the non-SD-WAN network.

 Note
Ensure that the tunnel source is configured with the global VPN for the WAN side and the tunnel VRF configured
with the service VPN for the Service side.

Configure GRE Over IPsec Tunnels Between Cisco IOS XE Devices
Configuring GRE over IPsec tunnels using Cisco SD-WAN Manager is a two-step process:

1. Install Certification Authentication.

Import the pkcs12 file on the Cisco IOS XE Catalyst SD-WAN device using the pki import command.

For information, see the Install Certification Authentication section in Configure GRE Over IPsec Tunnels

Between Cisco IOS XE Devices Using the CLI .

2. Prepare the GRE over IPsec tunnel configurations (GRE, IPsec, IKEv2, PKI, OSPFv3 and Multicast) via the

Cisco SD-WAN Manager CLI Template, and push it to the Cisco IOS XE Catalyst SD-WAN device.

For information about using a device template, see Device Configuration-Based CLI Templates for Cisco

IOS XE Catalyst SD-WAN devices.

See the Configure GRE Over IPsec Tunnel section in Configure GRE Over IPsec Tunnels Between Cisco

IOS XE Devices Using the CLI for a sample configuration for use in the CLI template.

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-gre-over-ipsec-tunnels.html#Cisco_Concept.dita_b4643e22-626d-4a6f-9850-d6ef714f3415
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-template.html#concept_jzn_tds_3mb
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-gre-over-ipsec-tunnels.html#Cisco_Concept.dita_b4643e22-626d-4a6f-9850-d6ef714f3415


 Note
Note: Add the crypto pki trustpoint configuration command explicitly in the Cisco SD-WAN Manager CLI template.

Configure GRE Over IPsec Tunnels Between Cisco IOS XE Catalyst SD-WAN Devices Using the CLI
This section provides example CLI configurations to configure GRE over IPsec tunnels for Cisco IOS XE
Catalyst SD-WAN devices in the controller mode.

Install Certification Authentication
Import the pkcs12 file on the Cisco IOS XE Catalyst SD-WAN device using the pki import command.
Device# crypto pki import trustpoint_name pkcs12 bootflash:certificate_name password cisco
Execute the crypto pki trustpoint command to reconfigure the Cisco IOS XE Catalyst SD-WAN device.
Device(config)# crypto pki trustpoint trustpoint_name
Device(ca-trustpoint)# enrollment pkcs12
Device(ca-trustpoint)# revocation-check none
Device(ca-trustpoint)# rsakeypair trustpoint_name

Configure GRE over IPsec Tunnel
The following is a sample configuration example for configuring GRE over IPsec tunnel.



 Note
The configurations for GRE over IPsec tunnels for Cisco IOS XE devices in the autonomous mode are the same



as in the controller mode shown above.
Furthermore, the steps to install certification authentication for Cisco IOS XE devices in the autonomous mode is
the same as in Cisco IOS XE Catalyst SD-WAN devices, and there is no requirement for you to reconfigure crypto
pki trustpoint explicitly on the Cisco IOS XE devices in the autonomous mode.

Monitor GRE Over IPsec Tunnels Between Cisco IOS XE Devices Using the CLI

Example 1
The following is sample output from the show crypto pki certificates command using the optional trustpoint-name
argument and verbose keyword. The output shows the certificate of a device and the certificate of the CA. In this
example, general-purpose RSA key pairs are previously generated, and a certificate is requested and received for
the key pair.



Example 2
The following is sample output from the show crypto ipsec sa command to display the settings used by IPsec
security associations.



Example 3
The following example shows the show crypto session detail command output that displays the status information
for active crypto sessions.



Example 4
The following is sample output from the show crypto key mypubkey rsa command that displays the RSA public
keys of your device.

IPv6 GRE or IPsec Tunnels Between Cisco IOS XE Catalyst SD-WAN Devices and Third-Party
Devices

Minimum supported release: Cisco IOS XE Catalyst SD-WAN Release 17.12.1a
This feature allows you to configure an IPv6 GRE or IPSEC tunnel from Cisco IOS XE Catalyst SD-WAN devices
to a third-party device over a service VPN. The following types are supported:

IPv6 GRE tunnel over IPv4 Underlay

IPv6 GRE tunnel over IPv6 Underlay



IPsec IPv6 tunnel over IPv4 Underlay

IPsec IPv6 tunnel over IPv6 Underlay

Restrictions for IPv6 GRE or IPsec Tunnels Between Cisco IOS XE Catalyst SD-WAN Devices and Third-
Party Devices

This feature is configurable only through the device CLI template. Feature templates are not supported.

Feature parcel is not supported.

Dual stack is not supported for IPsec SVTI tunnels but supported for GRE tunnels.

The interface name as loopback for tunnel source is not supported. When you use a loopback interface as a

tunnel source, you must provide either an IPv4 or IPv6 address as the tunnel source field. You can provide an

interface name as tunnel source field for the physical interface and sub-interface.

Supported Devices for IPv6 GRE or IPsec Tunnels Between Cisco IOS XE Catalyst SD-WAN Devices and
Third-Party Devices

Table 2: Supported Devices and Releases

Release Supported Devices

Cisco IOS XE Catalyst SD-WAN Release 17.12.1a an
d later

• Cisco Catalyst 8300 Series Edge Platforms
• Cisco Catalyst 8500 Series Edge Platforms
• Cisco Catalyst 8500L Edge Platforms
• Cisco Catalyst 8000V Edge Software
• Cisco ASR 1001-HX Router
• Cisco ASR 1002-HX Router
• Cisco ISR1100 Series Routers
• Cisco 4461 Integrated Services Router

Configure IPv6 GRE or IPsec Tunnels Between Cisco IOS XE Catalyst SD-WAN Devices and Third-Party
Devices Using a CLI Template

Configure a Common Source Interface
This section provides an example CLI configuration to configure a common source interface.

1. Enter the global configuration mode.

configure terminal

2. Enter interface configuration mode.

interface GigabitEthernet1

3. Enable the interface.

no shutdown

4. Set an IP address for the interface.

ip address 209.165.200.225 255.255.255.0

5. Configure an IPv6 address.

ipv6 address 2001:DB8:200::225/64

6. Exit the interface configuration mode.

exit



This section provides an example CLI configuration to configure a loopback interface.

1. Configure a loopback interface.

interface Loopback 0

2. Set an IP address for the interface.

ip address 209.165.201.1 255.255.255.0

3. Configure an IPv6 address.

ipv6 address 2001:DB8:201::1/64

4. Exit the interface configuration mode.

exit

Here’s the complete configuration example for configuring a common source interface.

Configure an IPv6 GRE Tunnel Over IPv4 Underlay
This section provides an example CLI configuration to configure an IPv6 GRE tunnel over IPv4 underlay.

1. Enter the global configuration mode.

configure terminal

2. Create an interface tunnel.

interface Tunnel64

3. Enable the interface.

no shutdown

4. Associate a VRF instance or a virtual network with an interface or subinterface in interface configuration mode.

vrf forwarding 1

5. Configure the IPv6 address and enable IPv6 processing on an interface in interface configuration mode.

ipv6 address 2001:DB8:64::1/64

6. Set the source address for the tunnel interface in interface configuration mode.

tunnel source 209.165.202.129

7. Set the destination address for the GRE tunnel interface in interface configuration mode.

tunnel destination 209.165.202.158

8. Specify the outgoing interface of the tunnel transport in interface configuration mode. If you use the mandatory

keyword and if the route is not available, the traffic drops.

tunnel route-via GigabitEthernet5 mandatory

Here’s the complete configuration example for configuring an IPv6 GRE tunnel over IPv4 underlay.



Configure an IPv6 GRE Tunnel Over IPv6 Underlay
This section provides an example CLI configuration to configure a IPv6 GRE tunnel over IPv6 underlay.

1. Enter the global configuration mode.

configure terminal

2. Enter the tunnel interface mode.

interface Tunnel66

3. Enable the interface.

no shutdown

4. Associate a VRF instance or a virtual network with an interface or subinterface in interface configuration mode.

vrf forwarding 1

5. Configure the IPv6 address and enable IPv6 processing on an interface in interface configuration mode.

ipv6 address 2001:DB8:166::1/64

6. Set the source address for the tunnel interface in interface configuration mode.

tunnel source 2001:DB8:15::15

7. Set the destination address for the GRE tunnel interface in interface configuration mode.

tunnel destination 2001:DB8:15::16

8. Set the encapsulation mode for the tunnel interface, in interface configuration mode.

tunnel mode gre ipv6

9. Specify the outgoing interface of the tunnel transport in interface configuration mode. If you use the mandatory

keyword and if the route is not available, the traffic drops.

tunnel route-via GigabitEthernet5 mandatory

Here’s the complete configuration example for configuring an IPv6 GRE tunnel over IPv6 underlay.

interface Tunnel66
no shutdown
vrf forwarding 1
ipv6 address 2001:DB8:66::1/64
tunnel source 2001:DB8:15::15
tunnel destination 2001:DB8:15::16
tunnel mode gre ipv6
tunnel route-via GigabitEthernet5 mandatory

Configure an IPsec IPv6 Tunnel Over IPv4 Underlay
This section provides an example CLI configuration to configure an IPsec IPv6 tunnel over IPv4 underlay.

1. Enter the global configuration mode.

configure terminal



2. Enter the tunnel interface mode.

interface Tunnel164

3. Enable the interface.

no shutdown

4. Associate a VRF instance or a virtual network with an interface or subinterface in interface configuration mode.

vrf forwarding 1

5. Configure the IPv6 address and enable IPv6 processing on an interface in interface configuration mode.

ipv6 address 2001:DB8:164::1/64

6. Set the source address for the tunnel interface in interface configuration mode.

tunnel source 209.165.202.129

7. Set the destination address for the IPsec tunnel interface in interface configuration mode.

tunnel destination 209.165.202.158

8. Set the encapsulation mode for the tunnel interface, in interface configuration mode.

tunnel mode ipsec ipv4 v6-overlay

9. Associate the tunnel interface with an IPsec profile.

tunnel protection ipsec profile if-ipsec1-ipsec-profile164

10. Specify the outgoing interface of the tunnel transport in interface configuration mode. If you use the mandatory

keyword and if the route is not available, the traffic drops.

tunnel route-via GigabitEthernet5 mandatory

Here’s the complete configuration example for configuring an IPsec IPv6 tunnel over IPv4 underlay.

Configure an IPsec IPv6 Tunnel Over IPv6 Underlay
This section provides an example CLI configuration to configure an IPsec IPv6 tunnel over IPv6 underlay.

1. Enter the global configuration mode.

configure terminal

2. Enter the tunnel interface mode.

interface Tunnel166

3. Enable the interface.

no shutdown

4. Associate a VRF instance or a virtual network with an interface or subinterface in interface configuration mode.

vrf forwarding 1

5. Configure the IPv6 address and enable IPv6 processing on an interface in interface configuration mode.

ipv6 address 2001:DB8:166::1/64



6. Set the source address for the tunnel interface in interface configuration mode.

tunnel source 2001:DB8:15::15

7. Set the destination address for the IPsec tunnel interface in interface configuration mode.

tunnel destination 2001:DB8:15::16

8. Set the encapsulation mode for the tunnel interface, in interface configuration mode.

tunnel mode ipsec ipv6

9. Associate the tunnel interface with an IPsec profile.

tunnel protection ipsec profile if-ipsec1-ipsec-profile166

10. Specify the outgoing interface of the tunnel transport in interface configuration mode. If you use the mandatory

keyword and if the route is not available, the traffic drops.

tunnel route-via GigabitEthernet5 mandatory

Here’s the complete configuration example for configuring an IPsec IPv6 tunnel over IPv6 underlay.

Verify IPv6 GRE or IPsec Tunnels Between Cisco IOS XE Catalyst SD-WAN Device Devices and Third-Party
Devices
The following is a sample output from the show run interface type/number command.

The following is a sample output from the show adjacency tunnel164 internal command.
show adjacency tunnel164 internal
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