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What is the BEMS Contact Service API?

The Contact Service API allows third-party BlackBerry Dynamics apps to query, retrieve, create, and update
contact information from a user’s contact folder and any folders and subfolders the user creates in the contacts
folder in their mailbox. For example, you can use the API to do the following:

« Create new contacts
« Create folders and subfolders under the contacts folder

« Retrieve the complete list of contacts from the contacts folder

Retrieve contacts from a specified folder or subfolder
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« Retrieve a single contact
« Retrieve the new and modified contacts since a specified date

« Update existing contact information

Request, create, and update format
You must specify the BEMS endpoint in the API. The endpoint specifies where the object address is located.

Endpoint: <BEMS FQDN>:8443/api/contact

The format for the HTTP Request to retrieve contact information from a mailbox in BEMS is:

POST <BEMS FQDN=>:8443/api/contact

<request-header>

<request-body>

The format for the HTTP Request to create a contact in a mailbox in BEMS is:

POST <BEMS FQDN>:8443/api/contact/create

<request-header>

<request-body>

The format for the HTTP Request to update a contact in a mailbox in BEMS is:

POST <BEMS FQDN>:8443/api/contact/update

<request-header>

<request-body>

The format for the HTTP Request to create additional folders and subfolders under the contacts folder in a
mailbox in BEMS is:

POST <BEMS FQDN>:8443/api/folder/create

<request-header>

<request-body>

The format for the HTTP Request to get all folders and subfolders under the contacts folder in a mailbox in BEMS
IS:

POST <BEMS FQDN=>:8443/api/folder/get

<request-header>

<request-body>

The following is a sample header:

Content-Type: application/json

X-Good-GD-AuthToken: <GDAuthToken>

Requesting contact list information

Third-party BlackBerry Dynamics apps can retrieve the contact information that was added within a period that you
specify, a specified contact, or the contact list from a user’s contact folder in their mailbox.

Retrieving contact list information properties

The following table describes the request body properties that you can include in the JSON formatted request
when you retrieve contact list information from a user’s folder in the mailbox.

Parameter Type Description

This parameter specifies the user’s email account that is used to req
Account String uest contact information (for example, jamie01@ex365.example.co
m).



mailto:jamie01@ex365.example.com

ByName

String

This parameter specifies to search the user’s local contacts based o
n a specific name.

The search results include all contacts with a set of specified charact
ers.

For example, “ByName”: “Jane” will return all users that have Jane a
s their first name, last name, or a part of their name.

When you use this parameter, you can also include the UserShape p
roperties “Basic” or “Detail” to retrieve additional information for the r
eturned contacts. See the UserShape parameter below for more info
rmation.

ByEmail

String

This parameter specifies to search the user’s local contact list with a
specific email address.

When you use this parameter, you can also include the UserShape p
arameter properties “Basic” or “Detail” to retrieve additional informati
on for the returned contacts. See the UserShape parameter below fo
r more information.

Folderld

String

This parameter retrieves contacts from the specified Folderld. This is
optional. If the Folderld is not specified, BEMS retrieves the contacts
from the user’s contact folder.

MaxNumber

Integer

This parameter specifies the maximum number of contacts or
objects to return in the search query. By default, BEMS can only retu
rn up to 512 items at a time. The client must make multiple calls to re
trieve more than

512 items by setting the “Offset” parameter. The “MoreAvailable”
value tells the client if more items are available. See the API respons
e table below for more information.

Offset

Integer

This parameter specifies the starting point of a batch response. By d
efault, the Offset is 0 (zero).

SinceTs

Integer (long)

This parameter specifies the new or modified contacts in the user’'s p
ersonal contact list since a specified time. SinceTs is specified in epo
ch time format. If you want to retrieve the new and modified contacts,
you must specify the SinceTs to begin searching for contacts.

If the SinceTs is not specified, BEMS retrieves all of the contacts fro
m the user’s contact folder.

When you use this parameter, you can also include the UserShape p
arameter properties “Basic” or “Detail” to retrieve additional informati
on for the returned contacts. See the UserShape parameter below fo
r more information.

UserShape

String array

This parameter specifies the list of attributes to return in the search r
esults (for example, Basic, MobilePhone, JobTitle, Photo).
UserShape supports a preset list of common properties list: Basic an
d Detail. The Basic and Detail property name lists can be configured
in BEMS.

* Basic: By default, this property returns the following list of propertie
s: LastName, DisplayName, EmailAddress, and PhoneNumbers.

* Detail: By default, this property returns the following list of propertie
s in addition to the Basic properties: PhyicalAddresses, CompanyNa
me, JobTitle, Department, and Photo.

For instructions on how administrators can view or configure the Use
rShape properties, see Appendix: Configure the UserShape properti
es.

API response




The following table describes the response properties that might appear in the JSON formatted API response
when you retrieve contacts from the user’s local contact list.

Property Type Description
This parameter indicates that more contacts are available than the res
ponse returned.
. If MoreAvailable is true, then the client continues to call the API changi
MoreAvailable Boolean . ., ) . .
ng the “Offset” value to the value received in the previous response. T
he client performs this call until the MoreAvailable value is false,
which indicates that there are no more contacts to be returned.
This parameter specifies the total number of contacts that match the f
TotalCount Integer
etch query.
NextPageOffset Integer or nul This parameter specifies the starting point of the second batch of cont
acts that are returned.
. This parameter specifies the number of contacts returned in the respo
Size Integer . -
nse, up to the MaxNumber size specified.
Offset Integer This parameter specifies the starting point of a batch response.
Collection List of MAP This parameter specifies a list of contacts returned in the request.

Request contacts

You can retrieve contacts from a user’s main contact folder and from subfolders that the user has created.

Deleted contacts are not returned. If the Folderld is not provided by the client in the request, contacts are retrieved
from the main folder.

In the following sample, BEMS retrieves all the contacts for the user, Jamie01, excluding any deleted contacts,
from the specific subfolder. The first response from BEMS includes up to 100 contacts, as specified by
MaxNumber. Each contact that is retrieved includes the default Basic properties that are specified in BEMS.

If more than 100 contacts are available (for example, this mailbox includes a TotalCount of 150 contacts) the
response includes a MoreAvailable is true, so the client application sends additional requests using the NextOffset
value to retrieve contacts in batches until MoreAvailable is false. In this example, the Basic properties returns the
following information for the contacts:

« Display name
« Email address
« Given name

« Surname

In the following example, the client provides a Folderld and BEMS retrieves the contacts from the specific folder.

POST https://localhost:8443/api/contact
HTTP/1l.1lContent-Type: application/json
X-Good-GD-AuthToken: <GDAuthToken>

{ "Account": "jamie(l@ex365.example.com",
"MaxNumber": 100
EEEEsa o '
"UserShape": ["Basic"],
"FolderId": "AQMkADkOYzU4MjdkLWUlYjktNGEQOOCC1liZDczKI0Kuc7BmRwA..."" (optional)

}

If the request is successful, BEMS returns the first 100 contacts that meet the query criteria. BEMS also returns a
TotalCount of contacts and NextPageOffset to retrieve the next batch of contacts.



{
"LookupTnfo™:
{
"MoreAvailable": true,
"TotalCount™: 150,
"NextPageOffset": 100,

"size": 100,
"Offset": 0
by
YContacts® o [
{
"DisplayName": "userl 02",
"EmailAddress": "userl 02Qexample.com",
"GivenName": "userl"™,
"Surname": "02",
"UniqueId" : "AAMKADg2Y2IxMzAWLWJImZmYtAAMkKkADg2Y..."
I
{
"DisplayName": "userZ2 03",
"EmailAddress": "user2 03Q@example.com",
"GivenName": "user2", -
S CITErTATRE e 0 S
"UniqueId" : "AAMKADg2Y2IxMzAWLWImZmYtNGJjJMiliN..."

b

}
The client sets the Offset to NextPageOffset from the previous query to receive the next batch.

POST https://localhost:8443/api/contact HTTP/1.1

Content-Type: application/json

X-Good-GD-AuthToken: <GDAuthToken>

{ "Account": "jamieOl@fex365.example.com",

"MaxNumber": 100,
"Ooffset": 100,
"UserShape": ["Basic"],
"FolderId": "AQMkADk(OYzU4MjdkILWUlYjktNGEQOC1iZDczKIO0Kuc7BmRwA. .."" (optional)

}
BEMS returns the next 50 contacts for a total of 150 contacts. No additional contacts are available.

{
"LookupInfo":
{
"MoreAvailable": false,
"TotalCount": 150,
"NextPageOffset": null,
nEaze™s 5,
"Offset"™: 100
by

R Eontanol ol
{
"DisplayName": "user55 05",
"EmailAddress": "user55@example.com",
"GivenName": "user55",
"Surname®:; 705",
"UniqueId" : "tNGJjMiliNAAMkADg2Y2IxMzAwLWJImZmY..."
b
{
"DisplayName": "user56 06",
"EmailAddress": "user56Qexample.com",
"GivenName": "user56",
"Surname": "06",
"UniqueId" : "AAMKADg2Y2IxMmZmYtNGJIJMiliNzAwLWJ..."

by

}

Request contacts using an email address and preset properties

You can retrieve contacts from a user’s contact folder, or folders and subfolders that the user created in the
mailbox using multiple properties (for example, retrieve a user based on their email address and include the preset
Detail properties for the contact). In this example, the response includes one contact and MoreAvailable is false. If
more than 512 contacts are identified, the response indicates that MoreAvailable is true, and the client sends
additional requests to retrieve contacts in batches until MoreAvailable is false. If the client provides a Folderld,
BEMS retrieves the contacts from the specific folder.



POST https://localhost:8443/api/contact HTTP/1.1
Content-Type: application/json
X-Good-GD-AuthToken: <GDAuthToken>

{
"Account": "jamie(Ql@ex365.example.com",
"ByEmail":"jane doefexample.com",
"MaxNumber": 512,
EOEEget M0,
"UserShape": ["Details"],
"FolderId": "AQMkADkOYzU4MjdkILWUlYjktNGEOOC1liZDczKIOKuc7BmRwA..."" (optional)

}

If the requ

est is successful, BEMS returns the following response, and the third-party BlackBerry Dynamics apps

display the following information for contacts with the email address jane_doe@example.com. If a property is not

available,

BEMS returns a null value and the information is not included in the response. In this example, the

following information is displayed for Jane Doe:

Display
GivenN

Name

ame

« Surname

« FullName

+« EmailAddress

{

"LookupInfo": {
"MoreAvailable": false,
"TotalCount™: 1,
"NextPageOffset": null,

roize": 1,
"Offset": O
}f
PContactsP: L1
"CompleteName": {
BTyl e T s e 1
"GivenName": "Jane",
"Surname": Doe,
"FullName": "Jane Doe",
"Nickname": null,
"YomiGivenName": null,

"YomiSurname": null

] r

"DisplayName": "Jane Doe",

"EmailAddress": "jane doe@example.com",
"GivenName": "Jane",

"UnigueId" : "AAMkKADg2Y2IxMzAwLWImZmYtNGJjMiliN..."

}f
1

Request contact list information using a specific property
You can request the user’s contact information for contacts that return specific properties (for example, only the

first name
user’s con
the contac

of the contacts). In the following sample code, BEMS requests the first name of all the contacts in the
tact folder. The response includes up to 50 contacts. If the client provides a Folderld, BEMS requests
ts from the specific folder.

POST https://localhost:8443/api/contact HTTP/1.1
Content-Type: application/json
X-Good-GD-AuthToken: <GDAuthToken>

{

If the requ

"Account": "jamieO0l@ex365.example.com”,

"MaxNumber": 50,

"Offset™: O,

"UserShape": ["FirstName"],

"FolderId": "AQMkADkOYzU4MjdkLWUlYjktNGEOOC1liZDczKIOKuc7BmRwA..."" (opticnal)

est is successful, BEMS returns the following response, and the third-party BlackBerry Dynamics apps

display the first name of the contacts.



"LookupInfo™: {
"MorelAvailable": false,
"ToEalCount™: 3;
"NextPageOffset": null,

B Sanmetl = G
"Offset": 0O
}y
PContactsts |
{ "GivenName": "Jane",
"UniqueId" : "g2Y2IxMzAwWLWImZmYtNGJjMiliNAAMKAD..."
}s
{ "GivenName": "Lori",
"UniqueId" : "AAMKADMzAWLWImZmYtNGJIJMiliNg2¥2Tx..."
by
{ "GivenName": "Tammy",
"UniqueId" : "jMiliNAAMKADg2Y2IxMzAwLWImZmYtNGJ..."

Creating and requesting folder and subfolder information

Third-party BlackBerry Dynamics apps can retrieve folder and subfolder information that the user created in their
contact folder. Subfolders can also be created in a specific folder.

Creating and updating folder parameters

The following table describes the request body properties that you can include in the JSON formatted request
when you create a folder or subfolder in the contact folder of a user’s mailbox.

Parameter Type Description

This parameter specifies the name of the folder or subfolder that the

FolderName String user created

This parameter creates the contact in the specified ParentFolderld. T
ParentFolderID String his is optional. If the ParentFolderld is not provided, BEMS creates th
e contact in the user’s contact folder.

Create a folder or subfolder

You can create folders and subfolders in the user’s contact folder. The ParentFolderld is optional. When it is not
provided and a folder is created, the folder appears in the user’s contact folder. In the following sample code, the
folder called “Support folder” is created as a subfolder in the specified ParentFolderld.

POST https://localhost:8443/api/folder/create HTTP/1.1
Content-Type: application/json
X-Good-GD-AuthToken: <GDAuthToken>

{
"FolderName": "Support folder",

"ParentFolderId": "AQMkADkK0YzU4MjdkLWU1YjktNGEOOC1iZDczLWJIjOTEYYJE2M. . . "
}

If the request is successful, BEMS returns a 201 HTTP response code that the contact folder is successfully
created.

If a folder with the same name exists in the parent folder, BEMS returns a 200 HTTP response code and the folder
is not saved.

{

"ErrorMessage": "Support folder" already exists in this directory"
}
Request all folders and subfolders under the contacts folder
You can retrieve all folders and subfolders that the user created in a user’s contact folder. In the following sample
code, BEMS retrieves all folders that the user created.



POST : https://localhost:8443/api/folder/get HTTP/1.1
Content-Type: application/json
X-Good-GD-AuthToken: <GDAuthToken>
{
"MaxNumber": 512,
"QOffset™:0

}
If the request is successful, BEMS returns the following response, and the third-party BlackBerry Dynamics apps
display the retrieved folder.
{
"LookupInfo": {
"MoreAvailable": false,

"NextPageOffset": null,
ETRotalGeunE” i3,

"Offset": 1
b
HEolderlidth:

{ "ChangeKey": "AwAAARYAAAAkm]JuXJkcZSLVmMVxZy9YrgAAFjhmIvy",
"Uniqueld": "AAMKADQyNDc4MjclLTMyOTMENDMzZClhYmV1LTVm...",
"FolderName": null,

"Mailbox"™: null,
"¥mlElementName": "FolderId",
"Valid": true,

"Namespace": "Types"

b

"FolderName": "Support folder",

"ParentFolderTd":

{

"ChangeKey": "AQAAAA==",

"UniqueId": "AAMkKADQyNDc4MjclLTMyOTMtNDMzZClhYmV1LTVm...", //Folder
“Support folder” is created under this folderId.

"FolderName": null,

"Mailbox": null,

"¥mlElementName": "FolderId",

"Valid": true,

"Namespace": "Types"

Adding contact information

Third-party BlackBerry Dynamics apps can create and update the contact information in a user’s contact
folder, or folders and subfolders that the user created in their mailbox.

Properties used when creating a contact

The following list shows the supported body properties that you can include in the JSON formatted request when
you create a contact in a user’s folder in the mailbox. Any value which is null or empty in the request body is not
saved in the contact.

If the user is updating an existing contact, all values for the request, whether they are changed or not, are
submitted to BEMS. The following values can be specified when creating a contact:

« Contact
* First Name
* Middle Name
* Last Name
* Mobile Phone
* Home Phone
* Home Phone2
* Home Fax
* Other Fax
* EmailAddress1
* EmailAddress2
* EmailAddress3



* Business Phone
* Business Phone2
+ Car Phone
« CompanyMainPhone
* ISDN
» CallBack
+ Radio Phone
* Primary Phone
* Assistant Phone
* Telex
» TtyTddPhone
« Home address
* Street
« City
« State
 Country
* Postal code
o Work
» Company
« JobTitle
* Department
« Office
» Manager
* Assistant
« Business address
* Street
« City
» State
 Country

* Postal code

Create a contact using a specific property

You can create a contact using specific properties. In the following sample code, BEMS creates the contact in the
user’s contact folder. If a ParentFolderld is included, the contact is created in the specified folder.

In this example, the user creates a contact using the following information for the contact:

« First name

o Last name

« Middle name

« Mobile phone

« Home phone

« Business phone
« Email address

« Company name



POST https://localhost:8443/api/contact/create HTTP/1.1
Content-Type: application/json
X-Good-GD-AuthToken: <GDAuthToken>

{

"FirstName": "NewContact",
"LastName": "Last",
"MiddleName": "Middle",
"MiddleName": "Middle",
"MobilePhone": "519-555-1234",
"HomePhone": "518-555-4567",
"BusinessPhone"™: "519-555-7890",
"EmailAddressl": "NewContact.Last@blackberry.com",
"EmailAddress2": "NewContact.LastZ2@blackberry.com",
"EmailAddress3i™: "",
"ParentFolderId": "AQMkADkOYzU4MjdkLWUlY]jktNGEOOCliZDczILWJ]jTVXVDG....",
(optional)
"Work": {
"JobTitle™: ",
"Department": "",
"Company": "BlackBerry",
l!Office": "ll’
IlManager": " "’
"Assistant": ""

}
}

If the contact is created successfully, BEMS returns a uniqueld and the third-party BlackBerry Dynamics apps
display the provided contact information. If a property is not specified, BEMS returns a null value and the
information is not saved in the contact.

{
"UniqueId" : "Dg2Y¥2IxAAMKAMzAWLWIMZmMYtNGJIJMiliN..."

}

Update a contact’s list information

You can update information for a contact using specific properties. In the following sample code, BEMS updates
the contact information for NewContact Last in the user’s contact folder. The client sends the UniquelD for the
contact to update. When a contact is updated, the client sends all of the values for the contact to BEMS, whether
the values were modified or not. If the client provides a ParentFolderID, BEMS updates the contact in the specified
folder.

In this example, the contact is updated with their work information. The new and existing information is sent to
BEMS for updating.

« Job title

« Department

« Middle name

« Mobile phone

« Home phone

« Business phone
« Email address

« Company name



POST https://localhost:B8443/api/contact/update HTTP/1.1

Content-Type: application/json
X-Good-GD-AuthToken: <GDAuthToken>
{

"UniqueId": "AAMkKADY2ZjRkYZ2E2LWYOZDQtNGU3NilhMjk3LTAwWM....",

"FirstName": "NewContact",
"LastName": "Last",
"MiddleName": "Middle",
"MobilePhone": "519-555-1234",
"HomePhone": "519-555-4567",

"BusinessPhone": "519-555-7890",

"EmailAddressl": "NewContact.Last@blackberry.com",
"EmailAddress2": "NewContact.Last2@blackberry.com",

Lo he] ehe
T TobTitles

"Manager",

"Department": "Development",

"Company": "BlackBerry",

"Office": "Home"

},

"FolderId": "AQMkKADkOYzU4MJidkLWUlYJktNGEQOC1iZDczKIOKuc7BmRwA..."" (optiocnal)

}

If the request is successful, BEMS returns a 200 HTTP response code that the contact is successfully updated.

Appendix: Configure the UserShape properties

CAUTION: Don'’t modify the UserShape properties unless the changes are required. Modified settings are not

retained when you upgrade the BEMS software.

The following values can be specified for the UserShape properties. Other values are ignored.

+ Alias

» UserCertificate

» EmailAddress

» UsersmimeCertificate

* DisplayName

» PrUserx509Certificate

» GivenName * HomePhone
* FirstName * HomePhone2
» Surname » MobilePhone
* LastName * Pager

» CompleteName

» BusinessPhone

» CompanyName

« BusinessFax

« Company

« OtherTelephone

» Department

* PhoneNumbers

+ JobTitle * PhysicalAddresses
* Title * Manager
* Photo * DirectReports

1. Open a browser and go to the Apache Karaf Web Console Configuration website located at

https://<fqdn_of_the_bems_host>:8443/system/console/configMgr and log in as administrator with the

appropriate Microsoft Active Directory credentials.

2. On the menu, click OSGi > Configuration.

3. Search for and click Directory Lookup Common Configuration.




4. In the basicPropertyNames field, the basic property values are listed.

Click the + button and the property name to add a common property to the list or click the — button to remove a
common property from the list.

5. In the detailedPropertyNames field, the detailed property value names of common property names is listed.
Click the + button and the property to add a common property to the list or click the — button to remove a
common property from the list.

6. Click Save.
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