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Sophos XGS 87w Next-Gen Firewall User Manual

Model: XGS 87w

1. INTRODUCTION

The Sophos XGS 87w is a next-generation firewall designed to provide robust network security for small to medium
businesses. This device integrates advanced threat protection, Wi-Fi capabilities, and comprehensive network
management features to safeguard your network infrastructure. This manual provides essential information for
setting up, operating, and maintaining your Sophos XGS 87w firewall.

2. PAackAaGE CONTENTS

Verify that all items are present in your Sophos XGS 87w package:

o Sophos XGS 87w Firewall Appliance

Power Adapter (US Power Cord)
Ethernet Cable
Quick Start Guide (if applicable)

Warranty and Safety Information

3. HARDWARE OVERVIEW

3.1 Front Panel
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The front panel of the Sophos XGS 87w features status indicators and connectivity ports. From left to right, you will
find the XGS 87w model label, a COM port, a USB port, the Sophos logo, and a series of LED indicators for activity,
link status, speed, and overall device status. These LEDs provide quick visual feedback on the device's operational
state and network activity.

3.2 Rear Panel

¢ = umm -

The rear panel includes power input, additional ports, and antennas. From left to right: DC IN 1 (12V power input), a
COM port, a USB port, an F1 port, and multiple LAN/WAN ports (1/LAN, 2/WAN, 3, 4). Two external antennas are
present for wireless connectivity. A reset button is also located on the far right.

4. SETUP INSTRUCTIONS

4.1 Physical Connection

1. Connect Antennas: Attach the two external antennas to the connectors on the rear panel.



2. Connect to Network: Connect your internet service provider's modem or router to the2/WAN port using an
Ethernet cable.

3. Connect to Local Network: Connect your local network devices (computers, switches) to the1/LAN, 3, or4
ports using Ethernet cables.

4. Connect Power: Plug the power adapter into theDC IN 1 (12V) port on the rear panel, then plug the adapter
into a power outlet.

5. Power On: The device will automatically power on. Observe the front panel LEDs for boot-up status.

4.2 Initial Configuration

After physical setup, access the device's web-based management interface for initial configuration. Refer to the
Quick Start Guide included with your product for the default IP address and login credentials. It is recommended to
change default credentials immediately after the first login.

5. OPERATING THE FIREWALL

The Sophos XGS 87w operates as a next-generation firewall, providing comprehensive security features. Key
operational aspects include:

Network Protection: Utilizes advanced threat protection, intrusion prevention, and web filtering.

Wireless Connectivity: Provides Wi-Fi access (802.11ac, 802.11ax) for wireless devices.

Traffic Management: Manages network traffic flow and prioritizes critical applications.

Reporting: Generates reports on network activity and security events.

5.1 Protection Modules and Licensing

The Sophos XGS 87w supports various protection modules that can be customized based on your security needs.
These modules enhance the firewall's capabilities in areas such as network protection, web protection, email
protection, and advanced threat response. Licensing options determine the available features and duration of
protection.



Sophos Firewall

All Licensing Options
We recommend the Xstream Protection bundle for the ultimate in security, but
if you prefer to customize your protection, all subscriptions are also available for

individual purchase.

Xstream Protection Bundle:

Base License

Networking, Wireless, Xstream Architecture, Unlimited Remote Access VPN, Site-to-Site VPN, reporting

Network Protection

Xstream TLS and DPI engine, IPS, ATP, Security Heartbeat, SD-RED VPN, reporting

Web Protection

Xstream TLS and DPI engine, Web Security and Control, Application Control, reporting

Zero-Day Protection

Machine Learning and Sandboxing File Analysis, reporting

Central Orchestration®

SO-WAN VPN Orchestration, Central Firewall Advanced Reporting (30-days), MTR/XDR ready

Enhanced Support

24/7 support, feature updates, advanced replacement hardware warranty for term

* Expected soon

Custom Protection: If you only require basic protection Support: Enhanced supportis included in all protection
or want to customize your protection, you can choose bundles, but you can enhance your support experience
the Standard Protection Bundle or purchase any of the further by upgrading.

protection modules separately.

Standard Protection Bundle:

Networking, wireless, Xstream

Additional Support Options:

Enhanced Plus Upgrade your support with VIP support, HW
Support Upgrade warranty for add-ons, TAM option [extra cost)

Base License Architecture, unlimited Remote Access

VPN, Site-to-Site VPN, reporting

Cloud, Virtual and Software Appliance Licensing Options:

Xstream TLS and DPI engine, IPS, ATR,

Network Protection | 5. ity Heartoeat, SD-RED VPN, reporting If you're deploying Sophos Firewall in the cloud, in a virtual
R Xstream TLS and DPl engine, Web Security environment, or as software on your own hardware, the
and Control, Application Control, reporting licensing guide below can help you find the right option.

Enhanced Support

24 /7 support, feature updates, advanced

replacement hardware warranty for term Equivalent AWS Equivalent Software/
instance Azure VM Virtual License®

Additional Protection Modules: XGS 87
Email Protection On-box antispam, AV, DLP, encryption XGS 107 t3.medium Standard_ ocy
XGS 116 Fes ve
o Sene] Web Application Firewal
Jotection XGS 126 cGlarge
) XGS 136 uce
Sophos Central Management and Reporting: All Sophos HESoioo| mb.large Standard_
) . . Fds_w2 BCAa
Firewalls include cloud management and reporting at no XGS 2300 py—
extra charge. ¥GS 3100
———— 1 mbxlarge
Sophos Central Management and Reporting (included at no chargel: XGS 3300 Standard_ 8C16
Sophos Central Group firewall management, backup XGS 4300 52y F8s_va
Management management, firmware update scheduling XG5 4500 Coexiarge
Prepackaged and custom report tools %GS 5500 16024
'S:i?_ g:n]\roa?l ?zintor?tlin with seven days cloud storage for no —_— cSdxlarge Séigza rc;_ _—
P 9 | extra charge (see ather options) XGS 6500 sV Unlimited

**+ Based upon CPU cores and RAM

Additional Protection: Extend your protection further with

these additional products and services,

For a complete list of features included in each protection
subscription see the Sophos Firewall Feature List.

Additional Protection Services, Products and Modules:

Managed Threat 24/7 threat hunting, detection and response
Response delivered by an expert team (more infg)

Sophos Intercept X | Sophos Central managed next-gen endpoint
Endpoint with XDR | protection with EDR [more info)

Sophos Central managed Zero Trust

ZTNA MNetwork Access [more info)
Central Email Sophos Central managed antispam,
Advanced AV, DLP, encryption [more info)

This image displays the various licensing options available for Sophos XGS series devices, detailing the features
included in different protection bundles like Base License, Network Protection, Web Protection, Zero Day Protection,
and Enhanced Support. It also lists additional protection modules such as Email Protection and Web Server

Protection.



Protection Modules

You can choose from a number of modules to customize the protection offered by
vour firewall to your individual needs and deployment scenario.

Base Firewall

Thiz Sophes Firewa® Sase license includes the Xstrearn
Agehiteciure, nstanning, wiekess, S0-WAN, VPR, and
meparting

¥stream Architecture

Enabies high garformance TLS 1.3 inspaction, doep-packat
inspection and network flow FastPath te accelerate trusted
Saad, S0-WAN, 5nd cioud appdoation tralle, Note that
Netwiork and VWb Protection ane requirsd te get the full
wanefits of the ¥stieam Architectune.

Netwaorking and SD-WAN

InCludas nEtwrking, routing, and S0-WAN capabilities with
Fone-based statalul firgwall, KAT VLAN Sugporl muliahe
WAN Tk Options with SDAMAN rowting, fail-gwer, and fail-
Lk

Socure Wiraless

Budt-in wirpdess controlar for Sophos APK wirekss access
points Pleg-and-play accoss point discovry makes setup
aasy. Suppert for multiple 55105, hotspots. guest netwaorks.
and tha diverse encryption and security standards

VEH

©rovides standandzs-basad site-to-site and remate SCCESS
VPR [fres up o e capacity of tha firswall] with suppart
for IPsec and 551 Sophos Connect ramate access VRN
clion? for Windows and Macs offers Searmiies and easy
depbayrrenl and ConiQuation eplions, Sophas unigus SB-
RED Fayer 2 Si%2-00-220 tunnels OIfers a light-wiight reust
VPN altenative

Reporting

Exitirruiivi gD riportineg provichis waluatie ssights inte
threats, users, apphcations, web actidty, and much maore
Hote that specfic reporting functionality may be depandent
an other grotection modules to gat the full benafits [lor
axamgle, Wab Protection or web and app reparts)

Tt B5d Frieais 1 R il vy S008I

Web Protection
Unrnatched vigibility and contrel ever a8 your user's web
and appkzation activity

Powerful user and group web policy

Provvicdess entisnpeie- bl Seou Web Goteway policy
controls 10 easily manage sophistcated usar snd group
wieb controds. Apply policies based upen uploadad web
erpwords Ingicating Inappropriate use or behaviar.

Application Control and Qos

Enabies usar-awara visibility and contral over thousands
of applcations with granalar policy and traffic-zhaping
(005) eptions based on application category, fisk, and
ather charactenstics Synchronized Appication Comnol
automaticaly ientifies all tha unknawh, evashe, and
CUELOM ARAlCATIGNS 0 Your natwork.

Advanced Web Threat Protection

Backed by SOphosLabs, our Sdvanded Gnging paovices
the wilimats protection from Woday's pelymarphic and
ablscated wah threats. Innovative lachaiques Fa
JavaScript emulation, behaviaral analysis, and origin
repatation helg keop your network sale,

High-performance traffic scanning

Optimized for top perfermance, our Xstream S8L Inspection
provitas ultra-dow latency inspection and HTTPS scanning
while rna‘ntaining performance.

Wl Proliectin i i e I Laa Biaiis e Ll Prosbibolion B isdl b oy
R 1 MM B TS

Central Orchestration®
Zophes Central clovd-managed VPN archestration, firgws!
reporting. and MTRZ0R integration.

Sophos Central VPN Orehestration

Makas VBN orehestration easy. Wizard-based tunne
configuration helps create full mesh networks, hub-and-
spoke models, or complex tunnel setups between rmutisle
firewal’s a guick point-and-click exercise. Searmlessly
integrates multipte WAMN link and SO-WAN Tunctionality
and routing optimizations 1o improve resilience and
RErfarmance S Also NIe0Tates with user sUthenticalion
and Synchr onized Security Heanbeal 1o contiol 3ociss

Cantral Firewall Reporting Advanced [30-day]
Chaud-Gased reparting with sevaral pri-packaged common
reparts for threats, compliance, and user sctiity Inthudes
advanced options for croating custom reports and views
with the option to save, schedule or cagort your custom
reparts. Includes 30 days of leg data retention with the
aophicn to add additicnal storage for additional histedica®
reparting needs.

MTE/XDR Ready

Soaphes MTR provides cational 2477 threat hunting,
detection and response delivered by an expert team as

a fuly-ranaged service. Saphes XDR offers extended
deteetion and respanse mansged Ly your gwn e
Regardless of whether you manage it youssf, or Sgphos
FaaAnagis it for you, your Sopbas Firewall is ready to share
1ha nacassary theeat intelligencs and data to tha cloud

Network Protection

ALl the protection you need Lo stop sophisticated attacks
and advanced thaats whili providing Secura natwirk
A0CEs 1o those you Trest

Hoxt-Gen intrusion Provention System

Provides advanced pratection from af types of medern
attacks. It goes boyored traditional server and network
TES0UrCes to protact uzars and epos on this network as well.

Sacurity Henrtbeot

Creates alink betwean your Sophos Centeal protected
endpoints and your firewall 1o jdentify threats faster,
simplify investigation, and minimize impact from attacks.
Edgily inConporate HeanDean status inte fugwall policies 1o
aUlamalically isolale CHmBronised Sysiens

Advanced Threat Protection

Inestant identfication and mmedEate respansa 1 tody's
miedt seghisticated attacks. Multi-layeced protection
identifios throats instantly and Security Haarbeal provides
an emergency response.

Advanced VPN technalogles

Adds unique and simpa VPN technalogies, inclusing our
clantiess HTHLS seif-service portal that makes remate
aCoess incredibly simpde or utihze owr exclusive kght-weight
sacure S0-RED [Remote Elnernat Devica) VPN technology.

HEtaoe Proseten n RCLated in T Krtear and Sne 8 Proliction bussie e8
a0 gvadiabie for segarsts puthate

Zero-Day Protection

Al-driven static and dynamic file analysis techniques
carnding 1o brirng unprecedentod theeat intelligenos te your
fimwrall and S0 effectively identify and block ransormwane
and cther Kngwn and vnkongwn threats

Powered by SophosLabs

Powenad by the industry-leading SophosLabs, the Zero-Oay
Protection subscripticn includes o fully cloud-basad threat
intelligenca and threat analysis platform. This provides deap
tearning-basad file anatyshs, detailed analysis reporting. and
a threat meter o show the risk summary far 3 file.

We wse lavers of anaytics o identify known and patantal
Uheats, Peguce UNKADWng, and dirva verdicts snd
intedl Rnce Peparts for this Mest commonly used file types.

Slatic File Analysis

By harrdssing the povwer af maltiple rmachine learming
radels, global repulation, deeg Mg Seanning. and mane, you
can quickly identily theeats without the need to aecute the
Tl In raval i

Oynarnic File Analysis

Exacute a file in a secure choud-based sandbox te obsere:
its behavior and Intent. Scroenshots provide added insight
into any key evants during the analysis,

Threat Intolligense Analysis Reparting
Rich intedligance reports provida you with much more than
just a 'gooc! bad, of ‘wnkinown verdict Full insight into the
nature and capabilities of  theeat ase delivered through the
vee of data science and SophesLabg reseanch,

Feors Dy Probic1ion mincistnd i i5e Xabnam Proteslion bundi Sod i s swiba
N S M TR

Email Protection

Consobdate your email pretection with anti-spam, DL
and encryption, We racommend Sophos Central Emad
Advanced for the best cloud-based emall protection
solution. If wou requing on-box email protection, this module
offers essential anti-spam, DLP and encryption.

Integrated Hessage Transfor Agont

Ensures always-en business continuity for your emai,
alowing the firewall [o automatically guave mal in the
event servers bacome unavailable

Live Anti-Spam
Providis prefection Tram tha latest spam campalgns,
phishing attacks. and malicious attachmaents,

Solf-serve Quarantine
Givas emgloyees direct control aver thair Sparm quaranting,
saving wou time and effort

SPK Ermall Encrypticn
Ureque to Sophos, SE% makes it easy to sand encrypted
email to ervyana, even thess witheut sy Kind of trust
Infrastructure, using cur patent-pending passward-based
encryption technclogy:

Data Loss Prevention

Palicy-based DLP con sutormatically trigger cncryplion of
block/motify baged on the presence of sensitive datain
il laving the ceganization

Errud Protaction i watatiy for ksl purchase oy

Web Server Protection



Harden your wed sarvers and busngs 5 DPRTS tians against
hacking attempts whils providing secure socess.

Business Application Policy Tem plates
o ooy be stes et you

ciy Bed easily

Protection from the Labest hacks a acks

Revorse proxy

This image provides a detailed overview of the protection modules offered by Sophos, including Base Firewall,
Network Protection, Web Protection, Email Protection, and Advanced Threat Protection. Each module's function,
such as blocking unknown threats, exposing hidden risks, and automatically responding to incidents, is described.

6. MAINTENANCE

To ensure optimal performance and security of your Sophos XGS 87w firewall, regular maintenance is
recommended:

« Firmware Updates: Regularly check for and apply the latest firmware updates from the Sophos support portal
to ensure you have the most current security features and bug fixes.

« Configuration Backups: Periodically back up your firewall configuration to prevent data loss in case of an
unforeseen issue.

« Security Policy Review: Review your security policies and rules regularly to ensure they align with your
current network requirements and threat landscape.

« Physical Inspection: Ensure the device is in a well-ventilated area and free from dust accumulation.

7. TROUBLESHOOTING

If you encounter issues with your Sophos XGS 87w, consider the following troubleshooting steps:

+ No Power: Verify the power adapter is securely connected to both the device and a working power outlet.
Check the power LED on the front panel.

+ No Network Connectivity: Check Ethernet cable connections to the WAN and LAN ports. Ensure your
modem/router is functioning correctly. Verify link/activity LEDs on the front panel.

o Wi-Fi Issues: Ensure the wireless antennas are properly attached. Check Wi-Fi settings in the management
interface.

« Device Unresponsive: If the device is unresponsive, try performing a soft reboot through the management
interface. If inaccessible, use the reset button on the rear panel (refer to the Quick Start Guide for specific
reset procedures, as this may revert to factory defaults).

« Consult Documentation: For more detailed troubleshooting, refer to the comprehensive documentation
available on the Sophos support website.

8. SPECIFICATIONS

The following table outlines the technical specifications for the Sophos XGS 87w firewall.



Sophos Firewall

Sophos XGS Series Desktop: SMB and Branch Office
XGS 87 and XGS 87w

Technical Specifications
Note: The XGS 87 and 87w do not support some advanced features like on-box reparting, dual AV scanning, WAF AV
scanning and the email message transfer agent (MTA) functionality. If you need these capabilities, the XGS 107(w] is

recommended.
Status LEDs Firewall throughput 3,700 Mbps
1x [w-model has -
UsSB20 additional WiFi LED) Firewall IMIX 2,500 Mbps
) Firewall Latency (64 byte UDP) 6 us
L | == IPS throughput 1,015 Mbps
- - o
l ke Threat Protection throughput 240 Mbps
1xCOM
MicT'OUSB Concurrent connections 1,600,000
New connections/sec 35,700
Sacxiian IPsec VPN throughput -
2 xext lantanr ¥
‘[;Egg;wa;ni;“ Xstrearn SSL/TLS Inspection 375 Mbps
Xstream SSL/TLS 8182
Concurrent connections

Note: For performance testing methodology see page 12

Wireless Specification [XGS 87w only)

Mo. of antennas 2 external
MIMO capabilities 2w

1xCOM Wireless interface 802.11a/b/g/n/ac (24 GHz / 5 GHz)
[RJYS) 1xGLE SFP
| L. ! “i] Physical interfaces
@ .= mm Storage 16 GB eMMC
I ! l Ethernet interfaces [fixed) 4 x GbE copper
Powersupply 1xUSB3.0 i % GhE copper port 1 % SEP fiber'
Management ports 1xCOMRJYS

1 % Micro-USB (cable incl.)

Physical specifications

Mounting Rackmount kit available Other /0 ports 1x USE 2.0 (front]

(to be ordered separately) 1 x USB 3.0 [rear)
Dimensions 230 x44%x 2055 mm Number of expansion slots 0
Wikt xcHelghtxDepth Optional add-on connectivity SFP DSL maodule [(VDSLZ)
Weight 1.36 kg/'3 Ibs [unpacked) SFP transceivers

275 kg/8.08 Ibs [packed)
(w-maodel minimally more)

Power supply

External auto-ranging AC-DC
100-240VAC, L7A@50-680 Hz
12v0C, 5A, s0W

Power consumption

23.2W /7916 BTU/hr (87] (idle)
271W /9213 BTU/hr (87w] (idle)
434 W /148.09 BTU/hr (87] (max.)

4.8 W /159.68 BTU/hr (87w] (max.)

Operating temperature

0°C to 40°C [operating)
-20°C to +70°C (storage)

Humidity

10% to 90%, non-condensing

Product Certifications
Certifications

CB, CE, UL, FCC, ISED, VCCI, CCC,
KC, BSMI, NOM, Anatel (87 only]

This image provides detailed technical specifications for the Sophos XGS 87w, including firewall throughput, IPS

* SFP transceivers sold separately

throughput, concurrent connections, wireless specifications (number of antennas, MIMO capabilities, wireless
interface), physical interfaces (ports, SFP), physical specifications (dimensions, weight), power consumption,



operating temperature, humidity, and certifications.

Sophos XGS 87w Key Specifications

Feature

Model

Firewall Throughput

IPS Throughput

Threat Protection Throughput
Concurrent Connections
New Connections/sec

IPsec VPN Throughput
Xstream SSL/TLS Inspection
Wireless Interface

Number of Ports

Dimensions (HxWxD)
Weight

Power Supply

Operating Temperature

Humidity

Specification

XGS 87w

3,700 Mbps

1,015 Mbps

490 Mbps

1,600,000

35,700

375 Mbps

375 Mbps

802.11a/b/g/n/ac (2.4 GHz / 5 GHz)

7 (1x COM RJ45, 1x Micro-USB, 4x 2.5 GE, 1x SFP)
230 x 44 x 205.5 mm

1.36 kg / 3 Ibs (unpacked)

External auto-ranging AC-DC 100-240V, 50-60Hz
0°C to 40°C (32°F to 104°F)

10% to 90%, non-condensing

For a complete list of specifications and performance test methodology, refer to the official Sophos documentation.



Sophos XGS Series Appliances

All XGS Series firewall appliances are built upon a dual-processor architecture,
combining a high-performance, multi-core CPU with a dedicated Xstream Flow
Processor for targeted acceleration at the hardware level. This gives you all the
flexibility and adaptability of an x86 based firewall plus a significant performance
boost over legacy firewall designs.

Product Matrix

FFaOcrtrQr FQ;:?,SOES w-model” Swappable Components ’EI[I?JV[\)/;” IP[S;;;S/SF]’N PfTOTgiiitDn §§Ef$I2
(Mbps) (Mbps)
XGS 87(w) Desktop 5/-(5) Wi-Fi 5 n/a 3,700 2 240 375
XGS 107(w) Desktop 9/-(9) Wi-Fi 5 Second power supply 7,000 - 330 420
XGS 116(w) Desktop 9/1(9) Wi-Fi 5 Second power supply, 3G/4G, Wi-Fi™ 7700 - 585 B850
XGS 126(w) Desktop 14/1 (14) Wi-Fi 5 Second power supply, 3G/4G, Wi-Fi™ 10,500 = 3900 800
XGS 136(w] Desktop 14/1 (14) Wi-Fi 5 Second power supply, 3G/4G, Wi-Fi™ 11,500 2 1,000 950
XGS 2100 1uU 10/1(18) n/a Optional external power 30,000 - 1,250 1,100
XGS 2300 1U 10/1(18) n/a Optional external power 35,000 = 1,400 1,450
XGS 3100 1uU 12/1(20) n/a Optional external power 38,000 - 2,000 2470
XGS 3300 1uU 12/1(20) n/a Optional external power 40,000 - 2770 3,130
XGS 4300 1u 12/2 (28] n/a Optional external power 75,000 s 4,800 8,000
XGS 4500 1uU 12/2(28) n/a Optional internal power 80,000 - 8,390 10,600
XGS 5500 2U 16/3 (48) n/a Power, SSD, Fan 100,000 = 12,380 13,500
XGS 6500 2U 20/4 (68) n/a Power, SSD, Fan 115,000 - 17,050 16,000

*802.11ac Wave 2
** Second Wi-Fi module option for XGS 116w, 126w and 136w only

Performance Test Methodology

General: Maximum throughput measured under ideal test conditions using industry standard Keysight-Ixia
BreakingPoint test tools. Actual performance may vary depending on network conditions and activated services.

» Firewall: Measured using HT TP traffic and 512 KB response size.

» Firewall IMIX: UDP throughput based on a combination of 66 byte, 570 byte and 1518 byte packet sizes.

» IPS: Measured with IPS with HTTP traffic using default IPS ruleset and 512 KB object size.

» IPsec VPN: HTTP throughput using multiple tunnels and 512 KB HTTP response size.

» TLS inspection: Performance measured with IPS with HTTPS sessions and different cipher suites

» Threat Protection: Measured with Firewall, IPS, Application Control, and
malware prevention enabled using HTTP 200 KB response size.

(-

This image presents a product matrix for the Sophos XGS Series Appliances, comparing various models based on
form factor, ports/slots, Wi-Fi model, swappable components, and throughput metrics like Firewall, IPsec VPN,
Threat Protection, and Xstream SSL/TLS. The XGS 87w is included in this comparison.

9. WARRANTY AND SUPPORT

The Sophos XGS 87w typically includes a 1-year standard protection plan. For detailed warranty information,
including terms and conditions, please refer to the warranty documentation provided with your product or visit the
official Sophos website.

For technical support, product registration, and access to the latest software and documentation, please visit the
Sophos Support Portal.

© 2026 Sophos. All rights reserved.
This manual is for informational purposes only. Sophos reserves the right to make changes to products or specifications at any
time without notice.
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