Manuals+
Q & A | Deep Search | Upload

manuals.plus /
> Sophos /
> Sophos XGS 136 Next-Gen Firewall User Manual

Sophos XGS 136

Sophos XGS 136 Next-Gen Firewall User Manual

Model: XGS 136

1. INTRODUCTION

This manual provides essential information for the installation, operation, and maintenance of your Sophos XGS 136 Next-
Gen Firewall. The Sophos XGS 136 is designed to deliver advanced network security with high performance, utilizing a
dual-processor architecture and a dedicated Xstream Flow Processor for accelerated threat processing.

Xstream
Protection

Sophos Firewall and the XGS Series appliances with dedicated Xstream
Flow Processors provide the ultimate in SaaS, SD-WAN, and cloud application
acceleration, high-performance TLS inspection, and powerful threat protection for the
most demanding networks.

Image 1.1: Sophos XGS Series with Xstream Protection overview. This image illustrates the core components and the protective capabilities of
the Sophos XGS firewall.

2. ProbucTt OVERVIEW

The Sophos XGS 136 is a desktop-form factor next-generation firewall suitable for small to medium businesses and branch
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offices. It integrates multiple security functions into a single appliance, providing comprehensive protection against various
cyber threats. The device features multiple network ports for flexible deployment and connectivity.
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Image 2.1: Sophos XGS Series Appliances. This image displays a stack of various Sophos XGS series firewall models, highlighting their
compact design.

2.1 Front Panel

The front panel of the Sophos XGS 136 features status indicators and a USB port for management or external storage.



Sophos Firewall

Sophos XGS Series Desktop: SMB and Branch Office
XGS 126, XGS 126w, XGS 136, XGS 136w

Technical Specifications
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Performance

Firewall throughput 10,500 Mbps 11,500 Mbps
Firewall IMIX 4,000 Mbps 4,700 Mbps
Firewall Latency (64 byte UDP) 8us 8 us
IPS throughput 2,600 Mbps 3,300 Mbps
Threat Protection throughput Q00 Mbps 1,000 Mbps
Concurrent connections 5,000,000 8,400,000
New connections/sec 59,900 74,500
IPsec VPN throughput - -
Xstream SSL/TLS Inspection 800 Mbps 950 Mbps
Xstream SSL/TLS 12,288 18432
Concurrent connections

Mote: For performance testing method

ology see page 12

Wireless Specification [XGS 126w and XGS 136w only)

No. of antennas

3 external

MIMO capabilities

3x33

Wireless interface

Wi-Fi 5/802 11a/b/g/n/ac
(24 GHz / & GHz)

Optional 2™ Wi-Fi Module

Wi-Fi 5/802 11a/b/g/n/ac

&

I
22,5 GbE PoE port (136(w])
2 % GBE PoE port [1260w])

e @ - %!!yg HH :
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Puaer
supply

10x GbE ropper port

Cennecter for optional 2
redundant power supply

Physical specifications

Mounting Rackmount kit available
(to be ordered separately)

Dimensions 320x 44 x 213 mm

Width x Height x Depth

Weight 24 kg/5.29 Ibs [unpacked]

44 ka,/9.70 1bs [packed)
[w-model minimally higher)

Environment

Power supply External auto-ranging AC-DC
100-240VAC, 2.5A@50-60Hz
12VDC, 1254, 150w

Optional second redundant power supply

126/138: 30 W/102 BTU/hr (idle)
126w,/136w: 32 W/108 BTU/hr (idle)
126: 59 W,/202 BTU/hr [max.)
128w/136: 62 W/212 BTU/hr [max.]
136w: 65 W/222 BTU/hr (max.]

Power consumption

PoE addition enabled 7e8W/260 BTU/hr [max.)
Operating temperature 0°C to 40°C (operating)
-20°C to +70°C [storage]

Humidity 10% to 90%, non-condensing

Product Certifications

CB, CE, UL, FCC, ISED, VCCI, CCC,
KC', BSMI, NOM, Anatel’

Certifications

* Certification may not be available from launch

Physical interfaces

Storage Integrated 84 GB SSD
(local quarantine/logs)
Ethernet interfaces (fixed) 12 % GbE copper 10 x GbE copper
2 x SFPfiber 2 % 2.5 GbE copper
2 % SFP fiber
Power-over-Ethernet (fixed) 2 x GbE 2x25GbE
[30W max. per port) | [30W max. per port)
Management ports 1x COMRJHS
1 x Micro-USB (cable incl.)
Other I/0 ports 1x USB 2.0 (front]
1 x USB 3.0 (rear)
Number of expansion slots 1
Optional add-on connectivity SFP DSL module (VDSL2)

3G/4G module
Second Wi-Fi radio
[(¥GS 12Bw/136w only]

SFP transceivers

* SFP transceivers sold separately
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Image 2.2: Front view of the Sophos XGS 136 firewall. This image shows the status LEDs, USB 2.0 port, and the Sophos branding on the front
panel.

2.2 Rear Panel



The rear panel provides all necessary connectivity options, including power inputs, network interfaces, and a console port
for initial configuration.

Sophos XGS Series Appliances

All XGS Series firewall appliances are built upon a dual-processor architecture,
combining a high-performance, multi-core CPU with a dedicated Xstream Flow
Processor for targeted acceleration at the hardware level. This gives you all the
flexibility and adaptability of an x86 based firewall plus a significant performance
boost over legacy firewall designs.

Product Matrix

oncrg)"r I[jl\:;fésolr?;? w-model’ Swappable Components EI‘\[IT)\%’:]H IPS\’E];QJSF;N Prgrt];iiﬁjn ggtLr/eTa[nS
(Mbps) (Mbps]
XGS 87(w) Desktop 5/- (5] Wi-Fi 5 n/a 3,700 = 240 375
XGS 107(w) Desktop 9/-(9) Wi-FI 5 Second pawer supply 7,000 - 330 420
XGS 116(w) Desktop 9/1(9) Wi-Fi 5 Second power supply, 36/4G, Wi-Fi™ 7700 - 685 B850
XGS 126(w) Desklop 14/1 (14) Wi-Fi 5 Second power supply, 3G/4G, Wi-FH™ 10,500 - 900 800
XGS 136(w) Desktop 14/1 (14) Wi-FI 5 Second power supply, 3G/4G, Wi-Fi™ 11,500 - 1,000 3950
XGS 2100 1uU 10/1(18) n/a Optional external power 30,000 - 1,250 1,100
XGS 2300 1u 10/1(18) n/a Optional external power 35,000 - 1,400 1450
XGS 3100 1u 12/1 (20) n/a Optional external power 38,000 - 2,000 2470
XGS 3300 1u 12/1 (20) n/a Optional external power 40,000 - 2,770 3,130
XGS 4300 1y 12/2 (28) n/a Optional external power 75,000 - 4,800 8,000
XGS 4500 1u 12/2 (28) n/a Optional internal power 80,000 - 8,390 10,600
XGS 5500 2U 16/3 (48) n/a Power, SSD, Fan 100,000 = 12,390 13,500
XGS 6500 2u 20/4 (68) n/a Power, SSD, Fan 115,000 * 17,050 16,000

*802.11ac Wave 2
** Second Wi-Fi module option for XGS 116w, 126w and 136w only

Performance Test Methodology
General: Maximum throughput measured under ideal test conditions using industry standard Keysight-Ixia
BreakingPoint test tools. Actual performance may vary depending on network conditions and activated services.
Firewall: Measured using HTTP traffic and 512 KB response size.
Firewall IMIX: UDP throughput based on a combination of 66 byte, 570 byte and 1518 byte packet sizes.
IPS: Measured with IPS with HTTP traffic using default IPS ruleset and 512 KB object size.
IPsec VPN: HT TP throughput using multiple tunnels and 512 KB HT TP response size.
TLS inspection: Performance measured with IPS with HTTPS sessions and different cipher suites.

Threat Protection: Measured with Firewall, IPS, Application Control, and
malware prevention enabled using HTTP 200 KB response size.

Image 2.3: Rear view of the Sophos XGS 136 firewall. This image displays the dual DC power inputs, console port, USB 3.0 ports, 10 GE
copper ports, and SFP ports.

3. SETUP AND INSTALLATION

Follow these general steps for initial setup of your Sophos XGS 136 firewall:

1. Unpack the Device: Carefully remove the firewall from its packaging. Ensure all components, including the US power
cord, are present.

2. Physical Placement: Place the device on a stable, flat surface in a well-ventilated area. Ensure adequate space around
the unit for airflow.

3. Connect Power: Connect the provided US power cord to the device's power input and then to a suitable power outlet.
The device supports dual DC power inputs for redundancy.



4. Network Connections: Connect your network cables to the appropriate LAN and WAN ports on the rear panel. Refer to
the rear panel diagram for port identification.

5. Initial Configuration: Connect a computer to the console port using a serial cable (if required) or use a network port for
web-based management. Follow the Sophos documentation for initial configuration steps, including setting up network

interfaces and basic security policies.

4. OPERATING PRINCIPLES AND PROTECTION FEATURES

The Sophos XGS 136 leverages Sophos Firewall's Xstream Protection architecture to provide comprehensive security. This
includes advanced threat protection, deep packet inspection, and intelligent traffic management.

SOPHOS XGS

Next-Gen Firewall

Powerful Xstream Protection and Performance

Image 4.1: Xstream Protection - A Single Bundle For Ultimate Protection. This image outlines the key features of the Xstream Protection
bundle, including Base Firewall, Network Protection, Web Protection, and Zero-Day Protection.

4.1 Protection Modules
The XGS 136 offers a variety of protection modules that can be customized to meet specific security requirements:

« Base Firewall: Includes networking, wireless, SD-WAN, application awareness, traffic shaping, and VPN capabilities.

« Network Protection: Provides intrusion prevention, advanced threat protection, synchronized security heartbeat, and

clientless VPN.
« Web Protection: Offers web control, application control, synchronized app control, and extensive reporting.

« Zero-Day Protection: Utilizes deep packet inspection, machine learning, cloud sandboxing, and advanced threat
intelligence to block unknown threats.
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Image 4.2: Blocks Unknown Threats. This image highlights the firewall's capability to block new and emerging threats.



Image 4.3: Exposes Hidden Risks. This image emphasizes the firewall's ability to identify and mitigate hidden network vulnerabilities.
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Image 4.4: Automatically Responds to Incidents. This image illustrates the firewall's automated response capabilities to security incidents.

5. LicensING OPTIONS

Sophos offers various licensing bundles to customize the protection level for your firewall. These bundles provide different

levels of security features and support.

Image 5.1: All Licensing Options for Sophos XGS Series. This image details the various protection bundles available, including Xstream
Protection, Standard Protection, and additional modules.

For detailed information on each protection bundle and its included features, refer to the Sophos Firewall Feature List

documentation.

6. SPECIFICATIONS

The following tables provide detailed technical specifications and performance metrics for the Sophos XGS 136 firewall.



Sophos Firewall

All Licensing Options
We recommend the Xstream Protection bundle for the ultimate in security, but
if you prefer to customize your protection, all subscriptions are also available for

individual purchase.

Xstream Protection Bundle:

Base License

Networking, Wireless, Xstream Architecture, Unlimited Remote Access VPN, Site-to-Site VPN, reporting

Netwaork Protection

Xstream TLS and DPI engine, IPS, ATP, Security Heartbeat, SD-RED VPN, reporting

Web Protection

Xstream TLS and DPI engine, Web Security and Control, Application Control, reporting

Zero-Day Protection

Machine Learning and Sandboxing File Analysis, reporting

Central Orchestration®

SD-WAN VPN Orchestration, Central Firewall Advanced Reporting (30-days), MTR/XDR ready

Enhanced Support

24/7 support, feature updates, advanced replacement hardware warranty for term

* Expected soon

Custom Protection: If you only require basic protection Support: Enhanced supportis included in all protection
or want to customize your protection, you can choose bundles, but you can enhance your support experience
the Standard Protection Bundle or purchase any of the further by upgrading.

protection modules separately.

Metworking, wireless, Xstream

Additional Support Options:

Standard Protection Bundle: Enhanced Plus Upgrade your support with VIP support, HW

Support Upgrade warranty for add-ons, TAM option (extra cost)

Base License Architecture, unlimited Remote Access

VPN, Site-to-Site VPN, reporting

Cloud, Virtual and Software Appliance Licensing Options:

Xstream TLS and DPlengine, IPS, ATR,

Network Protection | oo\t Heartbeat, SD-RED VPN, reporting If you're deploying Sophos Firewall in the cloud, in a virtual
e Xstrear TLS and DPl engine, Web Security environment, or as software on your own hardware, the
and Control, Application Contral, reparting licensing guide below can help you find the right option.

Enhanced Support

24/7 support, feature updates, advanced

replacement hardware warranty for term Equivalent AWS Equivalent Software/
instance Azure VM Virtual License®

Additional Protection Modules: XGS 87

Email Protection On-box antispam, AV, DLP, encryption XGS 107 t3.medium Standard_ ey
Web Server o ; XGS 116 F2s_v2
s Web Application Firewall
Protection XGS 126 cSlarge
) XGS136 4ce

Sophos Central Management and Reporting: All Sophos e mS.large Standard_

. . . Fds_ve BC8
Firewalls include cloud management and reporting at no XGS 2300 Sxlarge
extra charge. XGS 3100

——— mb&uxlarge
Sophos Central Management and Reporting (included at no chargel: XGS 3300 Standard_ 8c18

Sophos Central Group firewall management, backup XGS 4300 oy F8s_ve
Management rmanagement, firmware update scheduling —XGS 1500 cb.2xlarge
Prepackaged and custom report tools XGS 5500 [ 16024
Eﬁ'g\t’]\roa?l %int;?t[in with seven days cloud storage for no —_— c54dxlarge S;igﬁa rc;_ _—
P 9 | extra charge [see other options) XGS 6500 S_V Unlimited

** Based upon CPU cores and RAM

Additional Protection: Extend your protection further with

these additional products and services.

For a complete list of features included in each protection
subscription see the Sophos Firewall Feature List.

Additional Protection Services, Products and Modules:

Managed Threat 24/7 threat hunting, detection and response
Response delivered by an expert team (more infg)

Sophos Intercept X | Sophos Central managed next-gen endpoint
Endpoint with XDR | protection with EDR [rmore infa)

Sophos Central managed Zero Trust

ZTNA Netwark Access [more infa)
Central Email Sophos Central managed antispam,
Advanced AV, DLP. encryption [more infa)

Image 6.1: Sophos XGS Series Desktop Technical Specifications. This image presents a table with performance data, physical interfaces,

dimensions, weight, power consumption, and certifications for XGS 126, XGS 126w, XGS 136, and XGS 136w models.

6.1 Product Matrix



Protection Modules

The product matrix below outlines the key differences and capabilities across various Sophos XGS Series Appliances.

You can choose from a number of modules to customize the protection offered by
your firewall to your individual needs and deployment scenario.

Base Firewall

Thiz Sophcs Firmeal B license indludes the Xstream
Agchilecture, nebaorking wioakess, SO-WAN VPN, and
mparting

¥stream Architecture

Enables high gerformance TLS 1.3 inspoction, decp-packet
Inspection. and netwark flew FastPath 1o acoelerate brushed
Zgal, SD-WAN, and cloud applcalion bralfc. Note that
Network and Web Protection are required to get the full
menefits of the Xstream Architecture.

Metwarking and SD-WAN

includas networking, routing, and S0-WAN capabilities with
zane-based statelul firewall, KAT, VLAN suspeoet, multiale
WAN Tink opticns with SD-WAN routing, Tail-cver, and fail-
Back

Securo Wiraloss

Buidt-in wireless controdar far Sophes APY wireless access
points. Plug-and-play accoss point discovery makes Satup
a5y, Support for muitiple S510s, hotspots, guest networks,
and tha diverse encryplion and security standards

VPN

Provides standards-basad site-te-site and remate access
WPHN [frea up o tha capacity of the firewall] with supsort
for IPsec and 551 Sophos Conmect ramcte acoess VPN
clien for Windows and Macs offers searnless and easy
deplayrneat and coaliguration options, Sephos urique S0-
RED Faver 2 gite-to-21e fuanels offers a light-weight robust
VPN altemative

Reporting

Exctirrrsiv oDt riporting provicies waluable nsights into
threats, users, applcations, web activity, 2nd much more
Hote that specific reporting functionality may be dependent
on other protection modules to gat the full benafits [for
axample, Wab Protection or web and app reports]

Trow Brss Frowss i mClded wih fvirr )O08 arce

Web Protection
Uniriatehid vigibility 4nd Sontiel Guer 3T your uSHrs wob
and appkzatian ativity

Powerful user and group web policy

Premicd e dn b s M Secund Wel Gatéway palicy
conkrols to easily manage sephistcatled usar and graup
web controds. Apply policies based upen uplaged web
Renewords. Ingicating inappropriate wse ar behawar,

Application Contrel and QoS5

Enables user-awars visibility and contral over thousands
af applcations with granalar policy and traffic-shaping
{Q0S] eptions based on application category, risk, and
ather characteristios. Synchronized Appication Control
autematicaly identifies all the unknown, evashe, and
custonm aplications on your petwark.

Advanced Web Threat Protection

Bached by Sophoslabs, our advanted enging provides
tha ultimate pratestion from today's podpmarphic and
abluscated web theeats Innovative tachniques o
JavaSeript emulation, behavioral analysis, and arigin
repatation hede keap powr network safe.

High-parfarmance traffic scanning

Optimized for top perfermance. our Xstream SSL Inspection
prowides ultra-dew latency inspection and HTTPS scanning
wihile rna ntalring peef camance.

W Prosecy
i b

B iz he Katimam g SLntasd Prolection b and b ko
sttt

Central Orchestration®
Saophes Central cloud-managed VPN orchestration, firews!d
reparting, and MTRADR integration.

Sophos Central VPN Orchestration

Hakas VBN orehestration easy. Wizard-based tunnel
COnfiguration nalps create full mesh networks, hub-and-
=poka ModelE, oF Comples tunnel Setups betwean multiple
firewal's a guiek point-and-click exercise. Seamlessly
integrates multipta WAMN link and S0-WAN Tunctionality
and routing optimizations o imgrove resibence and
parfarmance and also ntegrates with user authentication
and Synchronized Security Heanbeat 1 contiol geoess

Cantral Firswall Reporting Advanced [30-day]
Clzud-based reporting with sevaral pra-packaged commaon
reparts for threats, compianca, and user scthvity, Intludes
advanced options for creating sustom rapsrts and views
with the option to save, schedule or gxport your custom
reports. Inciudes 30 days of log data retenticn with the
Qptioen b add addiongd storage for sdditional reatonca’
FEROTLnG Reess.

MTR/XDR Ready

Saphes MTR provides optional 24,7 threat hunting.
datection a0 response Jelivirad by an expedt 1aam 58
A fuly-rnanaged Service. Saphos XDR affers extinded
delection and responss maneged by your ewn Leam
Recandlings of whisther vau manao it vowsell or Seahos

Network Protection

A1 Ehe protection you need Lo stop sophisticated allacks
ars agvancid thneats whilie providing Sesune nalwirk
ALCEES 15 those you Trust

Heoxt-Gon Intruslen Prevention System

Provides advanced pratection from all types of medern
attacks. It goes boyond traditional server and notwork
resourcas to protect usars end epps on the network as well.

Security Heartbeat

Creates aink between vour Sophos Central protected
endpoints and your firewall to identity threats faster,
simplity imestigation, and minimize impact from attacks.
Easily ineorporate Hearboept Status intd firewall policies (o
atamatically isolate compromised Srstems

Adwvanced Threat Protection

Inegtant identilication and memedEale response 1o today's
miost sophisticated attacks, Multi-layered protection
Identifios threats instantly and Security Haarbeat provides
an emergency response.

Advanced VPN technologhes

#dds unique and simpie VPN technalogles, including our
clantlass HTHLS sell-senvice portal that makes remate
access incredibly simphe or utilize our exclusive Bght-weight
sacure S0-AED [Femote Ethermat Davica) VPN technology:

Wl ProBcien i RCkeded In T tean end S § Prolifion butdie s
sy valiabin 1o BHT4R A8 AT

Zero-Day Protection

Al-daen SLITIS S Synarmic ik analySts teohngues
SO T BARG UNPIeCLAenas U EaR INtelligenc Lo yaur
Treeenll ard So effectively identily Sod block randormwane
and cAner kndwn and ki thigats

Pawered by Scphesbabs

Powerad by the industry-leading SophosLabs, the Jero-Oay
Protection subscripticn includes a fully cloud-basad threat
intelliganca and threat analysis platfonm. This provides deap
tearnng-basad file analysts, deteiled analysis reporting. and
a threat meter to shiow the risk stmmany Tor 8 file.

Wewse layers of analyties to sdentily known and patential
thieals, reduce unknowns, and dedve verdicts and
intelligence reponts for the mest commanly used file types.

Statie File Anabysis

By hareessing the pawer of maltiple machine leaming
madets, global reputation, deep file scanning, and mare, you
zan quickly identily threats without the need to mecute the
filas i real tirmse

Dynamnie File Anatysis

Exzcute a file in 2 secure cioud-based sanabox to observe
its behawior and intent. Scroenshats provide added insight
into any key events during the anakysis,

Threat Intelligencs Analysis Reporting

Rich inteligence feports provice yiou with much mone than
just & ‘pooc, bad; o wnknown verdict Full insight inte the
natune and capatilities of a theeat a%e deliverad thiough the
e Of data science and SuphosLabs resaanch,

DY P In i tined I e oamarm Pt eS1ion Bundie Sl ano svsitia
41218 o

Email Protection

Consokdate vour email protection with anti-spam, DLE

and encryption. We recommend Sophos Cantral Emad

Advanced for the best cloud-based emall protection

salution. |f you requing on-boi amail protection, this module
ffers eszential anti-spam, DLP ana encryption.

Integrated Hossage Transfor Agont

Ensures always-on busingss continuty for your emai,
alowing the firewall (o automatically guave mal in the
eent senvers become unavailable

Live Antl-Spam
Prowide:s profection fram the latest spam campalgns,
phishing attacks, and malicious allachments,

Solf-serve Quarantine
Givas emaloyees dinect control gver thair Spam quaranting,
saving wou tiree and effort

SPX Erall Encrypticn

Ureque 10 Sophos, SE% makes it easy to sand encrypted
el 1O Bane, even those without ey Kind of tust
Infrastructure, using cur patent-pending password-tasad
encryption technoiagy

Data Loss Prévantion

Palicy-tagaed DLP can sutarmatically trigger endivplian of
bl oty brarsed on U prgdencs of sendilive data in
asraails Indving 1l ceaaniration



Web Server Protection
Harden your wed sarviers and busins
hacking attemgts while providing s

Business Application Polley Tem plates

Pre-defined pokoy ates let you protect common
applications ft Exchange Outlook Anywhese or
SharaPoint quickly and easiy.

Protection from the latest hacks and attacks
With o vaciely of advaneed pratection [echnpiogies

o, SOL

Roverse proxy

With authantication options, 351 officading. and servar load
balancing
Tor youwr sarvers baing accessed from the internat

ure masimum pretection and performance

Image 6.2: Sophos XGS Series Appliances Product Matrix. This image provides a comparative table of different XGS models, detailing their
form factor, ports/slots, tech specs, and throughput performance metrics.

6.2 Performance Test Methodology

Performance figures are based on maximum throughput measured under ideal test conditions using industry-standard
Keysight-Ixia BreakingPoint test tools. Actual performance may vary depending on network conditions and activated
services.

« Firewall: Measured using HTTP traffic and 512 KB response size.

« Firewall IMIX: UDP throughput based on a combination of 66 byte, 570 byte and 1518 byte packet sizes.

o IPS: Measured with IPS with HTTP traffic using default IPS ruleset and 512 KB object size.

o IPsec VPN: HTTP throughput using multiple tunnels and 512 KB HTTP response size.

o TLS Inspection: Performance measured with IPS with HTTPS sessions and different cipher suites.

« Threat Protection: Measured with Firewall, IPS, Application Control, and malware prevention enabled using HTTP 200
KB response size.

7. MAINTENANCE

To ensure optimal performance and security of your Sophos XGS 136 firewall, regular maintenance is recommended:
« Software Updates: Regularly check for and apply the latest firmware and software updates provided by Sophos. These
updates often include security patches and performance enhancements.

« Configuration Backup: Periodically back up your firewall configuration. This allows for quick restoration in case of
unexpected issues or hardware replacement.

o Physical Inspection: Ensure the device is free from dust and that ventilation openings are not obstructed. Maintain a
stable operating environment within specified temperature and humidity ranges.

o Log Review: Regularly review system logs and security reports for any unusual activity or potential threats.

8. TROUBLESHOOTING

If you encounter issues with your Sophos XGS 136, consider the following basic troubleshooting steps:
« Check Power and Connections: Verify that the power cord is securely connected and the device is receiving power.
Ensure all network cables are properly seated in their respective ports.

« Status Indicators: Observe the front panel LEDs. Refer to the Sophos documentation for the meaning of different LED
states to diagnose issues.

« Network Connectivity: Confirm that connected devices have proper IP configurations and can reach the firewall. Test
connectivity to external networks.



« Restart Device: As a first step for many issues, try restarting the firewall. Power it off, wait for 30 seconds, and then
power it back on.

« Consult Documentation: Refer to the official Sophos support documentation and knowledge base for specific error
messages or symptoms.

« Contact Support: If problems persist, contact Sophos technical support for assistance.

9. WARRANTY AND SUPPORT

The Sophos XGS 136 typically includes a standard warranty and can be augmented with various protection plans for
extended coverage and support.

« Standard Protection: The product includes a 1-year standard protection plan, which covers basic support and hardware
replacement.

« Extended Protection Plans: Additional protection plans, such as the 4-Year Protection Plan or the monthly Complete
Protect plan, are available for purchase to extend coverage and enhance support services. These plans may include
advanced threat protection, 24/7 support, feature updates, and expedited hardware replacement.

« Technical Support: For technical assistance, please refer to the Sophos support portal or contact your Sophos partner.
Ensure you have your product serial number and details of your protection plan readily available.
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