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Sophos XGS 87 Next-Gen Firewall Instruction Manual
Model: XGS 87 (JA8B1CSUS)

1. ProbucTt OVERVIEW

The Sophos XGS 87 is a next-generation firewall designed to provide robust network security for small to medium-sized
businesses. It integrates advanced threat protection capabilities, including Xstream Architecture, TLS 1.3 Decryption, Deep
Packet Inspection, Next-Gen IPS, Web Protection, and Application Control. This device ensures comprehensive defense
against various network threats, offering a secure and reliable network environment.

Xstream
Protection

Sophos Firewall and the XGS Series appliances with dedicated Xstream
Flow Processors provide the ultimate in SaaS, SD-WAN, and cloud application
acceleration, high-performance TLS inspection, and powerful threat protection for the
most demanding networks.

Image: Sophos XGS Next-Gen Firewall with Xstream Protection. This image displays the Sophos XGS series appliances, highlighting
their advanced Xstream Flow Processors for high-performance threat protection.

2. SETUP INSTRUCTIONS
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2.1 Unpacking and Inspection

o Carefully remove the Sophos XGS 87 firewall from its packaging.
« Inspect the device for any signs of physical damage. If damage is found, contact your vendor immediately.

o Verify that all components listed in the packing slip are present.

2.2 Connecting the Device

The Sophos XGS 87 features multiple ports for network connectivity and management. Refer to the diagrams below for port
identification.

Image: Rear panel of the Sophos XGS 87 firewall. This view shows the DC IN 12V power input, COM port, USB port, and the
LAN/WAN Ethernet ports (L/LAN, S/PoE, 2/WAN, 4).
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Image: Front panel of the Sophos XGS 87 firewall. This view displays the XGS 87 model label, a COM port, a USB port, status LEDs
for LAN/WAN activity and speed, and system status indicators.

1. Power Connection: Connect the provided power adapter to the DC IN 12V port on the rear panel and plug it into a
power outlet.

2. Network Connections:

o Connect your internet service provider's modem or router to the2/WAN port.

o Connect your internal network devices (switches, computers) to the L/LAN or other available LAN ports.

3. Console Connection (Optional): For initial configuration or troubleshooting, connect a console cable from your
computer to the COM port.

4. USB Devices (Optional): USB ports can be used for external storage or other compatible peripherals.

2.3 Initial Configuration

Upon first power-on, the device will boot up running Sophos Firewall OS. Initial configuration is typically performed via a
web-based interface accessible from a connected computer on the LAN side. Refer to the Sophos documentation for
detailed steps on accessing the web interface and completing the initial setup wizard.

3. OPERATING THE FIREWALL

The Sophos XGS 87 operates by inspecting and controlling network traffic based on configured security policies. Its core
functionality revolves around the Sophos Firewall OS, which provides a comprehensive suite of security features.

3.1 Key Protection Features
The XGS 87 includes a 1-year Standard Protection license, offering:

Xstream Architecture: High-performance deep packet inspection and TLS 1.3 decryption.

« Network Protection: Intrusion Prevention System (IPS), Advanced Threat Protection (ATP), and SD-RED support.

+ Web Protection: Web filtering, application control, and secure web gateway features.

Application Control: Granular control over thousands of applications.

Reporting: Extensive logging and reporting capabilities for network visibility.



Sophos Firewall

Sophos XGS Series Desktop: SMB and Branch Office
XGS 87 and XGS 87w

Technical Specifications
Note: The XGS 87 and 87w do not support some advanced features like on-box reporting, dual AV scanning, WAF AV
scanning and the email message transfer agent (MTA) functionality. If you need these capabilities, the XGS 107(w] is

recommended.
xes87w

Front View

Status LEDs Firewall throughput 3,700 Mbps
1x {w-model has =
UsB20 additional WiFi LED) Firewall IMIX 2,500 Mbps
| Firewall Latency (64 byte UDP) Bus
I | < IPS throughput 1,015 Mbps
- - o
I ke Threat Protection throughput 240 Mbps
1xCOM
Hioc UGB Concurrent connections 1,600,000
New connections/sec 35,700
Sackiview IPsec VPN throughput -
2 x external antenna ¥
XGS 87w onin) Xstream SSL/TLS Inspection 375 Mbps
Xstream SSL/TLS 8,192
Concurrent connections

Note: For performance testing methodology see page 12

Wireless Specification [XGS 87w only]

Mo. of antennas 2 external
MIMO capabilities 2x22
B02.11la/bfa/nfac (24 GHz / 5 GHz)

1xCOM Wireless interface
[RJ4S]  1xGBESFP

-—i] Physical interfaces
= L';l

1 Storage 16 GB eMMC
=
T

T Ethernet interfaces (fixed) 4 x GbE copper
Powersupply 1xUSB3.0 i % GhE copper port 1% SFP fiber"
Management ports 1x COMRJYS

Physical specifications 1 % Micro-USB (cable incl)

Mounting Rackmount kit available Other I/0 ports 1xUSE2.0 (front)

(to be ordered separately) 1% USB 3.0 [rear)
Dimensions 230 x 44 % 2055 mm Number of expansion slots 0
Wit heightxDepth Optional add-on connectivity SFP DSL module (VDSL2)
Weight 1.36 kg/3 Ibs [unpacked] SFP transceivers

275 kg/6.08 Ibs (packed)

F M * SFP transceivers sold separately
(w-model minimally more)

Environment

External auto-ranging AC-DC
100-240VAC, L7A@50-80 Hz
12VDC, 5A, s0W

23.2W /79.16 BTU/hr (87] (idle)

271 W /9213 BTU/hr (87w (idle)
434w /14809 BTU/hr (B7] (max.)
4s.BW /158.89 BTU/hr (B7w) [max.)

0°C to 40°C [operating)
-20°C to +70°C (storage]

10% to 80%, non-condensing

Power supply

Power consumption

Operating temperature

Hurnidity

Product Certifications

CB, CE, UL, FCC, ISED, VCCI, CCC,
KC, BSMI, NOM, Anatel [87 only]

Certifications

14

Image: Sophos XGS Protection Modules. This diagram details the various protection modules available, including Base Firewall,
Network Protection, Web Protection, Zero-Day Protection, and Central Orchestration, allowing for customized security deployments.

3.2 Management and Monitoring



The firewall can be managed through its web interface or via the Sophos Central platform. The web interface provides
detailed control over all settings, policies, and monitoring tools. Sophos Central offers cloud-based management, allowing
for centralized control of multiple Sophos devices and enhanced reporting.

o Dashboard: Provides an overview of network status, threats, and system performance.
« Policy Configuration: Define firewall rules, NAT policies, VPN settings, and application control policies.

o Logging and Reporting: Access detailed logs and generate reports on network activity, security events, and user
behavior.

4. MAINTENANCE

Regular maintenance ensures the optimal performance and security of your Sophos XGS 87 firewall.

« Firmware Updates: Regularly check for and apply the latest firmware updates to ensure your device has the most
current security patches and features. The device has security updates available.

« Configuration Backups: Periodically back up your firewall configuration. This allows for quick restoration in case of
an issue or misconfiguration.

« Log Review: Regularly review system logs and security reports to identify potential threats or anomalies.

« Physical Inspection: Ensure the device is in a well-ventilated area and free from dust accumulation. Check all cable
connections for security.

5. TROUBLESHOOTING

This section provides basic troubleshooting steps for common issues.

5.1 No Power

« Verify the power adapter is securely connected to the device and a working power outlet.

« Check the power LED on the front panel. If it is off, try a different power outlet or adapter.

5.2 No Network Connectivity

« Ensure all Ethernet cables are properly connected to the correct ports (WAN, LAN).
o Check the link/activity LEDs on the Ethernet ports. They should be lit or blinking.
« Verify your computer's network settings (IP address, gateway) are correctly configured or set to obtain automatically.

o Restart the firewall and connected network devices.

5.3 Device Unresponsive / Factory Reset

« If the device becomes unresponsive, you may need to perform a factory reset. Locate theReset button on the rear
panel (refer to the rear panel image).

« Use a paperclip or similar pointed object to press and hold the reset button for approximately 10 seconds while the
device is powered on. This will restore the device to its factory default settings.

6. SPECIFICATIONS

The following table outlines the key technical specifications for the Sophos XGS 87 Next-Gen Firewall.



All Licensing Options

Sophos Firewall

We recommend the Xstream Protection bundle for the ultimate in security, but
if you prefer to customize your protection, all subscriptions are also available for

individual purchase.

Xstream Protection Bundle:

Base License

Networking, Wireless, Xstream Architecture, Unlimited Remote Access VPN, Site-to-Site VPN, reporting

Netwaork Protection

Xstream TLS and DPI engine, IPS, ATP, Security Heartbeat, SD-RED VPN, reporting

Web Protection

Xstream TLS and DPI engine, Web Security and Control, Application Control, reporting

Zero-Day Protection

Machine Learning and Sandboxing File Analysis, reporting

Central Orchestration®

SD-WAN VPN Orchestration, Central Firewall Advanced Reporting (30-days), MTR/XDR ready

Enhanced Support

24/7 support, feature updates, advanced replacement hardware warranty for term

* Expected soon

Custom Protection: If you only require basic protection
or want to customize your protection, you can choose
the Standard Protection Bundle or purchase any of the
protection modules separately.

Standard Protection Bundle:

Netwarking, wireless, Xstream
Architecture, unlimited Remote Access
VPN, Site-to-Site VPN, reporting

Xstream TLS and DPlengine, IPS, ATR,
Security Heartbeat, SD-RED VPN, reporting

Xstream TLS and DPI engine, Web Security
and Control, Application Control, reporting

Base License

Network Protection

Web Protection

24/7 support, feature updates, advanced
replacement hardware warranty for term

Additional Protection Modules:

Email Protection On-box antispam, AV, DLE encryption

Web Server
Protection

Enhanced Support

Web Application Firewall

Sophos Central Management and Reporting: All Sophos
Firewalls include cloud management and reporting at no
extra charge.

Sophos Central Management and Reporting (included at no charge):

Sophos Central Group firewall management, backup
Management management, firmware update scheduling

Prepackaged and custom report tools
with seven days cloud storage for no
extra charge [see other options)

Sophos Central
Firewall Reporting

Additional Protection: Extend your protection further with
these additional products and services.

Additional Protection Services, Products and Modules:

Managed Threat 24/7 threat hunting, detection and response
Response delivered by an expert team (more infg)

Sophos Central managed next-gen endpoint
protection with EDR [more info)

Sophos Intercept X
Endpoint with XDR

Sophos Central managed Zero Trust

ZTNA Netwark Access [more infa)
Central Email Sophos Central managed antispam,
Advanced AV, DLP. encryption [more infa)

Support: Enhanced supportis included in all protection
bundles, but you can enhance your support experience
further by upgrading.

Additional Support Options:

Upgrade your support with VIP support, HW
warranty for add-ons, TAM option (extra cost)

Enhanced Plus
Support Upgrade

Cloud, Virtual and Software Appliance Licensing Options:
If vou're deploying Sophos Firewall in the cloud, in a virtual
environment, or as software on your own hardware, the
licensing guide below can help you find the right option.

Equivalent AWS Equivalent Software/
instance Azure VM Virtual License®

XGS 87
XGS 107 t3.medium Standard_ ey
XGS 116 Fes vz
XGS 126 cSlarge
XGS 136 4ce
SEo oo méS.large Standard_
Fds_ve B8

XGS 2300 cSxlarge
XGS 3100

rmS.xlarge
XGS 3300 Standard_ ac1s
XGS 4300 F8s_ve

cG.2xlarge
XGS 4500
XGS 5500 — Standard_ 16C24
XGS 6500 ' Fles ve Unlimited

** Based upon CPU cores and RAM

For a complete list of features included in each protection
subscription see the Sophos Firewall Feature List.

Image: Technical Specifications for Sophos XGS 87 and XGS 87w. This document provides detailed performance metrics, physical

specifications, environmental requirements, and product certifications for the XGS 87 model.



Feature Specification

Brand Sophos

Model Name XGS 87

Model

JA8BB1CSUS
Number
Operating .

Sophos Firewall OS
System
Number of ) )

9 (including LAN/WAN)
Ports

Data Transfer )
3700 Megabits Per Second

Rate
Connectivity o

Wi-Fi (802.11ac), Ethernet
Technology
Security .

WPS (Wireless Protected Setup)
Protocol

Iltem Weight 8 Pounds

Control A

Method PP

Coverage Protection against various network threats through Xstream Architecture, TLS 1.3 Decryption, Deep
Vi

Packet Inspection, Next-Gen IPS, Web Protection, and App Control

7. WARRANTY AND SUPPORT

The Sophos XGS 87 Next-Gen Firewall includes a 1-Year Standard Protection plan, which typically covers essential security
features and basic support during the subscription period. For detailed information regarding your specific warranty
coverage and support options, please refer to the documentation provided with your purchase or visit the official Sophos
website.

Protection Modules
You can choose from a number of modules to customize the protection offered by
your firewall to your individual needs and deployment scenario.

Base Firewall

TERY

MNetwork Protection
Hith " o

¥stream Architocture Mext-Gon Intrusien Prevention System

Enabies high performance TLS 1.3 inspoction, deep-packat  Provides advanced protestion frem al types of medern
nepection, and network flow FastPath to acoelerate trusted  attacks. It goes boyond traditonal server and notwork
Saas, S0-WAN, and cioud appicalion raff, Note that TES0UTCES L0 protact usars end apoe on the neteork as well
Network and Web Protection are required to get the full

menefits of the Xstream Architecture

Socurity Heartbeat

Creates a ink between vour Sophos Central protected
Hotworking and SD-WAN endpoints and your fireswall 1o identily thieats faster,
meludas netddeking, routing, and 30-WAN capabilities with gimplify invastig ize Impact Trom attacks

Tone-based stataful firsaall, NAT, VLAN Sugport, multile Easily incorp it fingwall policits 1o
AN Tk options with SD-WAN reuting, Tail-ceer, and Tail- awlarmatically is
Back

HAdvanced Threat Protection
Socuro Wiraless Irsta

Built-in wireless

Mczaticn and e et i

potrodar far Sophas APX windkiss ac
Ay MCLOSSE =L
aasy. Suppert for muitiple S510s, s, guast nedbworks. an eMmengency response.
and tha diverse encryption and security standarnds

watantly and Security Haarbeat provides

b identifios throat:

Advancad VPN tachnalogles
VPN Adds unique and simghe VPN technologles, incluging our
Provides standands-basad site-te-site and remste access clizntless HTMLS self-servioe portal that makes remate
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for IPsec and 551 Sophos Conmect ramcte acoess VPN
clien for Windows and Macs offers searnless and easy
deplayrneat and coaliguration options, Sephos urique S0-
RED Fayer 2 site-to-s1e fuaneds offers a light-weight rofust
VPN altemative

Reporting

Extansivg go-Bod rporiing provides ealuabls msights into
threats, usars, appications, wab activity, and much more
Hote that specific roporting functionality may e dependent
an other protection modules to gat the full benafits [for
axample, Wab Protection or web and app reports]

Trom Barsa Frins i RCI0G wh By JOG8 P

Web Protection
Uniriatehid vigibility 4nd Sontiel Guer 3T your uSHrs wob
and appzatian activity

Powerful user and group web policy

Provides entenpeise- kel Seowe Web Galey policy
conkrols to easily manage sephistcatled usar and graup
web controds. Apply policies based upen uplaged web
Renewords. Ingicating inappropriate wse ar behawar,

Application Contrel and QoS5

Enabies user-awara visibility and contral over thousands
of applications with granular policy and traffic-shaping
{Q0S] eptions based on application category, risk, and
ather characteristios. Synchronized Appication Control
autematicaly identifies all the unknown, evashe, and
custonm aplications on your petwark.

Advanced Web Threat Protection

Bachid by Sophoslabs, our ddvanded BNging provises
tha ulimate pratestion from today's pekpmorphic and
abluscated wah threats Innovative lachniques B
JavaScript emulation, behavioral analysis, and origin
mepaatation helg keop your network sale.

High-performance traffic scanning

Optimized for top perfeemance, our Xstream SSL inspection
provitas ultra-Jow latency inspection and HTTPS scanning
while rna‘ntaining performance.

Wl Py oy

Fasae

el I KL i STarla Probiction B s b atio
AT

Central Orchestration®
Zaphes Central clovd-managed VPN orchestration, firewsll
reporting. and MTRZ0R integration.

Sophos Central VPN Orehestration

Makas VPN orehestration easy. Wizard-based tunnel
configuration helps create full mesh networks, hub-and-
spoke models, or complex tunnel setups between muitiple
firewalis a guick point-and-click exercise. Searmlessly
integrates multipta WAMN link and S0-WAN Tunctionality
and routing optimizations 1o impeove resiience and
perfarmance and also integrates with user authentication
and Synchronized Seeurity Heanbegt to contmol aocess

Cantral Firswall Reporting Advanced [30-day]
Ciaud-based reparting with sevaral pro-packaged common
reparts for threats, compianca, and user scthvity, Intludes
advanced options for creating sustom rapsrts and views
with the option to save, schedule or gxport your custom
reports. Inciudes 30 days of log data retenticn with the
Qptioen b add addiongd storage for sdditional reatonca’
FEROTLnG Reess.

MTR/XDR Ready

Saphes MTR provides optional 24,7 threat hunting.
detection nd response deliverad by an expedt 1am a8

A fuly-rnanaged Service. Saphos XDR affers extinded
ELCCIEN dndd respanse mandged by vwour ewn L,
Regandlass of whether you manage it yoursall, or Scphos
Fnanages il for you, your Sophas Fineeall is ready 0o shane
1he Adcassary threat intelligencs and data to the ot

=% T LN B I a0 . 110 ATt PrOection Seuretieh g s veaslaia frd
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sacure S0-AED [Femote Ethermat Davica) VPN technology:
Mt Prifecinn i ncluded In e D o Slnde d Prolcion busdiem sad
s B 00 DA De AT

Zero-Day Protection

-t SLAtE and dynamic file analySts techriques
conbing 1@ Brin g unpie cedented throat intelligence Lo yeur
Trgeenall @rid S0 effectlively identify Sad block ransemmwarng
and clher Kndwn and uningwn thisats.

Pawered by Scphesbabs

Powerad by the industry-leading SophosLabs, the Jero-Oay
Pretection subscripticn includes & fully clhoud-basad threat
intellizanca and threat analysis platform. This provides deap
tearnng-basad file analysts, deteiled analysis reporting. and
a threat meter to shiow the risk stmmany Tor 8 file.

Wewse layers of analyties to sdentily known and patential
thieals, reduce unknowns, and dedve verdicts and
intelligence repans for the mest commaonly used file types

Static File Analysis

By haneasing the power f maltiple madchins [eaming
rindd %, glabal reputation, deep Ml SCAnNING, ANd More, you
san quickly igentily theeats without the need to aecute the
Tl i vl tirme

Oynamile File Analysis

Exacute afile in a seure choud-based sandbox te observe:
its behawior and Intent Scroenshots provide added insight
into any key evants during the analysis.

Threat Intolligones Analysis Reparting
Rich intelligence reparts provida yeu with much more than
just a 'gooe] "bad, ar ‘vnknawn verdict Full insight into the
nature and capabilities of  theeat ase delivered through the
use of data seience and SophesLabg reseanch,

Fors D Froloc1on in e astod i i5e Katearm Proteslion bundie S s st
o LA [T

Email Protection

Consokdabe your email protection with anti-spam, DLE
and encryption. We racommend Sophos Central Emad
Advanced for the best cloud-based emall protection
solution. If you requing on-box email protection, this module
offers essential anti-sgam, DLP and encryption.

Integrated Hessage Transfor Agont

Ensures abways-on business continuity for your email,
alowing the firewall (o automatically guave mal in the
RN SErvers becomse unavailable

Live Antl-Spam
Prowiges protection from the latest spam campalgns,
phishing attacks, and malicious allachments,

Solf-serve Quarantine
Givas employees direct control gvar thair Spam quaranting,
saving wou tiree and effort

SPX Erall Encrypticn

Ureque 10 Sophos, SE% makes it easy to sand encrypted
el 1O Bane, even those without ey Kind of tust
Infrastructure, using cur patent-pending password-tased
encryption technology

Data Loss Prévantion

Policy-based DLP can dutamatically rigoer cndryplion of
black fnetily based on the presence of sendilivie datain
Al Imaving the poganization

e FYodan taon 1 g tats

Pk NG BE DR

Web Server Protection
Hardon your wod Sarners and busing 55 applicatians against
hacking attempts while providing secune sooess.

Business Application Pollcy Tem plates

Pre-defined poboy templates let you protect common.
applications Hka Microsalt Exchange Outlook Anywhese or
SharePoint quickly and easiy.

Protection fram the latest hacks and attacks
With o viviely of stvanced protection techniagies
ineluding URL ased forrn hardening, deep
directory traversal prevention, SOL injection and eross-site
senipting pratection, cookie sigring and more,

Reverse proxy
With authantication options, S5L offlcading. and server load
balancing ensure maximum predection and perfermance
far youwr sarvers baing accessed from the internat.

T o s
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Image: Sophos XGS All Licensing Options. This document outlines various licensing bundles, including Base License, Network
Protection, Web Protection, Zero-Day Protection, Central Orchestration, and Enhanced Support options, allowing users to customize
their protection.

Sophos offers various support options, including online resources, knowledge bases, and direct technical support. For
advanced issues or to inquire about extended support plans, please contact Sophos customer service or your authorized



Sophos partner.

« Online Resources: Visit the Sophos support portal for documentation, FAQs, and community forums.
« Technical Support: Contact Sophos technical support for assistance with product issues.

« Enhanced Support: Upgrade options are available for extended hardware warranty and advanced support services.
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