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1. INTRODUCTION

This document serves as a comprehensive user manual for the Sonicwall TZ370W Wireless Network Security
Appliance. It provides essential information for the proper installation, configuration, operation, and maintenance of
your device. The TZ370W is a next-generation firewall (NGFW) designed to deliver robust network security and

wireless connectivity for various environments.

2. PropucTt OVERVIEW

The Sonicwall TZ370W is a desktop-form-factor network security appliance featuring 10 or 5 Gigabit Ethernet
interfaces and integrated wireless capabilities. It is designed to provide advanced threat protection and network

management.

2.1 Key Features

Next-Generation Firewall (NGFW): Provides advanced security features for comprehensive threat protection.
Wireless Connectivity: Integrated 802.11ac Wave 2 wireless support for secure Wi-Fi networks.

Multi-Gigabit Ethernet Interfaces: Equipped with 8x1GbE interfaces, 2 USB 3.0 ports, and 1 Console port for
flexible connectivity.

Threat Protection Service Suite (TPSS): Includes Capture Advanced Threat Protection, Gateway Anti-Virus,
Anti-Spyware, Intrusion Prevention, Application Firewall Service, Content Filtering Services, and
Comprehensive Anti-Spam.

Simplified Management: Supports easy onboarding via SonicExpress App and Zero-Touch Deployment, with
management through Network Security Manager, CLI, SSH, Web Ul, and REST APIs.

2.2 Front Panel
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Figure 2.2.1: Sonicwall TZ370W Front Panel. This image displays the front view of the Sonicwall TZ370W Wireless Network
Security Appliance, showing the status LEDs, USB 3.0 SuperSpeed ports, and the Sonicwall logo.

Figure 2.2.2: Labeled Front Panel of TZ370W. This detailed view highlights the Power LED, Test LED, Security LED, Wireless WO
WLAN LED, Storage LED, U0 WWAN LEDs for USB 5G/LTE, WAN X1 and X2 Port LEDs, LAN/MGMT X0 Port LED, RJ45 Port
LEDs, and USB 3.0 SuperSpeed ports.

2.3 Rear Panel



Figure 2.3.1: Sonicwall TZ370W Rear Panel. This image shows the rear view of the Sonicwall TZ370W, displaying the various
Ethernet ports, console port, power input, and antennas.
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Figure 2.3.2: Labeled Rear Panel of TZ370W. This detailed view identifies the RJ45 Console Port, X3 RJ45 Port, X4/X5/X6/X7



RJ45 Ports, X2 WAN RJ45 Port, X1 WAN RJ45 Port, X0 LAN RJ45 Port, SafeMode Button, Power Input, and Grounding Screw.

3. SETUP

This section outlines the basic steps for setting up your Sonicwall TZ370W appliance.

3.1 Initial Placement and Connections

1. Power Connection: Connect the provided power adapter to the '12V='power input on the rear panel and
then to a power outlet.

2. Network Connections:

o Connect your internet service provider's modem/router to the X1 WAN RJ45 Port.
o Connect your internal network switch or a computer directly to the X0 LAN RJ45 Port.

o Utilize other LAN/WAN ports (X2, X3, X4/X5/X6/X7) as required for additional network segments or WAN
connections.

3. Console Connection (Optional): For command-line interface (CLI) access, connect a serial cable from your
computer to the RJ45 Console Port.

4. USB Devices (Optional): Connect compatible USB devices, such as 5G/LTE modems, to the USB 3.0 ports
on the front panel.

3.2 Initial Configuration
The Sonicwall TZ370W supports simplified initial configuration:

e SonicExpress App: Download the SonicExpress mobile application for guided setup and Zero-Touch
Deployment.

o Web Ul: Access the device's web-based management interface by connecting a computer to the X0 LAN port
and navigating to the default IP address (refer to the Quick Start Guide for the specific IP).

o Follow the on-screen prompts to complete the initial network configuration, security settings, and registration.
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Figure 3.2.1: Secure Upgrade Bundle Information. This image provides important details regarding the Sonicwall Secure Upgrade
Bundle, noting that a qualifying SonicWall Trade-Up unit or a Competitive Trade-In unit is required for registration. Users must submit
the necessary information during the SonicWall registration process for the Secure Upgrade bundle.

4. OPERATING INSTRUCTIONS

Once configured, the Sonicwall TZ370W operates as your primary network security gateway. This section covers
general operational aspects.

4.1 Management Interfaces
The device can be managed through several interfaces:

o Network Security Manager (NSM): A cloud-based platform for centralized management of multiple Sonicwall
devices.

« Web User Interface (Web Ul): The primary graphical interface for local device configuration and monitoring.

« Command Line Interface (CLI): Accessible via SSH or the Console port for advanced configuration and
troubleshooting.

4.2 Security Services

The Threat Protection Service Suite (TPSS) provides a range of security features:

o Capture Advanced Threat Protection (ATP): Cloud-based multi-engine sandbox for detecting and
preventing unknown threats.

o Gateway Anti-Virus and Anti-Spyware: Real-time protection against malware, viruses, and spyware at the
gateway.

« Intrusion Prevention System (IPS): Protects against network-based attacks and exploits.
« Application Firewall Service: Controls and manages application usage on the network.
« Content Filtering Services (CFS): Blocks access to inappropriate or unproductive websites.

o Comprehensive Anti-Spam: Filters out spam and phishing emails.

5. MAINTENANCE

Regular maintenance ensures optimal performance and security of your Sonicwall TZ370W.

o Firmware Updates: Regularly check for and apply the latest firmware updates to ensure your device has the
most current security patches and features. This can be done through the Web Ul or Network Security
Manager.

o Configuration Backups: Periodically back up your device configuration. This allows for quick restoration in
case of unforeseen issues.

o Security Service Subscriptions: Ensure that your Threat Protection Service Suite (TPSS) and other security
service subscriptions are active and up-to-date.

« Physical Inspection: Ensure the device is in a well-ventilated area, free from dust and obstructions to airflow.

6. TROUBLESHOOTING

This section provides basic troubleshooting steps for common issues.

6.1 Common Issues and Solutions

« No Power:



o Verify the power adapter is securely connected to the device and a working power outlet.

o Check the power LED on the front panel. If it's off, try a different power outlet or adapter.
¢ No Network Connectivity:

o Check cable connections to WAN and LAN ports. Ensure link lights are active.
o Verify IP address settings on connected devices.

o Restart the Sonicwall appliance and connected network devices.
o Slow Performance:

o Check network utilization through the Web UI.
o Ensure firmware is up-to-date.

o Review security service logs for any unusual activity.
o Cannot Access Web Ul:

o Ensure your computer's IP address is in the same subnet as the TZ370W's LAN interface.
o Try accessing via HTTPS.

o Clear browser cache or try a different browser.

For more complex issues or persistent problems, refer to the official Sonicwall support documentation or contact
technical support.

7. SPECIFICATIONS

Detailed technical specifications for the Sonicwall TZ370W.



QUICK GLANCE

Specification SOHO 250
Multi-gig interfaces & port density 5%1GDE ax1GbE 5%1GbE BX1GHE 7X1GbE oo
Expandable storage & redundant
power supply
Expandable storage No Upto 256 GB No Upto 256 GB No Up to 256 GB
Redundant power No No No No No No
Performance
Firewall inspection 600 Mbps 2 Gbps 1 Gbps 3 Gbps 1.3 Gbps 3.5 Gbps
DPI performance 200 Mbps 750 Mbps 335 Mbps 1 Gbps 600 Mbps 1.5 Gbps
IPSec VPN 200 Mbps 750 Mbps 430 Mbps 1.3 Gbps 900 Mbps 1.5 Gbps
Maximum connections
per second 3,000 6,000 6,000 2,000 6,000 12,000
SPI 50,000 750,000 100,000 900,000 150,000 1,000,000
DPI 50,000 150,000 20,000 200,000 125,000 250,000
DPI-SSL 25,000 25,000 25,000 30,000 25,000 35,000
SSO users 350 1,000 500 1,000 500 2,500
Site-to-site VPN tunnels 10 50 15 100 20 150
VLAN interfaces 25 64 25 128 50 128
WiFi technology, 802.11n, 802.11ac Wave 2, 802.11acWavel, 802.1lac Wave?2, 802.11acWavel, 802.11ac Wave?2,
Number of access points supported 4 16 8 16 16 32
SonicOS 7.0 No Yes No Yes No Yes
5G USB modem No Yes No Yes No Yes

Figure 7.1.1: Sonicwall TZ Series Quick Glance Specification Table. This table provides a quick comparison of key
specifications across various Sonicwall TZ series models, including multi-gig interfaces, storage, firewall inspection, DPI
performance, maximum connections, VPN tunnels, VLAN interfaces, WiFi technology, and SonicOS 7.0 support.



SonicWall Gen 7 TZ series system specifications continued

FIREWALLAN/PN PERFORMANCE TZ270 SERIES ~ TZ370SERIES  TZ470 SERIES TZ570 SERIES TZ670 SERIES

Firewall inspection throughput! 2 Gbps 3 Gbps 3.5 Gbps 4 Gbps 5 Gbps
Threat prevention throughput? 750 Mbps 1 Gbps 1.5 Gbps 2 Gbps 2.5 Ghps
Application inspection throughput’ 1 Gbps 1.5 Gbps 2 Gbps 2.5 Gbps 3 Ghps
IPS throughput? 1 Gbps 1.5 Gbps 2 Gbps 2.5 Ghps 3 Gbps
Anti-malware inspection throughput?® 750 Mbps 1 Gbps 1.5 Gbps 2 Gbps 2.5 Gbps
TLS/SSL inspection and decryption throughput (DPI SSL)? 300 Mbps 500 Mbps 600 Mbps 750 Mbps 800 Mbps
IPSec VPN throughput® 750 Mbps 1.3 Gbps 1.5 Gbps 1.8 Gbps 2.1 Gbps
Connections per second 6,000 9,000 12,000 16,000 25,000
Maximum connections (SPI) 750,000 900,000 1,000,000 1,250,000 1,500,000
Maximum connections (DPI) 150,000 200,000 250,000 400,000 500,000
Maximum connections (DPI SSL) 25,000 30,000 35,000 50,000 75,000

VPN TZ270 SERIES TZ370 SERIES TZ470 SERIES TZ570 SERIES TZ670 SERIES
50 100 150 200 250

Site-to-site VPN tunnels

IPSec VPN clients (maximum) 5 (200) 5 (200) 5 (200) 10 (500) 10 (500)
SSL VPN licenses (maximum) 1 (50) 2 (100) 2 (150) 2 (200) 2 (250)
Encryptionfauthentication DES, 3DES, AES (128, 192, 256-bit)/MD5, SHA-1, Suite B Cryptography

Key exchange Diffie Hellman Groups 1, 2, 5, 14v

Route-based VPN RIP, OSPF, BGP

Certificate support Verisign, Thawte, Cybertrust, RSA Keon, Entrust and Microsoft CA for Sonic\Wall-to-

SonicWall VPN, SCEP
Dead Peer Detection, DHCP Over VPN, IPSec NAT Traversal, Redundant VPN

VPN features Gateway, Route-based VPN

Global VPN client platforms supported Microsoft® Windows 10

NetExtender Microsoft® Windows 10, Linux

Mobile Connect Apple® i0S, Mac OS X, Google® Android™, Kindle Fire, Chrome OS, Windows 10
SECURITY SERVICES TZ270 SERIES TZ370 SERIES TZ470 SERIES TZ570 SERIES TZ670 SERIES
Deep Packet Inspection services Gateway Anti-Virus, Anti-Spyware, Intrusion Prevention, DPI SSL

HTTP URL, HTTPS IP, keyword and content scanning, Comprehensive filtering based on file types
Content Filtering Service (CFS) such as ActiveX, Java,
Cookies for privacy, allow/forbid lists

Comprehensive Anti-Spam Service Yes

Application Visualization Yes

Application Control Yes

Capture Advanced Threat Protection Yes

NETWORKING TZ270 SERIES TZ370 SERIES TZ470 SERIES TZ570 SERIES TZ670 SERIES
IP address assignment Static (DHCP, PPPoE, L2TP and PPTP client), Internal DHCP server, DHCP relay

NAT modes 1:1, L:imany, many:1, many:many, flexible NAT (overlapping IPs), PAT, transparent mode
Routing protocols BGP, OSPF, RIPv1/v2, static routes, policy-based routing

QoS Bandwidth priority, max bandwidth, guaranteed bandwidth, DSCP marking, 802.1e {WMiM)

LDAP (multiple domains), XAUTH/RADIUS, SSO, Novell, internal user database,
Terminal Services, Citrix, Common Access Card (CAC)

Local user database 150 250 250 250 250

Authentication

VolP Full H323-v1-5, SIP

TCP/P, UDP, ICMP, HTTP, HTTPS, IPSec, ISAKMP/IKE, SNMP, DHCP, PPPoE, L2TP, PPTP, RADIUS,

Standards IEEE 802.3

Figure 7.1.2: Sonicwall Gen 7 TZ Series System Specifications Table. A comprehensive table detailing system specifications for
the Sonicwall Gen 7 TZ series, covering operating system, interfaces, wireless support, Power over Ethernet (PoE) support, storage
expansion, management options, redundant power supply, Single Sign-On (SSO) users, VLAN interfaces, and maximum access
points supported.

7.1 General Specifications (TZ370W)

Feature Detail

Product Dimensions 9.1 x 9.1 x 3 inches



Feature Detail

ltem Weight 3.15 pounds

Operating System SonicOS 7.0

Interfaces 8x1GbE, 2 USB 3.0, 1 Console
VLAN Interfaces 128

Access Points Supported (Max) 16

Wireless Standard 802.11ac Wave 2 (TZ370W)
Firewall Inspection Throughput 3 Gbps

Threat Prevention Throughput 1.5 Gbps

DPI SSL Inspection Throughput 500 Mbps

VPN Clients (Maximum) 2 (100)

Management Network Security Manager, CLI, SSH, Web Ul, GMS, REST APIs
Color Black

8. WARRANTY AND SUPPORT

Sonicwall provides comprehensive support and warranty services for its products.

8.1 Technical Support

Your Sonicwall TZ370W includes 24x7 support with firmware updates as part of the Threat Protection Service Suite.
For technical assistance, please contact Sonicwall support through their official website or the contact information
provided with your purchase.

8.2 Product Warranty

Sonicwall products are covered by a limited hardware warranty. Specific warranty terms and conditions may vary
based on region and purchase agreement. Please refer to the warranty documentation included with your product or
visit the official Sonicwall website for detailed information.

© 2024 Sonicwall Inc. All rights reserved. Information in this document is subject to change without notice.
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SonicWall TZ270/TZ270W, TZ370/TZ370W, TZ470/TZ470W Quick Start Guide
Quick start guide for SonicWall TZ270, TZ270W, TZ370, TZ370W, TZ470, and TZ470W network

security appliances. Covers package contents, hardware overview, mounting, connectivity, and
initial setup options including local management, cloud management, and the SonicExpress app.
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SonicOS 7.0 Internal Wireless Administration Guide

This administration guide provides comprehensive instructions for configuring and managing the
internal wireless features of SonicWall's SonicOS 7.0, covering setup, security, and advanced
settings for network security appliances.

SonicWall NSa 2700 Power Supply Installation and Replacement Guide
Detailed instructions for installing and removing the power supply unit for the SonicWall NSa 2700

network security appliance, including safety warnings and multilingual guidance.

SonicWall TZ270W, TZ370W, TZ470W Quick Start Guide
Quick start guide for SonicWall TZ270W, TZ370W, and TZ470W network security appliances,
covering package contents, hardware overview, installation, connection, and initial setup options.
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SonicWall TZ & NSa MSSP Monthly Services Getting Started Guide
A comprehensive getting started guide for SonicWall Gen 7 TZ and NSa products utilizing MSSP

Monthly Services. Learn about registration, license provisioning, and validation for enhanced
network security.

SonicWall TZ Series Quick Start Guide: TZ670, TZ570, TZ570W, TZ570P Setup and Configuration

This Quick Start Guide provides essential information for setting up and configuring SonicWall
TZ670, TZ570, TZ570W, and TZ570P next-generation firewalls. Learn about package contents,
hardware overview, connectivity, power, and initial setup options including local, cloud, and mobile
app management.
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lang:en score:37 filesize: 3.97 M page_count: 85 document date: 2025-02-25

SonicWall TZ & NSa MSSP Monthly Services Getting Started Guide

A comprehensive getting started guide for SonicWall Gen 7 TZ and NSa products
utilizing MSSP Monthly Services. Learn about registration, license provisioning, and
validation for enhanced network security.

lang:en score:35 filesize: 826.47 K page_count: 17 document date: 2023-07-03

SonicWall TZ270/TZ370/TZ470 Series Safety. Regulatory, and Legal Information
Comprehensive safety, regulatory, and legal information for SonicWall TZ270,
TZ270W, TZ370, TZ370W, TZ470, and TZ470W network security appliances,
including installation guidelines, warnings, power supply details, warranty, and
compliance declarations.

lang:en score:35 filesize: 731.98 K page_count: 2 document date: 2021-03-12

SonicOS 7.0 Internal Wireless Administration Guide

This administration guide provides comprehensive instructions for configuring and
managing the internal wireless features of SonicWall's SonicOS 7.0, covering setup,
security, and advanced settings for network security appliances.
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SonicOS 7 1 Upgrade Guide upgrade TZ NSa NSsp SonicWall Inc Click here for Additional TZ570W
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SonicOS 7.1 Upgrade Guide for the NSsp, NSa, and TZ Series Upgrading to
SonicOS 7.1 Upgrading Firm ... re listed across the top. SOURCE FIREWALLS
DESTINATION FIREWALLS GEN7 MODELS TZ270 TZ270W TZ370 TZ370W TZ470
TZ470W TZ570 TZ570P TZ570W TZ670 NSa2700 NSa3700 NSa4700 NSa5700
NSa6700 NSsp10700 NSsp...
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TZ270W TZ370W TZ470W Safety Regulatory Statement SonicWall Inc APL57 0F2 March 2021 This
document contains safety and regulatory information for the tz270w tz370w tz470w statement sonicwall
techdocs The are network security appliance s with an internal wireless radio that can provide access on
either 5GHz or 2 4GHz supports 802 11 ac n g a b standards Topics

SonicWall TZ270W/TZ370W/TZ470W Safety and Regulatory Information Regulatory
Model Numbers: APL57-101 - TZ270W, TZ370W APL57-0F2 - TZ470W March 2021
This document contains safety and regulatory information for the SonicWall TZ270W,
TZ370W and TZ470W. The TZ270W, TZ370W and TZ470W are network security...
lang:en score:33 filesize: 1.82 M page_count: 62 document date: 2021-03-09
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SonicWall Serie TZ Gen 7 Envio automatico y manual Actualizaciones de inteligencia 2021 Inc TODOS
LOS DERECHOS RESERVADOS es una marca sonicwall resources datasheet tz series gen spanish
Serie SonicWall TZ Gen 7 Plataforma SD-Branch integrada para pequeas y medianas
empresas y sucursa ... ridad validada por la industria con la mejor relacin precio-
rendimiento de su clase. Panel frontal TZ370W Puertos SuperSpeed USB 3.0 LED de
puertos RJ45 Puertos RJ45 X4/X5/X6/X7 Panel trasero de ...
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SonicWall TZ NSa SOHO SonicPoint ACe Power Supply Reference Guide Inc Click here for Additional
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content etilize |||

SonicWall TZ/NSa/SOHO/SonicPoint ACe Power Supply Reference Guide February
2021 SonicWall power sup ... C TZ600 02-SSC-3069 SNWL PWR SPLY Output 12
VDC, 3.0 A Input 100-240 VAC TZ270 / TZ270W TZ370 / TZ370W TZ470 / TZ470W
02-SSC-3078 SNWL PWR SPLY Output 12 VDC, 5.0 A Input 100-240 VAC TZ570/
TZ...
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SonicPlatform Administration Guide - SonicWall

A comprehensive administration guide for SonicWall's SonicPlatform, detailing its
features for unified network security management, including dashboard operations,
inventory management, user access control, and provisioning of various SonicWall
products.
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SonicWall TZ270W, TZ370W, TZ470W Quick Start Guide

Quick start guide for SonicWall TZ270W, TZ370W, and TZ470W network security
appliances, covering package contents, hardware overview, installation, connection,
and initial setup options.
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APL57-101 APL57-0F1 APL57-0F2 Product Name TZ270/TZ370 TZ270W/TZ370W
TZ470 TZ470W 232-005485-52 Rev B Copyright 2022 SonicWall Inc. All rights
reserve...
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Network Security Manager Getting Started Guide NSM SonicWall Inc is the next generation firewall
management application that provides a holistic approach to security nsm saas getting started sonicwall
techdocs |||

Network Security Manager Getting Started Guide for SaaS Overview About NSM
Related Documents Conve ... TZ350, TZ350W, TZ400, TZ400W, 6.5.4 TZ500,
TZ500W, TZ600, TZ600P TZ Series: TZ270, TZ270W, TZ370, TZ370W, TZ470,
TZ470W, TZ570, 7 TZ570W, TZ570P, TZ670 NSv Series: NSv 10, NSv 25, NSv 50,
NSv 100, ...
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This document contains safety and regulatory information for the SonicWall TZ270W,
TZ370W and TZ470W. The TZ270W, TZ370W and TZ470W are network securit...
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TZ270W TZ370W TZ470W Safety Regulatory Statement SonicWall Inc SonicWall® and Regulatory This
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SonicWall TZ270W/TZ370W/TZ470W Safety and Regulatory Information Regulatory
Model Numbers: APL57-101 - TZ270W, TZ370W APL57-0F2 - TZ470W August 2022
This document contains safety and regulatory information for the SonicWall TZ270W,
TZ370W and TZ470W. The TZ270W, TZ370W and TZ470W are network securit...
lang:en score:32 filesize: 1.91 M page_count: 62 document date: 2022-08-17

SonicWall SonicOS and SonicOSX 7.0.1 Release Notes

This document provides release notes for SonicWall SonicOS and SonicOSX version
7.0.1, detailing new features, enhancements, and resolved issues for various
SonicWall network security appliances.
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SonicOS 7.1 Upgrade Guide for the NSsp, NSa, and TZ Series Upgrading to
SonicOS 7.1 Upgrading Firm ... re listed across the top. SOURCE FIREWALLS
DESTINATION FIREWALLS GEN7 MODELS TZ270 TZ270W TZ370 TZ370W TZ470
TZ470W TZ570 TZ570P TZ570W TZ670 NSa2700 NSa3700 NSa4700 NSa5700
NSa6700 NSsp10700 NSsp...
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SonicOS 7.0 Diagnostics for Policy Mode: Administration Guide
A comprehensive guide to using the diagnostic tools within SonicOS 7.0 for Policy

Mode. This document details features like Ping, Trace Route, DNS Name Lookup,
Tech Support Reports, and network settings analysis to help administrators
troubleshoot and manage their SonicWall network security appliances.
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