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FORTINET FG-81F

FortiGate-81F Network Security Appliance User
Manual

Model: FG-81F

1. INTRODUCTION

This manual provides essential information for the setup, operation, maintenance, and troubleshooting of your FORTINET
FortiGate-81F Network Security Appliance. The FortiGate 81F is designed to provide robust network security for
enterprise branch offices and mid-sized businesses, offering advanced threat protection and secure SD-WAN capabilities.
Please read this manual thoroughly before operating the device to ensure proper functionality and safety.

2. ProbucTt OVERVIEW

2.1 Device Features

« Application-centric, scalable, and secure SD-WAN solution.

o Compact fanless desktop form factor.

» Protection against cyber threats with system-on-a-chip acceleration.
¢ Industry-leading secure SD-WAN.

o Purpose-built security processors (SPU) for high performance.

o Support for deep SSL inspection, including TLS 1.3.

2.2 Front Panel Indicators and Ports

The front panel of the FortiGate-81F features various LED indicators and network ports to monitor device status and
connect to your network infrastructure.
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Figure 2.2.1: FortiGate-81F Front Panel. This image displays the front view of the FortiGate-81F appliance, highlighting the status, HA
(High Availability), and power LED indicators on the left. On the right, it shows the numbered network ports (1-6), two WAN ports (A, B), and
two SFP ports (SFP1, SFP2) for fiber optic connections. These indicators and ports are crucial for monitoring the device's operational status

LED Indicators:

FortiCare 8x5 Service

Get access to technical support via the web portal, online
chat system, and telephone, including return and replace
for hardware failures. You'll also have fast and easy
written access to technical support requests.

FortiCare 24X7 Service

If you need ‘round-the-clock access to mission-critical
support services, the 24x7 Service will meet your
requirements. You'll get access to technical support
365x24x7 as well as advanced replacement service for
hardware failures.

FortiCare 360 Service

FortiCare 360 Advanced Services Technical Support is a
“pound of prevention,” combining Fortinet's cloud-based
analytics with premium support to enable organizations
to take a more proactive approach to the rapid detection
and remediation of current and potential security and
performance issues associated with the FortiGate and
FortiWifi devices to avoid breaches and downtime.

and connecting it to the network.

o STATUS: Indicates the overall operational status of the device.

« HA: Indicates the High Availability status when configured in a cluster.

« POWER: Indicates if the device is receiving power.

Network Ports:

o Ports 1-6: Standard Ethernet ports for local network connections.

« WAN A, WAN B: Dedicated Wide Area Network ports for internet connectivity.

o SFP1, SFP2: Small Form-Factor Pluggable ports for fiber optic connections, offering high-speed data transfer.

3. SETUP AND INSTALLATION



3.1 Unpacking and Inspection

1. Carefully unpack the FortiGate-81F appliance from its packaging.
2. Inspect the device for any signs of physical damage. If damage is found, contact your vendor immediately.

3. Verify that all components listed in the packing slip are present.

3.2 Placement Considerations

» Place the appliance on a stable, flat surface.
o Ensure adequate ventilation around the device. Do not block ventilation openings.
« Avoid placing the device near heat sources or in direct sunlight.

« Maintain a safe distance from strong electromagnetic fields.

3.3 Initial Connection

1. Connect the power adapter to the FortiGate-81F and then to a power outlet. The POWER LED should illuminate.
2. Connect a network cable from your computer to one of the FortiGate's internal network ports (e.g., Port 1).

3. Connect your internet service provider's modem or router to one of the FortiGate's WAN ports (e.g., WAN A).

3.4 Basic Configuration Access
To access the web-based management interface:

1. Configure your computer's network adapter to obtain an IP address automatically (DHCP).
2. Open a web browser and navigate to the default IP address of the FortiGate (commonly 192.168.1.99).

3. Log in using the default username (admin) and no password (leave blank). You will be prompted to create a new
password upon first login.

4. OPERATING INSTRUCTIONS

4.1 Dashboard Overview

Upon logging in, the FortiGate dashboard provides a summary of the device's status, network activity, and security
events. Familiarize yourself with the various widgets and their functions.

4.2 Network Configuration

Configure network interfaces, static routes, and DHCP settings as required for your network environment. Refer to the
online FortiGate documentation for detailed instructions on advanced network configurations.

4.3 Security Policy Management

Create and manage firewall policies to control traffic flow between different network segments and to the internet.
Implement security profiles such as Antivirus, Web Filtering, and Application Control to enhance protection.

4.4 Firmware Updates

Regularly check for and apply firmware updates to ensure your FortiGate-81F has the latest features, performance
enhancements, and security patches. Firmware updates can be managed from the System > Firmware section of the web
interface.

5. MAINTENANCE




5.1 Regular Backups

It is highly recommended to regularly back up your FortiGate configuration. This allows for quick restoration in case of
unexpected issues or hardware replacement. Backups can be performed via the System > Configuration > Backup menu.

5.2 System Monitoring

Monitor system resources, logs, and alerts through the FortiGate dashboard and log viewer. This helps in identifying
potential issues early and maintaining optimal performance.

5.3 Physical Cleaning

Periodically clean the exterior of the appliance with a soft, dry cloth. Ensure ventilation openings are free from dust and
obstructions to prevent overheating.

6. TROUBLESHOOTING

6.1 Common Issues and Solutions

Problem Possible Cause Solution

Device not powering Power cable disconnected; faulty Check power cable connections; try a different power
on. power adapter; power outlet issue.  outlet; test with a known good power adapter if available.

Cannot access web  Incorrect IP address; network cable  Verify FortiGate's IP address; check network cable

management issue; firewall on PC blocking connection; temporarily disable PC firewall; try a different
interface. access. browser.

No internet WAN port not connected; incorrect ~ Ensure WAN cable is connected; verify WAN interface
connectivity. WAN configuration; ISP issue. settings; contact your ISP.

6.2 Resetting to Factory Defaults

If you encounter persistent issues, you may need to reset the FortiGate-81F to its factory default settings. This can be
done via the command-line interface (CLI) or by holding the reset button (if available on your model) for a specified
duration. Warning: This will erase all configurations.

7. TECHNICAL SPECIFICATIONS

Feature Detail

Model Number FG-81F

Brand FORTINET

Connectivity Technology Wired

Number of Ports 8 (including WAN and SFP)
Security Protocol WPS

Recommended Uses Security

Form Factor Desktop, Fanless



Feature Detail

Processor Purpose-built security processors (SPU)

8. WARRANTY AND SUPPORT

8.1 Product Warranty

FORTINET products typically come with a standard limited hardware warranty. For specific warranty terms and conditions,
please refer to the warranty card included with your product or visit the official FORTINET website. Keep your proof of
purchase for warranty claims.

8.2 Technical Support

For technical assistance, product documentation, and software downloads, please visit the official FORTINET support
portal. You may need your product's serial number for support inquiries.

Security Subscriptions

New cyber threats emerge every moment of every day. The highly commercialized cybercriminal ecosystem constantly changes
its attacks and techniques. Whether it's a ransomware family, phishing campaign, or infrastructural vulnerability—organizations
must constantly be prepared to defend against something new at all times. That's where the threat research and intelligence of
FortiGuard Labs is critical. Extensive knowledge of the threat landscape, combined with the ability to respond quickly at multiple
levels, is the foundation for providing effective security. Spanning 10 distinct security disciplines, hundreds of researchers at
FortiGuard Labs scour the cyber landscape and proactively seek out new avenues of attack every day to discover (and ideally
preempt) emerging threats. The FortiGuard team develops effective countermeasures to protect more than 320,000 Fortinet
customers around the world. These countermeasures include up-to-the-minute threat intelligence, delivered as a subscription
service for Fortinet security products.

Security Subscriptions include:

High fidelity with mature and rigorous back-end
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Insight into threats anywhere in the world through a
global network of more than three million sensors

Prevention of exploitation of new avenues of attack
with proactive threat research

@
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Q and advanced analytics (such as machine learning) @) Top ra.ted eﬂect.:veness achieved through ti'!e
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Figure 8.2.1: FortiCare Support Services. This image illustrates the different tiers of FortiCare Support Services offered by Fortinet,
including 8x5 Service, 24x7 Service, and FortiCare 360. These services provide various levels of technical support, hardware replacement,
and advanced analytics to ensure optimal performance and security of Fortinet devices.

FORTINET offers various support services, including:

« FortiCare 8x5 Service: Access to technical support via web portal, online chat, and telephone during business



hours, including return and replace for hardware failures.

« FortiCare 24x7 Service: Round-the-clock access to mission-critical support, 365x24x7, with advanced replacement
service for hardware failures.

« FortiCare 360 Advanced Services: Combines cloud-based analytics with premium support for proactive detection
and remediation of security and performance issues.

For more information on support plans and security subscriptions, refer to the official Fortinet website or contact your
Fortinet representative.

FortiGuard Subscription Options

Here is a briefl overview of the FortiGuard subscription feeds available for your organizations:

Next-Generation Application
Control and IPS

Application control and intrusion

prevention (IPS) are foundational security

technologies for a Next-Generation Firewall

like FortiGate. FortiGuard IPS blocks

approximately 470,000 network intrusions, and new IPS
signatures are being created and uploaded 1o deployed
devices every single day.

Antivirus

ForliGuard Labs has identified and

neutralized nearly 100,000 malware

programs targeting traditional, mobile,

and loT platforms. Patented technologies

such as the Fortinet Content Pattern

Recognition Language (CPRL) enable FortiGuard
antivirus to identify thousands of current and future
malware variants with a single signature — optimizing your
deployment’s security effectiveness and performance.

Antispam

Emall is still the #1 vector for the start of

an advanced attack on an organization,

50 a highly effective antispam solution

should be a key part of any security

strategy. FortiGuard Antispam detects

unwanted and often malicious emall with global spam
filtering that uses sender IP reputation and spam
signatures. To keep your antispam solution optimized,
ForliGuard Labs delivers nearly 46 million new and
updated spam rules every single week. The FortiGuard
Antispam feed is avallable for both the FortiMall and
FortiGate solutions.

Botnet IP and
Domain Reputation

Every minute of every day, FortiGuard

Labs blocks approximately 32,000

botnet command & control

communication attempts, A key part of a

botnet's attack Kill chain requires an infected device

Web Filtering

On any given day, FortiGuard Labs

processes nearly 50 milion URL

categorization requests and blocks over

160,000 malicious websites. The FortiGuard

Web Filtering senvice rates over 250 milion

websites and delivers nearly 1.5 million new URL ratings
every week. Websites are categorized into six major
categories for fast control, and nearly 80 micro-categories
for fine-tuned control.

Web Application
Security Service

The Fortiweb Security subscription

senvice provides fully automated updates

to protect your sensitive data and content

from the latest application-layer threats.

FortiGuard Labs provides updates on the latest advanced
application vulnerabiliies, bots, suspicious URL palterns,
data-type patterns, and heuristic detection engines to
enable FortiWeb Security-enabled appliances 1o prevent
both new and evolving-application threats from gaining
access 10 your web applications.

Vulnerability Scan

The FortiGuard Vulnerability Scan

service helps the FortiClient solution

accurately identify and manage the

latest software vulnerabilities on

endpoint devices. It identifies the OS

and applications, and discovers known vulnerabilities in
versions of software currently running on the endpoints

in your organization. It also provides timely remediation
intelligence 1o help you remediate systems that have been
identified as vuinerable.

Database Security Control

FortiGuard's Database Security service
offers centrally managed, enterprise-
scale database protection for Fortinet’s
FortiDB product line. Automated content
updates provide the latest pre-configured
policies that cover known exploits,



to communicate with a command & control server — either
to download additional threats or to exfiltrate stolen data.
FortiGuard's IP and domain address reputation tools
block this communication, thereby neutralizing

these threats,

Mobile Security Service

Protect your organization against

attacks targeting your mobile platforms.

Fortinet's Mobile Security Service gives

you the ability to create effective

protection against the latest threats

targeting mobile devices. It employs

industry-leading advanced detection engines to prevent
both new and evolving threats from gaining a foothold
inside your network and its invaluable content.

configuration weaknesses, OS Issues, operational
risks, data access privileges, and industry/reguiatory
best practices.

Advanced Threat Protection
(FortiSandbox Cloud)

Thousands of organizations leverage

FortiSandbox to identify advanced

threats. FortiSandbox utilizes the full

FortiGuard antivirus database, along

with community reputation lookups, platform-independent
code emulation, and virtual sandboxing to Identify zero-
day threats and attacks using new evasion tactics.

The FortiSandbox Cloud service leverages this same
FortiSandbox technology, and Is Integrated with the
FortiGate platform.

Figure 8.2.2: FortiGuard Security Subscriptions. This image details the various security subscriptions available from FortiGuard, which

provide up-to-the-minute threat intelligence, insight into global threats, comprehensive intelligence via automated analytics, high fidelity
processes, prevention of new attack avenues, and top-rated effectiveness through real-world testing. These subscriptions enhance the
security posture of Fortinet devices against evolving cyber threats.

FortiGuard Security Subscriptions provide:

« Up-to-the-minute threat intelligence.

Insight into global threats.

o Automated and advanced analytics.

High fidelity and rigorous back-end processes.

« Prevention of exploitation of new avenues of attack.

Top-rated effectiveness through real-world testing.

© 2024 FORTINET. All rights reserved. Information in this manual is subject to change without notice.
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Comprehensive release notes for Fortinet's FortiOS version 6.2.15, detailing changes,
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