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Fortinet FG-50E FortiGate 50E Network Security Firewall
Appliance User Manual

Model: FG-50E

1. INTRODUCTION

This manual provides essential instructions for the installation, operation, maintenance, and troubleshooting of your
Fortinet FG-50E FortiGate 50E Network Security Firewall Appliance. The FortiGate 50E is designed to provide
comprehensive network security, including firewall, VPN, and other security functions for small to medium-sized
networks.

Please read this manual thoroughly before attempting to install or operate the device to ensure proper setup and to
prevent damage.

2. ProbucTt OVERVIEW

2.1 Front Panel
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Figure 1: FortiGate 50E Front Panel View

The front panel of the FortiGate 50E features status indicators and a USB port:

PWR (Power) LED: Indicates power status.

STA (Status) LED: Indicates system status.

ALARM LED: Indicates system alarms or errors.

HA (High Availability) LED: Indicates HA cluster status.

WAN 1/ WAN 2 Link/Act LEDs:Indicate link status and activity for WAN ports.
WAN 1/ WAN 2 Speed LEDs:Indicate connection speed for WAN ports.

1-5 Link/Act LEDs: Indicate link status and activity for internal switch ports.

1-5 Speed LEDs: Indicate connection speed for internal switch ports.

USB Port: For connecting external devices or storage.

2.2 Rear Panel
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Figure 2: FortiGate 50E Rear Panel View
The rear panel provides connectivity for power, console, and network interfaces:

« Grounding Screw: For connecting a grounding wire.
« DC+12V Power Input: Connects to the external power adapter (not included with renewed units).

« CONSOLE Port: RJ45 serial port for command-line interface (CLI) access.
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« WAN 2 Port: RJ45 Ethernet port for Wide Area Network connection.
« WAN 1 Port: RJ45 Ethernet port for Wide Area Network connection.
« Ports 1-5: RJ45 Ethernet ports for Local Area Network (LAN) connections.

3. SeTUP

3.1 Unpacking and Inspection

Carefully unpack the FortiGate 50E appliance. Verify that all components are present and undamaged. For renewed
units, a power adapter is typically not included and must be sourced separately (12V DC).

3.2 Physical Installation
« Placement: Place the appliance on a stable, flat surface in a well-ventilated area. Ensure adequate airflow around
the device.

« Environment: Avoid placing the device near heat sources, direct sunlight, or areas with excessive dust or
moisture.

« Grounding: For optimal protection, connect a grounding wire from the grounding screw on the rear panel to a
suitable earth ground.

3.3 Connecting Power

1. Ensure the power adapter (12V DC, not included with renewed units) is compatible with the device.
2. Connect the power adapter to the DC+12V input on the rear panel.

3. Plug the power adapter into a grounded electrical outlet. The PWR LED on the front panel should illuminate.

3.4 Network Connections

« WAN Ports: Connect your internet service provider's modem or router to either the WAN 1 or WAN 2 port using
an Ethernet cable.

« LAN Ports: Connect your internal network devices (computers, switches, access points) to ports 1-5 using
Ethernet cables.

« Console Port: For initial configuration or troubleshooting, connect a serial cable from your computer's serial port
(or a USB-to-serial adapter) to the CONSOLE port.

4. OpeRATING THE DEVICE

4.1 Initial Configuration Access

The FortiGate 50E can be configured via the Command Line Interface (CLI) through the console port or via the web-
based graphical user interface (GUI).

« CLI Access: Use a terminal emulator (e.g., PuTTY) with settings: 9600 baud, 8 data bits, no parity, 1 stop bit, no
flow control.

« Web GUI Access: By default, the FortiGate appliance may have a default IP address (e.g., 192.168.1.99) on one
of its internal interfaces. Connect a computer to a LAN port and configure its IP address to be in the same subnet.
Then, open a web browser and navigate to the FortiGate's IP address.

4.2 LED Indicators
Understanding the LED indicators is crucial for monitoring the device's status:
« PWR (Power):

o Solid Green: Device is powered on.

o Off: Device is powered off.
« STA (Status):

o Solid Green: System is operating normally.
o Blinking Green: System is booting up or performing a task.

o Solid Red: System error or critical issue.
o ALARM:

o Solid Red: An alarm condition exists (e.g., high temperature, fan failure).

o Off: No alarm.
« HA (High Availability):

o Solid Green: Device is part of an HA cluster and is functioning correctly.
o Blinking Green: HA status change or synchronization in progress.

o Off: HA is not configured or not active.
o Link/Act (WAN/LAN Ports):

o Solid Green: Link is established.
o Blinking Green: Data activity on the port.
o Off: No link.

« Speed (WAN/LAN Ports):

o Solid Green: 1000 Mbps connection.
o Solid Amber: 100 Mbps connection.
o Off: 10 Mbps connection or no link.



5. MAINTENANCE

5.1 Firmware Updates

Regularly check the official Fortinet support website for the latest firmware updates. Keeping your device's firmware up-
to-date ensures optimal performance, security, and access to new features. Follow Fortinet's official procedures for
firmware upgrades.

5.2 Configuration Backup and Restore

It is highly recommended to regularly back up your device's configuration. This allows for quick recovery in case of
configuration errors or system failures. Refer to the FortiGate documentation for detailed steps on backing up and
restoring configurations.

5.3 Cleaning

Periodically clean the exterior of the appliance with a soft, dry cloth. Ensure ventilation openings are free from dust and
obstructions to maintain proper airflow and prevent overheating. Do not use liquid cleaners or aerosols directly on the
device.

6. TROUBLESHOOTING

« No Power (PWR LED Off):

o Check power adapter connection to the device and the electrical outlet.
o Verify the power outlet is functional.

o Ensure the correct 12V DC power adapter is used.

No Network Connectivity:

o Check Ethernet cable connections to WAN/LAN ports.
o Verify Link/Act LEDs are illuminated.
o Confirm network settings (IP addresses, subnet masks, gateways) are correctly configured on the FortiGate

and connected devices.

ALARM LED On:

o Consult the FortiGate documentation for specific alarm codes or messages.

o Check environmental conditions (temperature, ventilation).
« Cannot Access Web GUI:

o Ensure your computer's IP address is in the same subnet as the FortiGate's management interface.
o Try accessing via the console port to verify network interface status and IP configuration.

o Clear your browser's cache or try a different browser.

7. SPECIFICATIONS

Feature Specification

Model FortiGate FG-50E

Product Dimensions 5.51 x 8.5 x 1.44 inches

Item Weight 2.04 pounds

Number of Ports 7 (2 WAN, 5 LAN)

Interface Type RJ45 Ethernet, RJ45 Console, USB

Case Material Plastic

Upper Temperature Rating 40 Degrees Celsius

Power Input DC+12V (Power adapter not included with renewed units)

8. WARRANTY AND SUPPORT

This Fortinet FG-50E unit is a renewed product. Original manufacturer warranties may not apply. Please refer to the
seller's specific warranty and return policy for renewed products, typically available at the point of purchase or on the
seller's platform.

For technical support and detailed documentation, please visit the official Fortinet support website:
www.fortinet.com/support. You may need to register your device or have proof of purchase for support services.

Related Documents - FG-50E


https://www.fortinet.com/support

FortiOS 6.2.11 Release Notes: New Features, Fixes, and Known Issues

This document contains the release notes for FortiOS version 6.2.11, detailing new features, enhancements,
resolved issues, and known issues for FortiGate devices. It includes information on supported models,
upgrade procedures, and product integration.

AWS Adminitration Guide

FortiOS 7.6 AWS Administration Guide for Fortinet FortiGate-VM
Comprehensive guide to deploying and managing Fortinet FortiGate-VM instances on Amazon Web

Services (AWS) with FortiOS 7.6, covering single deployments, HA, auto-scaling, and AWS service
integration.

FortiOS 6.2.9 Release Notes
This document provides release information for FortiOS version 6.2.9, detailing supported models, special
notices, upgrade procedures, product integration, resolved issues, known issues, and limitations.

FortiOS 7.0.6 Release Notes - Fortinet
Comprehensive release notes for Fortinet FortiOS 7.0.6, detailing new features, resolved issues, known
issues, and upgrade procedures for FortiGate network security devices.

Release Notes

FortiOS 7.2.10 Release Notes - Fortinet

Explore the FortiOS 7.2.10 Release Notes from Fortinet. This document details new features, resolved
issues, known issues, upgrade guidance, and supported models for FortiGate devices, enhancing network
security and performance.

e

QuickStart Guide

FortiGate 90G Series QuickStart Guide: Setup and Configuration

A concise guide to setting up and configuring the FortiGate 90G and 91G series network security
appliances, covering essential setup, package contents, front and rear panel details, and regulatory
information.
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