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MOXA AWK-4131A-US-T Industrial 802.11a/b/g/n Access
Point User Manual

Model: AWK-4131A-US-T

1. INTRODUCTION

This manual provides comprehensive instructions for the installation, operation, and maintenance of the MOXA AWK-
4131A-US-T Industrial 802.11a/b/g/n Access Point. This device is designed for robust wireless connectivity in harsh
industrial environments, offering reliable performance and adherence to IP68 standards for dust and water protection.
Please read this manual thoroughly before using the device to ensure proper and safe operation.

2. SAFETY INFORMATION

Always observe the following safety precautions to prevent injury and damage to the device:

o Ensure the power supply voltage is within the specified range for the device.

Do not open the device casing unless instructed by qualified personnel.

o Protect the device from extreme temperatures, humidity, and direct sunlight beyond its operational specifications.

Disconnect power before performing any maintenance or installation procedures.

o Use only accessories and components approved by Moxa.

3. PAckAGE CONTENTS

Verify that your package contains the following items:

o MOXA AWK-4131A-US-T Industrial Access Point
o Documentation CD (User Manual, Quick Installation Guide)

Warranty Card

o Mounting Kit (if applicable)

If any items are missing or damaged, please contact your vendor immediately.

4. ProbucT FEATURES
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The MOXA AWK-4131A-US-T offers a range of features designed for industrial applications:

o |EEE 802.11a/b/g/n compliant for high-speed wireless communication.
o |P68-rated housing for protection against dust and water ingress.

o Wide operating temperature range: -40°C to 75°C (-40°F to 167°F).

o Dual-band support (2.4 GHz and 5 GHz) for flexible deployment.

o Multiple operating modes: Access Point, Client, Bridge.

o Advanced security features including WPA/WPA2, 802.1X, and MAC address filtering.
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Figure 4.1: Front view of the MOXA AWK-4131A-US-T Industrial Access Point, showing its robust casing and two external antennas. The

device features multiple ports at the bottom for connectivity.

5. SETUP (INSTALLATION)

5.1 Mounting the Device

The AWK-4131A-US-T can be mounted on a wall or pole using the provided mounting kit. Ensure the mounting surface is
stable and can support the device's weight.

1. Select a suitable mounting location, considering cable routing and antenna coverage.

2. Use the mounting bracket as a template to mark drilling points.

3. Drill holes and insert appropriate anchors if necessary.
4. Secure the mounting bracket to the surface.
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. Attach the AWK-4131A-US-T to the mounted bracket.

5.2 Connecting Power and Network

Connect the power supply and network cables to the device's appropriate ports. The device supports redundant power
inputs for enhanced reliability.

o Connect the power cable(s) to the DC power input terminals.
o Connect an Ethernet cable from your network switch or router to the device's LAN port.

o Ensure all cable glands are properly tightened to maintain the IP68 rating.

5.3 Initial Configuration

After connecting power, the device will boot up. You can access the web-based management interface for initial
configuration.

1. Set your computer's IP address to be in the same subnet as the device's default IP (refer to the Quick Installation
Guide for default IP).

2. Open a web browser and enter the device's IP address.



3. Log in using the default username and password (change these immediately after first login for security).

4. Configure basic network settings, wireless parameters (SSID, security), and operating mode.

6. OPERATING INSTRUCTIONS

6.1 Accessing the Web Interface

The primary method for managing the AWK-4131A-US-T is through its web-based interface. Ensure your computer is
connected to the same network as the access point.

e Open a web browser (e.g., Chrome, Firefox).
o Enter the IP address of the AWK-4131A-US-T in the address bar.

o Enter your username and password when prompted.

6.2 Wireless Configuration

Navigate to the "Wireless Settings" section in the web interface to configure your Wi-Fi network.

SSID: Set the name of your wireless network.

o Security Mode: Select WPA2-PSK or WPA2-Enterprise for optimal security.

Passphrase/Key: Enter a strong password for your wireless network.
« Channel: Select an appropriate channel to avoid interference.

o Band: Choose between 2.4 GHz, 5 GHz, or both.
6.3 Operating Modes
The device supports various operating modes:

o Access Point (AP): The default mode, allowing wireless clients to connect to your wired network.
o Client: Allows the device to connect to another access point wirelessly, acting as a wireless client for wired devices.

o Bridge: Connects two wired networks wirelessly.

7. MAINTENANCE

7.1 Firmware Updates

Regularly check the Moxa website for the latest firmware updates. Firmware updates can provide new features,
performance improvements, and security patches.
1. Download the latest firmware file from the official Moxa support page for your model.
2. Access the device's web interface and navigate to the "System Maintenance" or "Firmware Upgrade" section.
3. Upload the downloaded firmware file and follow the on-screen instructions.

4. Do not power off the device during the firmware upgrade process.

7.2 Cleaning

Due to its IP68 rating, the device is designed to withstand harsh environments. Periodically inspect the casing and cable
glands for any signs of damage or wear. Clean the exterior with a damp cloth if necessary, ensuring no liquids enter the
ports.

7.3 Configuration Backup and Restore



It is recommended to regularly back up your device's configuration to prevent data loss in case of unforeseen issues.

¢ In the web interface, navigate to "System Maintenance" or "Configuration Management".
« Download the current configuration file to your computer.

o To restore, upload a previously saved configuration file.

8. TROUBLESHOOTING

Problem Possible Cause Solution

Device not No power supply; incorrect voltage; faulty Check power connections; verify power supply
powering on. power cable. voltage; replace cable.

Cannot access web  Incorrect IP address; network connectivity Verify device IP; check network cables;
interface. issue; firewall blocking access. temporarily disable firewall.

Wireless clients Incorrect SSID/password; wrong security Verify wireless settings; try a different channel;
cannot connect. mode; channel interference. check client compatibility.

Poor wireless Interference; distance from clients; antenna Optimize antenna placement; change wireless
performance. orientation. channel; reduce distance.

If the problem persists, refer to the full user manual on the Moxa website or contact technical support.

9. SPECIFICATIONS

Parameter Value

Model AWK-4131A-US-T

Wireless Standards IEEE 802.11a/b/g/n

Frequency Band 2.4 GHz /5 GHz

Ingress Protection P68

Operating Temperature -40°C to 75°C (-40°F to 167°F)
Power Input 12/24/48 VDC (redundant inputs)
Antenna Connectors N-type (x2)

Ethernet Ports 2 x 10/100BaseT(X) (M12 connector)

10. WARRANTY AND SUPPORT

Moxa products typically come with a standard warranty. Please refer to the warranty card included in your package or visit
the official Moxa website for detailed warranty terms and conditions.

For technical support, product documentation, and software downloads, please visit the Moxa Global Website:
https://www.moxa.com/support

You may also contact your local Moxa distributor or sales representative for assistance.
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Detailed specifications, features, and ordering information for the Moxa AWK-1165C Series
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client, covering hardware setup, mounting, wiring, and software configuration.
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LED indicators, specifications, and software configuration.
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Quick Installation Guide

Moxa AWK-4262A Series Quick Installation Guide - Wireless AP/Bridge/Client

This guide provides essential information for the quick installation of the Moxa AWK-4262A Series
wireless AP/bridge/client. It covers hardware setup, panel layout, mounting options, wiring
requirements, communication connections, LED indicators, specifications, software access, and
configuration modes (AP, Client, Master/Slave). Includes FCC and regional compliance statements.

AWK-1165C/AWK-1165A Series
Quick Installation Guide

Moxa Ararks
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Moxa AWK-1165C/AWK-1165A Series Quick Installation Guide

A comprehensive quick installation guide for Moxa's AWK-1165C and AWK-1165A Series
industrial-grade Wi-Fi clients and Access Points (APs). It covers product overview, hardware setup,
package contents, mounting procedures (DIN-rail and wall), wiring requirements, communication
connections, LED indicators, specifications, safety precautions, and basic software setup for AP,
Client, Master, and Slave modes.
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