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FORTINET FG-30E

FortiGate 30E Network Security/Firewall Appliance
User Manual

Model: FG-30E

1. INTRODUCTION

This manual provides comprehensive instructions for the installation, operation, and maintenance of the FORTINET
FortiGate 30E Network Security/Firewall Appliance. The FortiGate 30E is designed to provide robust network security
with features including 5 x GE RJ45 ports (including 1 x WAN port, 4 x switch ports) and support for managed
FortiAPs.

For optimal performance and security, please read this manual thoroughly before operating the device.

2. SAFETY INFORMATION
Always adhere to the following safety guidelines:

o Ensure the device is placed on a stable, flat surface.

o Do not expose the device to moisture or extreme temperatures.

Use only the power adapter supplied with the device.

Do not open the device casing; refer servicing to qualified personnel.

Ensure proper ventilation to prevent overheating.

3. Package CONTENTS
Verify that all items are present in the package:

o FortiGate 30E Appliance

Power cable

Rack-mount kit (if applicable)
Console cable
Quick Start Guide
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4. Device OVERVIEW

The FortiGate 30E features various ports and indicators for network connectivity and status monitoring.
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Figure 4.1: Front Panel of FortiGate 30E. This image displays the front of the FortiGate 30E appliance, highlighting the PWR, STA,
ALARM, and HA LED indicators, along with the numbered LAN ports (1-4), WAN port, and USB port. The Link/Act and Speed LEDs
are also visible for each port.
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Figure 4.2: Angled View of FortiGate 30E. This image provides an angled perspective of the FortiGate 30E, showcasing both the front
panel with its indicators and ports, and the ventilated side panel for heat dissipation.
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Figure 4.3: Top-Down View of FortiGate 30E. This image shows the FortiGate 30E from a top-down perspective, clearly displaying the
Fortinet logo and the model name, FortiGate 30E, on the front panel.
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Figure 4.4: Alternative Front View of FortiGate 30E. This image presents another front view of the FortiGate 30E, providing a slightly
different angle of the LED indicators and network ports.
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Figure 4.5: Rear Panel of FortiGate 30E. This image details the rear panel of the FortiGate 30E, showing the DC+12V power input,
console port, and the WAN and numbered LAN ports (1-4).

Front Panel Indicators:

PWR (Power): Indicates the power status of the device.

STA (Status): Indicates the system status.

ALARM: Indicates an alarm condition.

HA (High Availability): Indicates the High Availability status.

LINK/ACT (Link/Activity): Indicates network link status and data activity for each port.

SPEED: Indicates the connection speed for each port.

Rear Panel Poris:

o DC+12V: Power input port.

o CONSOLE: RJ45 console port for direct management access.

o WAN: Wide Area Network port for internet connectivity.

o 1-4 (LAN Ports): Local Area Network ports for connecting internal devices.

USB: USB 2.0 port for external storage or other peripherals.

5. SETUP AND INSTALLATION

5.1. Physical Installation

1. Placement: Place the FortiGate 30E on a flat, stable surface in a well-ventilated area. Ensure adequate space
around the device for airflow.

2. Power Connection: Connect the supplied power cable to the DC+12V port on the rear of the device and then
to a power outlet.

3. Initial Network Connection: Connect one end of an Ethernet cable to a LAN port (e.g., port 1) on the
FortiGate 30E and the other end to your computer's Ethernet port.

4. WAN Connection: Connect your internet service provider's modem or router to the WAN port on the FortiGate
30E using an Ethernet cable.

5.2. Initial Configuration
After physical connections are made, proceed with the initial software configuration:

1. Power On: Power on the FortiGate 30E. The PWR LED should illuminate.

2. Accessing the Web-based Manager: Open a web browser on your connected computer and navigate to the
default IP address (typically 192.168.1.99 or as specified in the Quick Start Guide).



3. Login: Enter the default username (e.g.,admin) and leave the password blank (or use the default password
provided in the Quick Start Guide). You will be prompted to change the password upon first login.

4. Wizard Setup: Follow the on-screen setup wizard to configure basic network settings, including WAN interface
settings (DHCP, Static IP, PPPoE), LAN interface settings, and administrative password.

Note: For detailed configuration steps, refer to the FortiGate Administration Guide available on the Fortinet support website.

6. OPERATING THE FORTIGATE 30E

6.1. Basic Network Operation

Once configured, the FortiGate 30E functions as your network's primary security gateway. It will route traffic between
your internal network (LAN) and the internet (WAN), applying security policies as defined.

o Internet Access: Devices connected to the LAN ports should automatically obtain IP addresses and have
internet access, subject to configured firewall policies.

o LED Indicators: Monitor the front panel LEDs for operational status. A solid green LINK/ACT LED indicates a
successful connection, and blinking indicates data activity.
6.2. Advanced Features
The FortiGate 30E supports a range of advanced security and networking features:

Firewall Policies: Configure rules to control traffic flow based on source, destination, service, and user.

VPN (Virtual Private Network): Establish secure tunnels for remote access or site-to-site connectivity.

Threat Protection: Utilize features like Intrusion Prevention System (IPS), Antivirus, and Web Filtering (requires
subscription).

Managed FortiAPs: Centrally manage Fortinet wireless access points connected to the FortiGate.

Traffic Shaping: Prioritize or limit bandwidth for specific applications or users.

Note: Accessing and configuring advanced features requires logging into the web-based manager or using the command-line interface
(CLI).

7. MAINTENANCE
Regular maintenance ensures the longevity and optimal performance of your FortiGate 30E.

o Firmware Updates: Periodically check for and install the latest firmware updates from the Fortinet support
portal. Firmware updates often include security patches and new features.

o Configuration Backup: Regularly back up your device configuration. This allows for quick restoration in case
of misconfiguration or hardware failure.

« Physical Cleaning: Keep the device and its ventilation openings free from dust. Use a soft, dry cloth for
cleaning. Do not use liquid cleaners.

« Monitoring Logs: Regularly review system logs for any unusual activity or error messages.



8. TROUBLESHOOTING

This section provides solutions to common issues you might encounter.

Problem Possible Cause Solution
No power . . .
(PWR LED Power cable disconnected, faulty Check power cable connections. Try a different power
f power outlet, faulty power adapter. outlet. Ensure the power adapter is functioning.
0
No internet WAN cable disconnected, incorrect  Verify WAN cable connection. Check WAN interface
ACcess WAN configuration, ISP issue, settings in the web-based manager. Contact your ISP.
firewall policy blocking traffic. Review firewall policies.
Cannot . .
b Incorrect IP address, network Ensure your PC is on the same subnet as the FortiGate's
access web-
based configuration issue on PC, device LAN interface. Verify the FortiGate's IP address. Wait for the
ase
not fully booted. device to fully boot (STA LED solid).
manager
Slow High network traffic, misconfigured Check network utilization. Review security profiles and
network security features, outdated firmware. policies. Update firmware.
performance

For more advanced troubleshooting, consult the Fortinet support documentation or contact technical support.

9. SPECIFICATIONS

Feature Detail
Model
ode FG-30E
Number
Ports 5 x GE RJ45 (1 x WAN, 4 x Switch)

USB Ports 1xUSB2.0

I
Console 1x RJ45
Port
Data
Transfer 1 Gigabits Per Second
Rate
Wireless 802.11a/b/g/n (Note: This specification might refer to supported wireless standards for managed
Type APs or internal Wi-Fi if present, but the device itself is a wired appliance.)
Dimensions .
2.95 x 5.5 x 10.5 inches
(LxWxH)

Item Weight  3.79 pounds (approx. 1720 Grams)



Feature Detail

Case )
) Plastic
Material
Included
Power cable, rack-mount kit, console cable
Components

10. WARRANTY INFORMATION

FORTINET products typically come with a limited hardware warranty. The duration and terms of the warranty may
vary based on region and purchase date. For specific warranty details, please refer to the warranty card included with
your product or visit the official Fortinet website's support section.

Please note that support and software updates often require an active service contract or subscription, which may
need to be purchased separately from the hardware.

11. TECHNICAL SUPPORT

For technical assistance, product registration, and access to documentation and firmware downloads, please visit the
official Fortinet support portal:

https://support.fortinet.com
Before contacting support, ensure you have your product's serial number and a clear description of the issue.

© 2023 FORTINET. All rights reserved.

Related Documents

FortiGate 6000F Series: High-Performance Next-Generation Firewall Datasheet
Technical datasheet for Fortinet's FortiGate 6000F series, including models FG-6300F, FG-6301F,

FG-6500F, and FG-6501F. Features high-performance threat protection, advanced networking, and
Security Fabric integration for enterprise data centers and cloud environments.
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Release Notes

FortiOS 7.0.6 Release Notes - Fortinet
[ Comprehensive release notes for Fortinet FortiOS 7.0.6, detailing new features, resolved issues,
l _ | known issues, and upgrade procedures for FortiGate network security devices.

FoAmneT

AWS Administration Guide

FortiOS 7.6 AWS Administration Guide for Fortinet FortiGate-VM

== | Comprehensive guide to deploying and managing Fortinet FortiGate-VM instances on Amazon
PR ' \’I Web Services (AWS) with FortiOS 7.6, covering single deployments, HA, auto-scaling, and AWS
. | service integration.

Fortinet NGFW/Perimeter Firewalls Ordering Guide
This ordering guide details Fortinet's Next-Generation Firewalls (NGFW) and Perimeter Firewalls,

highlighting their advanced Al/ML capabilities, FortiGuard services, and the integrated Fortinet

Security Fabric for comprehensive enterprise threat protection and policy control.
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