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Manual

Model: FG-30E-BDL
This manual provides instructions for the installation, operation, and maintenance of your Fortinet FortiGate 30E Unified Threat

Management (UTM) security appliance.

1. INTRODUCTION

The FortiGate 30E is a compact, all-in-one security appliance designed to deliver comprehensive network security for
small businesses, remote offices, and retail networks. It integrates essential security technologies such as firewall,
application control, intrusion prevention (IPS), VPN, and web filtering, all managed through the FortiOS operating system.
This device provides advanced threat protection, including sandboxing and anti-bot protection, to safeguard your network
against sophisticated threats. Its capabilities support network segmentation for guest and employee access, helping to
meet compliance standards like PCI and HIPAA.

2. PACKAGE CONTENTS

Verify that your package contains the following items:

FortiGate 30E Appliance

Power Adapter

Ethernet Cable

Quick Start Guide (if included)

If any items are missing or damaged, please contact your vendor or Fortinet support.

3. PHYSICAL OVERVIEW

3.1 Front Panel
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Figure 1: Front view of the FortiGate 30E appliance, showing LED indicators for power, status, alarm, HA, and individual port link/activity
and speed, along with a USB port.

Figure 2: A closer front view of the FortiGate 30E, highlighting the Fortinet logo, model name, and the array of status LEDs and the USB
port.

3.2 Rear Panel

Figure 3: Rear view of the FortiGate 30E appliance, displaying the DC+12V power input, console port, ground screw, and five Ethernet
ports (WAN and LAN ports 1-4).

3.3 LED Indicators

PWR (Power): Indicates power status.

STA (Status): Indicates system operational status.

ALARM: Indicates system alerts or errors.

HA (High Availability): Indicates HA cluster status.

LINK/ACT (Link/Activity): Indicates network link status and data activity for each port.

SPEED: Indicates connection speed for each port (e.g., 10/100/1000 Mbps).

4. SETUP AND INSTALLATION

Follow these steps to set up your FortiGate 30E appliance:

4.1 Connecting Power

1. Connect the provided power adapter to the DC+12V port on the rear panel of the FortiGate 30E.

2. Plug the power adapter into a suitable electrical outlet.

3. The PWR LED on the front panel should illuminate, indicating the device is receiving power.



4.2 Network Connections

1. WAN Connection: Connect your internet service provider's modem or router to the WAN port on the rear panel
using an Ethernet cable.

2. LAN Connections: Connect your internal network devices (e.g., switches, computers) to the LAN ports (1-4) on the
rear panel.

3. Observe the LINK/ACT and SPEED LEDs for each connected port to confirm network connectivity.

4.3 Initial Configuration Access

The FortiGate 30E can be configured via a web-based interface or a command-line interface (CLI) through the console
port.

Web-based Interface: By default, the FortiGate appliance may assign an IP address to connected devices via
DHCP. Access the web interface by opening a web browser and navigating to the default IP address (e.g.,
http://192.168.1.99 or http://192.168.1.1, consult the Quick Start Guide for the exact default IP).

Console Port: For advanced configuration or initial setup without network access, connect a serial cable from your
computer to the CONSOLE port on the FortiGate. Use a terminal emulator program (e.g., PuTTY) with appropriate
serial port settings (e.g., 9600 baud, 8 data bits, no parity, 1 stop bit, no flow control).

The default username is admin with no password. It is highly recommended to change the default password immediately
after initial login for security purposes.

5. OPERATING THE FORTIGATE 30E

Once configured, the FortiGate 30E operates continuously to provide network security. Key operational aspects include:

Firewall Protection: Filters network traffic based on configured security policies.

UTM Services: Utilizes FortiGuard services for real-time updates on antivirus, IPS signatures, web filtering, and
anti-spam.

VPN: Supports secure remote access and site-to-site connections.

Monitoring: The web interface provides dashboards and logs to monitor network activity, threats, and system
performance.

Refer to the FortiOS documentation for detailed information on configuring specific security features and policies.

6. MAINTENANCE

Regular maintenance ensures optimal performance and security of your FortiGate 30E appliance.

Firmware Updates: Periodically check for and apply the latest FortiOS firmware updates. Firmware updates often
include security patches, bug fixes, and new features.

Configuration Backups: Regularly back up your FortiGate configuration. This allows for quick restoration in case of
misconfiguration or hardware failure.

Security Policy Review: Review and update your security policies as your network requirements or threat
landscape changes.

Physical Cleaning: Ensure the appliance is kept in a clean, dust-free environment. Periodically clean the vents to
prevent overheating.

7. TROUBLESHOOTING
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This section addresses common issues you might encounter with your FortiGate 30E.

No Power:

Ensure the power adapter is securely connected to both the appliance and a working electrical outlet.

Verify the power outlet is functional.

Check the PWR LED on the front panel. If it's off, the device is not receiving power.

No Network Connectivity:

Check Ethernet cable connections to the WAN and LAN ports. Ensure they are securely seated.

Verify the LINK/ACT LEDs are illuminated for active connections. If not, try a different cable or port.

Confirm that connected devices (modem, switch, computer) are powered on and functioning correctly.

Check network configuration settings on the FortiGate via the web interface or console.

Cannot Access Web Interface:

Ensure your computer is connected to a LAN port of the FortiGate and is configured to obtain an IP address
automatically (DHCP).

Verify you are using the correct default IP address for the FortiGate (e.g., http://192.168.1.99).

Try clearing your browser's cache or using a different browser.

If still unable to access, use the console port for CLI access to check network settings.

Slow Performance:

Check network utilization and CPU/memory usage on the FortiGate dashboard.

Ensure FortiGuard services are up-to-date.

Review security policies for any configurations that might be causing bottlenecks.

For further assistance, refer to the Fortinet support website or contact technical support.

8. SPECIFICATIONS

Feature Detail

Model Number FG-30E-BDL

Product Dimensions 5.24 x 8.27 x 1.61 inches

Item Weight 1.6 pounds

Manufacturer Fortinet

Connectivity Technology Ethernet (Wired). Note: Some FortiGate 30E variants (FortiWiFi) may include Wi-Fi.

Recommended Use Network Security

Power Input External Power Adapter (typically 12V DC output, adapter input may be 100-240V AC)

UPC 785614822889

9. WARRANTY AND SUPPORT
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The FortiGate 30E BDL (Bundle) includes 1 Year of 8x5 FortiCare and FortiGuard Unified Threat Management (UTM)
Protection. This bundle typically covers:

Hardware Replacements: For eligible hardware failures.

Firmware Upgrades: Access to the latest FortiOS firmware.

8x5 Support: Technical support available 8 hours a day, 5 days a week.

FortiGuard Updates: Real-time updates for AntiVirus, Intrusion Prevention System (IPS), Content Filtering, and
AntiSpam services.

For detailed warranty terms, support procedures, and to register your product, please visit the official Fortinet support
portal: https://support.fortinet.com.
It is important to note that the support and subscription period typically begins from the date of initial registration or
shipment from Fortinet, not necessarily from your purchase date. Please verify your specific service activation dates upon
product registration.

© 2023 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiGuard®, and other Fortinet marks are trademarks or registered trademarks
of Fortinet, Inc. in the U.S. and other countries.

This document is for informational purposes only and is subject to change without notice.

Related Documents - FG-30E-BDL

FortiOS 6.2.11 Release Notes: New Features, Fixes, and Known Issues
This document contains the release notes for FortiOS version 6.2.11, detailing new features,
enhancements, resolved issues, and known issues for FortiGate devices. It includes information on
supported models, upgrade procedures, and product integration.

FortiOS 6.4.3 Release Notes
Official release notes for FortiOS version 6.4.3, detailing new features, enhancements, resolved
issues, and known issues for Fortinet's network security operating system. Includes supported
models and upgrade information.

FortiOS 6.2.9 Release Notes
This document provides release information for FortiOS version 6.2.9, detailing supported models,
special notices, upgrade procedures, product integration, resolved issues, known issues, and
limitations.
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FortiOS 7.6 AWS Administration Guide for Fortinet FortiGate-VM
Comprehensive guide to deploying and managing Fortinet FortiGate-VM instances on Amazon
Web Services (AWS) with FortiOS 7.6, covering single deployments, HA, auto-scaling, and AWS
service integration.

FortiOS 7.0.6 Release Notes - Fortinet
Comprehensive release notes for Fortinet FortiOS 7.0.6, detailing new features, resolved issues,
known issues, and upgrade procedures for FortiGate network security devices.

FortiOS 7.2.10 Release Notes - Fortinet
Explore the FortiOS 7.2.10 Release Notes from Fortinet. This document details new features,
resolved issues, known issues, upgrade guidance, and supported models for FortiGate devices,
enhancing network security and performance.
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