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1. INTRODUCTION

This document provides essential information for the activation and utilization of your Fortinet FortiGate-70D-POE
License, specifically the 1-year 24x7 FortiCare service (FC-10-070DP-247-02-12). This license is designed to
enhance the security and operational efficiency of your FortiGate-70D-POE network security appliance by providing
comprehensive support and access to advanced threat intelligence services.

2. LICENSE ACTIVATION

To begin utilizing the FortiCare services and security subscriptions, your license must be activated. This process
typically involves registering the license key with your Fortinet account and associating it with your FortiGate-70D-POE
device.

Activation Steps:

1. Locate Your License Certificate: Your license key is provided on the license certificate, often included with your
purchase or delivered electronically.

2. Access the FortiCare Support Portal: Navigate to the official FortiCare support portal (support.fortinet.com)
using a web browser.

3. Log In or Create an Account: If you do not have a Fortinet account, create one. Otherwise, log in with your
existing credentials.

4. Register Your Product: Within the portal, locate the "Product Registration" or "Register Your Product" section.

5. Enter License Information: Input the license key and any other required details as prompted. Ensure the
FortiGate-70D-POE serial number is correctly associated.

6. Confirm Activation: Follow the on-screen instructions to complete the activation. A confirmation will typically be
sent to your registered email address.
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Image: The Fortinet FortiGate-70D-POE License activation key box, indicating the physical or digital delivery of the license.
This box contains the necessary information for license registration and activation.

For detailed, step-by-step instructions, refer to the official Fortinet documentation available on the FortiCare support
portal.

3. FORTICARE SUPPORT SERVICES OVERVIEW

Your FortiCare license provides access to various levels of technical support and advanced replacement services,
ensuring the continuous operation and security of your FortiGate-70D-POE device.

Available FortiCare Services:

FortiCare 8x5 Service: Provides access to technical support via the web portal, online chat system, and
telephone during business hours (8 hours a day, 5 days a week). Includes return and replace for hardware failures.

FortiCare 24x7 Service: Offers round-the-clock access to mission-critical support services, 365 days a year, 24
hours a day. This includes technical support and advanced replacement service for hardware failures. Your FC-10-
070DP-247-02-12 license includes this service.

FortiCare 360 Service: An advanced service combining Fortinet's cloud-based analytics with premium support. It
enables proactive approaches to rapid detection and remediation of current and potential security and
performance issues, helping to avoid breaches and downtime.



Image: An overview illustrating the different FortiCare Support Services: 8x5, 24x7, and 360, each represented by an icon on a
laptop screen, highlighting their respective coverage levels.



Image: A detailed diagram outlining the components of FortiCare Support Services, including Service Operation, Service
Strategies, Service Design, and Service Transition, with emphasis on 24x7, 8x5, and 360 support levels and Premium RMA.

4. FORTIGUARD SECURITY SUBSCRIPTIONS

Beyond technical support, your FortiCare license grants access to FortiGuard security subscriptions, which provide
real-time threat intelligence and comprehensive protection against evolving cyber threats.

Key Security Subscriptions Included:

Next Generation Application Control and IPS: Application control and intrusion prevention (IPS) are
foundational security technologies for your FortiGate. FortiGuard IPS signatures are continuously updated to
defend against new threats.

Web Filtering: Categorizes and filters over 160 million websites, providing granular control over web access and
protecting against malicious sites.

Antivirus: FortiGuard Labs identifies and neutralizes malware programs, including traditional malware, and



advanced persistent threats.

Web Application Security Service: Provides automated updates to protect your sensitive data and content from
the latest application-layer threats, including SQL injection and cross-site scripting.

Antispam: Offers highly effective antispam solutions to protect against unsolicited and often malicious email.

Vulnerability Scan: Helps identify and manage the latest software vulnerabilities on endpoint devices and in your
organization's network.

Botnet IP and Domain Reputation: Blocks approximately 32,000 botnet command & control communication
attempts daily, preventing compromised devices from participating in botnet activities.

Database Security Control: Offers centrally managed, enterprise-scale database protection that covers known
exploits, configuration weaknesses, OS issues, and regulatory compliance.

Mobile Security Service: Protects your organization against attacks targeting mobile platforms, providing effective
protection against the latest threats.

Advanced Threat Protection (FortiSandbox Cloud): Integrates with FortiSandbox for advanced threat
detection, analyzing suspicious files and links in a secure environment to identify zero-day threats.

Image: An overview of Fortinet's Security Subscriptions, highlighting key benefits such as up-to-the-minute threat intelligence
and top-rated effectiveness.





Image: A detailed visual representation of various FortiGuard Subscription Options, including Next Generation Application
Control and IPS, Web Filtering, Antivirus, Web Application Security Service, Antispam, Vulnerability Scan, Botnet IP and
Domain Reputation, Database Security Control, Mobile Security Service, and Advanced Threat Protection (FortiSandbox

Cloud).

5. SERVICE MANAGEMENT AND MAINTENANCE

Effective management of your FortiCare license and associated services is crucial for maintaining optimal security and
performance of your FortiGate-70D-POE device.

Key Management Activities:

FortiCare Portal Access: Regularly log into the FortiCare support portal to monitor your license status, view
service entitlements, and manage registered devices.

Firmware Updates: Ensure your FortiGate-70D-POE device is running the latest firmware versions. FortiCare
services often include access to critical security updates and patches.

Security Content Updates: FortiGuard subscriptions automatically deliver real-time updates for antivirus
definitions, IPS signatures, web filtering categories, and other security content. Verify that these updates are being
applied successfully.

Service Renewal: Keep track of your license expiration date to ensure continuous protection. Renew your
FortiCare license before it expires to avoid any service interruptions.

6. TROUBLESHOOTING AND SUPPORT

Should you encounter any issues with your FortiGate-70D-POE device or the FortiCare services, Fortinet provides
comprehensive support channels.

Accessing Support:

FortiCare Support Portal: The primary point of contact for technical support. You can open support tickets,
access knowledge base articles, and find documentation.

Telephone Support: For urgent issues, utilize the 24x7 telephone support provided with your license. Contact
numbers are available on the FortiCare portal.

Online Chat: For quick queries, the online chat system is available during specified service hours.

Community Forums: Fortinet's community forums can be a valuable resource for peer-to-peer support and
solutions to common issues.

When contacting support, be prepared to provide your FortiGate-70D-POE serial number, your FortiCare license key,
and a detailed description of the issue you are experiencing.

7. SPECIFICATIONS

Key specifications related to the Fortinet FortiGate-70D-POE License (FC-10-070DP-247-02-12):

Attribute Detail



Model Number FC-10-070DP-247-02-12

Brand FORTINET

Service Type FortiCare 24x7 Support and Security Subscriptions

Service Duration 1 Year

Associated Product FortiGate-70D-POE

Item Weight 1 Pounds (for packaging/documentation)

Date First Available October 21, 2015

Manufacturer Fortinet

ASIN B015019B94

UPC 619587326580

8. WARRANTY AND SUPPORT INFORMATION

This FortiCare license provides comprehensive support and service coverage for a period of one year from the date of
activation. The 24x7 FortiCare service ensures that you have access to technical assistance and hardware
replacement options around the clock.

Support Details:

Service Duration: 1 Year from activation date.

Technical Support: Available 24 hours a day, 7 days a week, via web portal, chat, and phone.

Hardware Replacement: Advanced replacement service for eligible hardware failures of the associated
FortiGate-70D-POE device. Specific terms and conditions apply and are detailed on the FortiCare portal.

Software Updates: Access to firmware updates and patches for the FortiGate-70D-POE.

Security Content Updates: Continuous, real-time updates for FortiGuard security services (antivirus, IPS, web
filtering, etc.).

For the most current and detailed warranty and support terms, please refer to the official Fortinet website and the
FortiCare support portal (support.fortinet.com).

© 2024 FORTINET. All rights reserved. Information subject to change without notice.
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Fortinet Data Center Firewalls: Ordering Guide and Specifications
Comprehensive ordering guide for Fortinet Data Center Firewalls (NGFWs), detailing product
offerings, appliance specifications, order information, and frequently asked questions for high-
performance network security.

Fortinet Sovereign SASE Ordering Guide: Private SASE Solution
Comprehensive ordering guide for Fortinet's Sovereign SASE, a private Secure Access Service
Edge solution for enterprises and service providers, detailing components, SKUs, and FAQs.

FortiGate/FortiWiFi Installation and Setup Guide
Comprehensive guide to installing, setting up, and configuring FortiGate and FortiWiFi network
security devices, covering physical installation options, various setup methods (GUI, Cloud, CLI),
licensing, services, and the Fortinet Security Fabric.

FortiEdge Cloud Ordering Guide: Network Management Platform
This guide provides detailed ordering information for FortiEdge Cloud, Fortinet's cloud-based
management platform for FortiAP, FortiSwitch, and FortiExtender. It covers features, licensing tiers,
product SKUs, and frequently asked questions.

FortiGate 80F Series QuickStart Guide | Fortinet
This QuickStart Guide provides essential information for setting up and deploying FortiGate 80F
Series devices, including package contents, quick setup procedures, and additional configuration
options.

Fortinet FortiOS 7.0.6 Hardware Acceleration Guide
A comprehensive guide to Fortinet's FortiOS 7.0.6 hardware acceleration features, detailing NP7,
NP6, and CP9 processors, their architectures, configurations, and performance optimization for
FortiGate network security appliances.

https://manuals.plus/m/2f7e02e5f2c8297edefb99f833411767635bf0c3fd99620e1104ed63a5606a3d
https://manuals.plus/m/2f7e02e5f2c8297edefb99f833411767635bf0c3fd99620e1104ed63a5606a3d
https://manuals.plus/m/2523235b0751eb29ef0ae350828ed1ad45ba1698a1a09dfb22fe38d3309e0557
https://manuals.plus/m/2523235b0751eb29ef0ae350828ed1ad45ba1698a1a09dfb22fe38d3309e0557
https://manuals.plus/m/e86fc86481d3c0704f50ad0ba1b4db180a06f48844557ad0946dcaf5699cbd93
https://manuals.plus/m/e86fc86481d3c0704f50ad0ba1b4db180a06f48844557ad0946dcaf5699cbd93
https://manuals.plus/m/f23f9b26629e3c78745711ce3dab31685fc369df053cbcbc2746ca68c1124c19
https://manuals.plus/m/f23f9b26629e3c78745711ce3dab31685fc369df053cbcbc2746ca68c1124c19
https://manuals.plus/m/3a873f1e98537b7d09c42c54205a1e5ca9eb106c64f4548db464269f155c6219
https://manuals.plus/m/3a873f1e98537b7d09c42c54205a1e5ca9eb106c64f4548db464269f155c6219
https://manuals.plus/m/f2c4a8b067f6dc488e4f8f79a20e46c1ef1c473e2a0bd80f7857c39d9b4f48e7
https://manuals.plus/m/f2c4a8b067f6dc488e4f8f79a20e46c1ef1c473e2a0bd80f7857c39d9b4f48e7

	FORTINET FC-10-070DP-247-02-12
	Fortinet FortiGate-70D-POE License User Manual
	1. Introduction
	2. License Activation
	Activation Steps:

	3. FortiCare Support Services Overview
	Available FortiCare Services:

	4. FortiGuard Security Subscriptions
	Key Security Subscriptions Included:

	5. Service Management and Maintenance
	Key Management Activities:

	6. Troubleshooting and Support
	Accessing Support:

	7. Specifications
	8. Warranty and Support Information
	Support Details:
	Related Documents - FC-10-070DP-247-02-12




