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1. ProbucT OVERVIEW

1.1 Introduction

The Cisco 2500 Series Wireless Controller is an entry-level controller designed to provide real-time communication
between Cisco Aironet access points, simplifying the deployment and operation of wireless networks. This device
centralizes control for up to 5 access points, offering robust management capabilities for small to medium-sized

environments.

1.2 Key Features

o 2504 Wireless LAN Controller network management device
o 4 Ethernet ports for network connectivity
o Supports management of up to 5 access points

» Integrated network management capabilities
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Image 1.1: Front view of the Cisco 2504 Wireless LAN Controller, showing ports and indicators.

2. SETUP AND INSTALLATION

2.1 Package Contents

Verify that the following items are included in your package:
o Cisco 2504 Wireless LAN Controller unit
o Power adapter and power cord

« Ethernet cable

o Quick Start Guide and Safety Information

2.2 Physical Installation

Follow these steps for physical installation:

1. Unpack the Controller: Carefully remove the controller from its packaging and place it on a stable, flat surface
orin a rack.



2. Connect Power: Connect the power adapter to the controller's power input and then to a suitable power outlet.
Ensure the power LED illuminates, indicating the device is receiving power.

3. Connect Network Cables: Connect an Ethernet cable from your network switch or router to one of the
controller's network ports. Use the appropriate port for management access, typically the service port or a
designated data port.

4. Mounting (Optional): If rack-mounting, secure the controller using the provided rack-mount kit (if applicable)
into a standard 19-inch equipment rack.
2.3 Initial Configuration

Initial configuration typically involves connecting to the controller via a console port or a web interface.

o Console Access: Connect a console cable (RJ-45 to DB-9) from your computer to the controller's console port.
Use a terminal emulation program (e.g., PuTTY, Tera Term) with the following settings: 9600 baud, 8 data bits,
no parity, 1 stop bit, no flow control.

« Web Interface Access: Once the controller obtains an IP address (via DHCP or static configuration), access
the web interface by entering its IP address into a web browser. Default credentials are often admin/admin or
Cisco/Cisco, but refer to specific documentation for your firmware version.

¢ Run Setup Wizard: Follow the on-screen setup wizard to configure basic network settings, create administrator
accounts, and define initial wireless networks (SSIDs).

3. OPERATION

3.1 Managing Access Points

The Cisco 2504 controller automatically discovers and manages compatible Cisco Aironet access points within the
same network segment. Once discovered, access points can be configured and monitored from the controller's
interface.

o Access Point Registration: Ensure access points are powered on and connected to the network. The
controller will attempt to discover and register them. Verify that the access points are running compatible
firmware.

« AP Grouping: Organize access points into groups for simplified management and consistent policy application
across different areas of your network.
3.2 Configuring Wireless Networks (SSIDs)

Create and manage wireless networks (SSIDs) to provide Wi-Fi access to users and devices.

1. Navigate to the WLANSs section in the controller's web interface.

2. Create a new WLAN, specifying the SSID name, security policies (e.g., WPA2-Enterprise, WPA2-Personal), and
VLAN assignments for network segmentation.

3. Apply the newly created WLAN to the desired access point groups to broadcast the wireless network.
3.3 Monitoring and Reporting
The controller provides tools for monitoring network performance, client connectivity, and system health.

o View connected clients, their signal strength, and data usage in real-time.
« Monitor access point status, channel utilization, and performance metrics.

« Generate reports on network activity, security events, and client statistics for analysis and compliance.



4. MAINTENANCE

4.1 Firmware Updates

Regularly update the controller's firmware to ensure optimal performance, security, and compatibility with new access
point models. Firmware updates often require a valid Cisco SmartNet contract.

o Download the latest firmware from the official Cisco support website.

o Follow the specific upgrade procedure outlined in the firmware release notes to avoid issues.

4.2 Configuration Backup and Restore

Periodically back up your controller's configuration to prevent data loss and facilitate quick recovery in case of system
failure or misconfiguration.

o Export the configuration file from the controller's management interface.
o Store the backup file in a secure, off-device location.

o Use the import function to restore a saved configuration when needed.

4.3 System Reboot

A system reboot may be necessary for applying certain configuration changes or resolving minor operational issues.
Perform reboots during scheduled maintenance windows to minimize service disruption.

5. TROUBLESHOOTING

5.1 Common Issues and Solutions

o Access Points Not Joining:
Solution: Verify network connectivity between the AP and controller. Ensure DHCP is providing IP addresses
or static IPs are correctly configured. Check firewall rules that might block CAPWAP traffic. Confirm AP
firmware compatibility with the controller's software version.

o Clients Cannot Connect to Wi-Fi:
Solution: Check SSID configuration, including security settings (passphrase, authentication server). Verify
that the WLAN is enabled and broadcasted by access points. Ensure client devices have correct Wi-Fi drivers
and are within range.

o Slow Wireless Performance:

Solution: Check for channel interference using the controller's RF management tools. Optimize access point
placement and power levels. Ensure adequate bandwidth is available on the wired network connecting the
APs and controller. Verify correct channel assignments and width.

+ Controller Web Interface Inaccessible:

Solution: Verify the controller has an IP address and is reachable from your management station (ping test).
Check network cables and switch port status. Attempt to access via console port for diagnostics and to check
network interface status.

6. SPECIFICATIONS

Feature Detail

Product Dimensions 10.67 x 7.99 x 1.69 inches



ltem Weight 4 pounds

Model Number AIR-CT2504-5-K9

Brand Cisco

Ports 4 Ethernet ports

Supported Access Points Upto 5

Wireless Communication Standard 802.11a/b/g/n

Frequency Band Class Dual-Band

Connectivity Technology Wi-Fi

Antenna Type Internal

Operating System Cisco 10S

Compatible Devices Laptop, Personal Computer, Smartphone, Tablet

7. WARRANTY AND SUPPORT

7.1 Product Warranty

The Cisco 2504 Wireless LAN Controller typically comes with a limited hardware warranty. Please note that Cisco's
warranty policies often provide 90-day hardware coverage from the initial point of purchase by the reseller. The
remaining warranty period may vary depending on when the device was originally acquired.

For detailed warranty terms and conditions, refer to the official Cisco warranty documentation or contact Cisco support
directly. Extended protection plans may be available from third-party providers.

7.2 Technical Support

For technical assistance, troubleshooting, and firmware updates, a valid Cisco SmartNet service contract is generally
required. Without a SmartNet contract, access to firmware downloads and direct technical support from Cisco may be
limited or unavailable.

Visit the official Cisco support website for documentation, knowledge bases, and information on purchasing support
contracts: Cisco Support


https://www.cisco.com/c/en/us/support/index.html
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