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Product Information
Specifications

« Product Name: AT&T Office@Hand SIP Registration Guide for Algo IP Endpoints
« Manufacturer: Algo Communication Products Ltd.

« Address: 4500 Beedie Street, Burnaby V5J 5L2, BC, Canada

« Contact: 1-604-454-3790

« Website: www.algosolutions.com
Product Usage Instructions

Introduction

« AT&T Office@Hand is a business phone system that offers enterprise-grade features, including auto-

receptionist and multiple extensions.

Paging Devices

« Devices provisioned as paging devices do not have a phone number or internal extension.
« Registration via Paging Devices allows your Algo IP device to be registered to AT&T Office@Hand for public

announcing.

Configuration

1. Log in to AT&T Office@Hand and navigate to Phone System > Phones & Devices > Paging Devices.

2. Click + Add Device to add a new device.

3. Enter a Device Nickname, which will be the name of your SIP-enabled IP paging device within AT&T
Office@Hand.

4. Click Next to view the SIP credentials for your new device.


https://phone.gd/phone/604-454-3790
http://www.algosolutions.com

5. Access the web interface for your Algo IP endpoint and go to Basic Settings > SIP. Fill in the required fields with
the SIP information for your device.

FAQ

Q: Where can | find additional information on using the AT&T Office@Hand platform?

A: For more details on using the platform, refer to the AT&T Office@Hand User Guide.

Q: Where can | get device-specific configuration details?

A: For information on configuring your specific Algo product, consult the user guide provided with your device.

Disclaimer

« The information in this document is believed to be accurate in all respects but is not warranted by Algo. The
information is subject to change without notice and should not be construed in any way as a commitment by
Algo or any of its affiliates or subsidiaries.

« Algo and its affiliates and subsidiaries assume no responsibility for any errors or omissions in this document.
Revisions of this document or new editions of it may be issued to incorporate such changes. Algo assumes no
liability for damages or claims from using this manual, products, software, firmware, or hardware.

« No part of this document can be reproduced or transmitted in any form or by any means — electronic or
mechanical — for any purpose without written permission from Algo.

« For additional information or technical assistance in North America, please contact Algo’s support team.

INTRODUCTION

« AT&T Office@Hand is a business phone system that connects employees with one solution. It offers
enterprise-grade features, including auto-receptionist, multiple extensions, and more.

« This SIP registration guide will demonstrate three methods for integrating Algo IP endpoints with AT&T
Office@Hand. These methods are listed by functions within AT&T Office@Hand: Paging Device, Limited
Extension, and User Phones.

« The best method will depend on the Algo IP endpoint being provisioned and its intended application.

« For additional information on how to use the platform, see the AT&T Office@Hand User Guide.

« This guide only outlines configuration details for registering Algo IP endpoints to AT&T Office@Hand. For
additional information on device configuration, see the user guide for your specific Algo product.

PAGING DEVICES

« Devices provisioned as paging devices do not have a phone number or internal extension. Registration via
Paging Devices allows your Algo IP device to be registered to AT&T Office@Hand for public announcing.
« Recommend use:
o One-way paging (single or multi-site)
» Do not use for:

o Two-way communication


https://asecare.att.com/wp-content/uploads/2019/02/ATT-Office@Hand-User-Guide-10.3.pdf
https://www.algosolutions.com/resources/documentation/

Initiate calls

o

o

Receive regular telephone calls

o

Any application requiring DTMF, such as DTMF zoning and DTMF for door control

o

Loud or night ringer

Configuration

You will need to open both AT&T Office@Hand and the web interface for your Algo IP endpoint to register your
device.

To begin:

1. Log-in to AT&T Office@Hand and open Phone System — Phones & Devices — Paging Devices.
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2. Click + Add Device in the top right corner of the table to add a new device.

3. Enter a Device Nickname, which will be the name of your SIP-enabled IP paging device within AT&T
Office@Hand.
4. Click Next to see the SIP credentials for your new device. You can also click on your new device from the table

to access these details.
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5. Open the web interface for your Algo IP endpoint and go to the tabs Basic Settings — SIP. Use the SIP



https://service-officeathand.att.com/

information for your device to fill out the following fields.

Algo IP Endpoint Web Interface Fields

AT&T Office@Hand Fields

SIP Domain (Proxy Server)

SIP Domain

Page Extension

User Name

Authentication ID

Authorization ID

Authentication Password

Password

FIP | Fealures  Mulicast

SIP Settings

J Status | Basic Settings J Additional Features I,l Scheduler “ Advanced Settings U System Logaut |

- SIP

SIP Domain (Praxy Server)

Ring/Alert Mode

Page Extension

Authentication [D

Muthentication Password

Display Narme (Optional)

1) This section allows the S1P server information & account credentials ta be entered. This infarmatian should be abtained from yaur telephone system sdministratar or hasted account provider:
After saving these settings, see the Statys tab to confirm successful registration.

Bip.ringcentral.com:5060
(i)Default port is S060. To specify a different poet, enter PROXY:PORT, &.§. my_prosey.com 5070, or
192.168.1.10: 5080

Manitor "Ring” event on registered SIP extension
®hone

(he device will Buto-answer any inbound call received on this extension and provide a voice paging path (and multicast if configured).

« Save

6. Now go to the tabs Advanced Settings — Advanced SIP and fill out the following fields.

Algo IP Endpoint Web Interface Fields

SIP Transportation

Click the dropdown and set it to TLS.

Outbound Proxy

Retrieve the Outbound Proxy from AT&T Office@Hand.

SDP SRTP Offer

Click the dropdown and set it to Standard.

SDP SRTP Offer Crypto Suite

Click the dropdown and set it to All Suites.
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Validate Server Certificate CEnabled ®Disabled
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7. Verify the SIP Registration status on the tabs Status — Device

_ status | Basic Settings: || Acditional Features || Scheduer || Advanced Settings || system | | Logout |
| Device Status |
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8. Check the registration status in the AT&T Office@Hand web admin portal.
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9. Once completed, the device must be added to a Paging Only Group to be used. A paging-only group is a
collection of paging devices or desk phones that can receive a paging call. Go to Phone System — Groups —

Paging Only to begin.
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10. If no Paging Only groups exist, click + New Paging Only in the top right corner of the table. Fill out the Group

Name and click Save.

Add Paging Group X

Group Name

Extension Number

n

Automatic Call Recording

] Inbound

LS

11. To add your Algo IP endpoint to a Paging Only group, click on the group name in the table and expand the
Paging section. Click + Add device to group in the top right corner of the table.

e
W

Groups % Paging Only
Paging Only groups enabla realtime one-way broadcasting through multiple desk phones and overhaad paging devices. Leam more aboul paging

Search + Mew Paging Only

Slub Name Main site paging (Ext. 10)

.
+ Paging Only Details

Devices thal receive pages Tor this group Members allowed 1o page his group

You can add up to 25 devices. ,o

+ Add device ko group

12. Select the Paging device, click Continue, and select the Algo IP endpoint(s) to add to the group.

=]

Search




Add device to group b 4

Which type of device would you like 1o add?

) User phone

@,‘ Paging device

() Limited extension phone

o |

13. You may now page the connecting paging device. To do so, dial *84. When prompted, enter the page group

extension number followed by #.

LIMITED EXTENSION

LIMITED EXTENSION — COMMON AREA PHONE

The AT&T Office@Hand Limited Extension is an extension with features limited primarily to calling. This extension
has limited features and is not tied to a user.

Recommend use:

« Two-way communication using Algo IP speakers or intercoms

Initiating or receiving regular telephone calls
« DTMF zoning (multicast or analog zone controller)

« Door control (via DTMF) with intercoms

Do not use for:

« Loud or night ringer (call queue membership is not supported)

« One-way paging (single or multi-site). Using the Paging Devices method is a simpler option.

Configuration

You will need to open both AT&T Office@Hand and the web interface for your Algo IP endpoint to register your
device.

To begin:

1. Log-in to AT&T Office@Hand and open Phone System — Groups — Limited Extensions.
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2. Click + New Limited Extension in the top right corner of the table or enable an existing one. If creating a new

extension, fill out the Limited Extensions fields and Shipping Info fields.

Add Limited Extensions 4

1 Add Liriled Extensions 2 Add Bhipging e 3 Cenfiem

Limiied Extension - Domesiic DigitalLine Basic avallable: 0

11 the quantity of licenses added exceeds e available smounl, you will be changsd for the axira licenses i the selecied Cosl Caner,

dny Cond Contar SrassPravince Area Code Mumber Optian Sive Device

Can' find the area code you're looking for?

Cancal

o |
3. Navigate to Phone System — Phones & Devices — Common Area Phones. Click on Existing Phone for the

Limited Extension you would like to use.
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4. In the Setup & Provisioning window, select your device by going to the Other Phones tab and selecting Existing

Phone.
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« You will now see your SIP credentials.
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5. You will now see your SIP credentials. Open the web interface for your Algo IP endpoint and go to the tabs

Basic Settings — SIP. Use the SIP information for your device to fill out the following fields.

Algo IP Endpoint Web Interface Fields

AT&T Office@Hand Fields

SIP Domain (Proxy Server)

SIP Domain

Page Extension

User Name

Authentication ID

Authorization ID

Authentication Password

Password




Status | Basic Settings | Additional Festures | [ Scheduler || Advanced Settings |[ system | [ Logout |
| SIP  Features  Multicast

SIP Settings

I SIP

(i) This section allows the S18 server information & sccount credentials bo be entered. Thes infarmaticn should be abtained from your telephone system administrator or hosted accaunt provider
After gaving these settings, see the Status tab to confirm successful registration.

T —

(i)Default podt is SO60. To spacify a diffenent port, &nter PROXY:PORT, &.g. My_proxy.com 5070, of
152, 166.1.10: 5080,

Ring/akart Mods "_Mn-ml.ur "Ring" event on registered SIP extension
®nane

Page Extension ] |

Authentication 10 i |

Authentication Password i | ®a

Display Narme [Optional] [ ]

(11The device will auto-answer any inbound call received o this extension and provide a voice paging path [and multicast i configured).

' Save

6. Now go to the tabs Advanced Settings — Advanced SIP and fill out the following fields.

Algo IP Endpoint Web Interface Fields

SIP Transportation Click the dropdown and set it to TLS.

Outbound Proxy Retrieve the Outbound Proxy from AT&T Office@Hand.

SDP SRTP Offer Click the dropdown and set it to Standard.

SDP SRTP Offer Crypto Suite Click the dropdown and set it to All Suites.

| status || Basic settings || Agditional Features || Schedwer | mdvanced Settings | System | | Logeut |
Network  Admin  Users  Time  Provisioning  Advanced Audia  Advanced SIP | Advanced Multicast
Advanced SIP Settings

- General -

[e===r s 7

(i fSelect Auto to check DNS MAPTR recard, then try UDR/TCR

2 fn TLS mode, f the SIP Server requires encpoints t be suthenticated, a PEM file containing both a device
eertificate and & private key needs to be installed on the Algo device. Use the “System > File Manager® tab to
upload a cartificate file renamad to "sipcliont.pem’ in the "carts” folkdar,

SIPS Scheme (Enabled ®Disabled

Validate Server Certificate CEnabled ®Disabled
(EValidate the SIF server against comeen certificate authorities. To validate against additicnal cartificates, use tha
“System > Fils Mangoer” tab to upload 2 BaseB4 encoded X.50% certificate file in Jpem, .cer, or .crt format to the
‘certs/trusted’ folder.

SIP Quthound Support (AFC 5626) CEnabled ®Disabled
(i 0nly enable this aption if the SIP server supparts BFC 5626

Register Period [seconds) 600 |
[~ SRTP
{ [ sop sk ofer [Standard ~]
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7. Verify the SIP Registration status on the tabs Status — Device.



Status | Basic Settings || Additional Features || Scheduler || Advanced Settings || System | | Logaut

Device Status
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USER PHONE - FULL EXTENSION

An AT&T Office@Hand full extension is possible for user phones. This creates a digital line that can initiate or
receive regular telephone calls.

o Recommend use:
o Loud or night ringer (call queue membership is supported)
« Do not use for:
o Any other application besides loud or night ringing. Other methods are better suited for applications
outside of loud or night ringing.

o See Paging Devices and Limited Extensions above for more details.

Configuration

You will need to open both AT&T Office@Hand and the web interface for your Algo IP endpoint to register your
device.

To begin:

1. Log-in to AT&T Office@Hand and open Phone System — Phones & Devices — User Phones

S AT&T Office@Hand

Home Users Phane System Meetings Reports Billing More

B company info Phones & Devices » User Phones
¥ Phone Mumbers 3
Search ¥ + Add Device
) Business SMS 3
& Auto-Receptionist » Status Device v Site Assigned Phong
eﬁ Groups ] [+ ] Annetle Nunis Exigting Phone Office @ Han Annatte Nunis (205)

[l Phones & Devices J- (] Annette Nunis2 Existing Phone Office@Han... Annatte Nunis2 (205) 4
User Phones -
(] ATAT Officei@Hand ior Deskiop Company George R (650} §

Common Area Phones

[+] ATAT Office@® Hand for Deskiop Company George R [214)
Paging Devices

[x] ATAT Office @ Hand for Deskiog Company S Sivaprasad (214}

Shared Lines

2. Click + Add Device in the top right corner of the table to add a new device.



3. Set the requested fields as needed in the new window. When selecting a device, go to the tab Other Phones

and select Existing Phone.

P
Acdd Uses Phones

|
« Salect User 2 Select Devices 3 Selsct Mumbers 4 Add Ememency Respanse Location & Add Shipping info & Corfirm

Otfice Licenses - Domestic Digitalline Uniimited avallable in AARJU MULANIS cost center: O
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Select Devices a Devices Added: 0
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AT&T Officed Hand Fhﬂnﬂo

gy Oeorde |‘ \ Prcy: FrisE

Price: FREE

Existing Phane

Mo device added

Back

4. After you have completed the process of adding a new user phone, set up and provision your device by either:

« a. Clicking on the device and clicking Set Up and Provision on the next page.

< Bk Existing Phone

Device Hame |
!I Existng Phore
L Arratie Munis Existing Frane

Frangs P

Sarinl Mumbar: N ()
Assigred Type: Liser Phane
Smtus; Oifine

« b. Clicking on the kebob icon on the right side of the device’s row and selecting Set Up and Provision.

Phones & Devices ¥ LUasr Phonas

LE
Y

Saarch i { Add Device & Bulk Assign Business Maobike
Status  Device ~  Sle Assigned Phome NHumbser Serial No. Actions
- Ani Munis Existing Phone Offaca & Han Annedle Munis 1205) 419-4408 N/A n
=] Ani e wigling Phom Oifice @Han Annetle Nunis2 (205] 418-4280
Change Phane
-] 11 i fiaf Company Geange R (B50) 537-2483 I
Reassign o
[} ATAT Oifice & Hand lor Deskion Company Goorge R &14) JB0-0080 M
5. In the Setup & Provisioning window, click Set up manually using SIP
Setup & Prossioning x
1 Balkect Device 2 Provisioning 3 Finish
Sslect your madsl 16 bagin
Typse Eeand ramas oF model Nama 1o search
Carcel

« You will now see your SIP details.
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6. Open the web interface for your Algo IP endpoint and go to the tabs Basic Settings — SIP. Use the SIP

information for your device to fill out the following fields.

Algo IP Endpoint Web Interface Fields

AT&T Office@Hand Fields

SIP Domain (Proxy Server)

SIP Domain

Page Extension

User Name

Authentication ID

Authorization ID

Authentication Password

Password

Status | Basic Settings | Additional Features || Scheduler || Advanced Settings |[ System | [ Logout |

| SIP _ Features  Multicast

SIP Settings

- SIP

Thig Section allows the SIP server information & accouwnt credentials to be entered, This informaticn should be obtained from your tebephone system administrator or hosted sccownt provider.
Aftar gaving thase settings, see the Status tab to confem succassful registration.

e

(E)Default port is SO60. To 5pacify a different part, &nter PROXY:PORT, 6.9, My _proxy.com:5070, or
192, 168.1.10-5060.

Ring/Alert Mode '._Mn-mmr "Ring” event on registered SIP extension
®Hane

Page Extension I |
Authentication 10 i ]
Authentication Password | e | By
Digplay Marme [Optional) | ]

'-!]Thé device will aute-answer any inbound call received on this extension and provide a voice paging path [and multicast if configured).

+ Save

7. Now go to the tabs Advanced Settings — Advanced SIP and fill out the following fields.




Algo IP Endpoint Web Interface Fields

SIP Transportation Click the dropdown and set it to TLS. Enabling
Outbound Proxy Retrieve the Outbound Proxy from AT&T Office@Hand.
SDP SRTP Offer Click the dropdown and set it to Standard.

SDP SRTP Offer Crypto Suite Click the dropdown and set it to All Suites.

| status || Basic settings || Additiona Features | | Scheduter | Adwanced Settings | System | | Logeut |

Metwork  Admin  Users Tt g d Audia dv d SIP Multicast

Advanced SIP Settings

- General

(ifSelect Auts ta check DNS RAPTR recard, then try UDRTCR

() In T & minde, i Fhe 518 Seruse cequess sndpninks fn be ssthaesicated, 5 BEM filn rontaining hesh s deuies
cRrtificate and 8 private kiy needs to be metalled on the Ao device, Use the "System > File Manager” tab to
uploDd B COFLINCATE by Fanamed 1o “SIpCHant pam’ in thi "oarts’ foidar,

SIPS Scheme Ensbled ®Disabled

Validate Server Certificate Enabled ®Disabled
(iValidate tha SIP server against cammen certificate authorities. To validate against additicnal certificates, usa the
*System = Filz Mansger” tab o upload a Basefd encoded X.50% cemificate file in pem, cer, or .crt format to the
‘perts/trusted’ folder.

SIP Qutbound Support (RFC 5626) Enatled ®Disabled
(i0nly enable this aption if the SIP server supparts BFC 5626

bip10.ringeentral biz:5086 ]

Register Period (seconds) B600 |
~ SRTP

SDP SKTP Offer [Standard ~]

S0P SRTP Offer Crypto Sufte [AIl Suites ~]

NAT

Mertia MAT ®@wore (CNcF ClsTIN

8. Verify the SIP Registration status on the tabs Status — Device

_ status | gasic Settings || Agditional Features || Scheduer || Advanced Settings || system | | Logaut |

Device Status

Welcome to the Algo 8301 IP Paging Adapter & Scheduler

Regist atiog Brsurcs yuur ofcess to the |atest upgrodes to Lais proouct end mpurtait service nodoss.

Status
Deviee Name pagingadapter-002709
I SIP Registration Page Sucenssful I
Call Status Idie
Pre =y Trat Foghoprowy e
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