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Scope of Application
This case achieves wireless terminal access through multi AP coverage, while allowing
a small number of wired terminals to access, suitable for office network scenarios with a

user base of 100-200 people.

Business requirements

A new office needs to build a network, and the requirements are as follows:

The entire office is covered by wireless network, and employees can access the office
network through wireless network to achieve mobile office.
Deploy wired networks in the office environment to provide wired network access for

printers, conference rooms, and fixed workstations.
Product Usage Instructions

Scheme Design

2.1 Topology

AC side hook+layer 3 networking+local forwarding mode

AC is equipped with a core switch, wireless user address pool gateway is located in the

core, and AP management segment address pool gateway is located in the AC.
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The IP network segment between L3 switch and export gateway equipment is
192.168.100.0/24, and the gateway of L3 switch is 192.168.100.254/24.

DHCP server:

e The AC acts as the DHCP server of the AP and assigns IP addresses to the AP.

o L3 switch, as the user’s DHCP server, assigns IP addresses to users.

AC controller: Use VLAN 100 as the management VLAN and 192.168.100.252 as the
management IP.

AP management: the management VLAN is VLAN 100, the IP network segment is
192.168.100.0/24, and the gateway is 192.168.10.252.

User management:

e Wired network the wired network VLAN is VLAN 10, the IP network segment is
192.168.10.0/24, and the gateway is 192.168.10.254.

o Staff WiFi: the staff WiFi VLAN is VLAN 20, the IP network segment is
192.168.20.0/24, and the gateway is 192.168.20.254. The service data forwarding



mode of wireless users is local forwarding. Wi Fi signal with wireless network name
“staff” and Wi-Fi password “admin@123 .

o Guest WiFi: the Guest WiFi VLAN is VLAN 30, the IP network segment is
192.168.30.0/24, and the gateway is 192.168.30.254. The service data forwarding

mode of wireless users is local forwarding.

o Wi-Fi signal with wireless network name “guest” and Wi-Fi password “guest@123 ”.

Product List

Equipmen | Equipmen
Equipmen .
t name t model Product link
t role
AC
AC AC-1004 https://www.fs.com/products/141375.html
controller
_ S3270-48 _
L3 Switch ™ L3 Switch | https://www.fs.com/products/166610.html
S3100-16
L2 Switch L2 Switch | https://www.fs.com/products/160710.html
TMS-P
AP AP-N505 | AP https://www.fs.com/products/149656.html
Data Planning
Device Project Parameter Describe
Wireless access man
agement VLAN (used
Vlan Vlan 100
for communication be
tween AP and AC)
IP address | Vianif 100 192.168.100.252/24 | AC Controller IP-adar

ess
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Vlanif 10 192.168.10.0/24
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DHCP Vlanif 20 192.168.20.0/24

Vlanif 30 192.168.30.0/24 Wired Network

ip route 0.0.0.0 0.0.0.0 192.168.
Route Default route
10.253

Vian 10
Vlan 20

Vilan Vlan 30
L2 Switch Vlan 100

Configuration Steps

Configure L2 Switch
Taking S3100-16TMS-P as an example

#Create planned management VLAN and business VLAN.

e L2Switch(config)# vlan rang 10,20,30,100
e L2Switch(config-vian)# exit

#Enter the physical interface connected to the PC and modify the interface to VLAN 10.

o L2Switch(config)# interface gigabitEthernet 0/1
o L2Switch(config-if-GigabitEthernet 0/1)#switchport access vlan 10

#Enter the physical interface connected to the AP, modify the link type of the interface to
trunk, and specify the default VLAN of the interface to be the management VLAN of the
AP.

o L2Switch(config)# interface gigabitEthernet 0/10

o L2Switch(config-if-GigabitEthernet 0/10)# switch mode trunk

o L2Switch(
L2Switch(config-if-GigabitEthernet 0/10)# exit

config-if-GigabitEthernet 0/10)# switchport trunk native vlan 100



#Enter the physical interface connecting the L3 switch and modify the link type of the

interface to trunk.

o L2Switch(config)# interface tenGigabitEthernet 0/17
o L2Switch(config-if-tenGigabitEthernet 0/9)# switch mode trunk
o L2Switch(config-if-tenGigabitEthernet 0/9)#exit

#Save config.

e L2Switch(config)# end

o # write

Configure L3 Switch

#Create planned management VLAN and business VLAN.

e L3Switch(config)# vlan rang 10,20,30,100
o L3Switch(config-vlan)# exit

#Enter the physical interface connected to the AP, modify the link type of the interface to
trunk, and specify the default VLAN of the interface to be the management VLAN of the
AP.

L3Switch(config)# interface gigabitEthernet 0/48
L3Switch(config-if-GigabitEthernet 0/48)# switch mode trunk
(
(

L3Switch(config-if-GigabitEthernet 0/48)# switchport trunk native vian 100
L3Switch(config-if-GigabitEthernet 0/48)# exit

#Enter the physical interface connected to the access switch and modify the link type of

the interface to trunk.

L3Switch(config)# interface TFGigabitEthernet 0/1

L3Switch(config-if-TFGigabitEthernet 0/1)# switch mode trunk
L3Switch(config-if-TFGigabitEthernet 0/1)# exit
(
(

L3Switch(config)# interface TFGigabitEthernet 0/2
L3Switch(config-if-TFGigabitEthernet 0/2)# switch mode trunk



o L3Switch(config-if-TFGigabitEthernet 0/2)# exit

#Enter the physical interface connected to the Firewall and modify the link type of the

interface to access.

o L3Switch(config)# interface TFGigabitEthernet 0/4
o L3Switch(config-if-TFGigabitEthernet 0/4)#switchport access vlan 100
o L3Switch(config-if-TFGigabitEthernet 0/4)#exit

#Save config.

e L3Switch(config)# end
o L3Switch# write

#Create VLAN virtual interface and configure the planned IP address.

o L3Switch(config)# interface vlan 10

o L3Switch(config-if-VLAN 10)# ip address 192.168.10.254 255.255.255.0
o L3Switch(config-if-VLAN 10)# exit

o L3Switch(config)# interface vlan 20

o L3Switch(config-if-VLAN 20)# ip address 192.168.20.254 255.255.255.0
o L3Switch(config-if-VLAN 20)# exit

o L3Switch(config)# interface vlan 30

o L3Switch(config-if-VLAN 30)# ip address 192.168.30.254 255.255.255.0
o L3Switch(config)# interface vlan 100

o L3Switch(config-if-VLAN 100)# ip address 192.168.100.254 255.255.255.0
o L3Switch(config-if-VLAN 100)#exit

#Configure the default route. The next hop (192.168.100.253) is the interface IP on the

interconnected peer device.
e L3Switch(config)#ip route 0.0.0.0 0.0.0.0 192.168.100.253

#Turn on DHCP service function.



¢ L3Switch(config)# service dhcp

#Create a DHCP address pool “staff_pool” to assign IP addresses to wireless users. The
IP network segment in the DHCP address pool is 192.168.20.0/24, the DNS server
address used by the user is 8.8.8.8, and the gateway is 192.168.20.254.

o L3Switch(config)# ip dhcp server pool staff _pool
L3Switch(dhcp-config)# network 192.168.20.0 255.255.255.0

e L3Switch(dhcp-config)# dns-server 8.8.8.8
L3Switch(dhcp-config)# default-router 192.168.20.254

o L3Switch(dhcp-config)# exit

#Create a DHCP address pool “guest_pool” to assign IP addresses to wireless users.
The IP network segment in the DHCP address pool is 192.168.30.0/24, the DNS server
address used by the user is 8.8.8.8, and the gateway is 192.168.30.254.

o L3Switch(config)# ip dhcp server pool staff_pool
L3Switch(dhcp-config)# network 192.168.30.0 255.255.255.0

e L3Switch(dhcp-config)# dns-server 8.8.8.8
L3Switch(dhcp-config)# default-router 192.168.30.254

o L3Switch(dhcp-config)# exit

#Create a DHCP address pool “wired_pool” to assign IP addresses to wireless users.
The IP network segment in the DHCP address pool is 192.168.30.0/24, the DNS server
address used by the user is 8.8.8.8, and the gateway is 192.168.30.254.

o L3Switch(config)# ip dhcp server pool wired_pool

o L3Switch(dhcp-config)# network 192.168.10.0 255.255.255.0

e L3Switch(dhcp-config)# dns-server 8.8.8.8
L3Switch(dhcp-config)# default-router 192.168.10.254

o L3Switch(dhcp-config)# exit

Configure AC
After logging into the web network management interface using the default management
IP (192.168.1.1), select the deployment mode. In this solution, the AC controller adopts a



side hanging method, which only manages APs and does not forward traffic.

The initial login to the AC controller must be done using the default wizard. Please refer

to the screenshot below to complete the setup:

GFs Tel: +1(288)468 7419

The figure below shows only the devices that

B | have read and agreed {User agreement} and
s

{privacy policy} «
Start deploy

Select the working mode of the AC controller, which supports two deployment modes:

@ Mode

Configure the AC working mode

Network Bridge Routing mode
The AC side | The AC acts as
hangs on the an axt router
backbone and a gateway,
network and acts directly
only as a wireless connected to the
controller external network

Configure SSID

Shortcuts can only configure SSIDs, cannot configure passwords and VLANS.



() Mode @ Wireless

Configure wireless signals

(:J 240 and 5G signals are one in one

Wi-Fi name

staff]

B No encryption (Follow-up authentication management terminal Internet)

Hide Wi-Fi (others cannot see, can only add Wi-F manually)

o e

Configure password

Set a new management password for the AC controller.

() Mode —— () Wireless (3 Cipher

To improve system security, set a new password

New password

admin@123

Confirm the new password

admin@123

last step lssue configuration




@ Mode e — @ Wireless

Configuration completed

@ Cipher

Please wait for 1 minutes or so to surf the Internet normally.

(@) completed

To view or modify the configuration, connect to Wi-Fi or wired AC http://fs.eweb

Metwork

AC work AC modes

configuration pattern: (network bridge)
Admin getting...
Address:

Wireless signal names ctaff

configuration password: No encryption

Issuing the configuration, please wait...

After completing the default wizard, you can officially log in to the AC controller. Due to

the default wizard using default VLAN and IP to manage APs, we need to modify the

management network of the AC controller. Select the red font wizard in the upper right

corner for quick configuration, as shown below.

Select working mode Select the bridging mode.

Administrator: admin
Dashboard
AP Eystem Time
- . 0 Cunent Tmes 1570-01 R
L — .
= Trathic Tendency |G w| [Kops  w
[
= RSE| Distribution Dietal = AP Gt el
AF Name Oniine 5TAS CPU Free Memory Spead(Rbps]
6404 9906 c79c o 0% 2% 1010
Mo Data
4 Dessl Copyright S2005-2025 FS.COM Inc. &ll Rights Reserved. Teki +1(BBEMGD 71D

ice B Logout



Adminkstrator; admin B CuickSetiings 2 Service B Logout

= Topology Confirmation

Aouting Mode AC Mode (Bridge) @

Plleasa Make SUNE 10 CONNGGL ACCORING 12 the Kpalkagy Shown In the Nigure above (e equipment

acts 33 & gateway or pura AL, Bnd directly accasses the operator's network)

Mosdek AC-1004 Detal Copyright £2008-2025 FS.LOM Inc. All Rights Reserved. Teh +1(SRHEE0 7410

Configure AC controller to manage network:

1. Configure DHCP address pool: Use 192.168.100.0/24 as the wireless management
network, and AP devices can obtain management IP addresses from the local
support.

2. Configure and manage VLAN and IP addresses: The IP address and VLAN are
respectively used for the management IP and VLAN of the AC management AP.

3. Configure tunnel IP and VLAN: Tunnel IP and VLAN are tunnel addresses and VLANs

for AC and AP interconnection.

Administrator: admin B Cuick Settings 2 Senviee B Logout

= AC-AP Interconnection

Tunnei P: | 152 168,100 252

Tunnel YLAN o IConiigure VLAY gatewsy RrAF]

Model AC1004 Detal Copyright £2008-2025 FS.LOM Inc. All Rights Reserved Teh +1(008)260 7419 .

Configure DHCP



DHCP is used to allocate management IP addresses for APs.

Administrator; sdmin

= AC-AP Interconnection

= [Configure DHCP on AC)
|- A0S DHCP X Detete Selected DHCP @) Excludea Adoress Range DHer R

Name IP Address Range Default Gateway  Leass Time DNS

[5how Mo |10 | Total Count:1 it 1 Mex

Modek AC-1004 Detal Cepyright CZ00S-2023 F5.C0M In. 4l Rights Reserved.

— Edit DHCP

Pool Name: | dhcp-def-pool N

Address Range:  192.168.100 1 to 252 *

Default Gateway: | 192 168.100.252 )

Lease Time: |24 hour(s) v

Preferred DNS Server. (8888

Secondary DNS Server. 8844

Option 138 1.1.1.1 7]

@ quick settings @ senvice 3 Logout

19216011192 16
dhop-ded-pool 81254 19216811 1 Dayis) BRABRA4S Delete

ek 11ESEA08 TS L

>



Acmanstaton admin B cuck Settngs 2 sanioe

= ACAR Imerconnection

= WLAN Bettiegs

Manage IP and VLAN configurations

Manage IP and VLAN for communication between AC controller and AP.

= Configure mrelesy signal

Bedinisiraton admin B fukkSetingy & terds B Logout



WIFI/WLAN Sattings

B oukksoming P fondw  Briooen

Wi 1

S50 ] A ORI Kisoeined BT Parasiding M Rtind

The SSID authentication method and business VLAN configured by the default wizard

need to be re edited, and the staff password and business VLAN need to be modified.

Explanation of Various Parameters in Wi Fi Configuration

Parameter Name

Parameter Description

Wi-Fi Name

Indicates the wireless network name, co

nfigured as “staff”.

Encryption mode

Indicates the security configuration mod
e of the wireless network. You can choo
se “Open without encryption” and “Pers
onal WPA/WPA2-PSK”. In this case,
you can choose “Personal WPA/WPA2-
PSK”.

Wi-Fi password

When the encryption mode is “Personal
WPA/WPA2-PSK”, this parameter is req
uired. The password configuration of thi

s case is“ admin@123 ".




Advanced Settings

Packet Forwarding: SSID code:
Hide SSID:

Max STA Count: Network OFF Period: 5

G-Prior Access:

Associated AP Group

For easy management, multiple APs em
itting WiFi signals are clustered in one g

roup.

STA VLAN ID

Indicates the user’s service VLAN. The
service VLAN planned in this case is VL
AN 10.

STA DHCP Service

Please configure the DHCP service on t
he switch connected with the AC. Note: t
he address pool allocated by DHCP mu

st be in the same subnet as the VLAN.

Network Type

Supports 2.4G, 5G, and 2.4G&5G mode

S

Support Radio

It is recommended that you not specify r
adios (The function takes effect on all ra

dios.) .

Configure staff WiFi

According to the network plan, refer to the screenshot below for configuration.
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Configure guest WiFi
According to the network plan, refer to the screenshot below for configuration.

Administrator: admin @ quick Settings 2 Service B Logour

WIFi/WLAN Settings

= MNetwork Ascess Configuration X

----- Click the form|C:olUMN head]) can pop-up zonfigarafion b for the comezganding somigurabon.

mociated AR Group @ STAVIANID@ STA DHOP Service Metwark Type Support Rado @ Action
- v X +acd
e “
Modet AC-1004  Deesil Copyright ©2008-2025 FECOM Inc. All Rights Reverved, Tek: +1(BEHMG8 7410
Adminkstrator: admin B oucesenings A service B Logout

PrEp—— | Reset

QLR aco cowp | Exportmpon ar

AP Marme " MAG Location stawe Cruine STA TaMme (kEps) Acen
AllAF Groaps Edil | Rate Lim#
Dt o G404, 3506 €79 192 166,100 1 6434 9905 T Griine o 010 -
Shew Moz 10 ~| Total Count1 I 1 Hest boLastMl [ g
"
C-1004 Datail Copyright S000-2025 FE.C0M inc. All Rights Restrvrd. T +1HAAGATAID

Verify Configuration Results
After the router is configured, the AP device will automatically go online, and you can

see in the AP list that one AP has successfully gone online.



Adminkstrator: admin

ap

AF G IUU ExportAmpon AF

AllAF Groups

AF Harng

040 986 TS

Default

Show No.. | 10 | Tetal Count 1

" MAC
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STA represents the connected user, and after the terminal connects to the wireless

network through SSID, it can view the information of the connected user through STA.

WLAN Management

Show No. |10 +| Tetal Count 2

Delaware, United States

Associated AP Group
Default =35

Default 5]

3TAs Count Action

1 Edit Rate Limit Details

git Rate Limit Details

e Address Delaware: 380 Centerpoint Blvd, New Castle, DE 19720, United States

e Email US@fs.com
e Tel +1 888-468-9910

Germany

o Address RoéntgenstraBe 18, 85757 Karlsfeld, Germany

e Email DE@fs.com
e Tel +49 (0) 8131 377 3008

Australia

e Address 57-59 Edison Rd, Dandenong South, VIC 3175, Australia

¢ Email AU@fs.com


mailto:US@fs.com
https://phone.gd/phone/888-468-9910
mailto:DE@fs.com
mailto:AU@fs.com

o Tel +61 3 5909 9990

Japan

e Address JS Progress Building 5F, 4-1-23, Heiwajima, Ota Ku, Tokyo, 143-0006, Japan

¢ Email JP@fs.com
e Tel +81-3-6897-9438

Wuhan China

o Address Building A1-A4, Chuangxin Tiandi, No. 88 Guanggu Sixth Road, Hongshan
District

e Email sales@feisu.com
o Tel +86(400)865 2852

California, United States

e Address California: 15241 Don Julian Rd, City of Industry, CA 91745, United States

¢ Email US@fs.com
e Tel +1 888-468-9910

United Kingdom

e Address Unit 8, Urban Express Park, Union Way, Aston, Birmingham B6 7FH, United
Kingdom

e Email UK@fs.com

o Tel +44 (0) 121 726 4775

Singapore

e Address 7002 ANG MO KIO AVENUE 5 #05-02 Singapore 569914

¢ Email SG@fs.com
e Tel +65 31381992

Shenzhen China


mailto:JP@fs.com
mailto:sales@feisu.com
mailto:US@fs.com
https://phone.gd/phone/888-468-9910
mailto:UK@fs.com
mailto:SG@fs.com

e Address Room 1903-1904, Block C, China Resources Tower, Dachong Community,
Yuehai Subdistrict, Nanshan District

¢ Email sales@feisu.com
o Tel +86(400)865 2852

Shanghai China

e Address Unit 1201, Lee Gardens Shanghai Office Tower, No. 668 Xinzha Road,
Jing’an District

e Email sales@feisu.com

 Tel +86(400)865 2852

FS has several offices around the world. Addresses, phone numbers are listed on the
FS Website at https://www.fs.com/contact_us.html. FS and FS logo are trademarks or

registered trademarks of FS in the U.S. and other countries.

Copyright © 2025 FS.COM All Rights Reserved
FAQ

e Q: What is the role of the L3 Switch in the network setup?
The L3 Switch acts as the user’'s DHCP server and plays a crucial role in routing data
between different VLANSs in the network.

« Q: How can | access the management interface of the AC controller?
You can access the management interface of the AC controller by entering the

management IP address (192.168.100.252) in a web browser.
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